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B, RER “Alice BRFER Bob ] Alice WEBEF". UBELRBRAT WK, XHEE .
RUE&ERUHE.

H4 (identity) XMAMNEURESF NN, REXBENEYR I LYEARRER—4
ABRER—PEEHR, BIINEAFZHBXEXR, A, ME “Alice & Bob I H" #
) Bob i “Bob & Charlie )2 %", “Bob fEXN ¥ T ZHM David XRABETRITHER" TH
Bob B2FA—MA, XEREEN. FHHFHEANNLENRE “2F", IRNBAESR
“Hp4” M “BREMIE ., ERASRE XK, BT 6 E A4S S 6ERH S R
Eo

{542 (irust) FT4E4E (trustworthy) MIE XK HEBRB, TENATHIUELRENE
9. MBEAEAEERNEERHEEIGHNETFHFEI - NEXRLERNITHEARRREE
AEXEHSEERN (BROGTHERSERK), ROTUBRML “ZRTHE, EXRT
BRE", EXUE, ABLSHAERELRMNEN, NRELRERFAFRBTREBHE
T, MTHRERARELAGNAS,

EEREEEAEABREAHEN, EEREFLHNARBRATHFENRESL (fail-secure)
Bt . BEARETERE “THEREINFIREERALRERETRE", HANEL—R
RE-MRARBTHMAE TS FHEAATHER “MEAEREENERRANT, RAR LB
BEMNEL”, REEER “RITULKBRNRE" . FBFSARHMEL. LFENRA
BABAMM., BHMBETHREZTREROARSEN, APLEEIHH.

# % (confidentiality) . F&# (privacy) A% (secrecy) HMEXHMERBERDRE, XK
REBREXE, BRASLAME., MEROSBRETHL LORE, SRANDBES
AROEEHRFERNAG, XELTRABATARIE ., MAEERNESFFOMNR, X
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RBFNEMARBR

ABEMFERLT KIEE. '

s MEER-ITHEARRE, HOEARRHEHURGEEMN ST ARENIHHORE, tin
& s E LU RIEH .

s RECMETHRAIEMAREHARTHEHRR,

s BARKERP M ARBEREE S EAF; R #ES 3B k5 ARIEA A2 K6 5
BA (FA—4iE, EARMEREEZNRR). BRTUE AIXE, BEXAERAEL
Al —HHEAL,

#A0F, ERENRARARAN, BEEA. PETAEMARIHRERPBARRBORE,
ERLVBEFL, ERBARAN, BEEPEARKIT/ENFFHEXRNRTIERPBERN
FiE, MMEZ, BREXRIANMEAZHRE, MRFEXRI -ITUHARHBE.

FEAMEHET, EHENAZRABTEHERABH, i, REEXNERRM
EWRITHRERT, KTMEAABTINREEREHEREXHNE, BEZRLER.: KE
MEFR. FTLh, BLFFEPTHRE, WHEBNXRERER, ERA (RENE) REL,
ELBR—-MNABEBERARBEENRE, EETFEEAEANERE, FEEFERIPBERR
HERZRE, ELZURAEERAR (HAH) RE

H £ M (authenticity) F XM (integrity) HAMPHER, EXEHUANERITEE,
ML RBEEIFEANEN.: REM—AMELHYFARERE, MARERNEKH
B, ERTHNBELMUNEBER, IR -TEHXRNBTEEEAIREANTARFR, B2
EAARERNBLWXERZEY (BEREERD), ARFABART (BTEXIMA
B EAERAEXANA), EELHEHABIEBERR A LYEAAMMMNRLEHFS, MERE
BENBAAEEEL, Bk, RIM2ARIETRRBHEEENTEYE (EEFHHAR
FBERK), HREREEERLSHOMEIE (XMERENERTEERZN), A — R
AT, WAMTRERAEREH, RERFRTHERRZRMKKES; XERIERN
BEEHMEMT Y, 5250, EARAGEELE-KOENIRRHAEVEE, RZH
BRYERE T L

EXEREREH - BARE, BEMARINFAEZRDNHIN, BB HE (vulnerability) 2
REREHEHN — g, MEMAP. A M (threat) RFHIE, SIFBLLAK
(security failure), XBH TRAELEMW, £4 K% (security policy) £ RGR I IRBEH) —F
BEHR (B, “SRERRLHE - ITSHHERKICRSZ LA, #iT$ 100080 5%
FERASZEEFT"), R4BAREMFPHANOES, EHERTERATRFLARERBH
AT E—mENRFELIE . EEH. FifBEFF—IHERFNRITEMEIA
ETHEFNHER, EXHEZHESLE —MRPER (protection profile), BERBEEHIF,
EEBELSRERE, TUERRN™HZA . B—F KA R 4EZE#ET LR
fhio ABBES TENE B ERAERELER., KLERMRPER., —BR¥F, &Y
AR ERE SRS, AU THRNEX, RINBEZEREN L TXF
BETCHMARERKLES

BEERMRE, X2TBRPAESBENTABEAEFT LREAKBRERE, 22X
HBALET, SARMAREERARNERE., XTAR, B MHRHESNE R TIRERK
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HFREMMKE, MYTRI, €2Mo e REREEHFERAMEGMNEM AT LEED,
1.6 G

REET N B W - F B /ROH—BRIE.

Humpty Dumpty & 32 Bb3L: “S KA NE, CREMRARZTRENER—
RELRY,” LWApHE: “FAEL, ARAFHRAZBTRALAZLASIAIRANER
Humpty Dumpty #.: “FlAZ, FAAAEHFRF—RALR"

MEEXTERMER, MEEESEARMLNAPHARENSR %, EBENF RGN

REEBRANHRRMREEN, FEFFPAREREARMA A, TEARGTEHRLEBESHE
W, HE-BEAT, ARIIBRENE2RERLA+FUHRAT B,

Q© (AWMHBRBARE) NHEE



HRUENERALERLY,

—Christopher Stracher

MRZLETIBRA MR —WEENE, FRENZEBUMHR. FHEHFAUREHU
MIERENXHH, MEALEH —THENER, RAGERA L6 TREAER. BTXR—F
IRH, ESARN B KBEH T,

LEREERAFBBELEA, AMA. A7, HHEVAE R, B0E & REE
5, BfEBRE. BTG, ERB., LKA BET FAERIHRERTRENOYEE
B, ¥eHURBEXEERFHAN, ENHFERITATLIERERIBER L, LB iEiE
W, RABNHELREFRNENEBRAER, MRABEHHFAATRIGENE, RHEFTX
BHRT, UM —BERERRELERERRMWEL T RITH. Bit, #46—MHKHE
FFEEEWAIEME, Bk, FRENEREING? KK, BN FILELRG?

AT AR IR R A, Bl R EEAEE LR FRE; il d T RRE
Z, EREFNMEFAILTAIHN, AERFILEHRSEFAXEFELR. ERESRECHR
FLE. BTERSNEERG. IEATEREEK,. EARAMNYEAZAERELESA, £
HAEEBHBEERE (KT FHES), REHLAERRNERREPRNEHE,

BRAGRALEREBRAMNLAER, X FXURAATENRS #4060 TF, &X
MESTARAE T RITENARKIMENEHAXNE S K PIN INE, AMEESSRHO#EE
Fo XANMMBEENTILEKVEAMIRG PIN, VA THEEER, ETUERKVUBEILE S 3
—HHEBRKRES. XERGHEATREEHYEZLE, FR—-BNBNERETLENETR
KRB, MEETHRTRASHRRACH, RTLBEMRECSHRITFHOBFK. ML
i FIBGE B0 R A B 8 PIN AE TR K PR30, A RR B J7 % 7T AMAAE 67 K 7 B 95 B B
W, FTRELERHGTILTA. BBHRTREERILEIERRS,

FIUAMMZREMBESESHUEALRBORE. ZE2WUNAE, &% XRHE
MR, A BHIIR— AR KL

2.1 WMWOSTHIRE

O4MARRHTENESHRKBHER, BIXEHEIRARIEALZARSHHERN
. OSETMLLL PIN WERFAEREHRARRE T, LNEKN, BHEELIFMER.
O43RTALEE, LtOANBEEE-—IFELZBFIANDS, REEEREREILT LM
A4,

ABEFT—EFPHROAASH “ARE” (human interface) W, RE, RITEERKRA
ﬁ%ﬁ*ﬁmqémﬁﬁﬁotﬁ%%ﬁﬁ¢%Uﬁ,ﬁ%ﬂﬁiﬁﬁ%ﬂﬁi”%ﬁﬁ
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HE-HBWHH, XEFRRNBESNANKT 16 G4FHE, XEFHEFRNGLRES
a4 WMIER.

A “B®FH” (gabber) B—FMEHH AL, XHRSEBICRESH, HEEE,
“BEE” FHRTEAEE, ®195 EEAH#ATG, BBRTUBRESESHN, LR TFRIT
FEITNES, ~BEEETEFRERINMESHEETITH.

REAT XA R — R, REEFENRERSHIERARNES . BRXEBRE
AEE, B, BATUBRERNENRSE, RREXTHRHFESH,; REHEBLENE
k. HIK, 16 i 04 KET., 20 L 0 ERPHY, F - LREEALXFAEATENO
SHRERRE, PHRB 2°KATUEZRAOL, MWRAESHH 10 KKIE, EAR /DR
RH, MEEBEZENREAF LB MNRE, BAKRB - 284RE/TT,

BH—AMERBREOSHKENME, MI16 AR 3200, RIEHWAFEMB & ‘B
OZHMRBOS”, EEXABXRMMAFEEFEAIRERNE, 5—HFELRAF 10
4 (REFEAD), REBEERAVELEY, BERBNABFRTF.

REAFENESEIOAE - AERNB A, RERBZAREEYHE. LWARFEHHT,
THFTENESHEFWR TRIEEBEBRILS EFCABAE RN, FERERBERFHNS
VeREDAS; SREEE, BXFASSAEHE, BFER, REALM—EXHEX
4L BaREE,

RAMBHOSERNBE RS, EEARMEAFHNSHRE, 24007, RERK
HWOAERAE - 4ABB, REESHRAZONARENNEL -1, BREILFIE,
HERSRBIAE “EBFE”, FUBRELERAESRNEZLTFER. REANIBENF
KRERFEREGE, BNVTERATANEB, LY, RIOIEFEERNRENEBEERES
WS ERIE, ABEESEIEFEMTROS. ETRRERMRELSALREZEMORT, BFT
BEEHNEPEART . BEBIRE T & NEH

2.2 HEME? WEAIAE

EEFERERAPARGESENOAKET ERBANEREN - THENBT. EHSL
HERIE, REBEEE—DNESR, HP QB EHRKFSH— g, e
CLRAZREMANBHAMELT .

DEBEITIEERMBFME LN ZESENENE; XEAKS (Xl ARBRTAEHK
MEE X ME, TREAELOBETRNEEZHZENPRTUERNTHER:

T G: T, {T, Nig
EEFENDNTERAFS, FHOMETERAKBHE, RURMNMEBOFTRE.

KENMWEBEGEREZTHNATT, FARNMEN T, BER N, X8 VAKX “—K#&
EREB” B nonceo i nonce BN T MEZHRIEBNBR “Het" M, wHEH, AR
EENEEMEBINANE., NEABREHL. EEGRFHLD 7, RAMEUNEH KT,
EATHHAERST, BXNES THAXE, BERBINBMEMDA nonce: No

EWLAESFEERBNB Y, Bk, EESLEH TRE-HEAN (APHBITFR),
TMEEEAN TREEFENEF (R, FHS), Kk, EFHFHITRIEH Y
Mg, RINEANBTE TREEES CHWHEALIR LBAEZEFFBET, FABXER



B2F% B X 11

E¥, FIUXANHESRAGEN, HEECEFEAAL. BEERT. FTLAR—BREE
SZEANW TG HBEM Y RE DGR EFE R B —FRE

nonce 7] LAFE BB (RIETH BB BB EM A T, M48 £ T3, nonce AT LARFEHLE . F5I
B, REFE=-HFERHMHEIER, ZEHEIREMAES, LW EMNKREHERTTAIGE
HARE (ABHERTHE) . BRERREZNRG S, WA SEE, BRHENTUER
gy MR ITERERFE,

IHEEHTFHEHLBEEGE, - BOEESETFES KT RRELFISE-1EH
FHFEH KM Thne, REPRRFS[/AE KM : ‘

) KT= T}
XRREA L (key diversification), B4 H TR BT KN —ITH B F L, HEL
HBEEANEMOYEEPBIATENNA, BEMAFREH G & HIRE R,

ELOTAAEEERILT SR, i1 AKE nonce 5 EIREEMN AR, XHEME, &
BEBNEXRL A M B, IBALFT] ABABAB---RBEERAERE., XTEH, NaREHEL
—KEERT YT R, BARE A HARNENHF, XEF-FLFIRE, WL
SRYRRFAEILE TR, BEETAHANBRANBESER, X, BmEREXEXE
BEERTUBEAHNRENRAMES, EFEE M EHEANBERRERFEG ST
nonce REE FWHR, XENE, BEIFRAN/IMEERE, BRESTEFH, TS
BEREE [391°,

R REMLEOGR B30, XA MBS ARE [195], MARILEHNE, sLFcEiE
MEANB, PEMIGHMMLE (valet attack), MARFHEMNRSF R, A BT F 86 U7E
BB, TERTREGAG, EEEBREINHERKE,

FRTEBRNAERERERRASL. —FARTHRAESEYSL, BORPHREHRE
THTEHE F—URREXBREHFER, ERROARIMTET). WRITHRFHEMT
LEEZILTURE, ERMEATER., MRE—SAGTILERHAR %237, SERF
R, XA MER\BHRT; ELEY - BBRHBRASAD ., HEMN =G 16 AT HF,
REEB S HCRMME R — K AR TR B 16 ST AT . A 4R 7E B 4L 6
BT (REBEWMA) 16 KU L, FTABXMER, M5 LR KA BER S0 e
BR17~32767, YRTFEARE GFEBRABAFR, 65 35T —THHRE0).
B RTEHENE, ANABEANHRB—TIL 0. 1. 20 000, 20 001, 40 000F! 40 001
RTUABBE RS .

B LR — A B A RN S ARES .. AREMBEFEIFA “BE” NE
PO, SinEIENL B AR EEMUE, XXBHELEB/BERE R,

BAF LB RSB H T R W42 (accessory control) s — AWK M S H B R ER
MR, MBERASHTRMNERAEEARRERE LM, XMEOEEER)
ﬁ~&%ﬁﬁﬁmrﬁm,ﬁ%ﬂmmﬁﬁaéﬂﬁﬁﬂmm¢ﬁAuﬁ%E,ﬁﬁzﬁm
EREMENE, ME%FESHFRSS, LK BERRE A 1200 dpi | 300 dpio &
TR — AR A T, NEHTLRMES N TR, FLEHRERER,

© WsEExBFH “sXHA" wH [39].
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BEIAA, BEMEW RESHHNE, BHEFH>, WRAMEHEMEHFEET
ﬁ‘_”#o

2.2.1 RigF0E &

BERRNRETHERTEEZMNITHN, —BEIAA/aEHIN, BEHREA
BRYin, N ERREENPRRYE - T ERBXLATARES, AFER n NHEILE. 4
RimFEHESME, HEH—TMERFS, X#, A ERRRDNENSR, TEFIHARLL
RIRERE, KR RENEBSMENNERHBZRIEZHEYH, VR-BUIEA, BhilwTL
ERTEMAEA:

E—>T: N
T—~E: {T, Ni

IHEMARABESE, E—1RET, AEINEEREEFENEIREYETHM,
HWAETRREEETOR/PHPAREERARGFS, MRLX, REINT-RNEBES.

SEhr b, KEEN T Z MR RE ™ f3.3% Kerberos. Netscape 1 PGP AR
Mg, EEREIWENLRE ERTEABHEN (340, 256], &N KRG L EE K
B EABBEARN, @ ARHEEFTNFETUEIEGBILERES, BRE B
BTREBANER, TUNAIG PCXBENKRETHBEIEORRAE B/, Hlinz iR
o TE S R TR A R M BUNE AL [225]. ERRM PCREL T EMBENERE D, LLIMMS%
HEMEEEE, URBETHHASKEIE [363], XLEEENEGATRARRREN
[447], BREBEHRARRES (WINEH), BEILRGES RN RS MET£H, K
FHRREERED, AATHMEMHE.

TR B R U N A b BB AN, SEXEENERIT. RIEARMEH
i1, BRI EFBEAELR, ILHEMERAFNITENRSE (808]. XEFEBRERBEXR
RS, EFTUYHESA, BERENETEHMNIE, YEZFIME EEGNFHH
B, BERELAH - AALUBOENER, REXIMRBADTFSRERT, RNEA
KAV S PIN, EREAEBRSARNARELEBFBREHEARX+—MTmE, R
ERREERGMEEE, FEXLAEENEBRA (LE2-1), mREFSHLEHAN
BEEAESR, PINWMALH., SHEARHALRNE, 2ANTENLNRERSILREA 8
EMBERBAEMOE PINHM N HFEBEER, SARTERIEZR,

RIASKRERESE, PREFVBEAES, PNREAMBHIFBRERKN G IR
B, URERH,P, NAEBEH nonce:

S—U: N

U—>P: N, PIN
P—~U: {N, PIN},
U->S: {N, PIN},

(EFEEMFA/ARTHAEABR, 2R [15] % 211 o)

B/ R BB A SEN R, XHENE, TUER - “BERRT RE
“BAMERE LR, EARMBFEERAASZHHORY (HEARESAESE
“EET),
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21 EHEBEER

2.2.2 X HPEALE

AKX ER/MNERRE MRS, EAEENHTHERTETERER,

7E 20 tH4E 30 #1140 £, MMM ATHE - Eamtk, RERHTERIRNLIH.
FHAMAGEA, XEEAHEHITEEXIHEHFMO TR Y. TREATRGHTER
R, WAL & &R (FF) %%, XEEHHRERLE KPR LAY, #
FAMMBG CHER - HASE, RPACRIH M, 1952 FX &R 5N AHIRAMN
BF, iR REEHRRY W, AddTHOBEREUESEAZ 2%, XEZER
EMAEREREPRAMB R, AE, —ROZEHHREATLESRHEEIESR,
RAM KA REMER, BERWNHFHAACTHIN,

% E 2 F4E M IFF 5 %0 ) Mode XII, B EZEBHI LA THEMA, HEEHEEZE
(SAAF) ZRHR, FEBAAFEFRY, FAEARTACSHERSA,

7E20 2 80 AEREH, HEERERKLTARALHNERRATHRSE, UFAH
REAEPMK L TMAAL], FATTRBN—MEMBF (UNITA). By wE 3F B 4 7
BB AL RBENSBHEAADREERN, FUBSHTREXEEN, TRAH
AEEMAREERKET AT RE, MSEHTERNESFRZAT UNITA B, HIE=E
FWREEENEN: EHARTRMEIRS UNITA REKRXHE, FERAEZHFHNARAE
HERSEREEHAKET,

R, HESERRMKETHENSY, FAEETHUTARLELEN - THIEE
EH OERTREFAALE., XEWHFECBEETEERS, LB EBUT i LR ER S
MAWE, XHEERIEEELEAAERIRIBATEABRFHERTLEH
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JLELRE, —fAREEEESRTRECARBENET ., LREXEEINELFRER
MBS ROERANEM, I - RHEERRERENEERELFANWER, BEX
B LR EREE, AR KBEBEESFNSHX, SHRATEAH FFHREAGFS, X
BEAVIERAESHETNUPGEKEGEHER, CLANHEEFILEEIERARFS,
BV WG SHEXF LA EE T REEIN, TERERINHFRTEXNMESHA
BT (RE22), BAMEFTH, IAENLHRHNENENSERMIIBRI, FUH
BAXNFIH, WEARFEER T, XS5MHMNa ARBHERARRERE

_ ~ B [
il I
| M //' — ooy

[

Y
P Y .t""'-f
- . I|
¥
W AN
i .

B 22 kAR RE AR E

REFRWALFUREGTE T EELEXBAE. BRARIANEFERELM N~
BEE, CEATHMEERENTAAREHERBE, XHEEA BRI BN E
SHMERHEATSEEBMA, PAARGRZENABNERBER L. BEFEXK John
Conway ¥ Z UL HOIREE, FRERMF FHE M — M KIFRME S 8. HE R R A5 467K 0 L3,
— AR, BA—AHREBH, EEREibATZE T,

EREHERT, TUMAREARTERHALY, LMAENER, K—RRER
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AR, BEXRAFESHBEIRBERGRIFY, YRAIREFEME, ERAGRALANY
PIRSERE,

2.2.3 REWEH

EXEAES, UHAYEABLFRB TN, HRATREABNRE, R8T,
RTHEGSHEFRES T AR EOE AR AR IFF RE, GLFERENLER
B, AEBRZEESE W ERET - IMEFHARNRE, FECERIKEENENE
Bk, BAEENTBERAGESRIALRFE I, REBTERKWNE, FIEEENE
& B W B R A (B

F—~B: N
B—~F: N
F—~B: { N},
B—~F: {Niy

FUERFHREMEMBESEE, EXHNIEKBEEA-RIFJ{A-FIER, XHE
ERE, BREAMBHFEECHET, 2ELF -8 HE DR RSN RAR S
B3k, R, E8R, MIBAERARBMN “HR” BHRA BT

EREFETUBILAMHAE, EREERT, EAANELHREIEQEWHINETHR
R®T., ERIEMAA T, X THEE:

F—~B: N
© 77 B 2 XE WL [ 2% 3% B # Il O
B—F: {B, Nig

X%, TURRBRHOWE {F, N} (RESABINBRBREHE {F, N

XA IFF AR ALBLE, (ER 05 4R T LA A Sk W W DE P i & FR AR AR R B AN RAR
RHT—AFEEE N, HE0EDHNKITWEA (N, Ba, BTHE0ZPATU
(o4 3730 B HL, RBLTTLAATIEZE 2000 HE N A AFAEH K. BEFFAMENHERRAAX
B RARERAEXAN WA R R B ORI AT E R, AR ELE 2000 XEAER R
RAREES K, MEA#E—SBE, FH KNFANLSERBERUFENRE L, I
BWREET (B, N, WEAT LN LBHEETES B KRIHLAT 2000 RE VA, HEHE
BRELERE T HEENERRRITREDUHZEL.

AWMAERLE, KTHANAEBESSEMRYMRT IFF HIRITHE T E. BRREWH
T ABREEHEE—GER PR FFRENRATNAK—FEB, i TEEHER
EEWES, BN LM IFFREBEHNESHEALRRFESHRBET. AERE M
EHAEE — S, 19444 1 A, WERM T Enigma HHERM, #E-ERHAEAM
EXBSMEAAERSHEILRERABSONE, S2HAECMEIRBEE. FUARS
AR R GEHFIGASIMAE S, CERNFERES. flm, LARR X+, KA 328
mEEA, ME-WERSELE - RRARERERAFES, —BREESDH 250 K. B L,
ERFIABARABRENNES, ARXRL, BFERTARNAARFSHEREN,
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PAFE S — R B i

FFEARETHSHUER KKK, WPl BHEE, BEESHTEPHE
RE, EHELBERERN, EHREEEANERMMNZEKS, XEFREETRSFN “U
HXR” TR HEET . £F 16 FXELSY IFF. ZTHE, RHKRAERAT —1~X8
M BREDUMERERBETHRROBE, BUMRBELET —FXE (BohkskE), B
RURBESNNWERTRAENATHZT (BEFTEHR), BFAXHEMRERTH, Xk,
EZRPRAKKOBELERKRTET, BRRELHEBTITRFHEAN FF, W AEE
B LEREENMRA T TERAE - T RBUGLSTITIT IFF,

2.3 thiEER

R RAREEEREN S RAMmM R E, SRR GHEANRHNIERFER, &
URMFERBUMENE. EEAEFHA -MOT: hEBKEMHN AT ROTREM, %
Brb, TERIEE (REFEH) XBEH, BFREERT IOAEKLZ R B M X BN
EERE,

FAE—-IATF, AENBHEANETHSNEREMEBRSOER LEA - AL
5, MEHFEN, EERBREZHKGES, IR ELRAFEMEMMRE, hERE
BWATEZRMMKN, FHHEFEERERETETHE, FHAER 10T “"WERL™ K104
TUEZMRRITEX B G.

R, MEEENT, WENAERHANENERREREENN, XEREARR
RFHRARLE, RIIYHHE, CFMNEX-TEECHEDRABGHRT . ATERBEMBEE
EREMEFRRETELERBOINE, EBHL-THRSBEBEIRK—BN, JGEEER
BB B 3R e & DEFERRHE (617]6

BHh-APTFREFAZRE, CERTREMBRBURE (EXF T HBMERE
BEHHSE DDT), MO BHERBEE - BB SRENROD SN ARBE
HREPEEE, SRFHASHHARANERRELITEHILK, ZMERBAERS
PR A R CRREEINE P, XRAZLTTHANRIT (LEAHGHR-—BESR
Zewyd), BRA-BHENHANIEEEEN, NRESR AN BBRIEAEGEY
WEME RN GEXBER TN, AT SR TR FEBDEEHNEHE
P A, BESMNEEAME L, HARHARZITSERAENENRET EH R, MRt
MR L TREFAE, BHERMBIFET.

¥ 7Bk DDT Bk i E i S M SR R, BTN REERMBER, RENEH
SN AERAEREEW (g b B RE) . A RaNA R — B LRRHIGE,
ERRERERTHRMALSAETNEFERBEPCHELTEARMBBAE; MAER
BB MR A EERKEET

2.4 RBETE

SHBNERH—IERFABFETE, XERRNBERFRYL, ZE2BURTRE
R ASF 357 69 B R o
REXEBIEANESFRER M RFHH T £20 e 80 FREH, REXH
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TEHEMEIHRIEER. HlIn, - IREFKBZFEETRXMBX ZE, TS EHWKE
FEHMNERZEEE —— KRN XEMENEY, B -KEAENBIHMBRR ES., X
EREIESETX R, BRAEZPBRIAERAN, RINKKEBREHOERINAET,

T —ERBHREYEUE, REEFTHEXERTHLESEE: HENXFEHEBS
T, FEAUABRS, BRERAEN TENRERITRG T

BREZEARFEWTAT, RAMEZEF THIEBRIL T RABEHERBMAREA A,
BHHFHEEATFHEARE, MALMKELHE! M, SLE-KLEHER, A
HEMRE., KEMBEZERIE, MHBENANEKEEREWBA ., RANR, KBKAH
HEAIHE X EERBHFRROELRA, BEAMFREZTR,

ERASHABEREAT . 20 HL 70 ERPPANEEXRANNELBBEHELN
R TXANE, FHRE, BAL-KAZE, TUFRLILAPEEREELILNTARE,
HABIENRENWBSREE—BE, 83— HERA-K I - TERI, FRED
REWHTHRARKEZEFANBRERSTEM . USSR ITERI TG MNE S BT
(7301,

ERZVNVERSE AT — ARG T, 78 1993 f1 1994 §, f 2 HZ T B L EHN
B, YNBPEAERESE, —THBTERERERZEN, A - THEREAHBRKE
EFERSE, B, BACEREPIRAE TREHEG, FRIHEREEHELB/HX
WS RO SE A IR ZE G (A AT B, MM BB TEREMT, BE -2 A LHER. K
TMMERNMEH T PCHLZMET TS MNARIERTEF FHBALHEAN
%, MR HEBE S PIN [19],

WA EABRERITEXAME? Bk, 720 i 80 £ F B, 4 IBM Hl VISA X #
B4 U B BG4 B A PIN BUARMERT, TREMIELETHEARR. F-ERERERE
MAAFAGRE (BEFS. MASAELMB), M PINRREMN [548], (FABELLH
B, MARBEANET, MPINEFD, sHEELLEZH - EXTHAENMBZL.)
S MERRAERFERERSHEVEEMFER, WnkERENEFERRERT
AR, XFE, BRRAEEL PINBADRSRE N PIN I, WK L OEET LA
FHLARIEE,

1993 EXFHRBEREBUET ., F B EBTHEBEF, TEEhE20HL 80 FRE
WEARBK, XEFESTERE EMANER, METEELRE THRLRY, HEEER
FESERATMAULT B A HEENARE, XFHAREHBEGE -, BT
BVIMAEG R MIAREESEAFRENBAFEA-NMEEMILE L, MEEHEK
BRAMBENERA A RESITHILEL, XETHEHELE, EXAKMHEER, 7
BEEHIBERERNRE,

2.5 EEWHINKE

ERALESNEM “SUREERE WEE, XHAERSTUERKEENRZS T H#
A, RFAEEEmSEHILTRKFEMNENAT.

XNBATHSHBBROFAR, BRAEAFEBRTXS, PENIERRAFNZ
SHETEE A RFEL. THRE, ATHEHER, EERAXAGTEERGEMILY
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0 FFHETEN (FHHEBS BHERTEHE), REBRRXKEET L HEELMRN
A6, REERERRITHICRRE ER?

XEF—MHT. BRTHAEEANALSE AR “SRIER", —MEE KRR
EEMBNRFRZ-TEFRAFESH. MREMFRERFELAWINME, BRoaHNKEHR
LR EBERDEE-MEILRA LELERNERIEN, TREARMARATULHIFE P
MARE, ME2-3FR, LPREESEFRENBEFHRER, REANEHEREIT &7
DRENEL (Flngm), HEETLHANBE, YSeTEHMEMMNEERARELHN
ZHWEN, MNERBEUBLEANEARRGSEHNEE. BEEEST, REERBT
&M, YBUTHHAMNEARERBB R ENERTHN, ARUIEEHFERT —
BHEETH—EHERT [446],

. B 1aa | g = 0 4] AT " il
- : L .J i
' .|;_’.':'. X ? .i"'_""l' ".i_l E - I:."' "" _ Eﬁ: :'r'.
(1 i i |

s - * 3 . — - *.
il | X L= ¥ R
E WO K17 Al

H.-j_ s |tf;.:.: 11'5
M2x MFERE LG

XERGBHILEN—THRORET K, ABHLABIN: 2 A EAS
P ERMINEN B RERMS; EHMARRECHNRAEZSNEWRAEML,

2.6 EBE¥FH

AZH AT EHELHHH T, ABIRETAE-NEEANEZFRENARE,
PlMED HEETF N BNy, BE—BREERNERBHINED: AREEFHHHI
BHE NI, XHHUNELHESENEERENMA, ATEHRRIVAETEHERAHM
FHAHHTHREHEA., BRALE, RARBUXFNRETREATATEREHN ALY
BBV, .

WEBNART U AESFRHENEEL, - ROBHATE, GHEBENEER,
Kerberos MR BB EHAKNE —MXBMORE, BH— MRERLMLE Windows 2000 .
M E N BEFE Kerberos 38 & A,

2.6.1 BARHHEE

FHARDLNEABERRE, EFCYTABZHTEGH, ISR TMREHE=
THENE .

AHkigat, EAEHUHLE, FEAELRAUFARMABAUNET, LBREEBA
KEHRBHS, B ABBFHEE LB AFF Alice 7 Bob, FEMWFE =770 Sam, BE
BREEEABEERBSARNYIEA, Alice F Bob RATEERBF, T Sam 7] BB IR 5 25
Alice THER L MEHM A EWEIF, Bob REXMEBBHEF, T Sam £ HHF WHKIH
HHEM,
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Bz, MBEHAEHUESTHT:

1) Alice & P Sam, H%5 Bob HATERHHH.

2) Sam [FIRL, [ Alice RE—FMEH, B EFHAE-—NTEHWEE, H—-NHFIE
A Alice REBEME, A MMF LS RH Bob BEHEH,

3) G Alice P Bob, RXF-ANEBENACH AR, FEMMM Sam 3L E K H 5
XM RE, REATUBEFOEN. Alice LT LKA % $117 Bob REEX,
3F Bk Bob i Bl ) H B o

ARRIY, EHRAGTRMEDNE KR — TR EE, FHEA Tk Alice A Bob iE
SEAATRERRF MK, Sam R ESMES LT L - AR WREHKTEREREY
i, GEBERMC LRGN &R RN RE,

FERABYUFES, TR SR ENT

A—>S: A, B
S~A: {A, B, Ky, Tl , 14, B, Ky, Tl

A—B: {A; B9 KAB, T}Kss’ {M}KAB
HHEEY R —T, Alice MM Sam, %t f1 Bob #iE. Sam W&k — NS EFHEE, €
¥E Alice & F. Bob WA F . M EHKEHA — /ot E B, Sam A Alice 3t = i % 4 X4
T, BAM Bb HXEHNFHME, MIEHNELE LS Alice, Alice NMMFERHF XL P E
FABEE, % Bob MBI B XIEL LM, BLFE Alice Al L X %4 4 Bob XL H
BT,

2.6.2 Needham-Schroeder i

BEHEBHSLE, FBHERTHFARNEAT, BE, BF—TFELEZNATHES
B, BEAA KT SE HILR M 1978 4 Roger Needham 1 Mike Schroeder & B #) i X 4%
ATkM [589], XAULAAARBNHMBAHL, EHERA nonce MARKH B, EXTR
mFE.

HE1 A—>S: A, B, N,

ﬂ%EZ S_)A: iNA’ B’ Ku;’ {KAB9 A}KBS}KAS

?ﬁ;@\3 A—>B; {K,m; A}KBS

HE4 B—A: {NB}K“

?ﬁ:@\s A_'B: {NB-I}KAB

XE, Alice 5B ER, % Sam: “RE Alice; 18 M Bob #EiF, T M FEL nonce 2
N,o” Sam &4t ft— A SEFH, AN Alice XEMFHHETME . HIXFBELEE Alice
f nonce, HILMAT UM EXAR —~RER, Sam DA —NIE B ik T FEHAHE S Bob, Alice
{EIEH K % Bob, RJE Bob M— R M/ KB HAGHTEREEN

AU — A /N R B . Bob 4 BB E MM Sam (2 Alice) BRI BIK K, BT

B, XRMBADER: Alice EE2NE 3L ZMABERT —F, EREMARTE,
XAMEHREE, EEETUED Alice EMFBRBMHELTREFH. BROR—TX
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F, I Chadie, ¥ T Alice WHEH K5, A UBEHXANBHAMBMMBE LT ARTSIE,

BT, BRI Alice th 1 E I 4B T A Dorothy 38 {5 B F 4], Charlie fii 7 th 0 % 4 LU
Ja, BE Alice o] Sam KX B, KB T Freddie 1 Ginger B F M F . fEH 7 fE W2
% Alice 1 Dorothy i3 BF I K HHIH B 2, HELEYE, 24 Sam K4 Alice — 15 Dorothy & i
MEAN, BE K, TMERN, MREXNFHACELE LR T, BB E Chalie 7 LA [
Dorothy. Freddie # Ginger #} i Alice. X4 Alice X ¥ MM B H B MM T, iF£E LA Dorothy H.
BHEBIEF AN, WO iL Sam FMEN Y KRS FHMWARBBRER, HEDMIIEE
RERARET . AALEMAIX — &, AN Freddie M Ginger — F BT Hl, #AYIEU,
BRI R — AR : Sam TREL AR BHBIFHEHLWICR, XECFKEHREEK, K
M T AN B FERREAEE R EAEE,

0ZFUE, BT TREELZEMINERFIRF W, HHEEMAIAN Needham F1 Schr-
oeder Bt /& 4% T ; Susan Pancho I Dieter Gollmann ¥ i (R ELEFHEX M) MAR,
XXE—AREBRBTFHDEEHHF [345, 600], 1978 FitEHER T AKE. X
BHHR, WEHENZEXTERFRABEREZSN, BRAEHLTERABENREN
Fi o Needham-Schroeder it X BRABMENMFH LY EARDHACHKAG, ALEHRKET
SR [589], EXMEET, hilEEHEN,

2.6.3 Kerberos

M Needham-Schroeder Pp i JR A& H R B — M EE M P ILATE T Kerberos F1, X R —150 74
KRiFEEH RS, BIFET MIT, BLELR Windows 2000 F BIAKIAIEE R [735], Kerberos &
HE -MsEWE=F, MEHEAMAG: —MEILHAPERMNERSSE, &F -FHES
FAPRBEERALFMMNGRISFHER (L) HRFH. SRREBAFSRTHE
B, ¥40M0F, ERFEFEIHESRERYE, MEIKEAREEXHERSSH,; £ELAFAE,
ABWHITRAFPEMAGERE, MBNTEERARETERS BTN Z R TR,

B, Alice FAFMEEFZINTERESE L, B PCH EMEFRKENRS HWE—K
= OEREXIMTFEBTMENHAESE -2 BEY Ks. BRBHEDRERS, EM
AAES K HTHRETEIENRS S SEMORE B, ERTUTHIBE, T4
—ANEY K, EHAENEIER T, MAFH L, FAXKINE Alice B /5 MBI B H#&E1 -

A—>S: A, B
S—=A: {Ts, L, Ky, B, {Ts, L, Ky, Aly_ls

BS AS

A—B; {Tsr L’ K,qa; A}Kns’ {A: TA}

KAB

B—>A: {T, +1}

BiR kB E: Alice MATEIEMNREFH/ERVME B, MEAXNBEREAFK, K4
REBUB— N TERGETY KaWBE (T, L, Ky, Al , KBS Alice [l o Alice & 3K
B EEENETANEA, SRER K MESH. AEBEFRRRE T ER T,
EBLXMBLY, BAARE G EEBM 1 #AEHEEE (XB—-HA, RUMET
FHRRAESEREERIE, FEERHFEA Ks)o
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8t 5] AR )BT A & FEHLAY nonce, Needham-Schroeder K MEH MO 2B A THE, H

B, EMEFPHEL -, BAERNES, BIEXHATHNESE, RE&MHE 5
MRS AREQRHATRRARE, EEFERRNBIEHEF/ARL

2.7 FEERL

EABSBHMNPERL - EE, EEREFTEHRPBREBTEETRE GE
HHAHE) WUHRRBRER, XEBHARTAREEFEAIEBNPRAER LT L, BOXA
TROEHMENTHE -, EAEREHIHI, BARIERE. BE, B4
VREIEADNASMEARE,

AL AFETUREHBUMIERE. BELN LR -MFEEER, MM BAN E4,
TR LLE B & Mike Burrows. Martin Abadi #1 Roger Needham f & Ffr & [148], BEC HME
sol B R A B S AR, MEESYHEANKGEEA 2. R_HTERENAR AR, BE
B ERY, AVRBPFERAETHAXTFHHLRER, IMHTERERRBEAEEESR
BREEHERN, BETLUEHNMERER TR RANMEREENERE. BE, REPR
ARRATERERMLTE, FlI CSP Al Lotoso

EFLICREEN, AERAERETERERXLRENDUPHEERKE, TEHPTRMET —
A BRI BT,

2.7.1 —1MHBPBRITHEFHN

BANBREREFEFRN COPAC, B VA HBRAMHZNERIHEAN -—FHBRTEREASR
[35], EREERAMAN., FABRAAERARB MR IEEABUENEMEASE, HFEE
BANB® Ak, SHEXMMW—AHINAELNHE “BE&8T7 B, IREEERTEAE
PEITH—FE TR,

TREAEBENESERFANENEREEZEATHN, BELABE-KETXE, AEM
ANER, —ABEMEEN, B— P EEENBITEM . XTI RERRMT

C—R: {C, Ncly
R—~C: |{R, Ny, C, N.l
C—~R: {C, No, R, Ny, Xl

Bi% g RRE: BEMSERART ANEH K BEFEAXINMTANSAEREKS C
MEXSFHE N, AT, TEFRAACKHEF R, XHFHS N, F R R E %R
BRHHEL, AEFEAEBFXE X HES N ILHUZRYLSTHRE. TUHERTX
BHEXY - MHEEREFANTEFNLEFARSHARESE (ESLABAPREEMEMNTSE
BHE, XEEME R R LA R/ T ERERE)

2.7.2 BAN 21§

BAN BHEM T —MER Ly E, REBMBEH P LEANGLHE, HEAFBH
A, ME—ANBRAMNOEEMERN, HFERFSEN GREAE B B THE>
B, ERETREN. BE#H—-SHRE, AFYFARRFAMNEENKRE, FEA -
wUEARREFERONBE. XWTUANTRRASBRUHEL:
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s Al=X: AME X, IEERHIBE, A FEBAE X,

e Al~X: ABZHT X (BRARAREEEMEL).

e Al=>X: ABRH XA BmiER, AR X WREE, TLUEHE.

e AQX: ABRX; MR, EAMARET LI FINHEE, ATTUEXKZHER

HEEE.
e #X: XREF®M; MER, SF 1T HAMHNEE, REFGRXRVABERE
B KBTI EENNYEARL®,

e {Xic: AEH KMFEUBEHXY, FEHKT L 5HME,

s An"B: AMIBXEEHK; BaiEdN, REMNAREEHEH.

HWHS, A TFARFHRENEBNFS, EXAB R,

HRAXSEFEAE -~ SEARN, 45F.

HERENAM, AE, MEABRT—L£AKMENHE, FEKRASBERFHR
HHY, B4, ARMBEXEHERBEZANHSN (AHBREEMEEAREBALIELR
BECOKHHEB). EH:

Al=Ao B, AqiXl,
Al=Bl~X

Nonce IAIE#MA, ME, MBE-MUFAYZYL —KHE, FEIFWBRARHEK,

RAXMLYBEANMRMEEE. ER8:
Al=#X,AI=BI~
Al=Bl=X

REAW, A, MR L HEAMBEREEH, FARXAFROLR, B4, 2f

Y AMNKZIEE. iEH:

Al=BI=X,Al=Bi=X
Al=X
EXEERED, PEOEGRSME; TANRER, REA—SHWANYRBHEEL
WA EMPLRE T B, HE-—MUEAAABNEY, b () B -REDIHHR
ERTHINENHS; NRARFE-BIRFHEN, BAENAXREERHFEHN

2.7.3 AERT RN

838 A R 2 A5 45 0 SC MAF UM BB S EARAEEY K, BABRNERR
HBT Y, MERRMNEBAMEREZHEE, AAFEEENRERFEEIKRIE; ¢
MEFEH Ri=X (AEXAAETUANZEMFHMNIEERECY, MYENEXRRR
THEFEHEAHB .

RAEERAREAMNESE RI=X, FENLEBNI RI=CI=>X (RMECHEBRE X H
) MRI=CI=X (RINF CHIE X) .

BN ABRFAWEAE, MRE CAERBER (€, -t BXH

= A4k RI=C)=X & nonce IWIEMN S, BEMEGN # X (X BHHH)
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MRI=CI~X (RHMEECKEH X),
tXEHHEAEBEFIS N8B {C, Noy R, Ng, X1, PHIXHESHEN, W
RI=ClI~XBEBMNEHARFBAN,

ERMEEBEE, IRBETHRANENZEET, NEREREX, HBREEREE
ENWEZEY.

2.7.4 EXHNERNBRE

HFREA T EEFRH EEEREERR T BRERE, X B0 J0EIEE R IR
i, AMETREHNE, BNAEZ2HURITHAIRBAN, ER-MHEFFRTE,
BEENWERRYE,

- AMRERFERRER, A, BREALIBNEAARNAZEABHR
Mo Lhil, XMEBHAREBRSL. RE COPAC BRI EMKEE R LHATH,
ERESALFERRA; FAEMELFTRREENGTERERATREZENY (FHE 4
EYEHEY BBXIEE), BRAREAETREESGE RGN ARHE R, 60
“BIKE”, CHESKFLUBRANKBEFESRKESHZREMI . REEHH THRFR
BEEEDNEANAKRE, TUBEBEMAHF, BATUARSFEFR.

S, PMEEASEFERSAG, EBAN ZRAEERACAMEN BN L8 —
AELMPTF. WREXHMNEE - HRAGATHRFES, IBRAHRBHAETHB
i, RXRSETE-ERBOHWTHTINE, &8 —FFRERHEF K COPAC
ZETEBMRE. RETHEH K LR EHFAEHAR: TRA-1T “XHEH” W
%, INMFHAREEN (RER, SRFEHAFACHENK), RAEEA— "RITES” W
H, XIMFHRFEN., B WMERESMERER, B WRERTEFHRTER
M, XEMMOBEHENTEANELSH, DRIENRREEFRMBN—KF LR 78S,
R ETR—KF, MEENEEMKE CXERTUSERHRFNUH). ERb TRITH
BHAEREN, FARGERERF T K EREE T X EH. XRKHBEE T LUEST
MBRA AL ; EREHFE T, ATEHTHBER (EFEAXAMAAXAWFHZAT,
BEREBAEFRITEARRSENT ).

EXAP T RERAANEFEFBRA HRLR, BAGAREXNSEIFETHA B
RERTERTELIBRFN M LHRAE—EBEHAERHRIPEROGERL. &0
A SHER. EARTRE. WEDBAETRS/AFRESNE. ARMRFEAE
EAFAREROTERE, MBNFRELTRIAFTENRE (XBRLXLETRMTES
FHERZ—: BHAERERETRERKN TAFHTERRNEE),

WL EE, AMTEZFFR T EMb koRBEAED RN, Xhafmhstsil
B, EMEHRESBRERNBRERRERELBRIRAFBRRREMER, BRED
W EREERE N THREE, SEEFEUAE —HKEREZRECHNE, MW
FREFX; BAES (WMYFANETF) MEKENS PHEREHR, 7 - LFE
W R B A S L R 0 B ML AR G R B L R R T R o AR PR R T 4 5100
FRERFELIH, THESHEARBBERE.
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2.8 NG

FHRARBR-FESEZL2ORPER, THRYEMLIEAIFKERFREDZRE
AR, BRMAEN I, FeRBT (HWE AN nonce) R T (FM/ME),
EREBHELATHEER, CEAEXMRETR LAY, NBEREINUANER FFRE, &
B oA A EHLR G RYIAE

BH - EHRWEZLDURREEN. ENERRVEEBENME, HPaBPEAL
H. BMHE . REGERMELAR S, XEFMTHSSLANEHEREER, KOAR
MBENLE R AR, ERHBFEARLE TN ERETRERHY, BREFAERERFTHR
o —SBANRBRSE TR HUKIFERAUE, UETENRPRABRER.

o 53 19 &

HEIJLVER, AARBHUESR “Z” 7, RKENEERFNTRRE. HEHROHY
RFIFHAE - KEFNERMASRANIGERAE, EMNNHACEREEAXLEANRS
B&IRM. 1£20 e 0 EREH, FHERBDURFRNEN; 0 FRFH, AMITTR
HETFRFPRERBEN; BT 0FRAY, XTEAFNELRPBENE L TEAS— R
MLE, fAMHA THEBIE

BHSTFREBARENHIGEN ARKS, TRBEEE AR - DRITERB UK TE
®? BRAFE (FERMEEFE, WOBHIBHSEL) WEREREMBREMA 47

WEF—ANRERE, §REHIEFAESAERRERAIEE (HFANET. A
&, BEERKER. BIURA. HE, BY. FHS, Z2A5, REHBXEBUREN
HEE), MEAEIBAE - THFWABERNELSEBAREIRE, EHRERIPEZRH
KR?

SEFH

FZAPNHFENFRLEXEFRRELAT R, HBEMBRXTEERS Needham-Schroe-
der B ¥ 93 [589]; Burrows-Abadi-Needham 1A ik i% # [148]; Marifn Abadi 55 Roger Need-
ham, 3% Roger Needham 55 # X T il & # #9318 [2, 47], &F Roger IR E K —
EEERE, Bl “ABBEMNTENRER" (Bruce Schneier ZEF F R F) fERE £ W IEIT
Btk (481, 7 [449] W, 4T — MR =M AR AT R AL 7 =K KA R A E 2

W Bz, BRDUHKITLSHHBCE (183, 184] AMEMNHARRBETHR; EEM2
WEHRHRTHRERI,



ALEBRARANEZLRBETHRTATN, ENETFREGRE A LALLAEAL
BE (BRFHABEFEXR, APRAFR. A TEFRA LT RAH, aENERFLEH
HRERALARTO TR, PRI EFRAARE, RNLABEECMNGARERTT AT
8 HaX ) o

Kaufman. Perlman #= Speciner [444]

BEEXRHHEHE, AWNSBEHE, R—FERENRE, HENTRPHTENLER
GHiEs, SREEFABH, AMREEREITXHSBETELAE, AERNREER
ARARERBEERLTR (NEKME) wyek [803] (RHEAEARGHEE “AILR
H: ‘BE” TRESEL), R, REREBEHHEEASE TFoHMSRORRHLET
XH—O4EH,

BRTHM “BR” MDA, KMAREZHAENNOSHEERTFE PIN, THRE
HAMAT (RELEATANAS) BAEOLSHHA. BRARTAMNRLLRE S MG RE
FEO %, MEVH AR RN, XAFT, ATRTHELRFARME, — P AMER
BETHRELE., i, RFEBALLARSNENUERT, ARENHBFENKS; &R
AEHEMRIRABEAR AT [201].

BRRENRERSWALFEPRIXERERERASWFHE, BR&ZET RS
m%%ﬁﬁﬁﬁ[mﬂc%mmﬁT%m%\ﬁ@%ﬁEWZTmﬁmE@,ﬁ#ﬁ%ﬁ
POHIERKRRE, EEE, BEXYE S0 T AEBEMRET N

N4RZATHEHNEKYRKNNEAREZ -, ERBEFLRZEBYNER GEW
MAKTE), MEHEHERN (IHEOARBERBREERLY) FABREH LTI (X
RAEROSRAERKICIZETLMTR), BENSRTHRNER. SANEIRERS
TR AE SN EEOAR, FPERAEGHRAERE, TREYMMNEBRBEZHET
ZEh RN NI AR, Rk X —ERARNOS, RURSATTREWED, WEHME
£ B MR A G RER BRI &,

3.1 EH

M RGES, MALAEE S (TR PCHL. BamiE. ATM MLRE Hib) iE
iﬁam%%,&T%@F%Eﬁ—¢ﬁ%§¢ﬁ%ﬁﬁ%ﬁ%(%W%?ﬁﬁ%%ﬁ%%
AT ELHEHEE, BE 28 B FHRERKY, BT REBRRAERSRIE—
ATUEERGEE (E0ERETT), WEgsE— T ALBRER,

HAFHSHFETURS, - HEALXBRENYERH —REBERENHH
% PDAETEZETAMM, HoMEM () BRXFABHRERT, MRS, R=HE
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ERAEWIRAN, PMBESREFLEOER, XEEFE-BEED “GCEFHRA ., FRAELY
FEMGEEAERMAA". A TFRAERNEE, KBFIRELER _F. BFEREH-HOEF
FIgE, Em—BFRHERAOLSCERE, BEXRUBEFRAOSRMEEE,

FIUO4AMEROSRBEREALUAN - PM"ENRE, FHELFRTANEE, R
FREREMHEEHE, BEREEARBGEMM, FAXLERAERREE, BERARERS
—TRE BRI

3.2 XALEEE

AMXRENRERE EH =N

s APIENSBERAFZIMBATREES, RAEHN . BRENERERZRRHER?
s APEHBMADSHBERFREBR?

s APR&iERLE4, ERSEOSETRRELERE - THHERGFAH D L7

3.2.1 &I

FERGHHEERN - TR EMNERFABRE, HEFHFEIHE - LURMIRHRIE,
AUAERHRAWATREEEROS, IRRHZEAIHEIE, FEHELESELTLH
B RgH R, BAECRETHRABBNEKY EZRM. A FHHRANBERRREAE
B, i ERREEENHAZTEE, BRRPEFERAEERN -BRLEN. Z7&
R, EEEHFA “BW”, EEEHRY HF, HFRBARMET. REAAMAEE
PAGEHAAPBEFE., FEALKHKE [261],

BRORERELEEEBINS. FAUBSEAFHENSRARRAEERITEA,
B—Fkmm— e E; —EEBERMAETRNE, sRERENRABEAC S, BRE
ARBAFEHER, BUISHREEFELER. ANE - KRAENZRAE, ABRKX
%336 BiTENBEE W NEERNETHRE, FREAT - KTRHAAMGE “RiE"
O4EE, EXBNESHACHES, HF B8 EFERFTARNO L. —BAHANF
5. 30 NER TEMERMER LERMWAS, 200 FAERAEIRBRHHRETER
T 04, ERENYSFILERARERIAREX 6B T4 [354)

HTHEXIRA, BRAFANRBRE.: “SEBNROISERARSEL, AR
GHNEEED 6 NFBREFTH; BP0 SNEREE-KRELIFREGES, REEN
BRAENBERE; TAFRTHRASELIBEMRIEENS LEHAE. ETRNECER
WPLBHERHE LHA NRENASHTHBETIEORRM, R ROLSHTER
HHEREWMS R, FRTEENT .

REBS—FHE, RENAFRAN, ABEMIRREEAFASEG, HELAEM
A, MR MEAEE AR IEEER, AT XA B E G RLERR, AR
ERERRET. A FHAKEHROTE (ROLREFERM), RRARABMARITRGR
EHAARMNEASY, SHREAERAGEEART. BF 2 EWROOLERBXH
RUEAER AR RES, HERENURAR, HSRERAALRE, RESELERR (K
BEREGHE) Mt
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3.2.2 WROSHWANESE

BIAXRTFANREERE, MEOASAKKRERER, BPUHRASS ERBB A, &
MO S SitMAELE, MEMMNBHTHREETEINE, TELSTERLRER
2 At R

EMFBHREHNAS, IAUREE, ATEBBITS, TRAEREFEREHD
BKE, WERREOARBIMERX, BILRARKE - ITSEMAREIE, UEMIIEEN
AXE, ¥SHETHBEN, HEBLRSHM,

BEMT —REBHHN, HEYRAR LR RARMRLRESR, FERAREHSSR
EZ A, BEE-1THE, MESREXE, REHRIN—-1PHEILITHERE L
B20 B, BB HER, EEHENER LE AXEH, JEHE-KMENES, ©
DUSREE. ATERHSSE; BRFEFREHTRE.

Y AXANEFHRE, AMTEOCE=04Z—WADEXE, EHASEMNEIRPERA
Bk, BIUXITREALBIRS NA, BREREVXEFARAE, AIBFERRFR
LSWMABH, (FW—AZTRWHRHE: “SBABSEARE.”) FAFRER-TERNAE,
BRE20MEFHRFEE, F—H=-4. F_HHATUMAESHE, CELBERTXITRH
(391,

(EBRABENSBE—FBRARAMNA. EREHE 2N THHKF, WR—-BR
FH, BERBLTRENEHT, UFEHFAKNMRERENBERFEE, AERY 12
MNP FREEXFHFEPTEERORKRE,

3.2.3 BEASKHEXR

SMO4BREHRARETE T (146, 823], R B 20 W BEAFTUNBRIEBER
EIPE R, BRYEECZOISHNE, BEAREETIAZEHIANKFRARLD
SETk, #BAES,

FEHARBRFITENGE, fl, SR REHRELTZLTAEANBRS . Af]
RAMKE, ERBIEAERE, BUB—KWE, LEHPARFHRLD, K5 UITHE
T NTHRERA, BRERATER, XBEFALTEMALILWT, BHXBHHEF
HEZALZWFUEREICTHKITRG, BREMESER T BE, AR MR EER T
Wik E, HAS - XKERRA TR,

504SZ8 XM ST U RFERITE: BRITERNBESR,
3.2.3.1 &R

RERHREEMILOATARTIEL, 2¥SFETENRITER—AHERERSA
BEWAOTBRIMBTRS ARG 21T EEHFTEX. ANLE2REZHHAT, BN
LR BE WA “HREENBNBEL". BEBET. BURRITMEAILE X T X#A
BENE G, SERATATENEE: 5%, BENENHAREZRBRER, MTUE
FAEMAAE. EHENBRSIIREERAERTEREE; 1K, PERREARER
iR R RIS AT S A N Yogstrom (RFHZE R yGiSrdad), TAH Smith T, MHAFAEE,
HAGRETEEE, THEERTEAFHN, ESERRERE,
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WA, MBI R ENBREFAAREREERERESL (KR ARERE, FAREHR
EFNECHBEEARARLFE). —BTHEREE ABEEAXA DL, FFUNMEBRMET O 4,
HRLAELERKPHFEFF K, BE, REBgRENMMHRN RS04, KPERM—4
HWINMEREFEAEIHR T, RO —EMBITU “Yngstrom”, HHEFELFBE “Jones”,
AR BRI 1L “Ceraghty” %% ; HEZSARAZEMEEFE ZHIi=E, HiRTEMRRHEE
REmEky (EAHBKRAD)

HUEBETHSMEERTASESHMARN —-A, AR -/IO04TMARBEL, #E
RUEMAMNBEROSHEARFRECSBE T AN, MUBZEEALEOSLET
k (FEBREE), EABEARAKNBLFHEHAMERKITS, X8, AXAMO0SERITHB
BTRTEREPAEBRZENSH, RETEERFREAHENSBE,

G 25 T I 0 LB R AL B B s T MEBR T i R R S, BHRITH DA HH <%
RFEENEYE, HEBEERGENE, A, ME—-THRIDHBHAE THRH ATM £, RE
TEAEAMNBTKF, STRQHNGEREEYEAHNMNARELARXATMIASHIESHB. W
BRRAEBETRFHELLERAARNSE, 8T 4REREAREN KHLCBENAWE T,
HEHLTHREAFAMNA, EEHERLT, RBEERAAFEEE M.

HEPAE I IREMBHELELR . REBTMEE @R BE - RKAK P ERNIREY
BH., B b, BRE—1HFE%: RARNEAABKIBEN DS —HMEREFHBE
BN EEPHI——RERLULREROBAIKRE, BREAAVATEER. &9
HAXANTELN, ROFEE, MA—K AT —-KIXE, EZANESERR. RAHN
HEEHRRE KX ERFAEMES, EERATBAIMNRRAI —AFRE, HIXFEEX
o EREITUE, ABIE TS, DREdAFAEACH SR, MEEREE
BHFEABRTE,

FHREMMERFEERET B, —FKET 1T2T37al5]6 718190
BEREEEMMIAEE T PIN, MEEHT
—AEARBHEE, AR UEUT TR 1
#% PIN: {Bi% PIN ¥ 2256, B — A NFHHH
i, b blue, FEE LI 2. 2. 5. 6 54+ 5l
ETFxEAFER, WE 3-1 ix, REEALME B3-1 —PEERERT PINCIZLRE
#E EREILFEE,

EXERE -AERMAEYE, DERILFERARBMEARNE R, REERE—THY
PLE H 4 x 10 BOBE L B4 B AT LUAR At 24 A B3 (BRIRIRT —43H “s7, MHETLIAE 40
3 50 A ¥ ). BT LABE = YRk BEJE MU 3] PIN (0L E 3000 M HEAS A R & 8 NS,

HEBHFAGRELEBACK PIN, HEEZAZ—NEEFSEAHAEBRH, XMHHEL
T, BB LERRE AT 100 CNREBARZRENIFESED ), HHEATUE
BXARE, PINBAREARSHMEALANOBRE PNERN 8, BTHHFZNRE, F
HEABAEEHZERBEAANBMEE, BET -THHR,
3.2.3.2 BHERMA

PLHI L% B T R AT A A BN SE X AT O SPE, BAEX T HESH T —LER
FAABHRM, EEE20HLO0EREHAE - TEENRT, ®AE R IF Gold M Schi-

o

e| |
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freen, HELE - RBRU S LR - SHMEAREENTEL, LHICH Prestel FRFZE (HH
BEFHNREBALIARS) WBEESE, MIEREITHE, EARIRBELESER
BAMEN N4, 23 EF4 LRBEXEO4S, RATUMH! il#—-SEETETEL
BHEFHRAEKS, N BRI AERNARGH, EARTRHLEH. XIMRTH
UREHRTERWERE, YNOFAEYNMERTRRFUE, BE4RELTRENSE -8
HEWMPLEERRE,

EEHEROASBAGHEET/AEMNET, NRERMZLEAATERE L8, ERER
BTOHF, EEEINDSNARERLTUEEEMBIXEGNENA, BRORRHAXH
BIER, ROAEEREANERXEMOER, NTIRSEOSRSHELEERRREL.
ERIEAMNERAGHNAGFRAMFRFEF-—FRNETHERAOS, RAEBRKKT

—PENHEUNERRE, BFERELRERSHBRNO S, Fln, 7520 H4 80
R, A ERGENESEERIARP 4 999999 104 9999, ERANEEHRET A
777777, B4R 7777, KB EAZEEH B ABREAEROS, ERBEMITHIBET .
KERHEBENRADSCE2EMALHAITEN ., RENMFEREEELCABHEE (REH
PARARE BB EES PIN “00007),

3.3 REZEA

TRTHAPLEUE, 2BETRETHRAEEMLOE, EMARERENBRBHERT
AR RN EEE—H, A RAXNBEHENRERABAEOSTROBEE, T
ZHyr, H:

FXEAMPTE, ABEREBHEMEKAANOS, B FEBEMKER- FRY
WITHED, REDMAZHERMLMWEROS, BRREERBIL,

RERB - REFHEAKA. ABERBAU—"RETHEMASEHER. XH
AUEETRRS (KMABREZAFERFRS), REFEIHE BB HHBER

RERWECHARENEAKA, ABEREEL M RNETRETE MK, 28HE
HAEE, filn, —BHILFBRENEHNREER BT RBERKARECERR, &
B AFEEMHEMBEEREELTE; A2RNWARFEERSWRETENRL. BFRE
HHHEME RSV LSS HBE “omil” RE R R TEDL, T AR R R 4 R K
HHEEERARTELSR “microsoft.com” HKFLEPLE,

EARE R H. LHETRAER IS ER AR JEK B IR RER— R oK
POBmBUEREARE R RORESRAM) REETRA,

SEHATFAREERN, YEBERFRITOLSARLEH, TUHBREIMEXMAE. R
i, At 4 % R B A8 B0E MAE SR A M R

3.3.1 RIPASERFHPMEA

W, EEAEENASRPAAMBEE? AERAFBEINANRREZRS, LM
HEENREILEL. RIBERXEERERRE PO - EBAS . BUEEE (ELRN
%) R ERAR, YAE - HAPROSUE, AR RAMTURANEKSBE
&, NTiRFASLZS (FAEBUESSEUESHHEITR). AFEETESBHHND
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SHRERFIAC, BEMNOSERENMETUERE, GCEAMNEENOSEXRESR
pRAERD [146], FIUMNZELER~T, LNERZRELEHARE. R IMEEER
TR )

BENTRERSE, BERA - ITHAARBEANEFE . Unix F1 Windows X H I BAE R
%, RIrNEEBNEH - MAPFEABRArAKTH, BRAEFH-SHIEHMR T
BREMEENE. XEREARIMLNVEBIAERR, EARNBAHENMBE L, BFNF
MBE-AMHEFHENRETBET AP, BEXRREATULS EREEHER, HATL
ERERHFEEN. RENFABRERRMSIHARBLEAAFBITER, HPE-PUR
W, HHiILAPHEERBEECERNOSTRAR-HEERE. RUEEERET, —#
WMARPAEENDS, URIERDPHOLERE (FHUEEREH).

3.3.2 AEBuNaEm

S AERXTOSREMABRMAGHEIERANT R, RIBT XK ILAEN M
EF, BAZKEROASUE, CHAAFKSREARST; REESHERBBRR, BN
BEEN, AEBREPXERRERKN, BABRAEZAREZUGERARBHRBERE
K, W EARERE; MRAE - MNBLHTARFETFHNR, RAVEERS S
E/B

AAREEFHRATEERX K. &BEFREAMN AT, EMNEXE-ITHER, B
FAREAKNAHHIESHBMEMLKL PIN, AEAAAHEEFHSHE, ZAEEZ1 PIN
BHEK R, XHBABIEAMTRE B AG £ (F a4 gk By 1k v 5 20 57 U B 4 300 £
5, BN AH—4 PINRBRFANEBBRIESH),

ABRIAREHZTEBFRRATRAMAR, FHEMRERE, KPE=ZKRXBE
FUBRBEXA,; FHEEMEANIHGRRE, ARNHARELEREZEKS EEXB—1TH
4, REESHENBLRAR—IKS, $%, ABRULES BETVFANM, X8, X
A4 01 A AR B 2 e M LR A B S

3.3.3 WEiIlHAE

FEEARERALEEHIAAE? £AAREEEREE, EEER¥D, TUEN
P e, TUSAITmMESFNOS; MRAMTEEEEK O UG H A EFR; W
DA EEILOS, HASNREMEASE TRRLUARRPEE-—FRIE (Bl
‘ot OAMEEREH, HEGRRE, RANEER LY, FEENEFEFILE). &
RIEAEATRMALBREOSHENL . RATUREIRE, REAFRAETEH
O4MgE, TURITERERGHHEE, XRRAKE - RRAKTHBMA 4,

RAMFAEFHETHIA P OEL [815], BXABHEE, RRAIEMEHLEFE
XAAHRBICTE REREGSWAMMBILRE, SHEITER). FHEN-KHRAR
RAERMOSHEZE, BERABME [146]; XRAMEN, BRFFEEFRNSGH
PAFEBNFERMER (MAR “TTHR") BWH, BHit, RA-FREEPERT A
BE (K4 100 A).

o B (B AFRWBYN (ALELEEAUFR, HTEBE—TEFEFR).
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o IEBRHAMARE —NEE, NFEF-BEZBAR-104%, X#&#, “It’s 12 noon

and I am hungry” 4 5% 14 A] BE 8k 2 1'S12&IAH,

o IFEHAMANNTAMMNUBREIEENAMZRN (FBRERF), ETkR, FH11

B D4 LU BB RS B,

RYMAENENREAITRIECHANOSHBANWOLSE THEN, MRANOILSERH RS
WOAS TR, ANRIERSANOSBRERE (IEHBEFREOSHREES), &
TREXRESGAMLOA, RTMRBERHFENM,

AT W ARETREREREKAE (AHEXENR) FUIH IS, HAEWHAX
HH 10%, BHEEMHEILOAHNRRERE—-H#N, REFBOSEFREERN, U=
HHBAEHBHNED., BRAXEARMGIIREETRBOSEIL (REREETRT), HAK
MELHE BT, ARAAMBFAZEBEHE KM ETN.

HEA LB HIMTRSER:

s HFHMOABRBERMGALKG, RAUNCRZEEIEMOOSERNITTENE

BIFHHE: BEMNEGEEEEND4S —HIFiE, XNRELOS—FEER,
s MARMAERZOSREBIOSHBRAERKED, BHREET AP RKA, KEH
AP (TS 1/3) BRERFTAOLSEEERER,

Eiy, YEP 4RO, REEILODSANESHER - TRIFMRR, EHNEET
O4RERAERN GERRHAFPRN), MARBESEMN (MCIZOSHMRE—RE).

Rifi, ELERABERAERAEFROL B, F—HBEAREAFPRAERER LN
MERFHEGENE, XERAIARFELENTR, TAPHEFELATARREDSRY
B, MBEFAETROALE, REAEERARENAIAELELFHFEHENBR, AMRRKT
% & RIEHHE .

E-HEMMSUERRAARRERSFNASLE, FERRELEHARBHEMRS,
MBKHL BN RIE, FRE ST MAMREPCHEMRRS, HEERERBZIMARA
P mBRSRXEMNE, 2IEBEERBARNERAXAAHE,

BEBENREDEREESAPZEEZZO04, HEXRE-ITOSERBEEIOS
e, APMELRBETENARETHNOS, REFHMERL B, AEELAR, BELETE
S 5 R RS E 2 WO EE A,

3.3.4 HBERZHUERS

HENARBRE-MEEEENEE: APREAREKMRE LHEARERND ST S
B
' MUEHEBEOISREPINVABRERSRE LEARENOSL, IHETIERL. I
ERBERARAFBEER PINME, HEEARSEPINE TR, BATUES R LR LR
Rt ERMAPEEORNR. HEATRRETHHBTHER NRTLERENE, RT
ERERAARBEOSHME, FEXMBERTUREAEOSTREEXGHAABTEDS),
FRRBSHABRITNORTELFERENRS ., BEERA “SUWH” HiFkM
wxAEE, BELINET R, £ARENIFEIENEMEEERBHESIR, WRRAA
HHRE (WMBHRE) HAAERXBNE, EEMRELRARBEOHER. BEE
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VUG, SARAF - RE=RBIHRE, REAECHTRTXS, FETURKEH
ETRNENGTHESZHENEOMEHRL, MRLERBEANETEMR R, XLRAM
AENERANEZRD WIS, HEBFZEAEMETROBEE, £ 455 0K RHE
e B

ABEW MBS ES PRSI RETENEE, i, IREAABHMTIANERRER
BHELEHEEE, SEWERE, RELHER? A HHEB 9EEE 21 FiITRXEN
o

3.4 OSLHERRP

REEEHRTUKEINANOS, AEIHEUOLSRAVEERER, MELEMNERT
Dé\ﬁﬁo

3.4.1 OSHAKE

A4 AOKB & —BRBHS .
3.4.1.1 R@&Eigit

AREEARKAERITSTERE, A, FEEARFIIINE-RREE ALK R
FHE -1 EERE, XENMBESHEIHESRAPIN, ABHMEBEFRTO&E,
BENBEREBERITENEE IREDN, BRCAMGEERNBEANSRSUEZEILE
o, XEMAPINMRERNESEE. LBRAKMME, A - HRIVNCOFEREN—NE
HETERE, U “BPEPBRAR". RORKRBRT, HE PIN I BF RB#!

BEM BB EGERCKEE, LS, HMEEARAENN WS, REEE
FHEARENASHACER NI BT KR, WTHERR, REARGABA RS PN
B, ~BEASEREA N RFEEEESHF—HRRFEHRBHBRBERAENBE
HEXEM
3.4.1.2 &%

B a4 AT L LR AENGRIEFELEBREREAGE R, BRANMEN L
AR SRS, P, RIEAETESERALTREEIRFEREHNEELRANSH;
WRRRERABRIEENE, MR RERDT .

MEERYHBEVNREERBEMAZAXTREZDS, iILREBVE; MWRAEAER
BROEGIE FRITT - ABFRENEACHENRE, RERBOS, XLEMKE
Windows 2000 1 3% fH Kerberos A IE WM R H 2 ——— KM% &% P X 0S¢ (Windows
NT 4 i —FEHNEHB) .
3.4.1.3 E2THEHE

HEROMBOFHEEE, EALNBHNEABENSRL, RUREHTE - THBEK
KHBF; CERRRANEENERRAE 8, BRAABFEMO0S, HEXHEWAS
BB ALG, REEFAROAGEERENEN Y, RERE “MAR, D4HR"
HEH, TEEAMEENOSER. APSUNMUE - RBASR, MAZEKRE. XH
£ H 44 Windows NT BEH —4 “EL2EEMF" (secure attention sequence) , % A ctrl-alt-del,
RIEAGEENOSRT, BHRIEAPSEENREXRN ITARRE TR,
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MRBEANALRHBRIBREBRY, REAFTENHEERAETIEN ., BRE-KEAKIEM
B—Ad, MEdRERYUNBERIROS, MERNEEASERAEMERHOSHTR
FEMIE, TRFE W ctl-alt-del 75 BE 4% 24 &1 8 0 /PR

BEINANREBERBEINORA, 193 FEHEERBMNE - TE2HES, BEERE
TEEMREZI (REGERH), TEEWYSF, RENFHATERWE T E I E KE PIN
MEHE (191, FE, CEMNELOEEZ TXNHE, F9 Xk, TEET TREBENET
%17 (405], REHMMBABERIINERZN, EEAERZIVNATEBE - MENETR,
HEEATMBEAOLAELRTAEREHK T, REERNEESRFEHAFAPINAF, X
BEHEBURBIERETSEN.
3.4.1.4 HFEeAEXFHBIRK

RENETFRHA, REMFATERBUNENT, EILSBHNRTUBRITE, RELH
L ERTFREITEVN A%, PDP-10-TENEX #E R LR E D S8, BRBE -1 FF,
AE-IEHRRIEEL, X THELE, REHFB-THEUOLRERENFFE
BME, EXHNEERGEEE, FEESKEUGHES [493], B-1TFHHERD
FRSEH, FoANTFABRSEMMKONEED, FEIMFRERNBELXER, KHX
., RETRRKRKEMIAGNZR, TR ANTFRHIEZPRENAFROOSFHIRE
B (AY) 2w, RAFTEREER AKX GEE, 30 FUE, RAEELHRETER
REEMENENELERYHT),

ETFEEREINHRBREE -TLOHAT: REFRERHERNFEY, BRENRE
AATHR.

FEE BT REBEILDAERMBH AN, M THEEEEFR, EdWASITRMME,
HERFHERR, DEHALRRER, SHERABRRUBEN PIN, HRARAET, HiR
§ PIN B3k PIN HiA T HEEW —, R4 RE I &4 %t 336 EEPROM FERS P ERERIL
ERNET, IRETEBER2HATUEANAMBIFER R [478],

3.4.2 N4HEREE

N4 T —BBRG LS, 20 HE 0 FREBEREAEHTA - TR0
BRI APNRERATHENOLSFESEM ‘AR, 04HR", REREHEERAME
EERSG, BERAARRTRA, HEET —AWHT, BEEERLNA-EEXEBNN
RAMRAERKYE, MRAEBNNT, SRIGEEEAXERGEIMBMT HHE, BEMNE
BREXATHABRERELEZRZ,

B —ATMOBEFERE - FERRTHERT ITEH, MORFANRERERBT M
FIf PIN, WX PINMUA BB EHEE, BTFRAARBAHMAN PN, HEHESD
BUTFHOERBEEUEARATEXNWHE
3.4.2.1 @i FiHEIRAEK

N R REFLRAATEENRET, ASPAFRERENOS, BAMHFHHEL
“Hpg, 047 HFRE. IR SRAFFRRY, REREREEAS. BIANEN—
AREEWA P “eSgv, 8yp” MBRBERIDRN, VAW THRERET - MAMXA/

A%,
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MTFHERSE, I4FHBUR—TEE, HOLSFREIEGXEAXHRERNY, REHET
¥BEMRBRREZE RS ctss (Multics AT E) F, BEF T AHBEXOHER, WA
—AMARBOSIH., A TEEN bug, WHHBHEN XHZRT, EREFZHNETAR
BET —HO4SXHEIAR!

ZEXHENBERUE, SF¥HAEARANFEENOAMEBEURI 04, XIHIW T Roger
Needham # Mike Guy F9BI#F . N4HALUG, B —A SRR, KA MLBER 0 BEH
CFEE, AP ARRER,

AT, ENBAEFEHAAMMERRPIALLSERNIE, AlNXEEFEETELURES
FHRAME, CSMBEHHFERLE- N 2RO T, EMHPE B ESNBEEE (home location
register database) HH —MMFFH. B FRIEFHATITH R wWw Ny, B XL T A
ERP, HREEXHTR (ABEHES 17 EFEIFRITRROBMHNAMBERATR).
3.4.2.3 v4H#

HEFHMBOSXENEREIEACERSERTEY (Unix BREFKNFHTF—HT
— AR, BRAGECEZRFEAALTHAEER), XERENFHRATXHURE, 7
DA B LR AR O 4 iR TP B A N H A S P BB B (XM AT AR F
Rk, REETEBP e ARM), NTRHEEF—K, BROSXHHRATLUBETHIFARH
FPEE, X804 HiF e b IE AR b T 3RAFETERABRES R PILE KR
GisE it (30 Netware %% NT B BRI AE) o

AMBREHCHREIBEARENRNESY. B FREEH-IMEFHAEREEREN
04, AAERRRZERBNOAKE, EENAFPRANOSHBAFRIBE, BREN
BREHDS, REWE, RIT—1MOARBEEBIHERRQPEES L, Grampp M Morrs
EET Unix BEWA8e [350] PRE, YKAELETATRWOSKERAMT 6 HEE
SEH—-NEFERUE, B8 20 A REAN LTI EEX, EMEFREM RS,
FIsX 2004004, ABETILTFENE, S6BERELERTHIH-IHOS,

B-ARERY, YHPEAREOAFAREFEHMESHANILDS D48, BiTHR
EERGESE, BAIERMOL, BMERAFAEISXZHNERDS, XEREREEH
RUBHRABREAERHOL [(603]. URNESZFER, BREREAFEEFOS
HEAGMABEKTOL4L2SHAMNERE julia03 KE=H, julia0s RERMA, WiRHE, H
HERAANNEHEREOLE~HHER.

Klein ff T ~ W ELZ MBI, MUET 25000 M HEEME D SXHHH Unix B&, #
BEABEKERBH TN (4601, EH21% ~25% KOS EHBED, HUEKBTHTE
WEH, HhERBAE7.4%, SBELFEE 4%, APAAEKPEARBRE2.7%, 2FH
M — B MERG S, MBI (50.4%) MEBEZARE (502%), ~%D4RE
ENFREDN; HMWERER, s, ENAPEAEKES ZAAKAEANR kone BT
Daniel V. Klein X1 /7, #5140 klone. klonel. klonel23. dvk. dvkdvk. leinad. neilk F
DvkkvD £% 04,

A — A FFHEF (Unix 8 F crack, Windows 3 Fil LOphterack [481]) T BAX ## &
AGEEERTVTUBCIRERAZTPEENDS, RAGTUREY EdAEMNREREN
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MOLBAEXH, BUOLHBARTESBEBNEN, LERUYRAT BAFEEMEFT Unix
HF Linux FPLAER, IB LA crack SEMBFIBAFLEHENOS; A -—FHHRLE,
ERTRIESHITBENEMNEF I AEAERERTREMNAMUERES O S [958,
20]; BE—FHRARRABRYNEB T RBLEARH FEETER [725].

3.4.3 R

AEOSERBLTF, BERAREHMPE— BB IH LN ARGEHE - BENR
S, BN, Unix REEDSHEERHINMNTFRS KRITUBAEZMOSL, HEENLLH
HENTERHER), RRFAAGBHOSEHRTHER—NENLTER “BRHK
B — B REXARLY; THERERNREIXNMTBFEN _-_H4Z—. BE, FHF
MERFEE] (REALERWBEER, IEAIBAEREN LM PCHL) B LW LIH#
Unix WO 430 FREMMELTHR AL,

XEMEAMEBREZWEARGHERE RN OLS BB, GFEELTF 04 (shadow password)
N4, e, BNBEWOSRBE— 1 HEXH (BHK Unices) B, HH—HEMHLH
HFME (Novell), RELEMBHNARFEY (MVS), XEHNHKWBESRF AR,

MFULER, SERAANETER—BRTEBEAA KOS, XBUATUAEHENCOS
WE R HAFEE, A, BRLEODSERKEREN, REFRERE, SREROSE
B KA, BA—TOSEEFEHANBEETHBEERN:

P=LRIS .

EAAXBALEEH B0 SEEERF 242, EHFERITEE, B (LRKE),
N4 Ea eSS, X LRIS>1, PARASEBERNEN, £ (BEFEE), HEXN
T 014 B0 4G S 0 17 7] K S RO R, BTARE R H A R, IR — KB R %
E—EAANTEHOSM—BANEF, FAKPRESROSHRRRE, BATHHYL
FHEREFA—AAOSMFANKPHER— K, X, HENERET, ERATEN
O4BHPRT, REEAFHRDSSHEBEATHER,

REARAKKAT, REBRASEEEA - MEEEFCRSERBNOS, XTREROREE
C. TEVHMEZENMAR, % TFIElZ, B CVCNCVCN (%4], fuR5xEb8). MEHLSARK
ANERURE, BRAERE 2105107, RFE KL N 20, FUBRB BTG EBDERF 100
KOA—RMAERIILEGHNE LIRS HHE10,000 MNES, ATARETIHERE—H A
e AkBEESHEAD, RER/MAE, THEIEAME,

EHSELED, RTURBOXHEMER, E— SRANOLSEZERUGRABKS
R B RE N — A N SR BB E, RN TF 10000 MK, BT EANE A0
000404, UEMEELEFREAZEOHRT, BPERER, AREXERENBITENA
EERAKSHYMTE, BNHEL3RIEARSRE, APE332TFRE, FAW
EMATHEHABATHIRNOS, EBEBIRENEPEWEFENR.

3.5 NG

NABEEASEZERLARPRES, GRBEEMNRIINE, BT ANERRBZHR
GRAAKS, BNEEERHOSHIRBEBETRETENRSE. 0P ERENTH
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FHTERE, MERRARA,

BB OSHAFEEATEREERBALEMBARRPHE LK, RERSLESE
PR, REAPEEOSCMEE T, ExE, AfIeATREERLEN, kg
FOSXHAMAREE, BERANBIER Unx SHFNRE - BREBE I EFRROERMEER,
MTFRPEFERORE, BRERXOSIHERBEREN,

BH - 0L RENHTRAVABEBANAEANETEREMOS, EHEMNRERE
EHEY, BAREWUENMME, URE - EHFRBUBERP BRENZRELS . KE
BHREED, HEFERHHN IR ENKP, EREERDA—TILBRE NP EREM
WP BOAZERE-THEARPOEANE, KNOSRESBEEERN. BRAWREME
flaUr 8% 5 A,

o 5% 18] )

ABELRITAXAENFRRNERAERMPH . TE2MEBRD, MERELH
REMBEHHRE. B, FRFRA—NOSERBRET TRRMA A7 B — ik im0 # 5k
FR—BEMABS TR RH— KBV OSI R, RPSIMOSHBEA-RK—XERE
YER . HRTER SN A+ Xk FEREASEN XS AHT

REFBS—ARE, EESETER2BUBITHAR, SEEFRITHEFHNZEAOS
4%, EERRAASHARAMTRACZTR, 2A-LBH™%: AT RAEHAS R
AAER, Hb RE—DEIE AP ARE s f01eAE—HE L b LK R S B E LA 6
% [223]. B—FREAH %X, ILAPIRH B KBERHE, BOITEIRENTRE
FHEEN; WAEENSEFTEE, BAEPREFRY. CEEMRATROMA,

BHEEAONLHRE, REASAZEER, MAR—K. BIEH LT BADAURKREE
MIERIES . DAMBE - KXSWEM, EXRRANRHEMEERHEGC, HEATR
MR, REEETHAR LB, BRTBENENFTFERLERBE. B, FE
JR R R A B A T RAT 40 DRAS 0 28 07 SR TR R AR B

SERRM

HEONAWERREREE, HIH®A KL, Bob Morris # Ken Thompson HJ i 3
[561], Fred Grampp Fl Bob Morris HJ#53C [350], &% Dan Klein 323 [460], #RA LM X
fE., DoD FEtth EEEME W [242],
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HHEFHRGSE AL, AMOEZEARER P PENEBHRDEHRFHHA, £
GHARATREFTHER,

Roger Needham

MBI MG RAERERBLYRE, BRAZRABEGFEEERT ., REEAEA A4
ERARNTLR, LRIV RAEXRHFEMA,

Rick Maybury

41 5|§

WREHAITENEENELE L, ERE2IERMITENMFENIT R, ENNMERE
wWHEEA (N, BF. L& ) ViR RGP Y IR —— A SR RT DASE, B4R AT LA
11, ERSHMUBARSTHE, $%,

HE AFRNENEFTELESHANAF LR TR, BARTEHL A 3
B

BHEHARE TR, LE 4L, HE0T.

) ApARRAEANT R RSN EAEEFT. K RF 2 /
LA Rd., BRLNESRTS2EIL TR KA \ - /
BN, BREREERE AL
BRSNS TR, HEXS (L NBE T E \ S ]
MEx5) TEREESSHFOEKNE, miiexs (i
W) TRBENE RN, "/

2) ARETABE b a#4e W, pRELATHERL
RAE®LE, ITAHER IRV AR, PN, FiDKHE B4l REFHERVEEH
AUBIEL SRR ERLAERMKE EH -2
HEHMBERKIC R

3) HEGERERRERGRBNZS. BT EHXHARARBAGHNERRAF
BHRWE, FEARBHEUIFER.

4) BE, BEREMVIASHIKBRTLOERRERLNAFAETREHRBNERS
o CIEHE—-NBEFO LR NFRL.

RERNABEAEBRIRERGMDEGEBEINAR, BHHHESER, RTH, X
E RSO ENERESERE N R TMA R RN T LR PRI R f R L ARE, S
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ERENAASCEREREEFHHRRBBELETGH, BREAPEX R EP IR E
HEAFHE. BHENRERENHREN (MAREHAARRNER, XPBELRBE B
SEHYR) .

M EHINERSIAT -, FREHRIEUZ2VERNEBRTAAEEL, A¥XE
E—FELKE, BiREBEITHEAPBRERSR PC HLAT, LLIN DOS # Win95/98, 13
BEABEHRELER. EMEBRTUBRTMEE, XESEBLTHELAANE®L, B
W, AMEREHBAEPER; REXTIHFE-TEETABFPRRER, FUKE
BEENEZLEBRREN, RHEY™HIH—LERMBMRPOREN, LNERID,

AREEHSRI AP EAR WE, ATFRBURBXAFHITRR 184F, T
H, B2t~ TEHLHABERINRENRPNLH., A TRBERENHE, BAIENH
RPFEREFEHRPRARITHEIZ K,

4.2 BERZHEES

e R G AR AL 17 A1 45 ] — R T 10 4 2R Kerberos HLHI X M| AGEITIANE, RERE
il X, BEROMRMAERERE,

ERBEWUR AR TERENER, FIRAXE, TRFIAF . r RAALGHET
EEE, wERTUSGTERE, xBRAFWNT—ABF, “-7 RrBFEMBRR, I
B 42 FiR o '

Rp BRERK [ Yo Y [ ok &3 Hitig &

Sam ™wx wx ™ T

Alice x x ™w -

Bob ™ T }H T

B 42 R & Rl 6 R B

X ZAELHHA TP, Sam RRETER, AXEMWRAN (FitBEHAN, R
BRMIR). Alice R—N2H, FESTREREMUARTF, BERBELHAENHED
— AR YRR EO ., BETFEESHRE. Bb RF TR, WLREMRE.

—BERTXHEBEGT, EEEICRA LSk, FRIER. ROITEREXSZE
REF—REBRERHE —ERRMELE—FT LR REIL Alice 7 3 25 3 3 1 Ik /¥ X
HEHE, RITEHRE Sam EH XBEORA; FUAKAXGERENRERROK, R
Bl , WRETHENE 43 iR (EFEA—THENRBERR, B2 San HFRE
EXREERHEATAAEZR N BF, 2HAF I TSI RIMHER),

R BIERGK KrBF WABE (FIHEBER

Sam

Alice
%R
Bob

g a8 3
R B
T T |

B43 BCRENTRENER
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BAURAAS —HAEBRX KR, REAP, BEFIHSZEHHA. —BEBELT, R
MXBFHXEEA M RIPHEARL, ER—-FRIAEBRKERRE, THER-HRHOIE
AL RR (R 7 oo 48 ST 4 B9 TF I B R AR SE AT BB R — )

WHEREE (CRE=4%) TUARZHARPIE, GTURERY R ILHKE
B, BREMNOERBRAT. A, —KBITHS50 0004 R T30 ML HARKE, AV
FEREBERALIS000 000 M TE, XKEXRT, AHE. EANAMERE, & (W)
LBHEHERREBR, BFRNBE-MHERABENTERERANTHEE. XEARHT
%, RAASEACKRALEERBAF PSR, SFERRP GFRERsIR). 7 (8B,
ARy “RE7) SERRFHEVIREMER (662, 804],

4.2.1 AP

ERARIMMEE, BXSEAXSER T UUABLHEIF £, —FRIT T8
£ 40 51 50 EAEIOR S HAR . REA. WIS, BILE, $%5, HRWA (Lm
ZLGEMEEINCE ), BERME LHFARR, BERAILTA

FURMNBEFRERE XS RA, REDBAEG, TUERTARES. HEALLNA
EFARAREN, ARERELRTUXHM; BRFENENT, AR -ALFAN
FIsk, ffR—E RN TR, BEl— 1 RES D SEALE— B R R
RENBFER, REN—TSRATRE—MAA LERQT R, EEANREEER —
MEFEE, BENERRENENRFRRBINA, KR L, EXSHERNAT, x4
(L 5E % 1R 2 3 BF 9 i €5, T R R Ao

BB TUEARR, BEMARREEABENTRRB - AGH, ERTL,
MFHFRHEETLETERENRA MR LAHRELEINACREXH K HBAR
WA, 28 AREBERMUEFOEN (REBEHARH), TRELZNMETEE
mEE ., BSEMEG L HE R RTRE BB

REREMAAMEXAIXNERAFEGEORE, £ BEN L, MRFHEOERHH
BT, RETUIE—RA ) MK R ES., - RETE, TR XENRE. “—F
FETU LW B AERCRAME, —GRSBEIMR, 5 — (125 = &t %50 W
R, AR SNTNEE, BESHASRESE, AN S NBLARMKBHEES -
BF .

HRRE, ARRMANAEYERE, BRIREFBAEEH. FREELENA
BREABSSIXMINNE, BARME AT LA (F20 e 80 FR, RES5TH
AEATE, BENALHETFERBERAN, EXKBABREREQYT E)o Windows
2000 (Win2k) BE BHALE, MEARFRARCEFEHMAT A &0 AEH
(RBAC), A BHAES 7 Eifib. RERASHE, BARHFEBI2ELARRTHES
s . - |

4.2.2 PEEHIIR

AL RAE B RS —A TR, SRAETREHEE -5, RehEamf—er
HEMER, XHNFAENAA, X& ACL, EXEHENE TP, XH3 (KF
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i, BDERPEKPEE) B ACL, WA 44 iR,

ACL Y} % 2 R K FEAREHES . T
ACL 1 — R TR #0455 30 o 1 45908 £

ACLI ERAERPEBEAC XA%ELOFREE, i - o
FEKEEFIER S H % LA Unix B2 M0 o 55 %) 5 W 4 b Bk
BERMEHE, SETFHARERFOFEER, HAKEST
FPT A RO 3 EL % AL B SR8, B P E 3 B A Fas WREMNR (ACQ)
LR G4 B P B AT — A R IS, ACL 5T, RN — R % e
REFENRBRAN, FYRERGMER P EESTHENRF, HRMAKX
RS BB I o B AR RN BRI SO R R ACL, HUE R ABA T R R E
W4T 1 AT

BR, BTN A EE ACL B, Bt SR ALH M TR SRS k. B,
0 — i AR 0 3 T BIA, — S BTEON LR R E R LA A B . R
EEA RGRE — A SR IAE, AP A RAETE — A7 DL AR T A A BB AR, X
BERELETARP A ACL.

FTHEREFHA ACLHEZEH F: 7 Unix M NT E3E3 ACL,

4.2.3 UnixiBER&ELR2

il LYok €]

T

7E Unix Ml HE BT RN Linx BERGET, XUERTURAEREHEEHIIE, HE
SURERAE. AL FE (FEAS) RTIPEHEMN x Bl XEREALFSHEATU
. BT, EENIREHIZETR MRS, RUXHREN -ITER; RERAZ ’
HE (EEAN). AMAEESIRE . wflx; SREREFAHEFENRZFMAL T,
— A HEEHIEEMBR, HACLA:

drwxrwxrwx Alice Accounts

LRERASE -6 FHRALKE 4-4F, SXH 3/ ACLRER :

—rw-r--—---— Alice Accounts

XEMNXBRE—~ABT; XAREETUEEE; ARAFMME, HEARS; 4
A BAE R CHRFER Alice; 42 Accounts,

7E Unix B4F, Be (RERLAR) HRRAEHUNBFRYEBRHB BT, A
PUAZRABIRNBAIE, HOFERFHEN-BAP, BBGRP SRR R
ERERFTMENES D EMEBRK, B, WERAA DN RAF), WREH
REREE “yes”o BRI AT LURAE AR A A — IR M S0 . R EMA P SR
i, BRlL2s, BE - LEERERMAP BN, LinEREEFHR, AERAEHE
RAT AR B A P 1D,

XEWHE CHFARY Unix @F) REBTHER T UMIEMERE, HFUARMNBEELA -4
HitEE, FEPaShEEE RN, XA NERELASF S Sam T LIEFK ST, WR
Mg iR IR R S R AT Y, B ERENMRBERN R EEE AR LUE R BT
ERABRER. FEUOHEEERLRASE SR - I NBEHMERITHNIL, SE—
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MEBER L —id B HMILE LIF R AREH,

ARSI =M, 015 FreeBSD, ATLIAERMBEE LRI XAHE. AP, RAREH
HHERME. FRREEAFTMEBEE. ERILRED, MRAFAFEET - NMEBLZL2HR
B, DEXHERATTUHEBE SN ERS, MERAPUEIXIHFES. SR EFREERELHR
TEAE. A, BERAPFPFBRBHEEN - ITBRELE, BEERNTER, EEEREE -1
TR S5 A b

B, ACLREERAPEZ2F, REBFAY, IRRARAEAZLA=EHHEH (H
PLBEMXH). Unix AT — AN EEMGBENRT B suid M sgid X4 R

RFHFE & LCH suido XHMBRTUGERAENEN, MARARENRAPH
Bl sgid EHPHIERRE BN, TE, FTHABEIIHTTENDE, Glg-1TAP
“account-package” A2 (kS E), FXHBEER suid, FHE XA BB Alice AT AU ]
M—PEFT. BEMAPRATUKERBEHGRERBRET

AUXEBEFBREHAE, REARM KA ZEER =& (BP. BFAXK
) —HASHENBREZAT., XMHBREERRER, TRANMIELHANZHILE
B, BERAEEE S, B2 BN EEERMZRBIR; BT LUEI]2 % 128 F SR
suid root, X HEE AT LUAE 7 315 o

EHTNERT ~HEFSABRRHNRERA, WEHEHRRGTENRIEREIFRR
BETHARKE L, MAABLIBFAERARNELE, FARFALBEMNIFHNSHS
o ¥ 9 R, WA suid root BIFMAKSEH CHERIRE, FATUGTYHMAXS, AW
RFERAERF KMo

B, ACLAEFTRFTAMRS, X, EEAREMFRHMM, hNEEH, &
AHRERE; AMEAENARERE, EAFKREM suid/sgide 546, ACL RMEBE—1
B AT IR o (SERE T EAMITABRN, ATRREXHEM).

%00, Unix ACL RA—AAPA@E: BEAARGF -PHBERN AEHA -4 D, It
BT AR AR BN Unx RAEAPMFTENSBAFREAR -FER, X
HEEMBREERANT. B b, ACLHM su ALK HTFLABENHRR ., Lhxd, BF
B— e BN, TURBHRITMRENNHNERTEXRTE.

4.2.4 Windows NT

HEHRETHESHNENEFIEK B —KBENBRERERE Windows NT. NT H
BB A (BRA S, RE Win2k) MNSEZR, FLBPNTHMALEERE (WRIREE
2 NT4 A+ B Win2k B3, REARBBE 7).

NT4 R P S Unix B, BERENBEBIMB R, BREBTRBR-THIER
MBI B Z AL .

B, N4 RAEH#. EMHABYE, TEAARAT A, KEARBRAMEERBRE
M, XEHRENM XHEMRENENIT . ZERERTLUATA, wWE L HTFHF,
AR Unix RE K sgid BFAGHAANBE, BEFKR Unix 7 REBEN “A” MW
“IT, MREMEP: 7RI E N AccessDenied, AccessAllowed & SystemAudit, X
RN, GIR A% A P RA M ACL HF B AccessDenied (A AWFVIFA), WA ML B
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il 7F J& B8 AccessAllowed 7 55 o

EEZEEFRNTLERE, RADTHEHER, Y THERBESFREAARTFL2BE
AT, WmBRITHN (RERIVEE).

HK, TUEAPARELSEIAFAERERME P, HFEEBRZEELITEEHENMAF
£, E—FHURMPAATE, ATUEFARAPRIAIASTBIIEEN - HE, MBRE,
HINR SR AATEINL, MBI ITERHOEERE S, PATESEETUHEXAARERE, —
BRXBEZAR. MITRESEERP 5, HERER SR —XHEEYSERLCHRE
BRAABELCFRBBEUSMERE, BFR, PATESESESRT (BRRBRAE),
SERPTUEABRBTHRAES (REBZRGESHEFTEXNMNNR), BHAHEER
BB (FUEEASEERTHRMFHER, REFA-KEEFAHRE), BREISH
BHAR, MiEBERRERAREN., AXEERARARNEHEMRF- AT LB ACL 4
WHBESH, Ry “EBRRKR

FEARKHEEONMT R NTERRERNEES: A28 (BEBFERIT), HFA
WEMN (EEH) AR EX TR, FERMNEASHAPAERNIERR (FMSESE
WHMERAZEFEEEROZEIEM).

NT A DIFHRE “everyone” £21MYFA, XFAERAMESR, BARLKEEH, Bk
“remove everyone” Fin B Ik — A CHFBTA AR, . “everyone” WEN “no access”, AL
AEHFERERSE, X, BAABEDTNE,

4.2.5 gk

ERIGEERNEENBS P T EREITFH. XFRARE, EE 42 5T+, Bob
AL RE B 4-5 B R o

HP BHERS e BF 2 BE | FHER

Bob = r r r

& 4.5 ek

3t T ACL R, MEHNESRERLESIMIMN, BEANELBEENART, R
T ER A ST Bob LG —MIEH, B “XERHNE, RALETIRE
T4 1 A4 David BFE XM 4 WHLR; B4 Bob”, BH—HH, AEXHKHRERRER
EMRET, BABERABOAFETANR, YAE - KFEREN - ITREEEESR
B, MBI, _ ‘

75 20 2 70 ERBERMRB AL T, FERBBEXHED; AP RBIAELU
Bogm s, AFiE. SEARMETHNE. FREAXFBTARBAHEFTHRET
[804]. RALBAS AR, BRERAR LT LHEFHTUERHATES, MARU
MER P HE, FURERER bug MR EWERFATH (LKL, RERERLH bug
HEWTEREEN, XEESARBREREUBRES).

IBM AS/400 R MRS RA T R TFRBNRY, FHBT AL LXK, REREBIEL
ARERHHBRERE. AERESSEHRAGMENS, HFE S FTHHETERY
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AEWMEKRMT, thin SSU/TIS, ZERXE, #HEAAEHEFELEIEHNELAMEILE, BEE
T EBHREETUR-IMRENA, BN EAN - RARERIREE.

ATHBETEBNRENAL, EE-TEEAAT. MRRIOERT -/
PRI EMARA, REBRE O XUABTFINRANER", XHF, M
FRACRREPHEBRGAEMNARSFESIAEERSE, RERBAUF B HAY
MREEBMEE. XRF, BHEREAYMTREUUNENMEEAE IR ANES, X8R
AR—-HFE, EETLURLAY: P LE-HES, RPN MNXHREHARENA
XX, ERFMEXRENERE, CEFHRERAXE-TRE.

E-ARECEMNRE, ATAHESEEBEIANE “MESAR” MAR “HHEH",
EANEHRFREHERNEHNETSBERABEALS. ATLFMN 20 4 70 FRKERLE
LHEBHA2REN (XE—-FORMNEE), B2, in® SR by B &6 2 6 e FRE—
ZWER, A\MNASEXEHRSE. EXMNEEXATARANER, W-SWRETARBH
JL o

4.2.6 Windows 2000 18 i &Y 51 45 1%

MENVRER = HARAERE, REAREREGH T ACLTINEFHMATE, KBS
FBERE. BENBBREENNAR WinzK R4,

Win2K FIFI R 7 5 INAURE , AT DL 3 BUH Bk AR NT4 7 # ACL, B2, @EdREXHMN
g, RAPRARARRELERERELET (ENM POTRAEFRHBER), B2
HMBEHARNEN, MARENREGHERA MR, AfaFEIERTEMES (A%%
WETHEAREBIM) OEAFE, AFBSHA. ANARETEEXR, FUECESER
BT — B E R EE, SRATLESRETASMNE, dTLLEIRBEL (HEKELE
i, WE—AHEAN T EBARBEE), ARESHEZPELN, FHERE-1ITE
M BOBEE, CE—AMARERSAMNBRALHS, 4. IRNARBTHAHER, &
MRS, SHTUBRIEMBEYE., BHHTMEERMMRE (finer-grained) i 1) #
[ ELE.

ABBLZERF, Win2K A Kerberos ERREHPFANENFTEFT RS, EHEERSL LY
R E4E 0 (Security Support Provider Interface, SSPI) H, L EEETUHALMAER&,
A B B Win2K MANAUAE RS R v . TERENABFE R, AfIEE%A SSL/TLS 4 8
WY, SEMSERAFEETE, EREMRAFIES. SREHHERERHEREEZ
SREET —ANE ALK A ERE (FBEIE 19.5 iR SSUTLS).

{8 Win2K B9iX 8 XA & # 5 THA (backward-compatibility) @&, ##0, Win2K o
ExuinFAENBREEES NT4 ARE . XABE N E B R UM NT4 ®EMRHFF,
EREMELEET. AL, HAFAEENABFELEIS Win2k b, WinK BHR
EREARERIAPIRE.

© LELE, Win2K 8 Kerberos FARRR RN, MELHHANAR, EHE L WinK &5 {# i} Unix ) Kerberos
RREH, SEERARANXHAAERRTREETENA A%, Microsoft i) BIF R LA AMEEK Win2K B
Kerberos B 538, X ELSSFRELH R PR —-FHBE,
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Win2K #4t T kWGP UM B ENENEEREFERRENTREH TR, BREER
FRITRER, EELASHAFARERNAL, - RN ABRFTSBRT; SSLEHER
MUHBX &, BREFE - M BEHEEMBE. HK, Windows (ERXRWomAS)
RERHPBERSE, XBHREXL-HEIA - ATUREPCH, X, DRREEE
PCHLEMA—M RSN, TESEMA,, RIFR-DAAFEENTRFTEFEERADBH
W, RRMLFABRBRAEHEHER, REEHHMEREHER, —BRBROEAFEER
OXFEM, BHENKNTE, APHFRAEZARERZHE PR ORI HEE

4.2.7 RHE

REHHEHNERERGEN D LRRAEEE, B TRERERFCHITRER, @
THRRBEHMIEGELBENR/DNE, EOARE, RREBTHEFERIILELRERERAC
WX ERTEREEINNAR, XHERTRABZENH.

BEEFEAUMMEES, REURRFRANEETIRBE LN, XETRIIATRS
M, A& E7E MVS L2717 DB2 i B % Unix L& 1T Oracle, 1B EB LB MMl BT A BN A
BEHRBE—-DXBS, BERGEAHME. BEAELHAWHEZEHF, U, MREA
BERETARFEBIIREES, WA RTELAEREREZEH - MHRENE, WMAER
EERENEREESIN -1, XERTREATHAGE., flm, BRERENBEEREN
SEAEHAROTIIRT, BNEEAEFL; THRITEFERFWENTRCEER
B, BEMIREHARABEMURE THE, AREREFETENRHAE,

B ARERBEREE LR, RETHENSEBRENM T, FERAREEAHNR
TEMEHMOARSE, BHAPRABAEIEARANRLE L - KX KB EF; &R, HEN
HHERBEEMMT . BENMKWEILEITR T - KEZAANE LHLBIE. ML BRRk
FHEREE PCHERIM A ENKE, AFER, HEWNAPFRBELENHF d MEB,
EMERNME T EAE - TN ELRSH, FESRBLIELE, RER-HKEE
ERARFARENES AL, TREMEFHATAXFH TR, FEEFMFT®, BHF
RENEEEMEGBRARKEK

4.2.8 HAMBEICHEARD

TR RBEHOD B I ERRAREY S, APEESITANE L TRORE, fEH
applet (Java NRIF). HATXOHE, XANERIFT RS M — LI ROFE, LDBETIH
SCHE B ok B AR R B R BA A

KT REXAFE, Java R EAXERBREBET -4 V& —— P RROFH,
Fib B AmER (HFREaRNARKER), FERAFSHTHENETER.
A RBRFERRARE, RTUREXELELART, WO Java BEH JVM), E
AHEARKARBE (346, Java BATATHEF, ER (ELUAMERNKTE) IVM
RERARABWRES, X3 TERERIABTREEAFTFRRE,

WHEEABE RSN IR, XE, SRONRBLARE NS, REETAZ
WMERABELEBHER, SHTEARBREFRESRERRT, BRABAENT
RBZH, EE—THENERF, HEEEM TRONBFIREMIER. £ JVM LHEE
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KOEHEBRAREAELER [585],
MTFXRHBUNBRA P ERBMPEURE, XMERFARKREERNERT &

4.2.9 HKiFRKKE

AIG & EEMRHRGEFRRBENE, BreERREKGEPBANEERSE. —
M RAFERSE-BEORBAEE, RAEIHREHARTRF A EBIRNE. XHEXE
BHELEERAD, ERGENURER, AEEEH#TREME, BREFHL M SHITHRE
AGHNBEHMINE - ER2ED,

EWMA R LEEE TS £ K K2 (object request broker, ORB) K E R I, ORB
BR—MENSZEBEFENKEAE. BEHAREPERA SR HRKAKELH (Common Object
Request Broker Architecture, CORBA) L, BERINEMXN R RFR I —F Tl inE i,
AKMEBEEMNHEAET, ORBRARPE P RBK —FHERMIPMPFERE. XM FHEEE
*RARE, BROALTHARZT ([112] B—FXT CORBA ZLE£H+),

4.3 WHRERP

KEBRFRENREANEEHA P NTH, CERFBFHBR, EXRBTRET,
RAPEASERF, E4ATEHLEREF. BFPTUYRARRFEZEXFLEAB,

BPFIMBRENIE—TEFETHREMREF. REAFMEEFEXN, WILBFELIREN
WEESHABEE, IREFCERTILMEH, BHEEHEEH TR, LOAFES, &
HHE— M BEEERBREMBFENAT, SREFHLREREZESANEN. FEREL
ERAOBRPTERE—XFHMARE, EEREABROBE —H ok, 240671, A/
REEEALMELPEFINBNRERFMMNEESTH2ER, E—-%RAP, LmkE
ADEERE, BHREAT - MEFEREE, BERT - L4RNERERUN, Aot
HHBEEMES, XBINBEES T EHR

BRTHEADEHEARUS HF - RBEFHRE, EHRHEKELT), E—TLBRFRER
MERE, SREZELEH L IBEEEZRMBFORBMNEE, RET - BRALXZHA
HXE, X EEEEHE; BRLFHLEBRFZABRANKEEENENR, ENHRTHRHKN
HOBERBREMUHRTREE-

X EREEAG AL EENBE SRR, BRMILE—FRE
RHLE . HEREFRAFERE TN, HPBRFEREE - PRFR, Tt FHaaEnme
MM E, BREFRAMBRAERERHK, E¥AMERUESXIBHRTAENNG, R
e 4 7 ) 36 4 DL o) R RE AR B B 52

BxfEREASHAERKLOBESEASREE N, RN IBM EHL8 — I CPU: Hl
R HBICRAMIEBIRE, E5 _MRET, BFERNEREREIENATERN,
S -FORAR, BETURERERTFE. BREFEA - TMEIUEFMEN,

NEASMPEAE, MR UEREMEXH, BEFAXERH: R
GRekHmTRAREN (EENREARRA) REEREEE. BROLHESTRHTE
B Ze W BB HL S . 7E 20 HE 42 60 4 A8 BR S B T3 B8 JF & th %I Unix & &5 BB 1F A A9 Multics
WIERG, SIATHRPROH, ERATHERIBRNER: BOREFTUANRNENIER,
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BEAPESE 2HET, APABESHEERGIFEER [687], ENHHEERMER L
BERMLESRRAT, WINTE 80286 LG K Intel /=W X BAEER,
FEEEEHMKERZLIGN, FERSEROEE, i, 2FHAREIGERTE
HAEERMBFOELS, LUNARBAARERIARTF. FREMLRITXRNIE, &
WS BRRL2RE. #m, IBM ENRERSE MVSH—NRR, R —4H8FIEEHST
—AEBEFM—ANEES, ETUETEESFEERAEN (403], B, AZ2HERHA
BAEREARRRNES, AR ES [687],

4.3.1 intel 80x86/Pentium &I 2%

B Intel AR EE, Win7E BB PC YL b 3 FI 4 8088/8086, RLEHIA A R Z fE] B
HXE, BlEBEHEMREP—TMETHRFA T 6% l48. 80286 N T Z 7
PRIBHIEAMIR, FUFRE ntel F— KB ERABIERL, 80386 RFRNEBEHNBUATH
BB AKHNER (4G6b), —MIEHLBEIER 32 i F 4k (flat-address) HL#F. 486 F Pentium
RANAMMTESHE (BREZWAHES. TFHRTH MMX). Pentium 3 3T — 43
MELSHE—CEBFNS., EESHTHRARBEMERARY, HIIEFHFINSEH
F&F SHEEH” BE, FFUERN Penium R ERSEFXHFE (HRRI—F
PCHLBARME S, BACEHRASHENHARFTFEEREGABFIUERIANF
5 )

BENGBLHEPF, YOS RHNAEHEOF (AR H#BFER. IBFHE
BEHRBRARENNE; BEE—KNE, AFEFRWERENBTRD, EBFXHY
BRI, WMARARNENEEE I RRBNEFLEE (EXRELREN [404]).

Pentium 5 K B 5H, I IA-64, A PHS W RERARAMY, REEFHFES, ©
KW FEE T T 0 S M RR A0 Bk 2 ) 4 RUL A R, R AR 38R R BB R
BHRES, FEE—ME—HhE BRI, XRNTREAREZNFRENBRESE
GErh R kR, REFESBZRE/ETRHIEER, 4 Pentium 1A-64 3H WA R I
[382],

4.3.2 ARM 4T3

ARM E 2 A BERMZEL, BELNRBETARLABARRENE=T] B, BW
# ARM (3 #% Acom Risc Machine) REF WA RISCEHI. HAENBEATBHEHER,
EXNEINE2ELEMELBROMAIER~TE—KR, NB3EIEEREBUFRRRY
b BB B Capstone B o REMREMBMES, THHRAERME, FH ARMAELFME
FMESLAENBAINEPEERANRS N GFEES%E [325]).

ARM RENLHEBHBEOETH, SHRITETURERABACH BT, MER
LA EEMMEKG., EENZOCEELAAFARAHEBEHAORMNEFHRET, EHKHE
hiHLE, THMEAREABEAPERAFRES, BAXIERBLENER. ZO0FE
ENGEE, FFUET ARM B HTUREARPE~HEEBEAMOBREER. REEN
HAEET UL S, CXFAEMAMNHEN (BmtHARENERE) BREEK
R E R, KT BRERT ETXWHREF. ARM CPU LA MR, EHRE 600
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e, REXHABRENAREIE, ‘

Amulet [RAEFH B ER BE, RERMLUE, TEATHRENFBRS T RF T, HEHOF
EEFAESE LSIABHRPER, LWnFFESME, IFTUEERREFARZ LR
Fo FREFRAEBREITPELEENEANRERETRIPERN - IERBE T,

. 4.3.3 RENEE

HHBAEREEREET ARM AEBN, ENEEHERAEER (REXATHRR
HEKERERREANEARY), HREXBAEEFAOMLESERFRA I LLHE
82, HhHuEANFERAR, YEMLKESPAFFERPRABEBLULE, EHEABM
Hen B R RiEw., SRBHEGRE, SFEHNEXRNZFRNE—OARFHE
. OEM, MERFHGT—IHHLREFEFAT L, HRBEELHERY ., XTHERK
fHE S BRA R /N BB R a4 R R AT X R

FEH MR MBEERMBEERHNLTEGELIF, ERITARLE ATM PIN
BMER SR, FHEERARARGE, BETH PINHAAREXMRE BIFWIERE
FHBRE - TPEEH)., X, YHTXH TN, TUAFEHEFA EH. EFL
HRAEMREEIEES . A PEES 4E “PEHEY PEATRMELER,

4.3.4 HuEE

E20 WA 70 ER, GEHRAEAFEGLATER ZHELKBE, M Multics B &
WEEERG,. BERERSGAE %R (fence address), R M+ H— A F, & FXE
WAHERERRE AN, BEREAFRREER (QS) ME, FR—FEFRIELE
REd£ 5 CPUMNTI SRt B EN ik, XBRMIMEEFREREFIA (K
KEZAEE “REFELER” AF “Win2K WEM” $). XMESHRERHMRTZ
BT ERERTFERENERTZI—

4.4 BEHTHE&A

BANBERGERBEATAE 2, WA Unix/Linux M Windows, FTLLEFREHN
kmoEMEﬁﬁﬁﬁwgﬁ*ﬁm,ﬁ%ﬁiﬂﬁmﬁﬁmmFE%ﬁ§@%%%¢wﬁ
Hpge, BE, RANTMRE bug FHMEH K, RERNE, LM ZMAELEE, X
B ZEAEFTEHAE, MG ERABAEREILTHEANELBKE, FHAELRENE, B
B, SAMEAEBEHT. SFLENERARAAERNBRERSE, MESLEREH 2
GRe” MRS, BAARARAH, BRS, XEMFTLE DB ZEIABARA
WHBERSE, FUAFRERATELSBERE - KRR,

BELGENEGRAERATRB - ATERE,, RERNRAEER, UEXSHBE
BEEG, BAEZRET S AEREONRE bug SEEAFEARAN ., XERETUERRETX
A% HMEBRABARNEY, KEIAFAABONBERERBRRAATR -—RHES
(493]. AWM AR AR ABEARLATIEN, MAEHRAITPEEN. APFETER
RE AR EEEAR, REME AR EEIR T AEHARER (TR
4.43%),
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Bz, RNERZTEIHRPIEBRER, FERSBESR, NIEMKETHMBHK
#H, BREAE THARTRER, Bit, TRESEMATE,

4.41 HHMER

it BB &R R I 4 (Computer Emergency Response Team, CERT) 7245 1% £ ik 14 5
EHEBMNHTRERSEHERBGERSE T, MERARKEBHWE, WARBFRIINAFE
BXid, @Eni, REFSEAR (LHE4-6)

BEAE
Enelk 'Landing pml’ — BLE A |
b= O S A
RS R T | |
i M . : |
hEAENE o]
| P T

4-6 HEFRIE

BERSEREERESKN KD, Unix i) finger IS RE—TEROBFHMH T, £
AXAMON—BREZEARNMSE, TRFRAAXNTSHAMT 256 ¥, HR, KiE
HEMASPHEALTF 26 FHNBE, ENERFIRALEB CPULET.,

ERUAEHRARE: BESEVERFVEHE - “HHE”. KZ K no-operation
(NOP) A4 BRERMARERHAKEREMS, BNRERELBERRATHA THIE
] —Fh R fE, BB EMLEBMERRERD, kOB TREPEAREES, REEE
REBRBIE— S MBEFE (shell), HMILAE,

CERT 1 bugtraq H % 1T i 1R 2 BCE #R B g ix K7 KBTIk, LARAEM G O LE
EASEETX, BN—RAHEETHT E. 720 42 60 FREH, KW HHRER
BB TXRAE, FABHTXLRRR [349), £20#HE 70 FREHM, REXRLA
(System Development Corporation, SDC) MBEASHER, “SESH” MERRE-FHBRKE
BB M [503], 1982 4F, Intel #9 80286 L B3I AT BRSHBM KL —RBE.
BHkE—ERNTH EEREWERE, KBS RERTEHEETXERSOEA.
1988 4E, A& Unix HEPFEE B “EENER” HHEUBHKT, EEATRIRREAE fin-
ger BB, FTREAAGEABHBTHAESRE [724]0 RMBERDRAIRESHN
KA, AMIBEERATRERRA, RERERNUZRTFRMOHENRLE: REHEFR
R GERHERESLTUER -KEEF.

ERGABEREENFES RS HARR “WARMZE" [207],

4.42 HMHEHAR
EREREUE, BTRAEHB LIS 44, SEFAENESF—BRIABIKEES
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M BT, RAFARERIEHRNNBRZEERNEF,

B, AkAE—1BFEM Unix 14 mkdir, B4 AR S RET. SERGFHEEE, R
BERAEEINZLAF. BTRANESRESEN, APFTLUEREHE L — mkdir; 0
REPIEZHRERTE S, TUAS-HSHE-ITHEINWERBRAITECHHERE,
REVGBLEBSHE, HEEBXAHAEEINXEBF . B F/up FR B B S0,
WHEEHEXREEA; SIRE, SH-ITHUAPFETEFEXREXMSH, REEERARN
b H A S B A B B —— XA AU P 0 AR R K N BR It I SR, B SOE R .

BA R bug BBILAPNERRAPRAEF R A%, Wi, PDP-10 TENEX #
ERGE —/ bug, BFBLEBHHSEINBRFREIFHT 06, MEMLERRERS; X
BEHREBFGBESFELLTREAAPRE, BERN—IHATF, FL Unix REXARNE —
A, MB-AREPETTFRESEBOHE, BT sutld, su FRETHFHELXMH, %
F P LA A PRSI R o

EHMBE bug RIFIEAIR St BN, Mulics WURITHFYXHHREFLRBH, |
Bt AwRE, BPTUAERAHBEEFBYERE, SRR EHERBLEER
[493], ER 20t 90 FEILEH, ABMAOBEEMBUEHIEBEEHBHOR S, Kib
P TCP/IP B %) th L B8 SYN B, HERIHT SYN stk & (SYN flooding attack)o I
HEBELEEKRESYNG, TUERATFANENSHE, MLV BEZEMHFEE. AEM
i syncookies ] LA P A~ B, W —#AHE 18 E,

4.4.3 BRREXRK

HEPALRBRBRANKKZZ —, XITBFEETREREOE, WRETTHRET4
FBEER. AMBHBEEXH2ERERZRENRETER, IRE, RA-ICHNED
B RS- EEHRKS .

RERBN—PBER, RREH -1 S5REPHANEARFRAERRETHRF, Ik
s M4 FAFE —4 Unix BRTFRHAXH, RTEN sNBFRTUAERARLENX
ARFZHLATEREN (MREHLNE). T-SREREERARNR, RXATARE
TR, YEHEREABRIEBA LEFABL AN, RERBERET. BRTER
W, IFEERMEA (PATH) Z& (— P EFRVE, YAAMSHFRERMAMETH
BF) PAEE “.” REYWEHROFD). Unix WEFHBERAZNOE; BRMTE
EREHARIR, EMRE—DPALROKEH.

SFMETRROAEAREXITAERE, APAERAMREBETENH THE
Windows NT, TEX M RERGT, APLARRAEERA T URREMAT., XTERE+
AR, N —AREEI, LRI RATH M B T A R R PC AL AT T U AR
HABERRE, AT, KABMAFEEHERAEXETH, AIANTERERHFLETERT
. EHFL, RELTOAMAAEERABSRNARFTRLTN, XRMESERIE, W
ORI — A R IR TR S — e A B X R A BB R AT T 4R
BHMEEEENLSE, CTUREBRE, LANTEACHILBRXAREREHNIERE
FAFAMEM ITHEE, AT, BEALEEARERBEAE. BSSEFLMARIFR
ERUER, WINBNERSBSXRONARE, BAURMPARHET, MARRAR
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#, FEEMESH—LHH bug EHEATERBGEEN.

S —AHARTAEFUNAP FEARBOHA T, BESASMES LT (L
ActiveX # ) B4R, XE—WEMW, BAANABRFEEEROTHEXEMEMN, BN
RINETEMORE, WER Java, EN—TBRHELEREIAAEENEATERET
MEHE [226]. BR, REA (BELAR) FAEBERFES LT XTREBAENMHFL,

4.4.4 HAXAEHFTHARR

RIEARATHREREL A FEGEHEARE. CNN=SREASEARESH
bug, BB KRR P M NR, HhA s AL AT BATH R IME R 7= 5 H 0 R IC#.
FANEAF AL L IR

BREALLALUMB T EHEEL “HEBK . £ Unx FET, FEHREEDRE
. THERASLSHRLHMTFAZ LS, Windows 2000 HEAEERRBEE. RENMAp
REWEHERF, RPRLSBEFEHREENEHEN, BELKRREBEI THEE, BHEA
BLRBE, REATEXAZHEREIARES, RERABRNERBRY, LHLEHR
R—AEE, BEHMESE, L MVS, SIATHRRLARFFTENEERIMTHE,
W, EABSERANRERSE S, THTHFERIOTEEY RRLE.

HEERAEMEENERAE, NABFFAARGRERFEAEIEBAET. IEM
AEEAEY, BYERATHTAEL, ARAKNEAREAARNEEEZR SN,
EXEMOERETIRNNSE, ARERE—IL I Unix WA RITHBLT RE lpd/
pd— HREEURAPES, BREABIREFHURMPAREFTE., SR EE
2RUH—ARE (BRI, LT VLB B PR T ER B ) o

M AREEE SRR, BN, MBASBAE (MTA) B4 BALEA P K
BERE o (R — (A A B S R A AL B 7 R AR R — RSy, MRS R AR
EFHEEREABEEEEURA P BT . sendmail 2 — 1 2HWHF, BRENLLR
FE2ERKNFET; BARSLM MTA BE RS, —ROBWE, RE— AR
14 50 TR IR a4 1 B0 T AR ABUAR AR P AR A

HEBSILEMER R, ~XBFRNTEERAZBK (oo bloat) MUR%E
EEBEPRAESARMNESEL TANEE, XRTHEAABTUNREERTRES
WAREO TS, BERAEREEEE -I2RVENERT, SIAPE-AXH, X
B R — R R S E R, Unix X ump— AP BRAE—ESEHEZLERE
SRR, BRAERODELRTEN XARMEU—MREOBRES, WANEK
B, BR—BVMBEHREREUE, BEEHREQBRMERBERN.

4.4.5 HMEH

HLREHTUGEFAASTERMBR, ANERESRE, RXBEELRBET CIES
PRI THONARBTESEMN (CEEARERERENEFAES). MELAEMNE
CREDPHEBERENTA; HEEE — A WUAE SackGuard MR IFH T, EEBRRERYE
EE L # T B R — A R E BRI (canary) . X T RERER T A SHI BEHLIEFE O 32 U BME,
URBEFERNRREE, NEERAKNBEEEA, RARKOHER BARH T HE
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S%E [207),

BE, BXFELARI. FRANKNBEATENES., BITEARANZFEHARXSRRT
BEMTE, WA Unix P sevid, ZNT P EHEERBR, RN ZXUE-HAFH
BRAKA, HEBEXNAMNREEARSNOEN . BFNZRESHFELERNF: &
LRERER [662],

ﬁﬁﬁ#ﬁﬂﬁﬁﬁﬁﬁumﬁ,Eﬁiﬂ%#Eﬁ%%ﬁﬁﬁ%*ﬁﬁﬁé%oﬁﬁ
RERGKRAHEAEBERKKALE, '

BE, A—ANEZEXENMERAORS, FUOMKREESZARTANKN . HREHIEAR
FE, HEIEERVAARKELRPONERE, KMEBE RSN Web RFB, AT
ERXRBESREHNIR, AAPENERERZTRERNRTETMRT SRR
AFROITIERGELNABRFRBERELER, ETHRREFLE PCHL, MR ELEFE KN
BXAT-FAHF, PLRERERRELERBEEET [588], HARFAWARRATX
AWA . NSA B9V RS A — R, MITREREERRAER2H A EERAM R
EERERENE (510). BERAERAXM IR ERBH IR, HEERNBFINET S
KEEFHEXMAMATHRBERE T RBAHREHHLH

4.4.6 REEE

AHCREHEMBET, BRERXLAUBEHTHAEEAMNTRETELERETN S XK
W, ESHRENFEDTUBEMONHE - TENRZNFBEFLEE KB,

Wi HIL BRI S, B, Unix RERWEITR “BERAPS Multics” (BlB2), R
ERN—RELRTEAHEAN., TEEMAXZT -SHBEEANRERE, EXNIHK
B, Z2HH0EMIEREAFER. ILAPBAGRSEN LRIMBRXGREES
ARMAPHXHETSROEF AR, EXI HET, RENELSVHETLUBEXN.

BE Unx BETRTEHBK “HWKRE", Unix BEREHT B, MRA ERLEEIR
PULEWEEY B, Berkeley ¥ B (wsh. rthosts %) WHEMEN—-EHET BRBIR -/
B (LAN) P3fEA7ER — RS BB E T 0 — RHPLE . B rhosts X MHLH B 7E— T K
HO(APL, F0E) WEMZE, MAMME—-THALZ, TUELGEENBRSEITHE
i F R o :

£ 20 42 70 FE XM Arpanet K BT K BB 45 M AL (telnet. ftp. DNS. SMTP) R M [
Bz 20 SMAEEN, XEENERELAN, MEPREZ2MIN, BEFEEEM
NIE. TERIAE, Berkeley MM EF CE B FEE —2&, ARAFEEEMILH XF. Sun
ARG FER (NFS. NIS. RPC%%) RETFT - EAANIHENEY, FRFPEL LAN F
LRAAREGHE, EEEERREE— R —OHMA (T DNS M NFS ZEMIEEAL T
ABWHE, BEES 18 “NARESHH” WIB2FHRAATEMEHAKNERITM).

M XERFAMITEEMREEE - ELIRAPELEE, ENHRERGEBREE -
BRER, BEEA—IMERMTUNMRAENER. REEEN LG LICE PCHL T
3%, FPEHA LAN, FTFAEEN WAN, BEEHEE, ENANEHRLEEZTTEE
R (BEREKESFHEREMKEA), RETESRFAREFTER M.

HEEPREBEHRN, BRAERS, Bk, KEAFPBRERTEN, MELERFR
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AAEXBENEAN. aEABENNRAFERR, MAENFEASHERAB, FEXERE
MERBERRBRTFERERIMA, MAE “BWERPF" ("BWAENF” EAME LT RIAGE
TEFEHAEN, BRBRAEMEFBERNANREETEZARON) ST UMXFE,

Unix AR EZLARMNBUETHH R T SEEEBEEUNAETRAA T, -

Win2K B3 NT R 7= 8 URTRA P RRPOUHE L Unix B2 T, BEANATEER
WERBHET . Lk, RITEEKRERENRTE,

4.5 NG

HABHNLHE - RETNERK LET, ALABFARERERE S, ERAMH
AT ENER, BRUHMATEAREZNE, RERSHEEN, NAELRED
THERERKT, ABIXGEAMABEENATRORE; ERERN., TEEANRE
FEEE (BRRERZ—H) WREBNERFEELRAFRANAF, RERZLES
SRFETRABT, SREXRTRITHOBE, NHERKE.

EHEVRERET, WASHNEEDRERHSEEHWA. APABFRYSRRE
ERERNRERE. REENATRE Unix INT, RENTRRBER, BENARS
FEERAR LAY o V7R R R A B R R RO P EE RS, AT
FEFEEFEREETHEMNMNEMHREMENLRD ., EEHTIERDRBBHEMRE,

B NELEA, Wik, SARGRRBAANAE, 2AEENAPTER, £
BARR ALY, ENFATABRLE, BRERNMHTEERAEN, AP ERBRE
LEABIF, REESE TR TR s — U,

WRiEA

B 00 42 60 ERHE 0 EREY, KMo REHESEBBNRAT, HFERARR
BB B Tz, AN Multics [687] #1 CAP [804], MWIRLUE, MEWHEHREHAR
ERTESFAETEFCAERMNEATR, LNERXNROREMFIAE,

BREMARAREERERABHS A TEHLABEARE, BTESEERERR T
BERSRBERIE, BH— T REREEREERNARETHEAACEEARRAGBMILR
18 2 P ) 5 4

X AN

EAAHNELTREHBEWENFEANNE, BEPOEM KL T Dieter Gollmann 9
(Computer Security) [344], *HBELRIN —PEAREWNEENFRERFERETER
RURELHTERNSE (493, SXABE (BRHRRTHENZ L) AXMERT
s B Willis Ware B9 [791], 538 B % W 7 898 302 Jerry Saltzer 1 Mike Schroeder %5 )
[662); Butler Lampson B W7 3% FR 4l 5 fE 49 B W 1 #0 8 U R [488],

Fred Grampp F1 Bob Morris #18 3C% Unix % &2 i #58 [350]. EAERNERES
% B Simson Garfinkel ! Gene Spafford & ) {Practical Unix and Internet Security) [331]; Bill
Cheswick # Steve Bellovin # {Firewalls and Internet Security) &% F ML AEE (04], FINT
R%E Unix RAPHMBBREH LA,
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Windows NT4 #14¢ 3 HL#| 7 Gollmann M1 B E WP EHEMNHR, FLE KRR Karanjit
Siyan &% 4 (Windows NT Server 4) [711], ZF Win2K, REA THEMELRXH; ZX
RFAAHHABEEM. & [79] PEMAEBEREHNNTIE, BHAM L Gong BT —4&
(T JavaBEWMSEH [346],

EXEREBERBBRAE; BEXIENIEN—FRT-FERATERNRE (D
BRAW M) NTEBRBR, RABREERM, EEXE CERT BFHH A& ME
bugtraq #7884 5] % o
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XYAWO GAOOA GPEMO HPQCW IPNLG RPIXL TXLOA NNYCS YXBOY
MNBIN YOBTY QYNAI

WM. FRik
5.1 5|5

FR¥RER2TBRESHERNNMT, ESARNBUETHZRLEARZL2HUZT
MTR. WTRIPHAIFARNRLE, ETRER-MXBHIHEZIAR, BEREHBEREADES
FE, RMEFEHE2E “BDi” FHEIN, FRXEFERP THROEFREUHSEY
FTRABEU/TRY, ETEHRALEBECHRLNAN, F2FANESXHTHNE T,

AEPE, TEH0FP, IMENLZLNEBEMRERBETRT . BEX2HEHA
BHEBAEREFRAOMELR; MAMEOAN, CAEFRBIEESEFRRERKAERX, &
BEMELEAREZER, LOARKMELHER (HTENMBENEE) AIF—-RORREER
(B EREBEANEBRUTENL2AMA RN UERMEBFOFRE), JLEREET —4+KE
EMRARFIVEE, BRBFRNEL2E - TERXIEIILE, BREFHER, X1
HEFETEFLVWEIER, MEPTRUBRMEFRENEM, —X, —INETERES
EBHRRATEENMEN, BAD - MIHEELSIREICRANFTRERAERET,
BARAKRD LEERERE, ITEANBAERATREMVIROBARATE” &
B

BRBE—ANEARTEEEHE P OTEESIBEF, —DITE IR 2 T8 0 38k #
EHENELNAARREDYE (E2EZ), AENNATERAXNBLERAEZLED
FHEEIMEZEN, MEBHFRELRAILBRMNECHEN. BTRARXRILT
HHRE, TELETEHRAARERXZELTERTIAMNRRE, T, EXEFHAE
ERAEZHREATHREEN (XFAMNHBELARLT, ERANPRRALERIILNS
EH), MIERBRRLERESFBBERENEAANRMNGEH, NRERE DL -—SFLFHEH
FHEE, BARBIERLZE - LXFTEAMBE.

HENZEMAEREFTE - LEBEFERENEREE L, BXANRBUNESFRIER
HEBHR¥MER;, FARFFREBFTFOHORNENLER;, MELALZBHEHE N
crypto, RFEIMAEBBFMMENAE, MEFLENMAGREFEHNIAL, WELE
MBHTEAEX, IR—KREHARBERESUERERT, AECEAERFFZHNESRME
FE—AFEFNHER, LNSAFN, FIEBABRFRES, THTELHTEMRE
MmEEAR -, XHFFRUREES, AMEFARXARES, YREFTERM
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FEHBRTEHARNES, SHHELRMUMLOANFRIENTNE, BFEZTRRAR -5
B B BRI o

EEAEMNRTHS, BEASELEN - SHRFATHRREARES, REELINEF
BE¥REEFEANEILBS RS L - ARBENEENR, BRSH —&LRI/EPEH
MEEERNMERSE, FAREMNEEFEATHRERPH.

52 heEE

32 Suetonius BIiE#, Julius Caesar BT A DRFE A, ERFZFBEFHRKLHERFEXRM
FMa(s [742]c 3] Augustus Caesar kR R AT, MM ETEZRETREOMERSE, &
FCHRFEA DREB, KKEXHE, EAREBFEREE, S TUEMBEESHMN D U
T Co

Arabs RIEHE TXFMESR, BRTHEFEERN abcdefghi jklmnopqrstuvwxyz
mEmHFE, XMHHERMNFHERBTHRFBRNEX, SECURITYABDFGHJKLMNOPQVWXZ
weE 5-1 iR, BXRAMNEFE, EXARETE,

OYAN RWSGKFR AN AH RHTFANY MSOYRM OYSH Bs51 BRFEEHFRMER
SMSEAC NCMAKO; HEXFHEBEMMBERFEE, K
TEANEHEHERT UME, CHREREREFEFBURFENAALEMNTE (F&
HWE) BEERANE, ARETEREANFSIRFHE e, t, a, 1, 0, n, s, h, r, d, 1, ue
BT AR ES RS NEETHE, ALEEFREMARBRAAFHHENRMENG; b
MEFERNEFAS (FE) HANHARAMER, BERIBRET 600 M FHELK
gAY, MRFES MR IR, 0% T 68 4 SR X R O iR e, T LIRS SUE D B
150 ¥BEh. ERERENTEELFRNE L,

EHEMEAMTEAUESEXENEZS (REHHER): FHEBASATD, Xa—
BAEWE, REFEANNEHNKE TEAXFSEBIFSHPRME, MER T
W, AT ATE — AR R I LA XS, BERERERBHRILTAT,

5.2.1 BRHETEW: vigenere R

— b B4 B R 51) 95 B 3 B 2 45 ¥ 22 PG A Blaise de Vigenere & M Y Vigenere #A& (E
THEIE—MEFEERMEE), Vigenere REHEH (Charles) M it B E AR — AN R
B, XFMFETFEREXEHTH: AF A=0, B=1, , 2=25, RGEEHER it
BcH, HME SR 26 RE, BRERDREMNENERL 2 K, MEE26MFT
5, BEARENEREE [0, -, 25] WHERN, wEFBAERNE [A, -, Z] EE
Wo BREFERRHEAME:

C=P+ K mod 26

2% AEF, BREP (15 MA U (20) EBR35, WE20BEHRE, IR, U
PEFH U (SABTUR UEEHP) THMEERRE T, WRAXHES RS E, W
Julius Caesar ZAE A EEEHHY, B K=D, (EFRXRERK 23, BN Caesar REH
ZREFEHUARSEY, IR, HRAFE W), M Augustus Caesar AGEHERANEHR K
= C, 1B Vigentre R FANRELAHY, URBRWIHFEH- AR L RAE LT RmET
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AER, GEEHCETHEFNRBUREMEANEBRRSS. BERERAAATEERX
MEAR, HEREBLANEHEBATLIHAE 52 31H.

Y 3% 1 B 4

R’ ENEBFHLE 4 bﬁl’% FFERER #3r:.  tobeornottobethatisthequestion
M, SFEEARFEHREMET Casano- #4#: runrunrunrunrunrunrunrunYunYun
va F131 8 % M 5E 5% Charles Babbage, 1255 #3X:  KIOVIEEIGKIOVNURNVJINUVKHVMGZIA
— PRI ERH — T Friedrich Kasis-
HEEtT S EREE TISIEREMN B 52 — Vigentre £ FHHAMBE RN AT

[441], EBILUAT-IRGRKOEXN, AEXUFHRENARER LR -LER
(B30,

BAFF, EES2H, TUER KOV £9NFHZE. “NU” HE6 M FRZEM
EEBRR T, AT 3T 6 Mo FBE, BETLFEESREN 3, AT L ®
XHME L, B4, FIEFRERARN - HHFIMEN, BTRATUHRR ST &
ARBHXANFHFRRTENE, ARAENTETUNEHANE 2, B3N FHEELIRHN
PR

5.2.2 —k—®ik

FXHERANFFIELDEESRRAREHAEN - R EREEFAFANREME X~
BETMERES ., X7 %ER Gilbert Vernam S — Rt R XM PMB MK [428], EHE
PHEEE-ITEXM—AREREEEAEX, $EE-TEATUEERERIL, XH
EWHANBEELK, MNEEESAEHONBE, BIRETERNAXERRBE -
M, XHINMBERAREELK—K—FE. ZHBHE, Leo Marks fE4FBR{E % 14T (SOE) #F
IEd—AFEBEFENE, RERHAEERE - KEASTELRAL, RERERREY,
Tt amHE R E - RE R A, 2ARSBEHRRFE R [523],

FTEAE— A HFREAX -, BE_HEFEA—1TBE .

- Cor o e 3.  heilhitler
ﬁﬂ%%ﬂgﬁﬁT—%llﬁﬁa #Eaééiﬂiﬁ rrﬁfﬁu HEII Hlt‘ ggh Wclnbtdefj
ler” k@, WEMBE WA +AFEE “DCTYI BWPJA", & #FX:  DCTYIBWPJA
He B — K — BT A FEE “welnb tdefj”, WE 53 Bimn, |

M—BAEESTHRFEATHNLAR, MK LIRS B 53 EEHHA

BHOELRERRARMBMTHLANRA, HREREBR “K5E
F45H (Hang Hitler)”, X RBATREMN, XH#E—k, FHE #3:  DGTYIBWPJA
« " — HH:  wggsbtdefj
%ﬂ ’dlﬁI I/J ﬁﬁgg ﬂ’ﬂij‘] wggsbtdefj ju @ 5'4 ET?K o mi: hanghitler
METUBSE, NEBEHAERE, ROBARBEME
mﬁ%;ﬁﬁ, ——mwﬁﬁ{%ﬂufﬁkﬂf@ﬁﬁ%ﬁ%%ﬁéﬁ, {E'JE BS54 FREBHNE
BN EFERLSRPEENREE, kB E% X%
R “DCYTI BWPJA”, M —Rx A MEREAFHL, mEs- #%; DCYTIBWPJIA
5 B 7 o w®H: wclnbtdef j
G, Clande Shamnon L8 T — BB X2 &M@y | oo henghitler
%GR SMFEE—BRBENEX, MBS —HL2 T B s-5 X 5-3 08 %A
GeEH, MEBITHEREMAUN, BH—KR—-FLREK— 4 3 4 78 2K 1)
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BERUTEB/FELENRLE (694, 695].
—K—FRENRBEAEREIXNEREFETH, BRETEFANEANERR
—B%Z, BRESBEERTROHNAT. MFINFEFBNE, EEBHOTERAGENHEILE
FERBLEFAT REKEAFI, REEHE- KU STFAFTATRREE (E
i) RERME . EFHAFIEGERTFIIEIL KT BN EEEAY, RN S
MEFXREXFOER: BANES —REY, O ARRERE T FERNE MY
T, RTX—RABETHEN—FHHFEEXIH
REFFNEBNHARERERERMFNRFY, BAEXLEGELHUR 0B 6E AT B K
DY ARR, AR EMBRNEY P - EXFTERNEEA T, BERAEGMBHBEE
FPMASER (M 17TE “4ERENEL”), AERRARERATHEHBAUFFRR
S (RS20 F “BAAMBRRE), HEMK, MEIBARGERTUSHO I HED Y
REBRSBEETNALFANERIREN, FULEETREEIAEBHMTS K,

5.2.3 BHMNIHEFTN,; Playfair i

BHBELZK4AFEER Playfair R4, ER ER A I Chardes Wheatstone 55E 1854 48
RHEN, BREZH, FE2R T -HAURFHABE LB MBI EEHF, SIHPNBEEEA
B 4 | Wheatstone 3 2 B 5 Wheatstone 8 X H WA B THIR K Playfair B R, FEE K
FELSFHABSPTEREEST Albert £ F M Palmerston BB (FXRMEM),

XMFEFERAT I 5xSHAHE, BABREBTFER, HE PIJA[L|[MIE
WRFREEFLRRTAR, TEXRRGEREFERFHET (LA RI{IS|T|[O}N
5.6) B|{C|D|F|G

° H| I |K|Q]U

W X|[Y]|Z

M RXEEFTHN. HAEHXPFRA I KT IR, ;
BEESBREAN—HFRN, NRERIRAENFREE—E,
MESEN < BEMNSF, EXRBEEHNFERENERE B 5-6  Playfair fil # %
(HBRERBMTF—-1"FFE) MEM “2". N Playfar EMMHWENELEKE “Lord Gran--
ville’ s letter”, W4T LLE MR T “lord gran vi Ix le sl et te "o BEH G AT @ 8 M XK
— KB F 0 -

c MBRAAFRER -FTRER—F, WAHNBENEEHERENTHAE, L,

“am” MEHN “LE”,

« MBEMAAER—THRFE -7, BEMEFEMRUAEMNITEAHEL, XA X
PTERHBIFEASTEASINRETAN, ®in “” MBER “MT,

BEXFHEAREM, 7EHCAR

B3x: lo rd gr an vi 1x le sl et te rz

AT LA % R a0 B 5-7 B R o #3: MT TB BN ES WH TL MP TA LN NL NV
XHEEORAERY S8 — & .
B 9 B B A R AR T I o R E B 5-7 —A Playfair I % i 5 F

EEEANMIBREBEMT, €N

R Vigenere MBI M4 RIL A, XRBEREXEF KD, REEFHFURANRRITHELS
FREHHUHFTHUEFAS (FEX), SNMAGEMHIE, ZIRASEREREATE
iES: R 5 @
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BE—T, #4FEMNELEENLEAHIEREE RN TN, KN Playfir X F &
FRRBENK, BEEXHEOER, B, MERRTHXHPHN - FH, BFEEFXFPHREA
F—-ANFH2REYE, Ak, FES7HHFH, “d” MER “TB”, “A” MMERT
“OB”, FIREETE “rg” BEMERT “NB”, ATLAIBHXIFE—15iE, AELBEZHEXRE
AEWERE, FHE (RESNMWEHR) RTLUSEEMHLER [326], MERIMNPEREGR
B MFERSENHANGREERNNNE, BHUESZ2EWBHL, B, FHRHE, HE
BAW—Or, WH—RUHBEEAETL, KBPETFT - WHBESEXMHEEATITE,

BERKTEANFANFHAHATUESTAEDNEZLEBRBERS. ktn, TEZERAE
BT B 3 38 m ZE 474 (Data Encryption Standard, DES) FAKIELE —1 64 M EHH, EF
B FAA ASCII F4F, TiRZEAEMEATHE (Advanced Encryption Standard, AES) HEHAKK
BER DES B, EiFrEH AT, EBALT DES, & HH T RMZE TS DES f AES 1 AH
my, HETEEAR, XHAR—T: sFVRE 6FVHNEFLAFLHFRTELIHH,
b, —ABARFEEER— B FHATLHES, BAFTRESRHBTXZE S KN
B, HEAFREMEX, BNENERARAENTEANER. X AHF DT AERTU B
EHUMAPNESED; AEAETELIN Y ERESEXNDPEHRTERERGEBESE
FREENRS . RAENBEHSEANKENERNKE —#K, HFXATUEER L%
HAE, EEBSERLRNMBENSEE BRI,

5.2.4 BRE&EH

= Fa RIS R ARG R, A RO T LR SR A S K
W, A 45 LRT AR B0 JL R T 20 B A B AR AR R AL R AR B AL, R R UL, A R R
5 T LA 5@ 1 A S b 07 2K B 0 2 SO 45 9 S ST A T A R

9P aREHUE, BRI ERTENIERR,, FALERBRR A FHEE
2%, YRFEBALBEERTET, MEXMESHES, LNTEREKES.

# % Lombard 4847 : # M &A1 80 8k 5 1234567890 # #-4 /& Chesterton % 456 5 #9
John Smith £ 1000, #& 42 &) #f #9 HSBC 447 H — AW 5 . 301234 4567890123, 3t HiE
JoHLiX & “Doreen Smith i% %4y #5463 " . X% W % B Santa Barbara # First Cow-
boy 4R 473k ey, BHBEEAHRMNEH,

WP RR N B E T A TREN—AE BB AT, FIF LA A7 7E $ 1 B R A AT
HEMRER.,

B, 8. ARAFAAMEMARAARTESAAR, EAEBTURFEINXS, i B 7l
PEERBEE —YNEREROERREFEENEE, BEA LA L RTHEN,
CHREEREERREERENFERETH. B, “BARIMAKS (Please pay from
our account with you no.)” FET LABRE L “AFVCT”, BRULZ 5L, RHEEBS—FHERHER:
HEA, THIBRNERETUZEEF RO IEBNLET T, BEHXHAARERTH
X, BRMLEHILMASEMRILRAN, TR HERBFRIBERABRTRY, BRITE
ERALSWXERTBNER, BEMMN, S PLE BN B RN - RME
BXRA
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BAEBRIARERIIBHFFITHERESATAEEFHENELHE., 2M0TF, B
RER 1000 WEBFRELAKT 1000 000 RFELERK, IAEERPA BRI WAL
EoT 5T AR5 B 45038 5 Bt 1000 711 000 000 S 51 ik, AP M-
BRH—1, RMYBRK,

EXFHELTHROR TN EDALBUENEY, HEEIENBARNA —HFE X
AR ERCHALHHED (FARAMEFRRE TS EM# RS AARE N ENED,
HAPHRBEABFTEE L),

TEE-AESIMABHHERA T, BERBTHEEERLF MR FRBIME N
BOBOHR, I 58 Fim. N T ER—MSI6514% 5, BFTES3I (BAREERH),
54 (300 000), 29 (70 000), 71 (6 000) ME*k GEEEKF, L/IRBENRFREZBEN),
X B R 1E B — AW A 207,

0 1| 2] 31 4y 5| 6| 7] 81 9
x 1000 14 | 22 | 40 | 87 (69 | 93| 71| 35106 (58
x 10,000 73 138 |15|46 (91 82100296457
x 100,000 | 95170 |09 5482632147 |36)18
x 1,000,000 | 53 | 77 | 66 | 29 | 40 | 12 | 31 | 05 [ BT | 94 ||

Es58 —TRBENNKBERE

KEBEGERGEHRLXMERE, SNNXRQERTIETHERD. FPHEZERAK
P, MEBREMES D, RBANKEEYRNATALHN, ANITHNRLEER
HMAOEE, WKBEESK, LW, —A 7549 MNKBWEER 23, FEESEFHE
fr g ek, 604 BL BT Ik Sk IF B kAL A B

ARREBZNFEERE, NEBEAEERA. RELSBETAIRERE 2 Wi
MHEE (RBNELEBRTFRENBITEY), I BENEEFEERTUENREHRER
HYRS, SERTUE - RAFLEBNHBHARTEESAMMAR, DRBTHEA
B, BEAEASEL, BHTEEERET TER: N 19 HE2)/FHE 20 B4 80 1R,
Wk EERA HEEE, EENERAXLEUNTANRRRTHITTRA LREORF
o, RGBS FHEREANRBRERTE: — PRSI LE, EIRRERTH
BRERBRBERKT; 3 PHERINERRNT, EEPARTEEN—THRA, &S
98 “GRUAMBIERE” TAHEMBRANEREBNERENRS, RRAABBETHAS
HHNENHE LWBFEREY, INAEHSE, 44X, ARBELRN—MHTMENRE
R 2 BT

V5 T ) T 4 4095 0 8 JL 223 3 0 SE R R R P O R B, S FE BB N O 4 SO R AR T
4, DA RFETAE B i b b B R A 9 131 9 M R 4 2R

5.2.5 FEXRHREAEAMESZE

BEW—TRAMERGEHEANEHNEN L, REESHEENEEARRL
BHTAMBAEE, B, RERKONAEART -4 24, IAREZRAERTUSERE
B, MRAARAMNMAASEERTXLEHRE,

EHENETUMN, BYELXHEROAT, TERBRNATRERERST. AR5
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EREOMAFEHAMERATUREEHE T, IUERE, RARATUREE. 4R, &
MEARTREXDPIBREHE, AR TROBE (FREBREREEEH); FE
BARROATRNGE: FHEEARENBBERGET; — MR TRAZIRWABREXR
TRHOE: &, —MMIARKBARGETE, $%. EAHNERATEEREEM
MEH, WRAREHENLH: HENWHRELET; SREABBVATRERBRK KNS
%, EREHANEVTHABEE AR ITRRLME,

S —FhENBMENARKFEL. EXENELE: RITUA-IPRAZLEAS
BEREL, MUATUA—ITAXELREFHARKEBERAFEE. RAHF, EHENLHL
B, UESELIEEL, FRANEFOREEE,; XM, FEEMTEANEIUEEE
BRERANBEFEES, $E-RIATNKMNERHERELE R KK

5.3 MU FHRE

FE VR A BTN 5 B 0 R 40 Z A0, IR A A 7K JL TULR I R 0 R AR 48 N (R R 2R 9
BHE L, GREMHENELIRRILENRERS - BRI UK -, &5
ETAEERREHRNE - EHENT SRR, N EEEFMERRITSERETEY
PRI ORMEERRALEMN).

OB S BN TREIXRMOER: MR-FHNEFER "B K, BAA-THE
B EER TR, BN —MAERBMEEN RECP B R, MR- IE TR LUE
HAEXRBYBILEEGET AT A LMNR, TAEERNTERBRL A, XHMETE
RN HEAM T, BRAE, MELKERE-MHEE, EAANOBARMEFLR, B
AFBUHBLHR, B, MEUSHRBME “FEX” RENLK, BABAGEN
AT SRRk, MBS BRRAITHFER R 0N R E M RRR
TE B o

AR R, BRI A G0 IE B A 0 B v o A A R R A B b R o BT
I BB AT DR BCE RS AT B R AL MR, — AR T
S 6 B BB 2 5K T 6 K PR E T A S B U LR o TR
BORIMBRETEDRNEREN, XA RBEENH,
HAEDNERBOEAFRINRAEAT . HEBRF—#,
FBETVEARE, XTRES TEBLKER, WETRE
BREFERATATENAEZRERANTROITEHEEY " 3
FeEm, BAEEAYN, RIEETTLIBIE &R,

AUEENLT S ERR— T2 ERETENIER, X .,“
ABETHAE-EYEENERFRESE (LES59) —
ERPESARTREMERR, XMIEREZ -4
BERBgmA (), AEEFEMRALUGELAREY Bs59 BEHLEIEBE
ZEAEXAER, WRER, WASMALRAERREE
mXAER, WRAE, WETHRFOHFTESE—THEILWER, To#—SRAFE—
BHEEY —ORENER S AR SRS HROAR, XAERCOMRRERA
Fif, BNEEETEARLETRASR., wHER. SN, A0ANERENBFELT
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FHBE,

BiE, ERENEREANE P OEEER EXNERHTRY, TUERBRTNES
MEEHUBIATRNEH, TAEE-ITRENMERENOT. ERE=ZTHEHTAREH
B LR, SEXTBEEATNE, -BRE#HSHRE, RGBSR EMUIXN CHRENTE
BIgE, EXHELT, MIBE-TNE/MELR, MARBEEERERERME
BORBBE -1, XIERAFEXBERBHNMALY. APEEHRBEANBEISE, BA
FY, RU—&#ES, BEHEASUR AT AEE,

TEHHRKEBEERARRNEF ET X EBERANITR

5.3.1 HENHAYE: BHERY

FAEHEENAWHNTSHARREEN RN, BILERERKEARENFES, HME
WA EERENREARTES, LhERER o, B, EEEMOGATH, BT LUEAD
HAAE - ETHASHHXANERIE, YREEFEARER, XIMIRSRBEHE
K (BuEMERINERFABERENERNRE-THRNEAKESR),

BEMLRBE RN THIFZLFMAN LG ZHX R mELHF ARMBILWEE, 7 20 L
60 4EfY, FEMIBRERE ERAE AN RETEAFEHARENE, HA—RRE2ER
AMIE—SRTIMARBRE—RINAERGE S, ENEARTEHREHZ: HE K
WE M, BEEd - HEILERENZEAN —TRE, iLh r (M), EREZHAT,
B (M) AUREBEES, 1T HTRERFES: WRBEEXKWIE, ELBERETH
HMBeTk, FUBRE - ITRESL2ERABEEASELTERE,

B — AP F R R A, BRRRIVEERE- T REMEPEZN, B-1TAENET
THBRINFTHAAN, TREFELCEXAEANMBMREF LA, R, WRXETIH
HE R B FARAEERT— LM EEEHEEANEY, EXHFLT, R TXHMAME
EUGHENBBRAG — R 2ARFEEEAS R ANEBRS AR, MHRAEREHNHE
BRE,

MARKNBERRERFTAAKLFARELEHE, M -TMAERHFENRAREE
MR, ShiEeAEERAENTE, AiESARE A ABAREE
5.3.1.1 RAL S S MR

BHLERHNE A TERFREL AN, BE—THAME, TUREZHHEENW S
Bh (), BEMBESTE - IRAEML (x) TEERAE « HIFERBERIEHEREY
(B F R PSR B REN - EHRAS LN RE, MARBHEENER). HTHRLE
BALE, —AMEMEMLEBREMIGEE R R SR AT RAETB, YL ERHRA X
BERMER, RESRINMME AR, XMERTLUNEI &R P SE L hEILRE. 55,
DR EE R B, R EREESSTRNEL, REHFREERRARE
WENERHE., SERFEE - o AHS, XEELHER 2 KAERIATITAH
FERBEVLIE R .

HREILEROE AR E A LA AR ARBEAER. Ak, AR 0 R
MR EEy SHHLBEE—BITER (2, k) HH. MEBRHFREBNEBHILESSR,
FLERRMBREAXRENBRER T BRKHM, TEHRE— T GSM % 3 & & A IE T #Y
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BT, EENEGT, RAEEUN 6 FHERBEEFNFINAIA W 6 FVHEHAGERER
—ARNFFHHES, RELT—-IHRFREBI - N1 FHEE [138], EBRXHE
HE: ASAFAMMNERPAPHER E, NTIUYXREE LHFTNESBBENERAN « HRH
h(x, k) HEBMHEHEERTUMTERTED, XRERFEERAREIAXRT LB
EMERI A M B MARE y AR HES b (y, k) WE. BREXEHBELAAEH
B REEIEASE, SHENERE. TWEREREN, AAPREXHE 150 000 £45E
WEHFEDNHEAHHNERATUHESHAPNER ko RTFRXPXRBHEF, ZHES 17
TR 17.3.3 FHESEMIT®R,

Y ERERERS L, R EHNE="AERRREBELE2E, GREHEY L
(M) =h (M,) B, BEANNHELEFRSHER, B M =M, REXHFERERI -1TR
HHNHFTE (XUERENFRBEFEAENGE), AR EORFDHEREW
B -KEWEE M RN HBHREL (M), XENSLXBEIFRITRMA X WREH B
BER o IRFERES, WE 2" ATHRHBEE, BAREEERI I ERNBFNZ
HNEEHBENBRAEXER LRARFEREFR, B274, IIMBLELZLTREPRERERE
B, TEHHEMTUHREX — Ko
53.1.2 £80%®

ARRE, BUBRNERRSG, HA0ERITHHBEVABTHETRIAB,
CEREHESE N &G, FEXTHIN n &, MEESUEXRENMRET, BAUKERE
—RMBGESESILENAN, AEERRNANKEBERER VPR, XNMARK
EWEBERE— BHREE TVNIIREUR, BMEARETRESHANEM PR, K

LAAT BB A SR R BV N x v NBEE R N, XIERFEERHELRS

MELTRIRY, FEEBARESNA, LNEFE-TEDRIRGE, XTRETUN
BEAARTEGRIE, SHRENERERREN, BABNLEENFDMEEMREAN
BRI -AHWEEREE AL —, BREXFRB®RET IR EMEN— AR RS I5EHE
—AEBARR TS LN R, ERENEREEREFLATROEY, K, &
FAETUBMERAS I+ E—BAERBBNFIIA—URAMUBE — T AECE
i DA

T - e TR R RS B AR — A B, e W N i, Bl E
FEMAZAGRTWEWHEGHN, HEXMELATAITURCELER (EN6AT, X
HARNBRETHILWTESEME - RBEAN), FaHERIEELERE WG
Aok, i, EHRINE (identfy-friend-or-foe, IFF) g, TERERA-ATKENR
48 ~ 80 17 I W B o

R, TEHMN—ERRS, ERATESS, HNERFEAT, WRESNHB
CAREREME R (M) =h (M) HEM =M, I —ANBEEWERBIEMERESHHREE
WA M ERSL, METHEREXHUN: “REFE (BRKRZ# (Rubber Fetish)) X4

O mEHY, ANREEHELESEn ARRMANMERR=-N (N-D ~ (N-m+1) /N", ZITEREH N
~m*2log (1/8) EBEH [451]0
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HHE7EHBEIAN$32.95", YHRELRXEHZVE, TRSHABN—-LEBEHREL L
MHEEM,, HEHNATHRE: REBERNFTHEM H$75000, HRIERETUZNS
BRAXBRFEMTHRLA,

ERME, BEEFELETE LB HFRE —BEAIL ESEXREFSENZ W EH /M
B, tRENRGERRETE 2 KEAZREN., BER I BREHANGAT, — 1R MD5,
A 128, Hoh & XEBEEITE 2 KA #B#E,; 54— 1R SHAL, EF 160 L
M, EEAMEXEREST 2KEEERABRE. EE> MDS BEXES R
M. B 1994 EREFAAMT — MR, BEE—GFE 1000 FXTHIRE L ATEEIT 24
KA LKA, FASHAl W B X AESZTHEN, BHEEERBEERD S
( National Institute of Standards and Technology, NIST) 4 G| # THEE, W HF B —
SHA256, 54 256 [y, &H SHA512, BA S12 fifil, XAMIEER T InE Lo kit &
F—— A, KHEEHENREERTRMNER—FERA -0, HHE#T
2BWA AR, XE-RE-REREEHENLHERESM., &%, —MEHEAR
HELRERARTRKMNMARE, EFAZ TN ZRE#AHEH MD RI MM &K R K
(MD4 £ MD5 RIS, Bl THEMBMAS RBMBE LS ARMERERT).

El, WHVBRAREEERAR AR E LR R AR, XFAEREEN
RIEFE, REEAERRAR AR BN —H— Y0 A A S LT B % b okt , e
—EHRE, BEEXL IR AREREVERE EBRKHBER L,

5.3.2 BHFEIIERR: FIBE

GOMBEAMBHERMAAIAAE, CUEAFSERBAFIES. CREER
—AHENEY, ERRRARK, EHNRASERSEEK (WREE-THABLEA TN
BEHLME BRI B T RO OB PL IR S, T E RS A R AN A A B XER M HER, BATE
HMTMAE FTHREMOHERTUSH - RARE, BREEMNEEEANSEHEART—
AERERTUEBFIEL), AMES LR, EFAIFEEE-THAKERE. Witk
HEWEER (DEAFF) WELTSHEARBERE, ERAERYEMBIEOREET
HEMEEE: HERAFIERBERMA— N EHRLBA - THAKFARDH KIS, BE
CE5RXKERFRIEE (B2, AEATEX, MERTUEEXEAEHNER
EHRET, MERANEOHSATRER, TUERIMASKBIBANFESH, A2
P A BHREMERT S, TEXIRFEARN, ANEHFREESHELUE
FTREMANBARHSE, YBERIKEN, RTUBNBERSE, BAHAKNES, 8
PR K EEALEFEN R, EHEESEXRR (Bm) AW AEKE 2 5% 8 B 3.
BiEAEES, HEAPEHREHFIERBORALBAERNEATFI.

ABENERE T — K — B MER (Shannon) X FMBFEHMNLE R, BHEXELK
RS EBR: XTEE-RASHEX, BEENVNX—HEZHTEES, MASTE
SIERADN, IMELRHELLSS (REHFH) ok, BHERARBEEET
DA B A e Oh R AR BUR T A S RO B TEG T DX I R RS T

Rk -BRASROMEREREUE, ATHEIEMNESANELERLTAR
A L. BENFRSMERTLE AN EQEGFIIBIE, I Vernam # F 16 8
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MMFEVLSG L2MEAITAREE, XPREPBEBRFNTRATEFANBIE, —THRET,
H—THEWT . BRI ERERE T BEROCHFHERES, BRI — 530 2 3048 1 Rl
AuE, AMEBEARTUARS LBV, Marks #3R T A BELEEAHBEMITESERZD
i 4= A% SOE B B £ 9 EM#F IR

MERAFIERBRU - TEENEER: F1ENES I SHRTERE T EERFFEE
MM R, BN ER D BEFRENEHAFIICERAS K, EZRAR, R HEEF
B THRMNERARARERY K- FHHEE, FURRBREATH, ZE-1TTENH
B, RE—T: WE M +K=C,, AHM,+K=C,, WEEHHEEHENEXAGEEHRTLLE
BXTFHREAEENER: C,-C=M, -M,, FILLIMRBEE M, BERBHITTRE, BALHE
M, F1 M, KE3%, Lht, XAHRBFHLCITEREGHNIIRE, ERERATEEE
B O(IKE). WINFEREX T B 06 FHRFBT BN Venona TR, XTI,
(*EMNEERE T AEREAHMVEGHENBET - HABREEEMNES, FEMBEFTE:
“H A BARE S R R

bR LEAFAFFEBREFHEL LARSNSE, TENNELRFELR—F
FIHEARBSEERENBTHANEE - HT. EME—K, ROBHFENERZER
FegEsAFEs, FUSKEAIMESNEFMNERARN, MRAFSAP KBLZHES
B K, WANEA - R TRHEERY N (REAKF) SXHrERFE, KELEEL—
AEFERBE TS b (K, N), STLEFALTRHAIMEIL+HEH .

5.3.3 HHE®KR: S AEH

SofEAMB R OEARBTENEFBREENMETFXARR AT, KRZHHEN
B, XEMHTHREEEANN, BRA TN HECREEE KN, T, Playfir
EGEMBAREBERANFY, DESEAMBAREUBEREORE 64 1, FEATHNE
AFRANGSHERE D, MEEHRNEEKENSERMERK (IRAEEI — 4528 A
%, LA EHETERE, MBRE Playfar RET, EREM “27 —H).

ANEAAFDERRTEMSR. BWE -8, BIER, BT, BHE-EX—
AETE, EHR—FIMMEIX, AHR—FIFMEX, HERIHERDERS—KHBME
N,Eﬁﬁ&ﬁ%%iﬂ%%%@ﬁu%%ﬁi,W%&ﬁ,ﬁﬁﬁ¥FE?¢%ﬁﬁ§%
BEFLE X (HH, BHXRRARAEADNRSER), FESHE LEWUBEXHIERT
®; MR LRTKGT R, B A0 53R P 3R AR X R SR AT,

MERGREN, MERENFRERFEREMELIBAFOTE: RAEX, 8E
ERAUMMIET (XKBEABRIIFPER), MRRAT, BRI LA X583 5
WEB MK, MBRRA, REE—KMIHEE IHSELLFRFERAE HBY) AR
EEIER TR,

SUEBRE—AFHONENLEREE, dE— 1 EH, BEE-TSHEBRMLY
B, WHRTUESIEHAMN T8 FAOEME. AEX LB, SEHANEH, W
BALE R R B S, AR WSO B, R B, (B (A4 B SO ST
A, WMottt ARt

TEEAESS 2 EETMIESRERPHAER:
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c= {Mi,

BEMBERBMAFAAEAFRINESEFB LEX AR K ERR, hin, B XL
(known plaintext attack) F, WHr HENNAE— &N S Bz HEH N M T PREVLERE B A
Wl E—NRBEXAHT, AHEEATH A — T KB U S B AT LG B LA %
X EERBEXAEP, AHBRERFT - LFEXER,; ELFALUELLED, TUR
W XEEXHGTER; B, ERALXEHALEF, AFEGHE5ERESH K HXK
e (W, K+18 K+2%) #TE AT UEREE,

EREBHFRES, AHENINEREARERE - MBI RAZT S EANNE
B (it d), BEARRKETYH (AL, IRBALENEFARIAE),

AR RN ERBEEN, YEARBT-ANEFEHRRAE, EE25KFHK
RAEX, BaxXt, BEREEXH, BARBEXMBRESBEREES K, FURTEFEN
MK ZRMBE P BRI ATRLSRE AR, A, VRO 40 38 2 2 e & 3L =25
M E, AHHSERA45%, BT, RANE DY DESHENEERLRTE
PRk 2 A CA BRI B, TR ANENEIERNEHEARFTE I HAAL. BR
RERHERNYE FEYEE, BEMNNEENEANERAIE, BAERAGENTEELNT
ZWERUX (BERAARTENT) AWHE, XENRGEEFRERERS, BEENR
ey F U, tin: W DES W W ERBE T AKX MBERENG L, AT
BIAMNEEREMOME TR, AEELT, RiEtRE P —LBRBEROMETF X
BTk A

WREZE O 2R E SR SR FAFIMEX, i, -7 BREFHERKR,
KEFeE—IHEE, BEARMEEEESMBEEN BESHLE;, EX82, 2N
IR ERBERNZEOCHEERY., BEERSHNRAT, EBEAXRGEREATRAL
. RPDKETHREREAIM, EXMRAET, WREATFFERERMBIIN PIN, B
R ATLLE S — 1 E ATM AR AT 4 B b i 27 T B & 27 UT T A B 00 75 B A W AR U
B RRER W PINe — M EEENPTFRAZHEBERLRRSE, NEBRTHRESERED
ERMATE —&BE, I EXBMEH, MXANBRENIBHAMNEFE T#
R EBA L HRSWSmRE [428]. — BT E, WRIGEZETUERMRETREA
EAERBEOBE, B2 RN EERETSR R REVI XS

B2 A AR T A AR WAk, B, MRS AR SR S R R, BRI
MOEER /BT .. FREBAREEEEYAEMAP AERN, W65 nE
WA A . SANMFEHAENERBAEEOMER GRXEUEFITR) BRI E
HERPLE T -

5.3.4 APAmMBEHEIEARER

A S E RSO AER, FINE K6 TR KR EAA EROABB A
_AEREY, MERSWEAEANE, EREEGNAEE S RETRERE. RES
FFE, AAARAMER—ARENET, XTAFRAM (B) RAMPMERAE,
MR SR AR A ERTEX I REEFHRAME, RANATFXE, EHEDMHE
0 AE ] 51 R % ME B A BEAT IR AE
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XEREXHHLEAN, L Alice, TR —~HFH, T Bob MR EHE, BJMEAMA]
MEBEERSEETUS EMFE—-FRHBRES M. MMIREA ARLFRR? IR U
WRIHERR. SARXBELAEREATRESE, LW Alice AT ERATRBEDNFH L,
SKFRN I Bob BB LAREE X E M AKRTS Alice 5%, XEHEFBFEITIE.

ERAEMEBEN - EEBTEREBNEOQER, XR—DILFHE AL RS
B, BRAEHEMERSRN (LU—ITFH) WALTUXERDE, XMRESE INF S A
Bohmsamm ki, MENRASEREHEEERRBLE.: ANMERARCHERIHF T8
¥ AE—TENEA R, HEERFEMNEH KR (A%) M KR (AY) BRATEKMER:

o E KR, REIfBITH I KR™' (HAWKRATRE L R).

s HE—-AMEERE ...}, ERAE-FBE M, ERANEEH KR, BTE—1TF
i C= {M}KRD

s BE—IRERY, FHAT-BREXC, FAREFH KRR, BERHBHESR
M= {C}Kk'lo

MEFERAEZER, RMNAFEHRSRAAEEFEENH O LRBALIEEH, XHEHRE
EAGABEAMNBEHEAGEARYEE (EENATABELR) MARS R EFRLH
MERR, XERIHARMABMHB - MEERE - TEHEHRUEE S BEHLERE
H, REEH, AH¥LERFERITENLRAT.,

5.3.5 ¥FEH

ABUEEANESE-FHEANBTHIERELFEL, ENEABRBEE - KHELNES
RfEm —PA (M) glg, BaUEEmARE. BRITDREAKEFENEEES —
B, ERTXAHRAERETFEERN.

EEFRIMURAZWBATURMAN: F—FFR, TE-FHRLLNELEERT
RARNER; E—FrR, SKHENNBEHSBIARAMNER (EEEREREE, BF
ERFEAIANEDZ LM, ERSFENEHEERABEFPERBRES). A, £4
FREAXBEARATHMLREL, MREXHE, BAXMTAENES, EMARTUERS
R TRENR; MRAXHE, FARBAEHTREZWRENEREBHHIHN
A (REERAESVMELZ TR, HNESZMBEHESEL, BEAHAEREZTREN.

TR, —ARFELFERNAGMETE—H, A IEHANEREK, B, 4%
— A BV A RERMETE TSR (RASEFEYH) MR (AHELZRIUEEH) BAFT
FIHE R

c DHARELZBIEFY VR, EHERAZERZEY R RATHRN,

« BE—-MRFELEY, FHAT—KBEMAN—IRHRAZSLZEHR N, HAL

PHE—ANEE Sigx (M)o
« HE—-ANELBITERYE, FHAEESL Sig, (M) MAXBLZRIEFH VR, NRE
ZHBERET oR, B4l TRUE; BN, % FALSE.

MBEERITSEEFHR, WTUR A BFELBEEER - MTEEMBAHEE
BN — A EEEERERAEOBIEYR, CRERE-THELXENSHEAFH, EXT
Rh, MER—FEAMSEASTELBRE, B—FE, FHRKNEMABHETRIE
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B#E

BEARIETUERMER, ERUNFTRT, MR (REARIEHRE) UURBE 4
RBIEM TS H TRUE 3 FALSE; HAHBKEINTRT, EMARTUBAZLEI AR
SR E . WBTEA/DERKERE, XRRENR/DMERUMNALIXNE4, EF4H
CRABMK LM HE; BN, ERAE - TEIE (R EHA MY ISR —
TELIERM), ARXERRIMAYEN: SERTREGFELALEHISHN, RHIEEES
EXEAMBEREYEEE, T TREENSORMBRRERBEBAL L (XHHEA
EEEMLM - LEREERAGH): BRAEHBRURTENFERETFELN _AF
B, #EBLAAEEMES, LNBEYEHE, Y. BEEMEXENBERDE,
(TRMEANEFAIRAE 2 & “ZL2ARMGE" HRERIAE.

Wi, Z—RERT, HABEHEKE, A TEZNHERERKER, FUATLE
BHEAES - IRERERGICHAE, BRRRRBEN, IENEREIHEL TR
REREME (MBREEGFNELFTETULRAX &, RAWBNRFHEMT UNELFT
WEHE)

5.4 XFHMEHE

BREZEXTEEANMBENE, TERRBFENOEY, BEREMNELREETRE
EATHK, HTFEBENARATIEM4MRELLHEVAEN, TENHBELERS
WEHM 2L VN2 ZERTHEME., RABERECURNFERBIMERBEOFR,
LhE, REARRWAE LR, FEEBELORERSRITEIREAY IBE. RS
MEDORTEEREHEN. BIEK, FRATRNERSS, XBELARTEERRBE,

X—HRNEBEPENEFD, REET-PTHBNEFBELITAEDH LR H R
MEFHEBUERMLR (EFEMEY, S2FH - SRKANNMELTIE).

5.4.1 SPM%

BFREWHE O FRGEE - ABEINMBETET U ELEEIHOERBRET.
b, AT S AR PIA - EBEHANE, RELBATHEITLNF, EEX
B REK. BRE—BEXHERBANRARY K— RARBMATTMNEHE
BANGEHRENXHENE, MPREREELEXEERER, SM4EBRERERAL
BBEET '

EHMAATEBAE A HERNBRERASWMARMYE, FFUKZN SPRE, B
SI0H B —AH 16 MHAK SP M%, TUHEHAGR 16 MHFHEA, EXAERE4
BT ERRE, TUEETYE - TEFRF R 15 WEKERE.

AMEMNERENERNBEESA N ER 16 6 HHEFERER, KRR
PR TR BB MNRBREE 2R ERE, SRESBERT TN
B, Ti— A 4NB4MHNERRBE 64 EHKSE. AMIBFEXEBFENSE, XIHAN
EEEN R EERTER S — 16 8 16 MMV ERMBXHEAGEHEET AR
¥, ZMERANBHTUAE 4L SATHREET, GTUENASROBARTER
A, ANBd SARBESRPTET B,
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S#E S& S& S&

B 5-10 —AfEi8any 16 4 SP ME D HFERD

B WS BB ST E R = A

1) MEBLAELBH “K,

2) MERFEREBHRE.

3)) SEMKBEERE.
5.4.1.1 ##EHXD

Hh, ~MHEAKNMR NI EAFEBHNABESZIRRORE, BIBEER
EAURET XA AHAFXSARTUET M HX—FXFR, £ EEERRMNPE
BAMH RN, RERGENEL 2 MME - ANEXS4d, S Bt iRe—
AFIB LI MBS, FTASRM O HEBREE R o4 £, 128 {3 = F K K 8IS0
B, MBHEHANBIMNSE, REE 16 GFed4 frpsrdAXA) R324 (X
128 LAY SX L K/) XAERIEEH .
5.4.1.2 #%#%A8

Hwk, HHABERBHEE, B 510, WRERSARBH, FRAAEETUEEA
REERSEMERATREE SEKME, thin, Mo LUEEAN 2 URFIERRER
BANWAMBAREREEEATR EW—ASENE (LRMIHFEXIMEBER—K, B
AR —A S & B A KRR & E A AP A AR L, R 7 B OO HA A A
HHTERBE, HENTHRPARBREEBMEITR—FE),

EENBRRBTFREENFS P HOEE, ENENHEEA TP, YHREEFER
W, BRESEN—RE, SNBSS T -0 — M ALHER, WRARHALH
R, MEAEXAMARNE M AACHRLHR P T HHEORR (B2 XH—
FhBVETH, BAMKERARET. YRNESMFBEATNECHTHRE, BAXITX
VEAS ) R T WA, 76 FEJLY % T AES # Serpent RAK A AR XBHLTRER
Bl
5.4.1.3 S&MHRBE

SENBHBORAEEHILZETENRER, IEFEENTRESERMENHEA A
MAETEBIEL, BRSERE—IMRAAR (0, 1,2, -, 15) BlEHH (5,7, 0, 2,
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4,3, 1, 6, 8, 10, 15, 12, 9, 11, 14, 13) #FH, B2 B EE B A LA B2
WAENBREEMR AL, MRENEONEEFEREERTARNS S, WARASAN
BEEMRSLAMBES TG L AN BREENS, XAERARU XA E T &2 AL
M7 .

5414 ZEBE

SELFEAAFEBEENBERFELTEXNMRENAFRESESS, BEMHERAREM
B, BEME—AEETHERMWS ARTLTEKN: MARKN 1 FTHERKA 2 M EM
4, BB, SEFE—TUREERRENRELMU, KAB8% [5260) REALIHE
_EFEN B S AWM ARG 2 A5 ST BN LA 8 MEEEE 13/167 X
MXERXERBATHREN, BETEREIREBAMC. HHAMEARELAET 0.5 WEFMN
H-AREXEREEERM I E, IREBRI - A EEIEXFHELHABEE p=0.5
FUMBREXER, BAMERREEE, —BERAT M AMERHICE, B KEE
fi. MERMHWEHLEARTEN M LENXANFTAEEREE RABTRE o LHH
BE2AN) BEN, RATUANXHNEFEXREBRFRLEREEN.
5.4.1.5 24 WRE

EomE [102] SEUMBEREMN, AEELEIRNEEEMLE: #E—-1TS&
FRE AL, WEREEEAE - RE R, BEE—NS MM SAE LW —REHRN: W
BRGE IR AL 2, 3 M 7 BEE, WA NHRBA oML 116 R R A B, K
b, SHEAIERBARER, ARMAMHEEASKSBRBUEAGULRET 0.5 HBR
AW, HAWSEL: ZEMANFATHESEX, FRBLYHALRE & B, W
MBS URE (BHRIE) HBRER S, HEN 6 M8, fH.

N —-HARBEE, RIMETRAESBAPBEXLRTRRER, FRENMTROH
ALSEBERR LU A THROBEESE—IEaMHmbES. IHE-BRERBHFE
WA, BEEE AT NIEAH AT L ES . HREME R, MRBEERAHT
B ABB L EEARRAXARNEELEANE, — BRI UL MBEERL2N
(FIoH 5 0 I B A BB A0 W I, LE e — A 32 8 R 8 S04 AL AN 128 £ 9 BT RO N O 3k
BEAARMNEES R RIIMATEER 2, BRMEAET - RAFEFATHREXSE,
BARAEGRE B YT,

XEHHRABAOAFZL, i, FEIUABREENEIBA, MEIARK
HO(REREARSRAE) K24, BEXRHTENREREK, BALERENRERE,
ERE AR AMELT: RTHRBEE [101], A, SHKOMETEEHEHER
ZREHBETE

AAFERIEELREESTE, ki, SdF@nRitRR, TURSSREER
BERULHEFENRR, ATRITBESR, KEBETREE, RETEGF LRTHITE RN
ML, FUEREREERE SRR ERTEICEES, BRHANREEIMEREUESR
5. HTARKEEHNEETAMEZENRHE T —ENERE, —MEERYEHIOHNE
FE R R B T M AT I T £ MR . ICBR T RUIE I3 — O 4 7 vk T RASRR B
H BN MK, AR EME R T T RN RIER NENIGE (MTAEBRES
Ve —RE AT A R B ERS, SR E-ANRENER, L P~ NP, XH
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M RATERENTENBERNTE),

ZETRFNREILH —SRE: HHMERIRTE-FEERE. B WBELEMKY
E4FE, FUBERA-MBEXRNEMENTHRE T LAKRECHBZLEMMELE
HEFBL,
5.4.1.6 Serpent %

ek —ABAEHEB T, Serpent MEHER—THWA ., HWH2HE N 128 1K SP M %
TEERARERLHE, EEIREBER, BE, BAIBMNERARS, RERXALE
ARADPAMEHSE, IERTUEBRNYMBRHNE T HEIAT RO FL SERAZH
MAMTH, YHBHEIMTHACREMAHRES E—RMEHA, MERIH SR
HiRE, SRERE-NMEAMCHR TSR FRT HINENMES —XHEFBEOETHR
M, CHEBSERBNESBREAGZABREAEE, MEERENR R P, B3chHm
AT AR 1B UNESHFHATN. NRFHPRENFHID 256 7, MHAFTITTEHNEAR
BELRE 128 iR 33T

B5-10 BE— T EhREFANESACENEERUSZEEB IR BN MESRLGH, H
L, SERKOKEY, HNRAGSHEBEBMNESHEREEER, EfURBRE rmAR
WA AEREESEUREEH AMERGRLNBERER, ESERRTPHRZAISER
— R, XERE—A RMUNLCEBE, BUIHERNKELARKEREN,

BB A 19 Serpent B T4 47, TMTLFH EREGHKMESHIACHOIE (EIXR
[(40] FLH T —4%F Serpent WREH R, HFAETUMN (4] FTREWNBEFTER),

5.4.2 BAMEBRE

FTEESITEEZMTE SR (Advanced Encryption Standard, AES), #E Vincent Rijmen gl
Joan Daemen® R AKX B B J5, XA H &% th B FR1E Rijndael H ¥, X AERENSAKRPRE
128 4, FTLAMIA 128, 192 M 256 KRB, BRSSP RK, AHAHYE, FRE
ESAE. BREZEMNREERURFHMBITHE PRI,

Rijndacl AR R— M HRWLHRAFHHADNRFVHREKNSE, ALHAAK, EF
DI E— A 256 FHMBREK; EXREREGE (2°) REBIEKXS () =M
(1/x) +b EBXH, B MEFHRE N QEOERE, b B—THE. XWEHES MK
PAHTEHBAR,

XA THREBENEN 16 FTHEHERE-ANFBETH, RAENXEFHTHETEF
AR #IE (Rijndael 7735 BN S RIFRFE 7 46 0 5 40 T B Ak AR TSR I, AR IO 5138 T XM
BEAR).

RHARTHROBE - SRETE, HUE: BEANEAFVAES, HHFES T
RE, BEREBFAME, BNTEBSMME. EHBRENNWER, ANE: —HP
B A AERERRETRM, XASETUAES-1IEA, REEFAUHA T -

© WEHREEME, WHEKEHIE, Rindel WEEFRRIFRFRBEH; MBRHRABRHLER, AHENEER
8 “rain-dehl”, EHZBEP 7" RE—1WE, FU Rijndael B EF— KRHBAB “Region Deal”, ¥, Rijmen
B KRR “Raymen” T ARZ “Ridgemen” :
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BEAFHERGRENE L, XFAFNEAREMEBHAEOBEERL LSR8
WM B T B T A

1 |- 1 | : :
SR — |
2 2 ! o r

3 3 p _li'_w

4

S~ A N |
waiT wAF

5-11 S ABE=AF3 % M3 Rijndael ZHT#

ELHTRUE, FARBRE - IEZV-AZWmd sk, SRRREAEE R IHEE
— M6 FHHEHARR; ENEETRAMNAP RN FHER FEHK,

RHALEEI128UEANRETTEIOR, EINMUMFHANERAPEE 1288, % 256
NEFANRGETRE U8R, IRBEMNRBEATUEE SO WEL2EAK, BHESHHBHR
AT UBER 128 NFEAPH R, 1RMUFATHTRUR 26 FEHA DM IR, £
AEGFERT —FIL R B A AR S # 0 Bl 7 3% Rijndael B ETH 8 REGHE T
i, EMURERAREN INBIEHNE:, BACEENIXEFRBERATRIAN (7
Rijndael REXM AJMAITXEABNREHNEZLRZEKELR 100%). AR NGEEPL K E X
b, ERERETHFAEREREFA L, Rijndael REHMBHFEMEZ2MIERE, BRMOIMHAKT
LIERBHRERE: T EMWNHALRNBERKE, Rijndael REHRELH,

e[ AES 1385, Serpent BERARIIN (FEBE M AES £ F, Rijndael £ T 86
T HISCHE, Serpent B3] T 59 B, Twofish 33 T 31 5, RC6 2 23 1 MARS 2 13 %), HfE
YE X Serpent H LK FF QI , BI{E Serpent & 45 K i1 Ik Rijndael FE KM EERE, RHAR
BUBRNEFHEHAET - HREX LM HAFEEM Rijndael R4, RBIWEH 256 B FH .
XAFRBHEFER I28UEANERRAER, EWI0RFEARERATES KT BRER
W, MEENEEXRHGN, —SEAMEYIHMER, FUKFALEFTHER, X—8K
EBHAES 14 FRNE 15 EHATL, “RHE % Rijndael REFFEIE W H BT A 4 Serpent”
BDHENREREXENN: EEEDEHPFERRE RO LR E LI A4 X Rijndael R
SZHTHGTHERBEZERNAEER (EFPEEARSEINSFLEAGALZHIN, B4
DES — & £ Y {8 Al /] — AN h LT 5 B3k % T W B e MR B 81 7 ) o

Rijndael REB AW MAMABNEE 2001 FEEEN —ANBEKEE B LBEIRHE (Federal Infor-
mation Processing Standard) A%, FIH, 7E Rijndael M ER LW SABRIHEXAR R EWE L
(647]; EM LR SERECHEIERAFTER, £ [213] HiEH —E X T Rijndael R RA M
M3,

5.4.3 Feistel IM¥

EXRNAS, REFHWTHFEBERA—MEELNEH, XMEHRE 20 HE 50 £/
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60 FE AP, Harst Feistel HEARARA IFF AR EBRPOHBEEBB, BEE Feistel B
BT BMHARSET AR NDH, EREDAFRTERAIAMFZHLEEZ LT E PR
EAHE A BHE % b5 #E  (Data Encryption Standard, DES) ¥,

INE 5-12 i/, Feistel ISR B A EH,
WABAERTEERA, £HNKIK f, Bitit S Efw
B, LS (kR A, A f D
Feistel I 8 28 o 43 8 7 & i (I 3% ) 5 4 7 0 46 )
ABGHE—R, REEANREK £, RS D— f,
B, FALRREEHNHMASHE - (KB Y
FitSOERER). &F (WRBEEBEMNIE), b §>
AR AN, v v
%t Feistel MR R AM U BRI XHENICS: ¢
(Frogo hy )y BB f, gy hy ... REZHRE [ 5-12  Feistel M #8451

¥, EXMIiCSRMT, LAMWMEBESKE ¥ (f,
for fi)o BEMEXS Feistel MERH#THBEMNEANR —LR L, WRXRITHXRE—R
2

T (fis For oovs fruct) = (Fuens oo fos f1)

HBAFER, NTHRT, ABERAGHARERNT, B, @B L A —-EBRTH
B, 3XFh Feistel 459 (3 B AT A LR AT — A B p bR OB B — AN T AL RS, R E R LLE D
R ) i 2 % B I ROR AL A D B 0 B PR B, RIS R 5 4 S TT DL SE R B M o R R At 1
Bk, BAA. KAEEE. BAHAMTRBESFSRTRE
5.4.3.1 Luby-Rackoff % i

1 Feistel 11185 A 5 F 9 2L 7K 3836 J2 1988 4E tH Mike Luby Ml Charlie Rackoff JEB . i fITik
BT, R, REILER, BAEERBHAIKET, ¥ (f, fir ) BAEA-THEHNE
Bop A EMRK, XMERRARDI BN, ERBHUEXHET, ¥ (i, fir i fO)
BRI B —BAER, BRI IEIER,

AREXEEBRTREZADY, NIBRENAE, EHEARET: S THEE
EHIFHL B, Feistel RAEHNEREBE T, FUNREA - IR EEHFEEMNBHRE,
BAUHR T Y@ T—-TTAEBRE
5.4.3.2 DES

DES B R AEST. BFHRARRKE D, L, ERE B IHEAVNE K&
i

DES & 3 S BR B — 4 LK/ 64 3 . B4 0 56 BLAY Feistel M ko B K BB 32
fir K/ T, AFTEMEONSE.

1) &%, EARDMR2AGTED 48 £,

2) BE, MMM EHHRRM T ETRAN,

3) RE, BRENERELT—F8ANSE, BMSAF6MARNTA 4 il

4) B, BE-TEEOEK, THE S8V



VY RENGR. REFHURES & LA 5-13,

3 frone

TTIT TIIT TIT

B 5-13 DES® &M

REYRAETHPEENES, ERE RAMARRTABIIHFAFNEAMKE-FF
KEMMERBEN (Xt [575] AT - ZEAEK DESKE; £ [681] A LIK T
EHRMRE, M LM EZu 7T LT8R,

1974 ‘F5|# DESHESIE TR EZ W, HPBUBENMITHRENEFEARE, BRiXE
ABRI -1 S6MNHER, RAMERIXE —ECHRREBFTATENETEH —8
HAER R AR 2B e, TR AR E (BHEBNREN—F) RE 2P KRnE
i} i8] . Diffie #l Hellman #8: —& DES BB IV BTt 100 A B RFAR, N6 —
Fabal LABR 100 A4, T 100 FAZT2°, FUFHEINERER 2%, RFE
BB EIOAN/NNRATURBES., AT RXHEN B HLEE 1977 FHER KT L
$20 000 000 [249], Ti&B T DES # IBM WYL 3. i1 7] B8 < 75 %8 38 B B $200 000 000
AREHE R X -GN (WERHEX LR THRERMK).

7E 20 42 80 E MY, B2HE —NMRAXRENBERBEERIZIMELERE DES HH
WIVE, BEP 199 EE AN FEHARI LA R AN, BHAATHHREME LK
14 0008 HERITEN, R THEE 4 THABBEA D DES 8, 1998 4, W T HIAME
44 (Electronic Frontier Foundation, EFF) i3 T — & 7€ %t A 3/ $250 000 DES % $1 1 I #;
TR UE=Z KU HNBEFE— DES AW, %M IVHAE 1536 MEITE 40 Mz HEF RE,
BAGHEAE 4N BILT, SIMEIETCER 16T HHRAPRET - KBELE, BY
BIEREENEIHTEMNHTT MR 2 500 000 KFEE, REHESNEH BT LR
60 000 000 F 4 (WIFMHRITRATH, ATLAAER [265] K E), REE, RE
DES RGN B KEERPREREA CSHIFEIMANAHONIGEERENZLEEE
Agw, FUSTEMEEEEHRMBIIN N RS,

St DES BB — KT ERE, BR BMAEXEBNHNERTRAELFENBRITRE,
BRBUTEEE—KRITEESEERTEBRIERFRIANRE. AN, EEFIRFEH
T kI BARUG, DES Wi BEEMAE 1992 FHAM T [205], FLEAME IBM 7
O ERERTXEHE AR, NSARKWBEEER, IBMZE NSAMERTHRETRITHOHAT, &
B AEE 21 FY R X EBUE T E MR,

MAERN X DES BiF— M HEMEN ST, YEBRAFEHRELZEMA 2T EHMIAX
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MR R T, @20 DESALLEERZLN, HEXKREEY, ENEEERZIAFH
KERHK, BENBRERT -PREEAUAETFOE 2TERHEAXMHA T, FTUSH
AXHGHEERPRATITN. AW, NEFRILEBHRNBAAEZN, MRERE
FSEA, BAR 2015 FH 20204, £—F%E PC EALATARKNEKRE —1 DES #
HETEEN, SLEKE, REXEUHSENERSE (LNHES) EBRIRETTRRES
HLAWPAN (FOREFTREE: “AR-AIGHFHESB/VWHEA”, B, RBESSEXITE
B, BRRELI0F “BWERR").

—FHEIEBHEINTERTOEAR, BT S6 NHWEH (RIH k) 5, EHRFHAD
mﬁ@“@ﬂ”%%hﬁ@,EM%Z%whﬁwiﬂﬁﬁﬁ,m%z%mhsm%m
HHETRRATEIE L, XS REBKIE DESX H1, A% Win2K M X 4% R 4%
f, AARRTIHE:

DESX (ky, k., ks M) =DES (ko; M@®k,) @k,

B UERE: EAEMMB L, DESX iR BIENMR: 4K T DES KinE e
Btk s, AN EERSHEINEIBETSRERNEMmER [457]

BN —FhBL L DES HHEIN HFEEAAANFASKRERAXNEE, XEHBITH
wald e, A, B H KN =E DES (inple-DES) BRELBAIEEHHNRENESR
[575], =% DES R&MT—IN%, BERE, RAGEFR-SHHTNE, SRBMEAHAM
SEH, AARERHE:

3DES (ky, k,, k5 M) = DES (k,, DES™' (k,, DES (ko3 M)))

B RHEERE. BESAEHMS, REEXE 1% DES ME LR, 7
UMRASEIHRANSGE, BETUMNMRERERG - TRERENERX (FEREEHA
ANEHY =% DES, CiRE k,=k,, XE—F7E ¥ DES I=E DES ZHMFTEFTE).

5.5 #BEKRRX

EEbY, RERGHA-MNEEXLAEERHEREERERS. AP - 1T1ERNE
ERARMEX, EAKIERT ABEEARPMAIAED (DESRE 8L, AESE 1641) &
ERBEYTRETULEEIERENEMN,

BB EERTUES AT E SRS AEH, EUERIERSEMER, K
MRS AERHNEERE.

5.5.1 BFEBAHER

7Ed F H A (Electronic Code Book, ECB) B, RMAMESNESEHAIRES A
FEEGMBERE, REEST P H Playfair INE—#, WFSHENEE, KA
W—RMERGR - REATECSREXCEEST, B2, EETUAERIINRLE
W8 A S PIN, AT, MBEFATMELANE, BaxXHERARS KK, BIEHETU
BEGHACHELES, 2—AAF, NRFLEARIESSETHE, BABEXPHRRA
ViAol 2 FATE AT W 41 T o045 48 B v fH BT A R B S0k

1 — /M 80 SER K BIAE T KEE SRRy i THE M R4 F, &R R DES #9 ECB &
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X, REFRREAFBEANSFRFHIOS, MRERE -THIXITRETEHEX, ek
BB R PE L MR B % B L —X R BER 5 B30 B 23 3R AF 45 A8 X BE B % 3C
B, XM EEX DESMERREH —MBRMEHNIERNTHE: BXKAHFRTH—-FHH
AXMEHRBETNE, FEMEFANFARNEXHFRTUBRERT., IRABEEOLE
BIERKFRSD, FETUEFEHEMELT .

Wi, BRAEBEAMNETF - TAAKENHERERLEFTERIENHI AT NE
— BTN ER—RREY, EXXENEREAS MRS AR F LN H—H
BRH, 2—MATF, BRE—FBRTONELE: “FAERYPXMX, BIRAUKEZN
BER”, MAREERTUTF BB — A 8E, FAXFRREEFRBBRZTHFLER
FRE

5.5.2 HATHER

By R 4 B A HEB B EFEA S AT A4 RER, SHK CBCERA, 4R
RUAHENE XA AS YHNAXSEEGTREREBHTME (NE 5-14 FiR),

P1 PZ P3
IV —& D -
Ex Ex Ex
~—
Ci C, Cs

B 514 AHSFBEE (CBC) B

o R 3 T DA AR 7 28 B R A S O B IR A R . A AT 4 L i K T BT A @ SRR 4
G, BMAIVE- AL E, CRABILE, SAKMIENFISEFBSTOHFHEA,
5] A E 2 4 [ 0 B SO A LB, 5 S R o U 44 BB B SO Bk AR AT B

AT, MR EETUIHMEA —&BE (BRILAARRAEANENHE
BIERAY), BT LLE B R M R R

5.5.3 WHEH®

# 5 A4 (Output Feedback, OFB) #RiR & in % — B EF AE—THHAFI,
RENEMOFEAEE PR, BIVEIDELRBRERET T, WHEAFINSE | %
MK = {IVI BIK = {K_ | G%E:

K= {... {1 {IVighg. .. 380 &

SERAAERETRFNERORETE, 9 KBEVRRRRDAIK WEAA
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Fl, WRFI K SHEM #TFREBHEBAEXC, = M. @K, XFEHH B0 i m
ERINES, BARREEREE N (BEEHFITREMHHE 26 ),

AR O ERASERNERAF I ERS, o, 17 ZHEHBH AS Bt DES &£
ZHITEBELRE, AREEHAERBRERBERTXESHANBHNBERT, HRBRAEMUY
MR, —BAR7E OFB AT AT EFEHFI,

B W Ik P SIS E — N ERIEKRKE: ENARRPHENTEME, FHE5.2.2
TR - K —FMEFNNREIIX—F, BERARAEAMMNERMALEN “TRE2H
MESEMBEFIED “XBNA" RRERN. #1607, BREAFIEBNERE
HRERHEE, SEESRAREHERNEHE, KARENE, ENIT-RFHCLEIREER
MEE, BaFRRTUELETEHMRHITRT . 55, ROEFUERE HBBTHEEREY
PRI B YL GX— SURT RUFE 2R B b (58 P 0 28 o 8 3 8 PRI 5 BB 40 3 3 ) B 1R 28 B A ME B
MG FERER), EERIBRTARNEAKER-EREREZHE (LLN$500), A4
FXC=M@K RLERBAZROUE. A THRELERE M, PHT -2 FHRMALH
B, ANEEMET K, FURRALEFRBEHHEE, SERETE - FIMKRFAK
§500 0001 RN 2 $ 5000 4! XR— N RELENH T, EANEREREZLELEHN
—K—FRE, MEMEERANFIIEBREREN.

5.5.4 i ¥{EMTFERX

BHEBER (BXLHUEFASAENRBES) -1 TREREREEHEER, B
HERERBAMEN T FF CBCEAKH, —IMTZEBHNEXSEALFTATESIAASLA
A4 EEEE; W OFBEARN, REXNGFEEHFINAFHERA BETHAITE,
XTEMBE A, i 155 Mbit/s B TREEFERFRBATEN. A THFBER, R
MFBERAFKERESMESH, NTIERRA KB REMEF NS (B0 RAE R
FREHFNGTH).

BEEBNBREREERES I REMER=4 - FHAFN: K= {IV+ilo M
IARTROAb B 7 8 — 4, BHMEMABXMBAEX (FUEUREFEREGRERE).

WP E R EA 64 L K/ TEEN, i DES 3 =& DES B}, XM
DMER MK ERME, £ OFB R A, — A48 K/ N o (LA 44550 SR 3 2 27
A, BEABEEAUED, 2”4 EUE, FHFIKSES (Ln—BFETF 2"
ANKEER 64 S HMEE, BT AR EICEM M), 7£ CBCERXPHRXMFE, LA EHEMFE
BET NP ABEFHREREE, BRETESENEFEXATURIERBKER 2, Tl
F 2",

5.5.5 EERHEEN

% M B 4% (Cipher Feedback) B # % CFB R B 7 4 — M F A BB AR, BRI
RAREFR, AHAEREREBRAFER LN, E—IHAKEZE, RALES
WEFE., CRXEIHAMN. HOAFHNEEXMWES o b, RFEH AP H—4 03
FT—1BXAH,

BELHNRMARGTRE, Xot, BEXANEHEHA, WHE 5-15 fin. Bk, R4
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REBRBEZRT &0, REEZWBIEBHEXNM, RED ERTUUARBALFFH/M
i 5% B A 28 o

BAL A%

Ex

X

W3

pwoy

E 5-15 HERBERX (CFB)

FERBEXNANGEFAERE, ER-MERNEFES, EEXZEHAR
FREBPTURE, BB FREENHIES, AERFATEIMNLEAETENLTR, A
H, BTRACEMERT, AN RHERE IR IFE S R8T AR Dk
LHE

5.5.6 HERIEMER

BTRM —fAaHBEBNERBEERFRRERRMERE, AR HHE KT EAEM
o, XMENERIERBEXEWE N MAC, HNASHEBHE —LZHEK MAC, "L
FH CBCERXMEMBEFARFREF I FXHADSI U ERBEXHHA, TXBRE
B SO AR MAC (B ik 8, PRSRERERN).

RS H S MAC BRI TRF B B U H IR T 8. %ﬁ@%%ﬁaﬁﬁmﬁ
TEHELYE, TTLHES, EXMEAT, FHM MACHIHEEESR — T4 RS
NHFEBHET [87]) (MEMEKERTEN, KOAAES —FRFBHHHEH MAC
FEEB Y IVEHBE RN FERHBN MAC, HAEZH, THEHEAGTEEIRANFH
BAEAEE MACHFTERRBRRL).

EXFENAS, EERFERERMFERPBA, ERXALAMN: B, EH—
FH AN E L EBAB—A MAC, BF, AR — A HY X BT CBC & . R X
MUGEE A REMNTES, WEZEHNEL2ERAEREIRIE, W HWBENETERE.

MAC R MM REH. ¥R EFEH - HEANBARY, 2HBES6.2T
R RS, T @R EUE — T A R

5.6 MFEEH
5.4.2.1 FFPER T Luby-Rackoff it REMARF REMW B AHFHN, HEE, N4
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FROTUMBRARR (B L, BTUNFS
FEPHERFRENTATE —REK, UG
HFWEH—1T4E, B, SEX=Z4AFH—1, 8
AR,
MARBHBRERARXBERITHN: EoAE
BRENEHB AR, BXEBA-THES4H, ¥
AEEFRHE (BRRWHE H,=0), ATHEX
ARAEARTH, WUMARGES: B (-1) K
BMEESH I RS LHETRE. XHRRFHES
AEHEFH RGBT - T RERSK (LA 5-16),

ERmENBIIER
EBBNEXERRANA I —MEX, IR~

5.6.1

A
A\

h;

B 5-16 BITRBA (MEBRE)

AREBRREA - o MM HTBWEN, RLATHERIAWEANE M =M, E18 4
(M) =h (M,) (EE M BEKRY2"REFREAERBE-AEE), KU, —1 64
PR A EBERFESN, EAE 2 KRR EH N B ELR PR LB,

KRR BRI L A LS B 9 CBC R E M A AFBERETHEY
HE—F Ko KEH—KE Teyfer HHMBIFHF, SEGTHRAERFREPHELTR
i) 8051 B4 28 E A AR BE i r (R4 30 ¥ H ROM) g s ATm# 83t [819],

Treyfer i ROM 9 ) 256 4~

TiER (%) S&, ROM #7F
MM TEERRE, RO EN

Po kg

Pl k] es e

B Lk T b 52 R KL B T S 0 69 R AR !
e, aB MR BT, HE
3 8 FE WA MY FHHEHAIAT
B, BREFREEBHEFEN S
BPF M, HMENERE
MSEST—-—ITHEFHHEM,
BIRGREHABE 1A (LA S-
17), TEFBAAT LIAbH 24 S
efEMFE LA RS WM ELE
(b, B THNEEFER®

ASCIL 3x A ) i} o] 8B 4 B0 &) ] #X, v A

v

B, BREdRENBE (%
BRE 32 %) RAEMBEREK
ghfgfn S & IE BT SIR K
%o

B 5-17 Treyfer S A B M EAR LT

B 8 175 £F X Treyfer FITER BT H MAC BB HMBE. AT, I HERNHA
B, ATIEBTEERAEREMWNA, BRECFAURAL LA &, HEEMEA,
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BEE— N BHEEHATRRESTHER, AEXREEREAESE, MBI FZHHHA
(Fit S MM R A), YEMBALFHN, CHLMERF 1, WRENEIHAF
ARG, BARBASEBEHME, FHAREE—TRER (H3 32 816
F) BRREBEREF, RESHEHNMES S BA X, X BIKE Y Treyfer HLEMR
FEB LN, REASRTURAME (FL L, BARBUARETHEBBLN, BN
HBEENAREALE),

5.6.2 FABRFERIBRHENEA

- EABRERNARET, 5 Treyfer EUWBE R OB AETHATRDUNBHRHEF,
EHEAFEMNBRZEBEN, UBILEEESRE, ILBERBCRE: Fmiek, UEMY
KABRMEHL (FHARHE),

ENATPBEEERAN AR ERBEMERRYN, MARRETFHEHAKRPIS1246, 4
HRKPEA128MEA 160 MM STHBEBEHBHERX LM, MD4 H 3 AR —4> 128 i iy
A EXRRBTER MR [255], MD5 B 4 BIEFHRA — 4 128 RIS AME, MER
LEMTBIRERSREAM 160 LM AHE, ETIUBRFRANTHATHREHMUY, H
EAINR RN EE 2 NAEB LATAFFHRENERAS [681], XHBERAREREL
HERERR 2 KITHE, SHAI REM BN B — N SHEM; Hd TEEHFHFRIH A
KABIELB 2RI ERTRER, FTLLEI#ET 256 i #1 512 S/ SHA B4,

MERBERERAR, Hbh2Zz—REHHE MAC, —FEENRATEHE LN E KB FiT
BRMRE: MACc (M) =h (k, M), BESZERRFALIEZNHE4LF LM HMAC, BT iHHE
MAES, BT -IEAER: MHBELEREFFTHRETE., XA RHBECHE
ARAREEK, EMANRZFHAERIARNERRIEHFIN, Bk, HMAC, (M) =
h (k@A, h (k@B, M)o Hth, A RRTHEHBER TN 0x36 BAK, Xk, BHR
MNEFH Ox5CHEAN, XHBHERRREMREETMERE [474],

MAEBRNBA—NHRRELAETEEEHINZRARE, 2 -1M6F, IREED
IR, HEN -SHFEIHHATHABIBRREIE, ERNXAEEEZECHANAE, X
MIERT, R LB CAHTRETRUGRSAHUHBEBRS MG, UEHRNAR
OB, 2% SCRYTE 48 5 I ) B S A e A B A BB FT DLEBA RAT M B A T X

BiE, EABHEASITRENKRMFENNBE, BAEBHBRA BB REKNFAES—
#: FHAEFMADEA,

FHEHEREWNIRS NI ST AENENNRESIEAARAFRETEFH: K =1
(K)o XREMBY - FARBRMBREFTERBATRETH - THPAMERRTEHA, i
BREBSBTYNSHMARNEENKERTRYE, SHERRRELN “BakeLl",

BHFAEREFARE AL EFHAN ST AEDERBARARE I EHREY
2, AR BRYEAMNBARTHRFIASL: K, =k (K, My, M,, ...). X

O AAFHME, —TEABRVENSARRESEREEHN, Wi~ THIESHSEFRAFTIRB AR,
EFZMER D, —ERBOATERBENSEABRUTHREESERFEGAM, T Treyfer 82— 4
EHFERBMS
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MRFLR—BBEERBE TREMBERER T %9, REFEEXR - FRAEEAHER
EEATNELE, AEERAENHEHTHRET, RETUKELeHE, IHMEERER
& “Waken”. BANET, ERXAE A TSR AE EFT 83445 (83, 851,
AEMHMBELEMAZ S L BERFREHNH, CRERBZHTHARMBIGEAERE
HMHBARDEARZ BB LR -KHEL, MEXFHEEFRENT, AEEBEEN
71, RERLERTURIKE, FEESZTRENEIR,

5.7 FEXNWMEHE

EEIHREFEFAEBRERORRAFMENBAFTES, ENHREETHR LN,
EXBABNAMERHETHEANNY, RABREF WM EWNH, ETENMREEIAS
ML RE (MBREERAXEHZRY R KL HBCEETR, WA UMY, AAER
FiIRA LR ERR)

e M BEAREBNE QL L KB TRR e RERERE, ERSHER
EZZEPABBRENERESAEL (EHTHLRAL) ABHEMEER (BHTEHRSLK),

5.7.1 BETHEYESBANE

FERRERAETREL FHARKWEER, RAUEERREEHER 1 A SER, &2
UHE I RERY, FURERE {2, 3,5, 7, 11...]. BAEXREHEAMEMKAT 1 8
SWHETUS BB —RHREEHORSR, mHEHERXEE -0, RBBRPOFERENMRER
SHBRERELN, HEE-IPAEIBR—FIRFHRBUNERER L, RESRKHH
A KBEIERRBR AN SER 51246 (155 1~ +H#EfH) K; EHTEESBTELR
BHEAAESHLEBEBEFILTENNE, X, —SRAEERERER 512 CRFHT
PR B4 R R T — i~ 25 v I 2 (A A, T LA ET LA 512 LB A B3F R B 56 {9 DES #HH E
“ge g HE, AMMMHEEHRBAELHNRETR, —1 1024 L KERETEABELT
k- @3 0

AEAAMBEMRFSE L ETEESBELHREROBEER RSA, RUEMNKUE
Ron Rivest. Adi Shamir #1 Len Adleman )% F & 1 [649], E M Fermat 89 (/h) E#, E
METEREER o WERp, o '=lmodp (GEW: HHEHE 11, 2, -, p-1}, BEIIFH
B p Fa, REBAME (p-1)D), Euler EF ¢ (n) BR—NPEXEDT n WIEE
BEWER, ¢ () WESTEMO, 1, 2, ..o-1F 5 n EERMAEHAE, FUME
EFAER p, ¢ R, B4 s (n) = (p-1) (g-1) (EHERELH).

MEEH N — P REHTEESBOAE (TR N=pg, Hdp. ¢ RHAHHLER
BAEE), BRBE— 1A e, ES5p-1Mq- 1 BBEAANELETF, MAHAME p Mg, B
BRFE., WMAME, cHFmx, MWinEoRa Ll Lh:

Cc=M (mod N)

BERIER LR

M=JC (mod N)

HERG (B NWBEAETp. ) WABRASRTUBEEIC (mod N), WA LIS K

MmE, 8T o0 (N) = (p-1) (g-1) HeFp (N) BAELAKET, BHAAAETLURE
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BdEBde=1 (modg (N)) —SLPRERTIBSI BB 4, 3 (p-1) # (¢g-1) K4,
BHRENHEREBH TER, Hit, VC (mod N) TUIHERN ¢ (mod N), H Fermat EHE,
mEE R UERY:
C= (Ml'=mM?=M""*V=pM M* PV =Mx1=M (mod N)
Ao, RENPAFEERERIRETERFES:
Sigs (M) =M* (mod N)
MEZELRK e KBEEXNREXTUBABIEHSERINFREHE (XERARIT 2
FH e MNEIAXRESLABREFHANER), TURTERNR TR
M= (Sig, (M))* (mod N)

AR RAMEZRRTES, THEMNFALBR -—ERELLN, FEREENH
mELBRLELR-AERLGESR, BRENAKREERLEEAR ERER. 21067, R
R XHHEERMXERE, oM M, =M, BAFAEHXREAETRHRAEEX C, C, = G
MM FES % Sig, Sig, = Sig, Po IMUEFEMUMAEHRAAR (BFEHREMBRRAAIREE
ZHHERIRAEZK), RRANXHASHLEREEAAZLFEGLANTENRTES
e LHBENL TS BER,

H—RAMARERTHIEXHETREEARSHNNE, HTRRESRERBRERAN
ARAWAKEAEERREEIE, BREMNPHREHRBER T . LEF—RNBRTES
FEFR W % R % UL R B nonce A7 (RSA MR WA R AN ) RAHEWME. ¥—146TF,
FERBEAAETH M (optimal asymmetric encryption padding, OAEP) #, TTLIEHE M
BB NBERER, FAMFBRRWERRE:

C,=M@h (N)
C,=N@h (C,)

MR 3, XE— TR Feistel MERH, THEAMENACHRER, REGRE
BEC N C, WES, BER RA#GNE, RERELE, BREA C,ph (C) HH
BN, B C@h (N) REHEM [88],

M FEATS, BEAERE A, B2, EERARBA: Sig,= [ (M)]° (mod N)
ZHT, BERMEERTRALBLEEREB T, MAEFENAT, THABEELRTE
SERBXMEBE, L@,

5.7.2 BFHEHEXHHHONE

s RSA JH 7E K £ $0E T SSL Ui i R BT W Bg et (nRA AR =R (Hin PGP) MBUR
EGNARMEETESIREE, XWRTHA—FRE, XHPALERERERERR,
T 5 b — o 0 e — R AR A ) b R OB M, XEANFHRERR, BIWMEEFRES
FEERBEERR B, BEIEREMER.

W NEM, g/hTFp, MBXMES M 1B p- 1 WEE, H18 £ =b (modp), M
g Mp B (primitive root) o 3 —ABIF, HEB T HIFMRE, RINEKMS* =25, #7
EEF 4, RENES, TUBES x5H4x5, kR 20, ETERe, HEXHNIR,
A 5-18 fii /s o
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Wik, s ERE 7 HRER, XUEKRESEEMy,

1 —
BRTUBHHE y=5 (mod ) BB, HIEy BT |- 55 24 (medd)
MBI, M THRFEDK p, TURMEER 53= 4x5 =6 (mod7)
h, B p HRAMHARMT, WRERTHET, (5= Oxb =2 %mog ;g
s . = X = mo
F)fUWUIf}\i‘Hﬁﬁﬂ‘f x>g (mod P) %_‘/l\irﬁ]& 56E 3x5 =1 (mod 7)
B, BEEAXHERNER: f (v + y) =f (x) f

(y) Bf (nx) =f (x)"s BAGEHR, ERALARS B 518 — BB S E MM T
W, B, ERNUARBIRTFEAMAAMERE,
5.7.2.1 4% : Diffie-Hellman PriX

ATEFHBERESMNBEAEEARELAAMNTEEN, Hitd A RIPEHM
FRAHATERAAEA-ITEEZNEY. BETEN “28” FR,

B i Anthony 8 3% — 3 % {5 4 Brutus, MW AZEE—-TAMNEEFER-IMAE
BEEWEE (I, —MEBT Caesar RIPR) . XFFA T, Anthony 7 LIIEE 8 M fF K
FEFHFHEY, RASWUFEZVTES Bruus, Buus WA G XA HC WYL, ibfE=
% Anthony, ¥ %, Anthony &KL AC MW BFILEEZ R ERS Brutus, R/G, Brutus B A
DHECHPRITHFETERER T

Sk p, AMMBEREBTULH K, DEAXAEMER: | (Mlule =
| Mgl uo BWRR Alice TURAMACHEH KAXMBEEMMESRN (M JAREES
Bob, Bob BEEHCHEHA KB #ITMHEBE | IMlule. AXBEEHTA | (Myl ot
BE | Mg, B Alice TUBABECHEY KA BEEHD (Mg, BEE (MgH%
# Bob, Bob RAILIFH HCWEY KB BFENMARAWE M, MRXFHMFREAESRLN
AEMERGET, WES KA, KB TREKHMN, MIRRATEY - HFHHEREEN
FH, NEATRSERERA,

MAERSHAXFHAARHBENMER? NREFRAK p. g, /LU HERMEp
BB BN B R R SR, AR AR A R R AR I R, B — AT, Alice i
B— P BENLI 5, , WH g% (mod p) G RM p —EHXA Bobo EMBIM, Bob 3k FHHEHLE
x, FHE g4 (mod p), ML IBLE R p EH Alice, TTE Alice ﬁﬂu%ﬁmﬁg%ﬁ@ﬁ
T. By Fermat BH, f3FE g = (g«3)" % (mod p) %% Bob, XE, Bob 7] AR X fib
HIERERT, RERBITHE g XM TERHZ KB TEBOIRRBHMREE.

LR, EHEEGBR - ERE—FEEASETOHNER, BEEENEENTER
DKBIRBEMNBE. KRN ASME T RE 1976 4F f Whitfield Diffie #1 Martin Hellman
B E, IR g4 (mod p) EN— I HEFHMERANEN, x, M RERET
XU MR o

REXRBEEAGMERERER TN, B p MAERS MHERAPREBARAM
LZAREHRINET , Alice BHE — BB x,, HH y, = g%, FEEARELFABESML
K EHS T, Bob XK, BBV x, FAMy, = g%o N T H Bob il R, Alice MHLIA
AR y, HER y,» (BHRE gv2) WER, XMEHL Bb HIEBME . W, Bob
RE Alice AH v, BBy, (RBEUET g45) WER, X MR LIRE Alice X 5 1th
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MHEBT.

ERFE-NZENBREFTREOFTEMESHLE, LNEFHAZEEREESH p M
g, BAE—BHAF KB THRALEZEAAH2HENER, HUREFTEWNHEZLESSE.
Diffie-Hellman it MM # N B EXEHBN W F49 X F % (key exchange algorithm, KEA)
(577], EREMBR LT R+, LI Fortezza £, ST 8K Royal Holloway V3 1, % i # &
EHFRAFATERAESE=RBHBERERE T [50],

BRERENBKAEEREEBARBIAMNBEELR-TELHEIE, HFEKRBXEBH—
SEHRBRAERN, AHBHSES. 7.4 TP BRXANEE,

57.2.2 EH#EL

XM INPRENAESENGREM MM, SHTEMNLE—F, RERp M
ARB e M AR BRCT AW, Alice H —MNBEHLE R,, HH g4 IHFLERIEL Bob,
Bob M FRE R TAE, HEBEVLE R, L g% H B Alice, BEMIIMEER M HER, X
BRESEEH.

Alice 7 Bob LEE RTINS E B S MF—IXET . IIREUE-HBEEM
SFRATHRAOIEZ RS, IFERHEEX TN FRZAC &I SRE T2V,
Ht B FE MRS, ERERE - BEARLE (M, BIMENYEERER
AAHME), REERAETHAMITHTRAET. XHES5.6.2 FRIAMF ML
BEER, KHENERBELAUNBINEHAITEEOTN TE, B Alice #1 Bob 7
ArERNSETHEHS, RAamMNREFTREMREE. BB 7P #1705 R 8
KEELETRMBMNUARZROHE.

BXAHNE —A/NANR RS BV Alice # Bob AN S FEEH T REANTR,
B bEENEMEZAYRELAXNLEENR.

BREABWETEN “L87 HilH, Casar AMMPRIBEFELMTAR Bru-
ws, MAMBIEECHYHETETFE, BEMEE (WK) X E Anthony, X#, Anthony
RehEACHBFERIEA TS Coesar, KB, Cocsar RAUTHATERT . ERXHE
BF, Caesar B = A LB LA, BIXE Anthony B3 B © & Brutus, WXt Brutus {&
% 7 © B Anthonyo %! Anthony #1 Bruwus M &, — M HEMRMEERR MAEACHY LM
EEZ,

K gE s 0GB B BEAT IR, T N b T T U A R R R 4 X LR Diffie-Hellman 1 3% i)
B A B . B Charlie 83K T Alice 5% Bob HIIH 8, FBf, i B AR Alice 55 Bob X#H T
FH . XBE, M5 Alice HEHFHRE g%, R RS IEE AR TNZENRZR, [
B, BT UAR—LEF g% TS5 Bob ZR KXW, FTEL, HE fh R gk 5 R 7
R 4% b W0 FI80% Alice A1 Bob Z R X8R, MNMEXRBECLSPRARTRE—HHEH
BT,

B ELEHRIESR T, BN EAEREREMAIT=ER 8 MM AHH, HRE
WHFEAENBHERRE—3, MRE—%, BTRATRAMNZAHEF. X Alice # Bob T
T, A EEANBETEREZBEANELNTHHBTES.

BEEHMN - SRE, SECMREHRUNERFETFEHANBESH P, L,
RS MERAEREEE AR REE, RHKETR y' = +ax+ b S, =
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B E EARRERE R —%, HEMHEADEERLUN,
5.7.2.3 BF% 2%

B p MFESHey (TRELARARER) REd8EFERENLILME, BHBH
HELZBRENEBITIRAPEE-TEERHA I M—NAXELBIEFS ¥V =g"c ELGamal £.2
FERXBE TN BILEE - 1TFHK, HBE r=g" (modplo RABEL—DET k. 1.
HEMARLRAXWEHSEXNBMTUBERERs, SENEFEXFRE, FHP - NERM RN
/& FlGamal 4 7T R X A& .

X+sk=M (modp-1)

Frbh, s LA FTRHE: s= (M-rX) 1k, ENZH#THE ¢ (p) HHE, HEX

PO ARHFASRE f () =g (mod p) HTAERFE:
g'¢"=¢" (mod p)

%

Yr=g" (mod p)

ME M EH ELGamal £ 4 WIEME r Mls, BREFAINENSEARTURIEE.

BERH -AMEENNRFELFTREERFSHANRE, L, EBELEEN p Mg H
HFELBEEBESTHE, ARTURAMAEBHIHE M #7%m AT, 80 UXHEM
KENHEBHTES, BAaXHERPEGEABENEELEMRIEEZINHE . BRI
XEEHHEBEFH—BRIREETR, BB THFE L% (Digital Signature Algo-
rithm, DSA), XR— M FEMEF T EHNHAEBUFILAT

DSA (t#Bf DSS, Digital Signature Standard) fBER¥ p K 1024 i, FH¥ ¢ B 1602, H
AUBER (p-1), 28 g=r""""" (mod p), h{Eik, BEHEHN 2, AHAREEH y=
g'modp, XMIHE M MBS Sig, (M) MRXT (r, s) WEREK, XE:

r= (g° (mod p)) mod ¢
s= (h (M) —ar) Ik mod g
I AL 455 FH A4 08 75 R B2 SHAL
DSA B EMEMENENEFZELZ T RERRNEHF T,

5.7.3 BHENNBEEFE

MRECERATAEETHHRENNSEZNAGME L, FHEXE AWNARAH A
EHERBRTE:. REZSLMEZS.

HESLHERE: — T E4FY (IBBEY) BEAn PHEAFLELER, M
THEAREAT oW kB TUMERHITES (RBEH)o X k=n HHR, XHEHRE
S, LI RATNS, TUEE—IRA dAEHEK, XB d=d +d, +... +d,o ¥
ke<n, HRESZ % (BRAEEFEEZR) (246], BHEE L AEHRS ML RF LR
5 WERNHEMMTWREE . SGTUSHED “tHES PR ERAEAT L
TEEL” XEEMELAM,

A AREANENBEGANANBRATHHERTELANGE. in, BEREHMY
B RSA B4, RATULEHEIE R, HH RM (mod n), HEMBEREMSERELELE,
K LEHE (RM)*=R.M (mod n), BEXNMEREARE, BRU RBRRTLUBIES
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M, XHTRUEAERFALNGAE. BOSRASENERERLAH (e, n) KWAMHA
F—TRFEL, SWELZAFRPHAEENHEFEREM, FET—-ME—NFFH S MK
EEAMTRE, ERBEAFERSI0, IHNEERARMENKFRS, BELHIE
HEPATUARITHRERY —12E “EH7, MALBETHEENFNS, IBRMNERY
HBRERUARRETFREERELN (SHARTESBMBEEY, Hm/EHRD G MHKM
MR P, EXEHAERR). BELANMPFREREH Cham ZHIK [178], EFFH
ME 205, FEBEIFEXFRFRABREIRYHE 177].

HREFEHAEL AAMBEIRHRBBOMA. LLMEXRER, XEEAMTIHAK
MR, B—ADRF RSN

5.7.4 3\iE

BERATLGETRFELRHNAHNE, BAUWTE - LAKRA P EHAEHNEE, Diffie
il Hellman X R FE LW BEREWBUR:. EFREBRNWAPNZE -T2 AE F,
Eetmii s 54 . 3% Loren Kohnfelder M 36, F — MM H LR HAEP S (CA) XHPH
ARMEMRELRBREHARTRE, AHEFEAF,2. B (KOS, 2HSFEKRIE
H, AEPLTUHEEHMAABEEAEIT, WATAE=FHRS VL L0 Verisign 24 A2
7, EMLERERBRRAEHPERMAPAH#TESL
ERTUATHEARFER:
C.=Sigx, (Ts, L, A, K,, V,)

X B S Kerberos HAKIES, T, BEBFEMWHBRIMBEH, L EAERONEKE,
ARFAP%L, K, BRMHASMEEY, V, BHARZLAKRBEH. EXMELT, REAE
BANALZZAREFHAZTEELITENEREMERP#ITER,

SHEREENNEES 6 E “HARNELE” N4, OFEFSPHMAES 9F “BRi7
BMFRERE” B, ANEHERAESE 21 E “BHFRBE” PNHE. APFPEXERIEHBR
F LB AR EE,

B HE Bk B A8 B B — 1 P LR M1 Dorothy Denning 1 Giovanni Sacco $# i B9, 1t
fIT7E 1981 EE W, WA, Hin Alice 1 Bob i THIM B BB I ZE DESHEH Ko M
Alice % — K5 Bob S HT, i IATE .0 18 B 4Tk 71 Bob M AYIEHBI A, KRGIEH[E
BT,. 2FFA K, NHACRANELRNELTER— 1M EHG, BH BbAHHLH
HaAMEEELLME, ARSEIREE:

A—~>B: C,, Cy, ITy, Ky, Sige, (Tu, Tis)lg,

7E 1994 4E , Marifn Abadi #1 Roger Needham 3t 7§ i X M h LA B §epa [2]o tbdm,
Bob W EI M B /5, HE Alice IR EIBL T, RIFHA, MR LIYER Alices REFMBEH
A, BBy R Alice B} Charlie 1S, MM MEF LIEB A —45 Chardlie # 1T
EEMFOIES C., REASLZMNMMNE 3 FERSEHME (... 1, , BHA Charlie
A (M C IREBRIM) MEHE T,, Ky, Sigx, (T4, Ky) HITEBNTEBH

EHHE 3:
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B_>C: CAy CC’ {TA’ KAB’ Sigl(‘ (TA’ KAB)}KC

Ik b, — AN EEHERDN—F R LERE - R TRF——E A X R E A
BHERK—BNEREEHER, XREFHEEBERAN. MY —BRALTRBEFHA
&, RUTRBATE IR MEBRI T bug, HLZT, HAHAHINK L4 E RS
%, BXLE, AXEEANFENDIGRITERGCEESERN, BAECNBESZIAHBLE
HHRAENPEARLG, EXFETHRAE RN AT ERIEADNRETE,

BE, EAEIHZLEBRPHEANGFARREEN. EXEBNMERHTE &AL
AERP STU-N Z2BEF, B - TEIAFHMEZL2EMNETHRELENIKN BB D
W HEEBRFEALDG, APE %3 F%4 (crypto ignition key), B R — N LIE#
MEPHEESBTEE, FAUTLRMNAFPNEFETLLRHMGGTNELER., — &
Ma, RTFEAEEHBELRERELESHANLEAEMBEHEEB UM ETEEN, WE
ThHRMAS, BEREXMNTHETEN., XATERSHANERBEL, BAECTELNMA
P —EREM#HESNETT (FxL, EEEXEL2RMEZLTFNRABENNEREE R
HEMMAFAREHESEYE, STU-MIRHBREERX—-FEUNREA MY BB B #5800
—MHE).

BB TFAHIESEH - ERERERFA A EEFTANEA A EA TR ENFERK
MEE, REYXEMNARAPRERNFIERNAZEARERT LN [224]. NEARTEN
AEXRE, AMEBWTREE—RFIANE, XEREINALET-FHTITR.

5.7.5 IEXRMEH EZREE

HRBSHHRSEATBARPERFED, EXTHRME TS K0 H KD E DR ZR X FR
FHFGE. HHBKXEASEREXBEILAN, — M 128 NMEAMENEN RN ETRES —
My KRpR6AN ., BHRRKELRAMNSHFLDHEY, ETEREMBESHEENHELHN
—BNEFREXSZANG, BAVFAERENR GRS, WORHRMEE (number field
sieve) Wifi, BETFXRE—ITEX.: ARBPHFETFER (WEHFZNHMETFHERE). &
EARBL, FRAKSABEXTHTARKRECZEB TS24, XRSHATHBERIEN 56
fif DES I T REHEH Y B d . B AT —BOA N X RSA AT # B 8O $oin 8 R 4k
W, MAKEZEAMNZERN 1024 1, Xt FIRENBEMEERREHBFEREKD, 2048 fi
KNEHAA AL - EFHANELRE.

ERE—-BAFHHEYITEEFHEN, B, FRAENMNETS, TUEXREHAER
¥ 34T, Peter Shor DR MR BB BT E BB RO E FiHEH, 24 BB ® BB
KHBWLTBERES., HIBRILE, R HGEESEEDIHETIHEN, FUMBE AN
HEEEEEANBEARBEBRFHENSFHENTEMBLFENANRERTESE. W
BERUME, B2ENKNBERLSBEIK, MEEWE, SEUNIE, FEAMKMER
UMW ARGERRET L AIEMNHRMFLH, B H Kerberos 38 i 3 JE 2 A & o7 LUE
Wit 2 A IE P
5.8 Mg

FEMEFERMERNMEMNUEASES, FUATE-TEREAOHBRERERR
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MIMENRRELAERN,. MILHSHEURRIF - ARANER,: ERESIMHMERE
EgFEERTEX ERSURMFAOR M, FARBILK,

MNEEHNA A AFBITLELIFANBERNBELRRIESBS,; WX TIENKEA,
HInASIMERBFEL R, HELEMARE®., EXFHERT, BAEESHEE
MRS SRMNET, HedmEFE—FFEBARFEHE—T LHES A& REER
MAAEBFHE, XENFFEBFARBERNEREE. EXMENZRERPBRYE.

¥ H AN, RETRNEFEROFARETHERE, EREIEYD,
BER—IRENERIEH (HZH), BEBERAEFCREOR - HEEENTE, T
EEmMERESHMZSEE (WNTRENAYELZLEES) BRFER - BEDLR
HMYBHY, ERENETF, 2 PEIEHRIX -

b ]

EFBEHRIR, AREFEFFROFAREE. HPRWRBEREERATH— T K
A% (HmBEs. REJLASE ., EatEe. Aa8%. Hid, GRR%). BhHEFTH
BrRaasEbENTSEE. R7E 4. A4BRESH, BETUETHYE LETR
i, HEPROEERT, NEEMESBEIN M AHMEHVHTRERE. BFRAE
LHRERSFERMR R ARG NARESN, HRBARS: I RR AT SR
B LFERES N, BRAABRMEFENZFHR TXMELR.

EMBUAFEHEFRANELD, BEWAERRRBEILEFRSVBIE,
Crypto. Eurocrypt. Asiacrypt. Fast Software Encryption &% Efi1#8H Springer-Verlag i} iR AL 4
# 7t (Lecture Notes on Computer Science, LNCS GHENMRFBXERFE)) FHK.
BEHM

t Diffic 7 Hellman [248], Rivest, Shamir fl Adleman [649] REHZ ML IRKXT HIS
2N EBRN KRN E, RGO BBEATTHR Buce Schneier 8 (N HBE) [681],
CEETHSZABRERSEFEMBTURRINEA, TAXFHSHEEN CEFERR,
(Handbook of Applied Cryptography (I %% F M )) £ Alfred Menazes, Paul Von Oovschot #
Scott Vanstone [544] By, FEREH AL, ERBEENHESE S,

FLME W HBEH%: B Eli Biham #l Adi Shamir [102] B X FESFBENHESE 5,
5 57 1 R B 4% P AR 25 B0 B Doug Stinson 5 #9384 [738]; BUR-A B FS RIS A LI 20 H 42 90
FE “Fast Software Encryption” W& xF R B (Springer-Verlag B LNCS ZF P HIR); %
FHEERH BB EER Carl Meyer 1 Steve Matyas E ) [548]; Neal Koblitz H — &M BAH
mME B R G H (463]; BEMEREE (497] vHEER; BFAME [698] #HN
Ao

LFRIFSHAMEEEN —RELTEF AL, RALHIA LR ILFBEAR
HRETHEAEETE, HANRIFOHRTFERD Oded Goldreich SH: 7 [342] #H LK
EARAFERNEN., DEREE B A LISBN FEMATE, ZRMHBI (Modem Cryp-
tography, Probabilistic Proofs and Pseudorandomness ( 3L 4% %5 7% % . #% X iE 9 A0 Dy BE L))
[Mﬂ,ﬁﬁiﬁﬁﬁﬁﬁﬁ%ﬁ%iﬂﬁoE%Mﬁﬁﬁ%ﬁﬁﬁﬁK%%%@@@ﬂﬁ
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PR RO FE (360] . MR XTHEBEERWHAALLFE FOCS, STOC. Crypto. Euro-
crypt. Asiacrypt )& FIRF,

EWRFEATIRRETSEAN, FEENEREREEAT, FUELTEMBNENE
i1 % B% . David Kahn [428] SERL T —SetrdEfb THE; #£ (229, 227, 228] PHE L&k A
Cryptologia K9 [ £EIL 4, BH —2 ZReHAFLE L LT EAH (188, 429, 523, 800];
{7 F Fort George Meade, Maryland HMERZREYHELEB -F,

BREER--THE, FHITREEMN-—EXERAR T 2HAME, HABMBEHEER “3
BLE IS, TR James Ellis 76 1969 47245 R BM . AT, B T Ellis &% GCHQ— 3 H B
REE LR, HYTEENERZER THEM, b THEREFH. AA Clifford Cocks
R T RSAEY:, AL THRERS., xuHHEE [267] PEILR. REVSRRE MM
FiER THEARESRRA—Ehm TEABHAIMALNEDS, REEHBRNARES 1992
EAFBIMIOETRNEIBTEANIRRE., AIRTFEEENR, XEERLZL2EIH
BEWERERFEL, MR EREE Whit Diffie 1 Martin Hellman IR BR o




F6E THAESR

L —EHRARTHEH R R RGO TAEBABRRNY, RELEREATIAKXE
%o

Leslie Lamport

FHIEJLES, TUEIAMNEEFAZ2NmMAERIES S (BIKE RS ZE 044
HNE); i@ AREE - REFHH P AT RATHIRMAE; A 505 00 kS0 H#
SAERBER I MERG -G, BREEZE T EZLENIHRREN, AESHERR
BEEE, MAMNMNRLHFREN., PUAED, YRETHERWE, kg RER
BIERKMMEKN; FEEEABELIRERE, MESFISMAFWROMSEHHAR
BHEE (flines) T TERBAFENR.

EFERSER, HENBENRRAENCEBEYTHEIAXRE, HHER TEN
HAT, BEKE ., AASIRE, MXAEBUREE k. FLTEERKYEERRTA K+
ZERE, MTRITERHEZLFHERE, XERERRITHWEL, BNEESHESHE ML
B, AHHECEHRE, T TFL2BNNIETURBERFTHAY. IRFEIHEE
DS REARR, BAEMHIEEMNZH A ARBHNRRTEYS M. B —1TBEEE,
& EHMEREBETERNINEAFAEMBAE (public key infrastructures, PKI) ML EER,

6.1 1T

MBEENHBER—-HZET, EMNRBEHRIR “HG" 0, HEHFAHERTHFEEL
WRABR TR, HRAT R AR BEE; TRERMEA —BNER,; EHRNRF
AEEE, CURAEE; RATHEARMRE; FRELPHEETEKE S FHERE
RiEZNE; BARFEENGUaEALRNZ, TRELKAERTERE,

MBI LR, RHFTRER-MBEMNES; MAENE, REPHREDH T
HARERGEARHGNSBEEIE - MY EEMREE., EEFTENRELR TR
SRE; CRTAEH—HARELEAPZAREERERN TR, FE, FTREE-THR
GrhAUERINEHARLEEFENAZRE . EETROARTT, HRHESTEEH
BREFRBEIFTHFRELLRE OB, HR, EXHFERERTEN.

6.1.1 ERKENMRS 2 HRENER

MECZHARTHEMNATROER, $—, HBE T LUE oA X IR R
HxE. =, GEESHNENL. FEGEEE Unix T okdir fr S WS, EXXRAER
GF— &S HBEARBRTHERESESBNTRIUEN ML EEANN KT AEH K
H, SHEABEZBEMAIMMBE —BHE T, IBMK 05360 ERENBRAFREZL—. &
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EARGES, EAERITHAXANCERMBERTRE, HETHREE; WRAFPEETHEUR -
ERNE, BARXAENHET B, APATUEERAFEEEXITABPREE U S
[493],

FiFZXEMREXTHEE 2 &85 E (time-of-check-to-time-of-use, TOCTTOU) HJ I 5
(EFXEKENREFEAUSR [107]), A, BEEMHFFISREEE, ENELRS
RETFTYVHEANWERLE K,

?;S/@Jﬂéﬁﬁ, BT ERERENE (hot credit card) (R RBMITERBESR) WF
B, HEHAEREAXENGERE, FURAATERE I IEHLLREFEE - ENTRER
e, MRBEXFSBTZANFEXGEAAE R, FERNAFZRAHBERLE T &,
BB AV —ERHMER (loor imit) WEALERXS; KAXHTFEERTHELAM
EHERAEREREEFENFHNABETHTERRE,; BRI —FRERINTREEE
MAEM VISA BEAEEREXRNERERENIHAE; MBERRBUHXHUTERNRTE
MIER, b, RABFIZSMRBRSABILIMEE,

EREASARBER, BASANFHEEEAAIENNRKEEMBE. UIXRETLE
EEZHILE (SSL) KM% Y FE T Windows 2000 /A A &R, DR K —EHH
KA THETLEREELTHNYEANLPEL —EIXEAREVWET BERLE. R
EZHT I, REMNMVBERTR, REMETER. GRETMBSERFRANERY K
ABRELABHNESE—XBENERBFETERXGEHEAMAN . RENRFAERE
PR,

6.1.2 BEHMEHER—BRER

%% AR R — A AT R AR, A0 AT BB AR — 7 t i RCS— R BRTE

Rz, WXAMENAENRS, RE-TAREEOAH. IREAT “HE” A
—HEERE—— RN RSE— BB ER R AR T AN ERE. -1
BORAM: BEBSTUREBEEBTENESORENE /IR, HERTEREEMHE
HMEA. :
EREMATRBE PR OFERNE, WERAFIN, WRRE -KEE, —UBE
EAERCRHERTEAE, BARBTUAEBXRHAAREREA, ARECRERN
RERH - ERTAFE; RUTMRSMETFHREAFEIE “3 500 #50” HRTAH. M
B EREMAN, WAS X, BHRARSTEFELARIFBERSBIRARRBRB BT
Hg (ROSATESETERSIREEXER: IRL2BRTREBHTHANGARX
), XR—AMMESFRREFRIZRENEN (ELAWE2R [65]) WAFEHA
BB BT o

TR L R R —F B AR TR, RRRATATRFELERBRS, F/ 48
SENEEDBOY SR ERTAAA TGRS XHH R, UPREIFIF. EHFEE
%, BFFENEMISBESZEXSHEBERNR, BENAAREEMRTEE, W
£ B0 Rt B BRI B R B AR 19 B0 S 75 8 0 R B B0 I8 3% T 38 o B0

Bz, BELRTY (WMEHE) FRMESHEEMLMERE (LnPH) BAXA
. RAZ—MREHIFHERE.
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6.1.3 EFHIEF

MR E KRB S B REF BT, I —2£$500 000 773 1 — % $ 400 000 A9
B, CNEXHENRFATEARBAEE, BUREIIENTHERNBITR,, BaX
MRFRSHERT=EERXNER! FLE, REXFLEEBIRFHRERAAS HBEROMR
RATR, SZEFBRANENALEFGHENRE, MERSREIRBRNIHRRREDN
B ETERHERNLR, UMEHBZRRERMBEMBETRR, RERMYVRENIHFITER,

FEVHXERKPREANEAXSEERUA BT HAHEZS, URELEFA HRK
BHEZAALBIE WK E, X5 2574 R 77 8 5 00 B V5 F R o Bl a0 4 32 2 8%
W, TEREW, RMOMKELSRE, REEBRBEXFR—ERL. I TRHEXMHE
GHHER, UFIERE LM RKIEEETR2ROBITRE, —SRTEHNRENRE
XS HMAE (RTGS) i, UMK EXHEIWEM I RB k. FRZLETLAELR
BT ELOEMMME, SHEUEREE L STEEMEHET (BRENREELS
FRANERAFE) SHEREBESEE, TAEIBNBREEXER, FRIT—FF, I
AW EETEALTRE (KEXE), TRERKRHFEZS.

REWAFEERCRIFGTEEFRANRE, HIZRHREEREEWELBER X
ERBHEABHEFED. ERERPBERTURARN LR BENE; HTF2RAEEHHN
&, HMBTHAEE, BWFHNEE [352],

ERMALZ D, THAEWAFRERERIEET, PEE-ATRBEFRAT, PRE
FERELPHEMOERXHBMERBY, MARSAECN LHEKNEIERTF,

6.1.4 g

R R —AEE, SETEREARNREHESHEN T RBUTH WG RER, —
AXTFRUGOAFBOWRARTFEREAM, —REXRELE-KETH; BAKE
HE—RETF, ME—EEaEEN T EREFUNETREER. R ATHR K E 2%
B, HERT WImE—ABWET, SNAHARREE T (AR ABRERER
B &2 I Dijkstra B2 8803 [251]),

W ED LR, BENEABRERTA TN, MTXEHEFIHFTECARTRAAR
BE EMREREBREHATEN) R4, FEHERBEHFHESARNIERXRAN IR
i, 2R [64]. HEHRFANBE~AHAMERE; ARLESHPEREIMEMHEHR SR
AEMBREANTUEHN, A LTSRN —HHEMRA, BYERAKARLA
i, ATRERR LA BT XEFAET o

B LR NERATEER, & —DREAF K ELE S ERzH——p, —
¢®ﬁ§%ﬁa%ﬁﬁu—%%%ﬁﬁ%,%—¢Qﬂm§ﬁﬁa%ﬁ£&%,%£%ﬁﬁ
EHBAER—BHASSBEREHN, MRRSHFRENE T, BARTHRERS
A4S E R

6.1.5 FRHFHRE
E&ﬁm?ﬁﬁﬁﬁi%%&ﬁmmﬁﬁ,ﬁ%m%ﬁ%Am%—&EMﬁ%ﬁwﬁ\
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—HH. BRI ARHAN. IR HEMIK, THEEFRTL “E2LEBRHBERTH
BR” —XHBESRERUENKEE MR, MRXHGE K, WBLARH - EAE
MEVRESES TR, LUKASRRFBUZIFE, XERTRERBERNHRSR, HLE
X —1TRFRFRSND - TR HAENARORRERL (RBHES IFE “RITLME
CRL” PHRAMTI®) WEUNEHR. WRRHREMIK, BLAEMNBEEERRBRE—#
B, BRER, ETUSGAK; MOMREMNRFEAN, Ka—BL23 748, BAEHRR
fal 2 JF R BRZ

XEHEFAEBERE, FE, RE _FERMAZ, EMNAFE8—FH2ABREHIFEL
RAABMBE, EREDTRKAHEFRARY, XEKRE, WRXZHL), BEE
SR —BAORA (5651, WHGEE B BBMEASFEXHITLA; X5 HMEK
BEXHWEHMARESRESET .

HE, EALEED, FEAREHEIRETLREANRIN T . REREFHE
BARMAEREBARGROKYES.: AIBNAF (RAR) EHN, BRFHHBHREA
@, A, AANERREMBRITZS P HLEGREBRMERETEFLNRFAEARE
B, BREF I THRLERTREBEMABRAETBE, AREITRETHR;, ARSE
RABTEINERAPAAN (MRTENE) BRE. &85, #HEIMN-— B ERT &%
B, N “HXHRT, MERY -MERERTREFEREN B,

AERENMEERAH T PR TFARRERTRESRAKH T,

HEBRED, AT EENRESEBAFER - BREEXAEEMS SN, 5
m, EATELE - BERENDFHATREESNEMKE M. WRASARITFHE
X, REMHRELIHE - PHEXERRMEEMPTREESWEL (XEREFEME
BIE “EHEL” BHITR).

6.1.6 R&ME

1A % 4 AR U A B DA BB JR — R AT o A v W B B B 4R ik o R Kerberos X 26 IAE
U ST LA o B b op 0 — AN IR T B B, E R R UL E — R R EAB K. X TR
BANIE, AR K0 RS RS n AR RE, i TERAES B A SINE. W
RARBITRLE, REFEEMARES, XRE—D “KEBKE". IR-1TR2
XRBF (MPHAS) A DHAENEYKFTIE, FA (RERE) REBR RS AT
“HEREERED -

FHILT A REA R 1R

s AUAERBAAELEES AN, BEKREXN, FAXRGHH—HHF
B GPs— BB 2E, WA FRBME,

o EFRIXBBHRT OGRS BN, RitRIE KR ES BT R EH#
HRORIRI 46 EIR . BB X se B R BRI R E B BE L (WA REBEK) Jd, B
EHEEL T BRTRTHERBRME,

o WRET 2 35 4 % B I8) T 45 B Lamport B[] B8 4%, 33 0 0R 3 AR BT 36 0 9 ) AR UL £ 3
HAGEEFEB2ZH, MAREKBY [486], R LB P EBER—wMENAR
HERRE—AHTF; B-AATRAXSOBRRSFBEHHARIACNFES
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BMETHRIACKAAHBITEAEF, FHERMHE CHER B HRTFEKNIER
(364],
wHFEBNHAT, WIFABERMNSR R (NTP), X & E 5 E R 5 8% 506 8 k2
MNEFTEENRY . T EHFENAXREXREEN,

6.2 HEMEEKE

HERKEFERELZETIRTREEN 17 HE, R TBRBERNTEH, REFK,
REFXTHENEZSHENXERRARREE, MERKAORKBYERXTINEMTEE;
AN EZ R, BR—THRITHEREREFHER, FTBFE IT TENBZRERITX
RETASEMKENHLE, GASHLEEEANEERITUAMYE; EABIHRBEERML
FREZEHNIM L, LPRARANERRAENFEESHREENR L BExFHE,
B ERBEEMUA, N TROGEERBFIARY — A RARZE T HR R E LIRS
Wik, XEHEETHAELREMOMA, FEAMBBRKESZLETRB TAEPRAN -
oo

ZHRWAZAFEERRETARBENBEIREMIHR LAY, 245X L L0 H ik /9
EERFHFAEKENBERRBERMNER., EEREZ AP RBELRE. RYHEH, A
RERES, BREN TSR AMBRIELRMF TP, TLURATENEN: XK
WEHME, XE—FMAFHNORS,; MARKSHHEE, XR-R MM RERETHHW
B, E—ARGEPHEBASNREREEERSDBANF, REABEM, HiRIKE, LEH
EREHERE . SR FEYEE (mean-time-before-failure, MTBF) #1{&&E F1af @8 (mean-
time-to-repair, MTTR) MEERAR .,

6.2.1 HEER

HTHEBHMEKELBERNBSEN, DFANEEHMNRMNREMHBELRR , AT RES
HAKE A NBRERERBOSFP, BREF - HFENAEFERK.
6.2.1.1 #EEXEMK

B, RIEOLHMELXAEEENNEAEREAN, RAEARBREHZERX T o i
BPRSENEE, BRI ERARTEASIASBEETRAMNREE. REATLE
HERERAMEZOLER, MAXTREAREBEEN, - THETUMA —THE
BT ERE S (T RGA R AT 8 — & W B M H T — 1 MAC), ABAZKHRK
WERH REITLUEZR?

WMERERE, MEMNE I NEE, "W Anthony. Basil # Charalampos, 3t B Anthony 2
B, M UF Basil “F AT B, W4 UF Charalampos “H i1 # B ", Basil al LA & iF
Charalampos “Anthony 3R AT BC,” {H7E X A & LAiL Charalampos W & Anthony ¥R E .,
18 7T B 2 Basil; Anthony 7 LAXS flt 1148 5% “FRATMGR", fHR Basil MPEHE “Anthony B AT
7i 0 G

XA EE K LR T Lamport, Shostack Fl Peace, s ATHE B X AN B AL 2 n =3¢+ 1 B
AR [487), MAR, mMEXEEERIFICHONEER, WLBBAE - THEBFENSRFRN
RABEREANER. SEATHREZESAMNEERIMELNHN AR, BIHE=FENA
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UHEAREEMAZEAATEZRYTERE, BROIRE=FLBARAVFERRLSHEME X
WAL,
6.2.1.2 ZA4EMHAEIHEA

APGEE SRRk BHEER, RELNEET SRR ESMT &, I8 LUER
GEMBEREGES, BREMNFENHEBRAAR. 52, XFAULHEET UA BOHR
PREMNZENE, EXEELSEREEARFUENSEBEMRS, WU XNERE
HLLER, MBEMAASHEE, BAEM A ZREY, Z2NEERBEBEBEA; W0
RRA-BHE, TABEEENERELARRE, EAFEENRKAEEREHRRERE
MER o

ML, YERBRATEENATHEENNE, LS TILESEBRRNRR N, UES
Bitiex A B8, Ex b, aRLERFHAELENAIEESRETPR TRER T, FHRBR
TEMARMRFPRER.

PRTFE—ERSAEENRE, E— AN ROAPRENERXBER, ROEPE—-TH
EERAERE N, REEA—kER T, MEESHTER, BEHFIFREEAN, BA
DG, X%l VSARBERAWTREN, RINEWEFAFRHEIRIHER. £FE
FEMA FARRTREE: —PTEFEANRRANEIHARRBESHBRAPHIETTR
3, BARMEBELBA, XA 1932 W FHEAHRYE, HERRAHR, BEUWRRA
this, BEREAR, XIMHAMNBEFIERGEEMERTIIREBBA LS, ERER
BAPEAMNERE - RBN, MENFERAIBMAKR, XR-IMTRUNES, SEFH
EEERBRHTH

6.2.2 E{HA

W ANREFHATRAREHMKENH, RNIFEENEEXKMOBEH, —TE
ENERRERIRARMURT -1 R —H4L,

%, HHRERSEBEMTHEHNERE, ATRTELE8 Y T — 1M Rampart ) R4,
Hip— s BABAFRNRS BRESHFETHE, ELREARENERLERGIER
[639]; IAMEREBARZREFEHEMES (640]. BMEH T - MFEEHLLEHAR
B, EXE, SHERRAGHRETRE, FERFARERER [379]. XITH KBS K
RGN KT EBIF— AR5 5F H R B A a0 IR 55 88 PR k. EREZEHM AN
LB -AELN “BURE R BEFBRRIAMNHMERRURS, BAXTIEME
ﬁ%ﬁﬁﬁ%%%ﬁﬁ**éﬁ%%iﬁ%ﬂ%%ﬂ%%%[ﬂﬂoﬁﬁﬁ%ﬁ#ﬂﬁTﬁ
SEFBENH/ANE, HEARETEENRETLELS 6 MULTGEEEMA, FTHIH
BREHER, RESEIUMBBIRPRELR (3091

EREBEYRERELN, REBLARPECAZERA WIS #HRE, —
AMEEOBRTHSERIREFENERBEKRTN, A, MEERAZ-FHTA, &
NUFAEBBRERE, B—B4BFTRLME. ki, £—-MEHF D FRENER, —
AREHRT B—AFPNEATRSERNXIEFSATRGRE (L, RKE,
ISR RFRAER) RIEHE Qs Ml

REER PR LR TEER, REBEENRERAFHES, MAEFSNTRS
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BREREAGHRE ., BBRHREBRNRF SR, SNEHFEEHUFEHELBTS, BH
REMELBFAE, XFE, —THAHMNBEATERFBOEFTEAEH - MAEDRIL,
4 BT H i 38 13 B9 Needham-Schroeder i ; ##, FF AHHWMF B[ ANIEIRERALABR TR
Wil E— T, XTERETURE-ROBIZITLE [623], EARMNBHRTHIU IH 4
SRMHA—MERE, RBATRITWER, SRETRIOFREENERE, XEAFRY; W
BOW@mBT A AENASHARITRE, WRFEHENBRITRRERI TN, ¥R
1R BB X o

ER—SRHWBERL, EARELEHNHE), FRERERENHT. BHMEMLY
TPEBETREERAEE-TEMNEEEREMAR— 1T BRNEBER A+, HLBEREN
FHEMBRT, REELESEIRBFT FLITHRKELZ L, £H 20 “REABRRK
P RRSAERANNEA,

6.2.3 AAEHALE

UAFMRBIMER, G MEEHEPRE. LM ERHERE, YRELNERE
NS TEBEMERMARTE,

—~BHENETRSHETERMEE, #Z CPUNERVEE, HRNEBROBER A
MTREYE, MBSO FEREY, XENBr ZHATXEABRNES . ~BENRANRE
AAXBMHARFBRLHAXNEIR; ROUEEQGTR% | (redundant arrays of inexpensive
disks, RAID Bi#) BT RLMEE, BEEAE—MEREENAREREHP, EAH
REHRBREEENKRET

FT—BrR#tREts, EXTREKE, BAEAFABANBERFHLET—TRE
BEANEL, IEENETRRERHBTER, 388 L0 E o Y B 42 U R AL 38 4 B #E
BREGHEE, REEESHBRT, RERBARBNORAHBEAREBREERED
Hi, BEARBERABRAS HREREEENRNKENBES,

T—EBRE&WH, EXTER L EFHENENNERABHT - KERE (XHRILE L)
ME. ENBAEEREEAEESNEAL, RERPHBF LRE CD L, BATUR
FRESZEANFAELHHEEDR. —MRR, REEL B EFREIE M E 4B K2
BUKE, REH#TXS, FHCRES, BREBRBUGF, R AT, &
HENHFNTERMAYEEREBERFKE, GEAMNHEENRZE - EZ2BENEE,
BN R — A B AR BE AR E B MR E TR — O REFERE R HXELH
HAERZABAESR, FAESENETR ENIOEREITENREREENERES, £
WEBBEEL, BESRET L, AL EPFAEKREERETT

EMFRFEE, ERRABEREY M IERGEAUFNRNBRESTEIREN
%, AP TFREYn FRS M KB E AT “dprap” HBRLBEREXS

EREGREBTANHENARN - F—HHFRLANRRZE. EER—1
ZSRGZESLIERITBABRRRA, EFEHXEPRIFTIHEE, - LHAKEE. &
o EhHSEMEMABITBXANFE,

WRBIFEATL. #BRATS. ERHEBRRAMNE . BEHARAKNEFRRREER
M. TOARER FEE Ik — AN BB AR F B B AR B0 BT Tk B SO T & 4 R OUA 68 BRIk B BR
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XM, AR RE T ABRB S IR, BEITTRME MR R RS T 3E
PLEBHRNIE, H—E, URRELHEPLLERER, HA LBFNNETFREUASEE
Fo XRKEITRAMIHEESTHESR, HERSEFULRIAKFTEAS.

6.2.4 IEMAEEENT

RMNBEEZLBRFECFHVFEHRZ -REFLERFIERBER S EMBEEREF
AEAXFWHRR, XEHHEER - PRG-I —8o. i, TRRESHEE-ITF
PEEERER, EERAN AR —-REN (BEBEK) EMNSEEHHEENLN
By — BB, BAH —FAIREM B E RO — R e RS R EEHMR RS SARTFHER
2l

BPELARSF UL T FEFEAHBPEBEENFEHF - REENIE. WRER
RHEEREAN —REFZPRELEFRSEANTFHAERE —RETHREIH . XEHE
ABHEXRGERFESETFRONEPEEHE— LT

WREMABX — &, FANFRESGERE, AR IR HIE 4R Bk RUEE T
KA EOLFIRFIL, SBAM e BE W Rk L. i, TCP/IP Hril X LB H A M
PLERBEPFENCERRMMEEREE, M FTUAERBREEEFR, AWHEIEHAM
ABEE, HHEXXTEED TEEMBHLRESE.

B, EREERGTUEB M FRE—-RFIBREHPRNRGEF AAX LR ERGEAE
HHBEERNCHBENEERE. £F 18F “MELESHH” FHTLX R,
Pre, REBHEIEXRGHMBEE, mEEHARYMIRERRER TR WRAREH -1
£BPLE, HERERLFRESE, WEFRFHBEREEZEHEK P b ik & U B0E K4+,
REEREMEMA—F, BMESEHISEERSINEIDIEEFHNM AR, BashBR
B—AHERER, i, RTELEBEIRA - EAEOMNE ENMS . XA AR
F “FR” HHERESE

BE, YEE—TENRBHERRGEN, — % KA SR E T 4 MR 55 B k8
KRG, 200 TREXENFRSERXEAE B RETRITHN. FERF LT
FEERNE, BESENE 10 E, LIMBRZERNFRRAFER. WH, FPHE
REENEEEEA T BREERARRETE - ERRARSTHERE FEUEH
REMXMERERN ., —FEABEREAFORITRIECEZERNN L, EFRMATE
ERAMIEREEREARYEAE. AEANREREEABFOERYELRELCRE
Rk, A, MR- REETUBRIME, KEMAEEERRNEANGEEHNERANL 2K
BBKESEFRES, BROAFAEEER

6.3 &

ﬁ%ﬁﬁﬁ%ﬁﬁ%%*%%*?ﬁﬁZﬁ,&%$§§%%ﬁ,ﬁﬁﬁﬁélﬂ*ﬂ
EEMFHEE, —REOAT (WTERE) REEWBHEZFREAHIES EHRE,
—AEBLE, “%4™ Ross Anderson I A RFFEHRFYE X7 ZEBA A, EEB ML AR
R ¥ A, RERFTHIE M — B Ross Anderson; B FER HE A F L Ross Anderson,
CMERANEENBARNRSE. EFFETLTXF, HEMLLUBAELLRAETER
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HEHRE%E,

XHR—E4H. MBINAEZH (BRARFE) MEREENZRT ¥ RIHXR
G REERFER S B, :

6.3.1 SHXREHBENR

20 HHE MBI 25 £, PG REEHARTME =L THEHEHE, ARIEEFM
MG E B EREERES S (rendezvous) BEE: AR -8 FHNAELEE,
MR IRFIARXANBFHAIEHEHER., THENATFREREERANIHRENE
Fo

ER, #HREEFAERREAAGLEEER/R+O4ER, XHTEEBEINHNETL
%% Needham B — S BH XE [587]. REL—THFTHUN, HEBEHF KR LA
AElZ2&R%,

1) 250t RBELEERA, TAHETEIE: RNBTKSHFENENRRH®XE
EEMERMFR, AIMREEPERGFETER, SEHHAELHAREXEREBEER. —&
ik, YRERBEBRTENLFRFEN, DRREELNRTBRFREXIT, —AKM;
i AMERERRBRAERGN, MR, EARENMKFRAEBENRTEFATERILER
EeEy, NREAREIKANHEKER2ERNBAKENRNBESHERERRELS
DEH,

2) HAEAERTHRAE-~ARS, FRERRLFFLIFARXAAHAAERAR, X4
MEH —MMEL. BAKPAEESEZANBERBE _EHREREH. YH P MEB
FRb—Am, XEHP AR LRARERENRS. S XOEFRTREELEKS LMW A
BEEFMNE, STESELTN DRNEF M TRERREKSEN, EARTHEZRE
GHEs (WME—-TAERNGFRFELHM, hERiEAANITEN, REBBRIEL
AIMERR),

3) REEZXAS LFOMAABRS, IPHINERE, #IT IPEAG6 (Ipv6) HE
B, xoagitgmitied. RAEEIAEHTREROAL, FHFTLELSABAHMK
FE YK BN, MEABAEREEBAR 646; ETERXUI BARBH; BE
EGAMERT L ANET (REAGERSSINH), Bl—1 6 HRATRIFT A
(BINEMR) EEEN, AL FEAEALEANAL, BE—1TINHKSBEATTH,
MiHREE - MRESF (HEFHREAE, FAREHER),

4) TRAHARHLFRABBGEY, LI, IPv6 M 128 At A TUEENFEHR
YR EE - REF, B, MFRINLEERL S, ELH—TFBNETFLHRIT
R HEFEHEAASRNAERE T, CLAENTAIREAA - TME—NEFITERS
BRI R ; B HRSEHEN, BRE. EETHERAM (FRE—ER). FX
b, AAREBER—ASHREAEL, RRNIEEPHRAEAE (MELER) HE. AX
_HRERNVEEEEBEMER, B - RRRRTLRZE L AP ER B )
P, BAEREEESE—ARER A TFEHNET D F, HRAMTEMNWE,FE
HTH-—-NEZF (KPEM), HMIATRR, ENANEN-AEHIHSBEE -KFL,
HAERMERT R ERBEYTTEG,
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5) BFERFEARENS, FTEEARBHRERRESBARH TN, XFE Cloud Cover
BUHEERRNEZSMAFHERRSE [50] R MHAZUWEE, £FE, ArHHL4S
ERERIIHETHAMMMNNLEFHITMELRK, Bit, EFRAABERELLEMBRETRE
HE,

6) L FRRGRAERPRE—HBE, EAXDUAOSLHETHITUEBRREMEX
WHT. 8%, BRHRANSKNEFARHRNOSEBNENEEFRARFEE—ICHERE
24FHRITEENEBHEER (XRBFFEFREBNLHAN—1FN Carl Ellison
B “BHERBRPEE —HERNGEERIEEANS FHENEE).

REZWYEFHAROSHSHAF ARHERA L TREN T, BRANZAFMO
SHAGRENN, S THAK¥NESRY, REEFESE XM LR DR ENEEIT
B, MBRBB “Anderson, 1237 (MAEHME), - RO S (FXLE “Anderson”, K
HEMABTUELEEGHEBINGHBATNEREFLNARSH), EXE, NA4#
—THEYWEY, XHBRES 13 ETiR,

7) R-AFEAYLFRAAZHLRFHB L, ERENITRARE S, ZHERAT
MFREEEMES. ENERSET, YLEHEANGEAFSBAIREERSE, REFSFH
(i, BFHNBEFR-AMEESMISUMNERNBRRET) MARERAFRREZE (hot-card
list) 1, EHEREHEFESFRBETHERHLI,

EHRERBLZFREEN., FAFRBEFEEAHESARE, BEATRLHAEHEL
Fo —IH—BHBRR—BE LW EEHWIAE (card verification value, CVV) — @I &
Hegme, BETUEFPET. TARTREMEZHI (MRAMITHEGXME=ZTHE
) B, XHERHK, MEAMTREPHNRBBRES.

8) —HMHAEEY, FEELHE, PRAZKEIH, 2 AR AT FARBERIALE
A, EBRAFTRAHBZATASAERY, AL —BHERFESTUARAFTAFLRE
B, BEMNTEER barcode B4, RREE L L XRBHEN—LH BT R — 11—
MR EB—EEFE, BERTHK. BNVARANHES. RTENTEEEMNOEEE
F %t F barcode 28 A EIHIR, XFE, 4% “Kellogg’'s” MR HBEHKBRTEETHEA—F
AWFEMmERRER, XHELANE DI ZBRRMRAL. AEXA FENRNRERE
Zens [387],

FEIS RS B RS BEEE - RAN TR, BEEER LREW
o FREERNBEERED, LNAHEBHKRES,

9) FMIABHAT, T AtAnnnisRs, BENL, BREESKBRERE
Wi E A, BN SRS F& SET XA IA X.509 EHEASHLHE, SET ik
HEREEREMEOFRE, BEANEHUNERMERERMRUT . HEE_Ha$
#iTie X.509 1 SET.

10) —EBFHBFHHEE, AAGUR; PRTABRLZ, Maprit FHAGRTF
W, — T HEENBFRSBAHABEAX KB XHSL, HA KA RMGER— ISR
B, TURSMESELE I REXGRE I BEREHR DNS (XRFEHIHALZF
R AR, XB, A—SHTFRPENNBHEK:. REREXERERENRAR
AHEE, BREARE— S8R ERANE=TREBTHER - RER. BIERFL
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TREM X 2B BT b,

B, Needham W FAHARWEZH 0KEM, FOFERNATLARALERR, (W
4r) BISNREFRENS R B LBIE

6.3.2 WEHTIEME

Needham BRI, BREA, BRFARS. ENRE- TN FRAHAZ TUEER
R L REMIE R FRITH, YRMNMSARNREH R LA E 5P EREE RS
W (BRHEAMAMMERTL) B, EAREAAEITE,
6.3.2.1 #WEf—HH

BHBNARAREZEMUFHYEATREIREAANEFEABHE—1R
P, — 41 AFEMRSH, —PALZN L4 B MEgBE s, — 1 HIESH. —1TPRS
B, —MEERFRITSBRETENRETH—THF Do

ERENNBEENTR, - PEFHNBERERBNENIR., FORERIFAAM
L£F (RERMAZFHZN) SA—ITUYFARREXRX (EXHRRETHRIEANR L FR
ERHEHE) HERAKN, 2RANATRERMZHHRAR, TEEFFREMA—-IFRTHEX
HMZFRBERNN: HIRELEBRELPHANERTLF. EFAERNUERRENY
5, Hfn, Bell-LaPadula %t (F—Z4ifi6) # DE Bell 7 1973 FHMR X P E THH LT
“D. Elliot Bell”; B Z B PN KE David, REMALEEHEF. LHERRE L LEBIR
2R — BRI

—AEMANMETEHMVEER WA — NRITES 12345678 # Jim Smith B2 17
S5 % 98765432 3F B 4 B & 3/4/56 #9 Robert James Smith” . B LUBE BRI S BRENH
B —BFMPREET, 3EAXNERHATHE -—RI2LITEH# - SHIBAE,
“ 3 b RER T 9 30 14 B TS 98765432 Xt LT 4 B HEM 2 3/4/56 B Robert James Smitho” — 3K
Y, EFEAERELHBEEER,
6.3.2.2 XA¥EFME

BREE/ ERNMLEAEZERT. EHEEHERF, AMIEBAZLE2FRAZD;
CAGEFARNTIENATEGK, BRAEEZBEEAN S, HSIMEFKER
FHEMm. X2 AREEBHHE, TLOEIR—-FERY, — I RELARSGEIUESLT
RBEIEBRSILNEE, BEE-NERTHKNEYE, BAEAHEENERL, BAS
BT TAT, BRAMAENTHRLMNEEMHRERRNET, XEREEBRIMIOBI LT
BWEFERARTHAETE KM ENEFE, IERVWA¥EARTREMNE, REN—T8
RAERNEAM LML FREE—RID K, FXHHNE, '

— kB, YMREALE—FAIATETHEFENBBRNESRNE RGN, FEELEMNR
ERrEAET, MEBEEFAIRA T, RETBHNEEERE, nREBHEHETEAA
AFRMEW, i, —AHRIINAEFREFEENM R RANGCEXERBENOEE,
WRAAUETRBREABHENFEFRAEECHTRE,

AERBENRURGE—, REAELS . BTRENBENEETRIAR AHARFE
pHiEET—14%, DREBHUNBEE TR TRENET, WRRLZHMBRE - ETE
EWEF., YMIRFENEBRLSEERNE, R -1 EEHBRK A TR Mara Trosttadottir,
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3 50 3E Trosttadsttir R MW A R — A BT L EMNMY, EX HLELRMMERBOZBRES
WE—- I HREFETFRENE (i, WRMHLCFERMM Carl, W LIB Carsson) . {H3X
SPEEAMLERNE L,

BAHTHEREANRAEREENERZE, E— W FESAWE L EABER
(RELEBKBEBEMSIE), RERL (RFLFB) ERIWEBRUATLUE— (HEH—
fhk). HAMKHFEMBY. @@A;ﬁ*ﬁﬁ“/\?ﬁﬁﬁﬁﬂﬂgkﬂﬁiﬂﬁID‘EB‘J?\%B‘J@%

LEFEE, BAMNBLERR IDERB (L, F—1TR8TEPREREE). KRS
A ALY, BARR - XHSH, ﬁmﬁfﬁﬁﬁ‘fﬁﬁiﬁ’}ETo — AR EEFEER
HIDEMALGHERGM - TEEREA, EEEEFAGKE, BEAAFEREFLHR
%, BEEAEEN, BAMEEESBRAXIFA. EEPRILZLHER—NEEX
BARAFRKPE, NREHETERELEREE, BoRBEARAXUNTE; U,
MBARLEEER— I EEEARANERET, FAERBPRSBH TR MEILENY

EBRFMANEFZANXE LRGSR BEER, ENSBERARmA KX,
XRAFREFHREBMY R ERKIR,
6.3.2.3 &£FHELAE

Z?39%—/!\fé“@ﬂiﬂTE&@E@H@’%E&%TM—ﬂ‘%ﬂ9‘3@?@fﬁﬁ%—ﬁ8$o
ABAENMNELESREE P RES TR A R REE P RET R Wit R
AR TE I o G b OKE b 5 B R F A FUEET A BFEEREBIEP W AKBRE,
EMF-AEPNEHEBTHTFEA L EANKBFHRE THOMAEETRE.

Hfra My, BREAM{UIEERRMS, i, MRED - YK AR
i, HWARMNAEH —KREFERETEHF, BHiEFILREERFEEEAY, REXS
R, RESGEHABRT T HILHMEF—FEHFIS, UEERABUBERERREIH
B, B —AFEVLWELREEMELNE, EFE, 4T Aberdeen Bk T8 A OB SR TE FT LALE
HASWEREUEFREROERITIRX, EHEREBNEEALEMICRRENIRF,
BEATEN BB EHICHRABIINE, Eoy 1O H BRI WERILENEE,

A HiE LT, RYSH - MEIRHLKS (REEHEE) i LR (loy-
alty card ) AYREHFREIE o EXAHERE - IBTEEE, REVWSEREIET R, XHE
HRRT AT CXPFZBETRSEROMN, HAFARFBTES LABRBFELE
BHESERBAE) '

%gFﬁRﬁﬁﬂK%ﬁfﬁﬂéfﬁﬁﬁ/ sEE—BRR EEHATHR, RETEKER
?Pm*ﬂFWWZ$ZIjE¢$€§O
6.3.2.4 £FHHE—

A?@B‘J@?M?ﬁﬁ]f—tﬁﬂ AN SRR TG, ENARN T EEMEIH. KA
EEEHEEM FFFEERNAN (MEL). EMEFES— —HRIW, RYLRRFTANE
i) ¥ — 4 Ross Anderson, R TH T HENERIIE, REOBETRELTIRAEE, —&
ATEERNEMHT, LK AETRE, &8I0 =9 R www. ross-anderson. com Fl
ross. anderson @ iee.org BB, BN L/ T EAN (W10, rjanderson@ice.org B & EFIA
RS T ), F)Tl«lEﬂﬁ%%—/l\ﬂlfﬁgﬂﬁgfg?ﬂ*&ﬂ?ﬁ'%ﬂkﬂgﬂﬂﬂk%#mﬁfﬁﬁ%iﬁ
BiR®E.
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6.3.2.5 &FfbiHfgRE

WELZFESEM LML, RIS RERE, SFAXAENIZ—HS
Pree At B, EdmTEH, IIMERSEXR, AT BREFRERMEFIRMEHA
REZ, ERMIIMES, TEATRXAEZFBNTEEERRE X T8 704 Hb 4k 9 B %
[42] (—EAANREREFRAVWEZRMGEE; XEBETENTRILEEE),

—AEBENTEHBBEEET IPv6, K2BEAN vo IP it REEW, FFUTLUEIA
PEMBERBRARLBDOA, ., EHEAVNBBFERKAMBESHLF., ik, £F
XHNAERBR XA 128 IHFREBE L (ISH [365] WBIF). H—FE, FHEERH
REINN IPv6 it SF M BB A, it EESM N BRI REEFZSEN
BHADE, MEARMATEEREMN, HXEREAER R

S RBEUNEZ A NITHA R ZFEEAFIRE [565], BRI, AREREK
MR, 8—ENitFEE4aRE—-BE2FHN K4, MA, —MEFERETHEBRET
MA. BEAMNERITMAL4HMEREUARNEZFERE (LM TRAS, A fa4@
cam.ac.uk F ross.anderson@cl.cam.ac.uko) o BT LATE 4% 5 FI L hik 2 8] 178 2O R 4 % ¥ £
AATREHY o

BRALUARE (BEXRREELE) mitdEtE, 2HEM BB EFHIMVRBINE—
TARAIEEEE—FIEARARNEER, ZAEERE, IEBNFEANRE, — X UNIE
CBERBEREREATFHERS, i, —em ol 5558 BT R4 ik 5 RS AR R
IR THBE-MAFNLER, SRENL T TFTHABLEEL2ARNE, REILANER
T, AT —MEFAFBR T A G851 4L R 7 M 3L & B3R AW RUTE & AL R P i
A (HEmRBET - TR RENSE LEAREHE, REERERLABFILE—1
ISP Ml —MERAFEKRER)?
6.3.2.6 ZFHAHMRE

XEHARNA—SHEE, —ELFOFABESRMBERTEMN, XTUELER
RME, KMEBHLEAL TS (SSN) MEERWERNENSH, ARIBUE-1TH
FE, YREMEZAENRAEEBROELE (RERMWBIFESH), HEHSBITHRLET
EEMHLF,

HBLEHBATHEEFTEN, AX¥E, —MAARAEREHE FHRFIE, b
m, ¥ P¥ERFREITHZEFEN, B—AATE-IT2ARE - NTRAGHEN—IR
“BRE EHEBBBMESE.

ERAESETE, BLLEBERRAEERARA L, EMNUULAERRINGEH,
W, ERA-NRANSBEIERKEENERS, I¥ALTHRERRBRSEICER AT &
MHNHRENTABTENESE - S TH, YSREERAASFINEEARERS XA —
AEWERET, RAERGERAKE - NEAFRATEREMNE, RANRELEFE2HSET
(EB0EHLNELE - HiTR, EFESEPHFETHREENFENMA)

B, HAERMER Lk, —ITE2FHEXLEBRBERIANRT, MUNER AT
BEEBERE—REHR, — X THAEFANESETIRIENICR XEE LB
HEGHOMNERFEL;, B LER, SETUELHHNEEAARSXEHRE, ME
EEERARKFERFNEGRXRSEERTEREANAXFERMARK URL, URLEH
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BATEENSRESBRIENRES. WEh, TETUHBAEALT URL HIIX, I
30 http: //www.google.com/search? q = cannabis + cultivation + UK; 18 % A 1A 23X 4 K #0485 #9 hr
MARAEHFR - ITATEZHONTRANREL. H—FHE, WREREBH LA P bk,
AT TR R B BR B A S %% ISP IR T IR B i TP bk R A0 6

6.3.3 ZFHAB

ZFRREFRAETHRAMER FHER, SEFEBIG T EH., EEMATRATFRAILZFE
g m AfPLEE, BB RHER, AR (“HEEE"), 4MBHAH.: SFAAE—AL-
ice R ; R A&——Alice fF Bob; (B Alice #1 Bob, X EX£ % R /R A HE# 1 U5 15 M
M. “Alice 2— 114 H, Bob BHIIESHAN—-R

XAUERATF . ZFBAEERS (I NFS RFEF AP ER B HE PKI) MEE (RELK
B, MOREMEFH) P AT L2FTRERNARBNMAG: “Alice B —MTHEHLIER
" NEBELT “Alice BREABFHR” MHEN, EFELZLTHHEARIREMIERR
BIWAPE., XBEREELFMYUBAZRARHBENBFXER,
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ARBRE? FEEFEAKRE WENSEFELRER) B ERENENRERA P
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ERHERABREERENNAPREL, FAREERETUERARK I EXEN (B
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AR, INMERENEREET ‘

s EEEEFAXRTENERHERBRET, RKENHRIACLERETHHBK

B EMe S TAESERESN, INmRNERTFZ_HEZ="BHBIGTE
ERBHHT

s —HMATARHREALEREMARNTRRAT - KFHNERBEER, HIHENBX
WMAMNEREFHNTE. ENTURIENGEH XKBRBFRHORERAR, KEN
BERRBASBHBIR,

s BREGHWBEBVRN IR ERNRELELMRBERK, HAEFFHARA D
ETRBHBERW, A, BELARAFREMNMERRETURRIAERLEN
B, FEAMEAEREZEL W,

s HTERENARMER, ZERLNBIENANRETEHLERRRMK, &£X
REEN

Isaiah Berlin @ F — 1 F & MiFL: —AMNEKEBFESNE, M- ARUBRES—H#
K&, ZERLHBERE—RAE, EEENRRETRE,

7.2 HARRERMRY

BERARLLENLY, BUTURENEBBRE —KL At — R eMBER, Hbx
BUEN., SFBRERKBANFTRRKZRE,

REEW, HOR—OTUHAHRBRZRPIHNBERIY AR H. ERETR
MY ELRMHER, RAEEREDRMNPALR . EXRAOBAR—0KR, HH T4
ABEMEATUH R4 AR, REMRARNERT RENLRDE, TELRBE
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FHEAREN TRPHNERFETFNIBZLEERREFEHE T EHHEEMHRANAR. K,
—HEERBITERERENFARERATH -, RGN FARE —F, THIEDER
R,

MEALRM “HLEE” XTHARRS —RIVRARZHKPBEH, 7188718
BT, XMEFEEFTE, BEYTELTIBRNERR X,

FHE - THBREEFTETITENRE, ORE “BRETURNAMGERE TETH
B’ WE?” S, ERET -RIFRAKINNEH (AAMNXIITRBEHRAESE LAE
RENKBEZN BN, B, BR-ADLENH, HEESRIENMAREEMN:
“ERBRALAMTY —HRELLIIRMOEMRF 27 IHBTFRBEREEBHRTH,
ARBPIVEARMS? S0, BT R R REA P88 AR ATICR?
Megacorp 74 7l % & R W
1. BHHEEBHIHE,
FEBRLAMTEE LR,

2
3. RERRUNBENENHL, .
4. —VBEREENIT IR BRIHRERELE

B7-1 —HRBKHAFAFEEE2KE

RATHFX M B s, LhRE, BX “E2RW XIMRBCER ZHATES—
wAEEY PP ENRBER, AETUAZANTERRRNARERRTHE RO

FLEBBAR AN REBR-MEARALHLTOHARENERER, ENER
AUE—KEREPHERAT HK, EXNXHEF, —PTRENHBARBRT 24RR
FEEBENHE, XA AR R ETHEN TR,

ZLAREMFEABERT —MEENLEIBRAHQHAHHIE, URENWTS
B R G —BRERE FREKWEE) KRR, B2 BRRMKMIFH -4/
0P~

RPERSEEBEREMY, BRATHEATXRMFTRAEE, UEXT™HEHALHER
AWTHBRTIHEER. EEATEERAES, EPREUNELEARE, —THELREA
AW [574) FRMERGFAERPESL CERRNEESE=RLFI®; ER-THIF
ZHFRAHAMEATHEBGERRERSEFHETR).

EARBEANBNTZE, 2H—BAZLEBRABUL=AREFHEN —ITRIA.
R A & A X AR E e 8 FR FHBRIAI R o

HEb, RITEAK— A EHWES, DFINBFHREH - NPRLREBED, EHRHHL
B, CAAEREE; RIMABERRE T ERNER, SFEEER—IMREERF, Z8P
BULARKES. AWHERZ—RERG—HEZLWREE, EXRRETHABEN?
HERB A RLEFEEHRERSRRMAN TR EXHARRHE).

B, “BAEW WESRABRRT - RIINLZLHAT-HBRENFRER, RN
EEEMREIFERETEARIFETRRRIE.

7.3 Bell-LaPadula R £ K IFHEE
A BEZMNE LB R David Bell 1 Len LaPadula 7 1973 42 i i, LAWI R % H
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FEMNGHAZERBILZG R EHHRE, 2L 70 FR%, AMIELERABEE L
BUERGRMNOFRPERRS, FEBRFUAENES, —HBREREN - ITRASEEE, X
i) SR/ EETERAR (AW EEEKERTUEAFEAXHERNEERIE
W, REARE23.2.4 ThitigZs), AMT—EREHLONEAREWA PP BERZAAR
GwE, HFENAAXERA; R, AMNXRE GEEAB) RBHWEESHEY, 5A
AENEREFHERFIFAZR THRAADROIE, XHFIRT —BERAEBHR; EE
ZEEIAMNLESRH “E% 4%, WERWREKABTEN. B)F, ¥RAMIERH
MRARKFARB T —EIIAEBNZLHBEHIES, SHRRRMNEETITRHAE
James Anderson M — AR EXEBNBE TEXRNER: T EENWRENZREF R
FR—PTRENFERES; PATHEIENNHLFEE, ETRIEFBRSRERK.
RT3 AKESOES, ERBERS PN 44, RiFREHRRO MR, R
ANEE SRR, ESSRIEE R, ARENE, XENAEMEITHEERER
FEEFERHITREITESE (TCB), EMEXRMNUELR, TCBHEXVAANWES (BFEMH.
B4, AREM), CHERSTHRETELEROHIIT, MENARESBE 2R EH
o Anderson WRE W B R FE X LHEW EBH /L, LIE TCB REZFHNEE,
BHARBBOCHMERERITHELRBER?

7.3.1 EBEIHFF

HEoRHAKBABEHR R, FLATEAAAL (NATO) RAT—HERANEE
FEMHE, UM CHMRAEE ., FAE—-HAERKRIE, NFAREIRE. NENLE. 7
RATFHERNBEETL, BEURBRILE: MERELNRERR ER, WHIEN “HLE",
MMBEREEMBRERLIAEEANERNEFER “G4F, ANEARASEHRFRRIRE
— T (clearance); BIHNEXEE, “Hl#5” S A LIZERN FBIMEAMR, MHlH
“YeE” BT MTAI U EREAN S~ IS EFMM TSR [244),

SRR S R RE RN, MR AR RENATRI [ ke I
BT — O A A BIR AR L DR A o Rt — R prpe
A ORET FME R EE—A NE BB, TRZ W
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HE% (LET2), BEAEREATHS, RIERRARKRER

E72 £HESL
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AHESH (A3h) LEEN: “BE" XERREESEBUN DA EH LYRHESD,
MESRFENXAEERRFESAELNTH ., A DR EIRAILETEMNNER
b (ZEEERELRELTM [582] BT “4%” HREHWEARFURH).

RAERELBEMES., BTFAXHEXERNRERRCENTREENETFHY
BRZFAIESY BARBEE, KEAE ‘AR M “B%” ZHAE-THIOER
— “ZR; *EFEUAXITELR, HEFELBEBHESE (Freedom of Information Act,
FOIA) B ERBERT. AELRAERIMHREL: “UBEHFER"  (For Official Use
only, FOUO) ¥ BATHREHHER, BRAEERR “FERAMER" (FOA) NFERAGHE
A “REHTSE" €7 FOUO MM FOIA ERA SAF MK, AXEH, “ZR” KNEER
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HEFMUERHE, BRUIRCEHNHMAERARBETXIELGFR, TURBEEREZLERE
B fIREEF (EMANS—INEROEME, —HBEENARTXHEXBEEEHR
AT “BWR” X4, RAGEIEENRRAT “BF X, FEEFRENHEFRZK
EAREITA T RERNHERTR)!

FR, AER “NF” ULFEZANGFELE, TUEBFREZAH-FHRP. fln, €
B 1 4R SR TR R BUAE 7 35 MR B —— 4 JRT A B 63 0 A S I BORT B9 A R iR R S ——3
BEEX R “AEREIEHER FRRE TUSCI, XERENEITEMEMABEAEX
HEmBEUANEAR, —SBFSERNESTHRFERREEX, REHE - LHEGH
PR, —NRAPULHAEXANAXHEFANBEATUREE. BE&GICHENE-HBF,
WRT 4424488 (BEXEAEL—ABF) £424 3, XE—RFIRAHMEE DR EH
WD RES, XFHRMEESE S RERMAMIT®.

BEBAEF. ¥4 (caveat) M IDO 4T, WRFHRER “BH”, “WBE”. “HE" Z
K HEE: BAIREREMSROBETR, ROTUE—-HXARICH “BE—FHE" MW
FEBBMITIC N “BE’, BEELD. “MBEBASH”, REZER “AaEESE
£, AEBERBEHEL (IDO) HRid, B NATO, Tih FTHRF. #HR{ELE. ¥E5M DO K
itz - BRAEHBXE, ENEFEAATBARAN-IEE (EHANBBEREE R
[630]),

LFFHBEHFAREMNBEL -BELE: RAGFRAA LERNGH, SUREGHISR
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Pl B B R X — . XREUT—ABIMNBEHEEN - EFREEERE =ZAS
MWBELN., BXNEAEREHAENERAEEAREAC EEREY, BHIE =70
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‘B RAPRERATEMESE.

7.3.2 ERREEH

b3 R B 9 T R OO % R4 9 Bell-LaPadula (BLP) HHEHLZ £RAR
David Bell Al Len LaPadula 7 1973 F 2K [86]. EBUNR S A %4, RAEHAAH
HasmEs (MIS) Rf. ENMWEARERFEREE TR,

RS HLPL, Bell-LaPadula MR A WARKA B

c BERLAMAR, AP LEEENELAPERMNFE. XBBHRAIFEALE (no

read up, NRU),

* ¥ -property: APrEEREZ2RANERNER, SHBEKIRELEOTE (no write

down, NWD),

* -property & Bell fI LaPadula X @M EIF 24, BRZERBE T ERAERRBIE R
GHPE., —ARBENGAPATREEEAEINBFTE T - ITHERASRRE, M—H
BT BHEMEAZEBERBGTTE, ERTUEASEHIRENR “HLE" B, RN
FEAAREGEEEERE RS EET . B —FRTEREQELE, SANEEE—
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THREFREEETHE, EFROTHERAT —&/A5, RERBTLIFRIE X
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o Bk, LAHEEMERRSTHRFSEMERBERELFES. XM LM
FRAPOIRATZERENREERRBR VAR EBMTES, E5a 27 REMM
K, ERAAEHHERNORSG, B0 Unix F, BP0 BT 8 SCHME B S 807 R 3R
® (REFSKREHRAXANEE, BHEMN—HRA P X BLP 3K 5 Fugwi R F 5 H A
R F 9 o U SRR ) o

Bell-LaPadula BB EBRERBERENRIHTHRBMNEHRET . BHERLERE (X
BERT L) M % -property (FEERTE) MAHE, NAERBEREBHOARNBEREHN
B R GERET IR, AR TEXADH.
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—ABELGHERBEN—ERELSEOEEE, —MERB R AER B EZ N XAFAR
FEPIEE, RIVEER T FEATBEX TR

7.3.3 Bell-LaPadula #2& gY$5 A& H#E #

% BIP MR ARIET —BEXNE: IR READENR2KR, FAFANN
Hi ERIER . {B John McLean # i T BLP MIF K74, M3IAT Z ARG, HFRHHEXH
— A BLP R&MN L — M HSM S, I—ARAPATUERAEBRRBHFE, BE—4
XHEHEELEREAREL SR X, —MEEBARARENR BIP RERTUEMEAR
FH

Bell iAW Z RAME THEREAFHBE (REFRFLERLRET FRIESRNE),
i McLean AN BB A BB ILX— &, BEARIATHAERBRTXNEE, BT
BREEMETERASAYPELAFRIDATHE, MBTFHRMMAEELBICEREREE
SUH B 4 RN I AT DAORE o

HABEUWSHPREALHALE S, RIEFFENEFRFTMBOFRN, mWHAEE
EFRREORLEHN LEAEAIRF, PEXNMBFHRAELAR “4%" K3, MR
MR — BB WERTFEE, WHKEINASENSY “BE7 B2, S5l
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TEREFINOHEN, HEANBFOUSAR (XBERISGAHREN), B —-1RLEHK
BAERANFEETREANXAHMANBRTARSE, XERERSHEE VI HARAKEN
BE, MARBERENELBISIMRE,

AFFHMENTHEELR, —ITBRFREATERINFTAE XN KIS, MXRITE
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EHRAEK Al (FE4) B “NLENE” R, INSHEEMAXHNENEE, IREEE
FRAT—4 “SHEKMAE” X, ZFECNRONASTHERE RS . ‘S8 mE A
#7, METHBEAREIRBERAN “BHEME” MG X, XRMEXNTRHARFRKE
BERTERELNTCERERNE;, XASHRNABRFEALFTEHRRES (RFELEBN) THE
MLS ¥ & LisfT,

BE, BMES38GE BLP LR AH At {E, CRRBALEBF EAMEENARLUK
R EE (MXABEL—TEEH MS REERNEEREZ ),

7.3.4 WK

EGELBETURAGEZFREL. F- I BEARLEREHAKFEMY—MRE, £
1967 4E 8 A % ADEPT-50 B . ‘&R IBM /360 X BIHLIF & 49— A 1Rl vf R 4 4 R 46 [798]
(ERRATEI. SEAMA=AHE, ATUREIXHE. AP ENARLL). BXEF (0
FREE) REGEE, BEASZIARBPAINEE, MECHKITENRELAERN
e, BUNBIPES THER, BEHETHREN IBM S/390 KB PHBAHEZL2EREHWN
B [394]

WERA, INATHEABE T THRFERNFEBRES, RIMNEE8.2.1 WHEFRHMITR
T o XX Bell-LaPadula BIBF X TAEH R K # By, [ A Honeywell B TR 1L EEB AT
Multics BOBFIE—— X 5| T4 % SCOMP R %, RITKES 7 ENEHINRE,

R FHE 1982 4E 1 Joseph Goguen F Jose Meseguer #2119 [339]. A XA RENRLS
W, BERNFTFIFALSBERBEENE, R TR HES—&, & 1986 4F Sutherland 2 i 4
(743], EAMZRIERKE AP) XEEL2EHRERFUEBR (AP) HEA. &
BFEPTUBIBEAL CUF) MTH, BEIEERE; —TEFHNEXREMRA
WMANSEERBEARANEHNFEFBREETN, Bik, KA LR 2 8 E M RE
R, BHE-ALUNFLEREABANBEIR, BEAANKAFARTRRERANS
HEEREEFHHERSSG/MRBENEFFI

AANBHERBENENEIR AT UALEMEHENEE, KB PR KA
PO ERSES, RPEEAAME IANKEFEANE (XALTERS THEAER
iF, BEABENAAUSESN G, BREASTREHEREIN, FERIEFEEXAD
iR [659] BRXBE—TRENGT)

RufuGERE H R E XK, ERVE Goguen M Meseguer BEMWE - I AHREHY,
EETEERE, HHESAGE, THEHE KSR~ EREABEE 9% 7 7K
W, ERIEREENRBEG NI T — kg RS, %5% R BT A SR 4 P S Y
FE (FOTARENRERAE), FEXRTHTEFWBREXH, XEREHESIT
Wik
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LA MHNERNAES LR TR, FI—MERE. IR -ITHPE-TEER
REFHFIREET -TRHEBMAEE, EFELERFIGRGEN, WERXE-ITRED
BRHBEMS, I FRE—HEY, EREHETERESENB TN ET B8R,
XEH - HEERBEENEEREN, UEER M HEERHENRETUHARE=1TKAHL
REHEANRGE (S A (540] X326 B 34T R ) -

Harrison-Ruzzo-Ullman 4 % f# g 7 55 3¢ 4 9 € 2 A BR A S /9 A1 B8, 13X > [ &R BLP £
MARES R, EXNVIRNEEHTREARBESFESIRN AR BEENE S T
(373], XABIR W BLP E5| AR, BHREMER, BEEASZER,

John Woodward 32 #} 7 44148 X, T4 % (compartmented mode workstation, CMW) SR #%, 2
RET - MEEBEAEENOEE (FRTHHRIE), X5 BPERTRESHREEIES
MK (809, 351]. ERXTEMNBARARY, BAFCREBR FREHELBKERR
(MBBETH), REAR TEHEABRE (EHRREHLFAEEXHHRES). Xk
Wi, CMW M EBESRHFITELRNAE—ERIH-AES MR/ TERIIEW
ARERHEE, |

M| X WA 2B Earl Boebert 1 Richard Kain [122] £, /5% i Lee Badger % ABL
B, XTEBAEENTABSBRA B, TEIFRBIELE - MEE, RETLKL
(domain definition table, DDT) 3% 128 & 2 8] MR ERERE, B Unix RBEHPH—18
MR, RARHNAEHERHABREW D, ERENMBIPERE XN RRERLEE,
HEZFHBEEXTREMREFEHFET .

PRTEBE R AY BB BT 9T 36 1 M0 S WS A 7 B B David Ferraiolo #1 Richard Kuhn $2 t 9 % F
# & #5355 9 ¥4 (role-based access control, RBAC) [291], XAMEEERGRE T M EHRELST
S AW BIPEEELFMES, EXMER P, RRKEARHEAFATE R EARA
hEEEFHREREN., BHETFHER - T EERTEIA SN ART. B kERT
HEERTAAERN (WREEE). AESREA, ZEDR—BHBENATRITSHIRMIT
DilES; RBACERGEEAMANMLA, CEIAWAAELRFNEEACEN ( BP 7 IR
) RAEZEEUREEEGEE, @, ME—-NMHEBEFEERAA - TAMLETRAAR
ERF, THRENBRNAEXEHHTERENAEARG.

7.3.5 Biba B&

B ZHFE B2 EE B Ken Biba I — R [100], BEBHEANE “Bell-LaPadu-
A WEE", XM ABETRETRSZK TRESE. THXARARE, RBEMR
FEHEEMEY RN EES: REHARTEREIN —AFR, MEBEARTETUL
BEHERER

THAH —AEEHET, — R TFEFRSE, fln—4aoRBE{ (ECC) AR
MRS, AR R AR, AR NIRRT R LA B W R P AR, B EE A
NEFEETAEMEHAEA. 4 - ERAENBELY, EXFRATMHHS RS
(I, RETRAKGR), MRERIBRFAZE

HTOXE-ANREEE, RNBIT -A2ETBHEER, LWRERI AR LK
(BB HETUREARERE) IEATE (MRE#BTUEHEFERNENGE
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EAKHE); EXAm TE8nEE, SWNESHESEERBEREARE—EBENFATEER
FE——I54 . Biba B R 2 % ¥ BAKK AR B B ——8i I 38 0 A 8 7K A5 IR a4 X 18 L]
RA: RN EBERT ZERGEA TR TA N R BREERI,

XEXTFTREBHEMNE P EXEY, HEBba BB T/ENIRAGEHBE., Hln, &
BHUKEERRENGELSRAETEBIAGE, BRABEHELRZE (BRFEEL 1T EHE
a, flm—AEEAR), R, ROFETXMHRL O AR IE Biba R EHEM

— A BB FISH R LOMAC, ER Linux MY &, TH 7 HEAKFRER [313], RITEHB
WENTARAERGEETM ERNEERDE, REERRTHHSE—FRNEEEEBHE
—REXRHER, MMENER, BUYRF (AWFP#R) BRBIMEHFRN, BF
HEIERNER, X, BEXEEEETHHXGHELEBRIMIRAE R T — MR shell, X
A4 shell 0 Tk R B fih 9 35 @ AR shell — BB EEB X M. EURIFAMEN, L RRELE
% (FINER) B+4EEHNBFETEORE, BREEE, XM BB LRER
B RpE, A B Bh 1k 6 R e A G ST 1 X LA By Bk AR A ok 30 K A 3 07

zE P AR, XFse b 9260 T L SR K B A RBAC BRI, R, EXHHEA
WEEBRT, MR B0E 0 RERSE AP R, TR R S8
B RS RGET R, BENEREIEE, BARMNFLXOHIEANRIFERRIE
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EHEOBWRBITARICREN, AN F - RFERHEY, EXEERNALPR
MUNEZHILBHMETEESERARMRBEZZHRE,

7.4 BREEFRGHILANHTF

B 20 HE42 70 4EALJE B A0 — SRR T = & (4 KSOS [99], —MEL Unix S8 WA HI &
LAMA) WHE, WHLOERVWRALZEELERNTHTEREAT, 3 1988 &,
_WAFATFE A MIINEBEERE T R S MIS M A, MISHEBSEMBTETRERSE
By & Fh PR A o

7.4.1 SCOMP

1983 £ T T 0 % 4 8 12 4 B B (Secure Communications Processor, SCOMP) R & &
B2 —, 5 Honeywell 28 7 1 Multics JR 4 H 897 & 3111, XEHTEERBGTFAA
ZHEREANHEEELLRFWHEHN. SCOMP HEHMKFH 2L HOKE, EXAT
BNGAHEBFEANRED (Mltis BEH) UBEREEMBE, ENBRERSR
STOP—— X R E B EE N2 AHEMLHSE, HFAFFEECNZEELBETE
[l W30 .

SCOMP % i Fi Tl i A ok & 4 R 45 € AP K, ERAFHRERBKEERRE,
ARG ESREEKE [234) GEY, AREAKFRARRAINEERF I HE =R
%), SCOMP @k &% (XTS-300) X C26— AL MERMRIPEE, EHAT time-phased
force deployment data (TPFDD) R %t, % R 2 B9 Th B8 2 iR % = A K17 3h A 6 Y )5 B TAE
Wal, BEkL, 7 TPFDD F, FHEHUERRNBENEHER, R 5 7EE X Y B RE A
ﬁﬁﬂ%,ﬁﬁﬁéﬁﬁTf,uﬁﬁﬁoﬁﬁ%ﬁ%%ﬁ%%ﬁ%ﬁ%ﬁﬁﬁﬁTﬁgﬁ
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B, Hyh - sEEUEEiTie (£ TPFDD Ml Fh, ZAREBBE - T ERZAWRPEER
EXARECHEKAE),

SCOMP MI— B AW FAMBRE M AR L H B — B [240], R AWK N T
FA & %347 (Trusted Computer Systems Evaluation Criteria, TCSEC), X B F X F &
S2HEHNRAEMARIIRE, T 1985 F#Ri, 2000 F 2 AFILER. BRAZEEBERAE
MRE, BREEBAEXE, TEEHEZRAREEEFERNMEWS; ANKE, #E
MMERYERFESUCER, REXLEFRESRQFEERENZ S [574],

BEBHEAFREEZS RN EETFMH, M RREBERHERH, W THKKN N B3, B2, Bl M
C2. Cl, SCOMP 2B — M HIFH N AL ENWALE, EERLEMEXRHARARLITF Eitig.
HE—NALRRE, ENEEELFNRE, EAT - REBRERLTHE. BEFE
AR ERAEREEE: LKL, XTS-300 B REEEMN B3R (FBRRAFAX AL ¥
i IE B A9 TE R ALIER ) o

7.4.2 Blacker

Blacker % 4 MIS AW —RFIMFB K, LS, MBF RS S JLAHE T K48 EH
MR, 4 9AF %R Black, &K ik4 RAH X H Red, K ILER. WRT LA Red M
Black HIAb3H , AT LB ILA SR I, XHEELTURGEME, FRHEERNH
EREE: CTRAEREESFHHAZENS D, B lESHBRAT MEMTEEN
RIE, HESMHBHEEWN, BE—RERMNERE “Red” HWABEN “Black” HIEH
iiig - 38

Blacker F 1980 EB A, THABRFEHNHNBE-IMERRFINWERT, BRERSR
SEEAREEE [(799], HP 1994 %, EEREE—-BIFEN Al ANEREZL2EE [97],
FUTHERWERGUEEEMY, BRECEAE SHfH, BENMNEEHERNE %™
5 (Motorola M MBERL), B REA B2 HifM,

7.4.3 MLS Unix, CMW #1 Trusted Windowing

4 K MO I MLS R S #0 2 Unix BB MRA, B30 ATRT MRS V/MLS [15]. B0
MINESSEMFCHFERRAE DICRPHELEN, ABFEHAEERE - TEEZRNEE
EMERTR. ITEANMS BERITHERAABEHBPATMREMN, XX&RECTHE
SecureWare (FIT G4 &, 0 SCO X & HP VirtualVault) 1 Addamax.

2 #) 4 X L4 35 (Comparted mode workstation, CMW) ATFAR S H 0 TR e BRIAEA
RERMEYR, HERBEZERENF RS ELYBATEF. INTFREVRAFRES,
SHRLAGIR BB BEE, ANBEEFNEXREAEARMBRE, REEE -4 “HLE"
% B H R ABOA SR ARG LB AT, XERESUHK, BRRESAEMER
AERRFEMBEENER.

CMW A RE—TE O EE “4%” X, HES - IEHO0RES -1 “H&E"
S, FEESITONRMB LB AENEEIHAGEE (RRU, RN “HLE” 8 “4
7 TN —REERE, RZRATUN) H#E. CMWERKHIENEEFE, E9H4E
#HEBRAR [396].
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ERFREFALRBH T REN S HAN - TRRETUS N (273, 274]), ZHHR
HRAEWMART Trusted X BIJER, Trusted X BR— A LI MISHEBBREZEFRANEL., ©
EH MRS REIEIT—4 X Windows KIEH, RELBMTFERBAFAFPANERKNY
HIEZEESR. WT5 Sun B CMW =R A XHFEHKRIBEHITH, HS R [281],

7.4.4 NRL#%E

MRAMNREIRD, BHANMERPATBESFTAARKRE, MEBRTHAZINTE
MeRSCERERBRK, E50 MISHLHE (FIMEE®W
write-up I & #1#) read-down) 7E 3L B AR % B R AR HIGH

Hilt,, XEBEMRLBZFT (Naval Research Laboratory,
NRL) BHTHRHIESE (WET73), XE—ITHEEMSZW
BpEFEAEERE (RE_RE), EAFGEERERAS,
P — S LB (405 REAL B A TS ) R BR A T B K 1 PUMP
WEHH R (434, 436, 437]. I HTERBRIZLET:
BU— T MSEAENATUARRERE - SHEMIHRARE
LEWEG, AAXBREABLHEET 1ML LEFNHE LOW
B, EAIR LA E A H L B8 4 B ( commercial-off-the-
shelf, COTS) HfFskgtsk [438], BEEEHMBO TR, £
HRRT — M BERE, M73 NRLE

RMAFMTBBART —TLNELANTR, EERTEEARAFREATREDE, 2—1
S MIS XERUHRE (BREEFEMTHRNFIT), EERAT —LFESRE Rz
BASE. RERREEgRE (17]. BEPRAETEHENE. ©5 NRLEERE B, iF
ZABHIHEE _RE=RBEEHETIHT

7.4.5 BRUWER%

EHRL, PIMBEEN X, SARNEREN,. —2EFENEREER “4%
B, TSR KRB RAR; BNREMNOEENSIRSERRRBEEKE, X
FEEMAARBLEEE B, BE - EERER, A, RESKRREMFRAR
F B L%, MCAERSART B SHLHELCRBNEE (AW, ENREFR
BN, '

HFRNEZGEBERBNEAEE, AXEAANEEMS EHITEHERTE, KEL
ESENEHEAERESE (UTS) B—MHAH T4 (1989~ 1999 4F), FEALETH T
B, MEUMHWRREN RAFR SO EREY M OEERRLE [S11]. ERRIITAIARAFAR
¢ﬁ%%ﬁ¢:%m%ﬂﬂﬁm%“ﬁﬁ”ﬁ%;ﬁﬁﬁ%mm&ﬁ%,%“ﬂ%”ﬁ%o
BYITAENRI M TR EERGEHTRE, HAREZEURKF MISHENE. XTITE
RTABELHEEERNEBRATAAIREBESAEN IR, ILUBZ—RHE
BRNERRMTEERAM, SREW, LEPFER “E” SEHEMAEYN (S, =
HENNBREEM, AEBENESMESETARSERM), ¥ THR, RE “NE"
B#BAE CD LREE-ITREMWABRR,
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EEAAGEERNABROZ LY ESYE . RARNGTRE XSRS EAELH
EERHE—FEER - RYENHP R HES, Z2FRWESEBEER [563],

7.4.6 ¥ BH Penelope

HER, KEEMBURE ARV AT EEY BTN ARE (F0 MS Office)
FHPER, MXENARFAEETERELTE, ~MERDERE “FEH Penelope” -
AKX FEBER DA SHRNME, W LUK 4 Windows NT 8 THES EHE -1
MIS B8, ERITBLP MBEKFEA, EREERLYMRENELER, FREERZE
BRREN RS HLEN IR, CAURIEFITHEERY=REBINERNLL
aE,

%5 1) Penelope 715 Fl P A TS Bl ML SRS, MARBELN BLP RE—
HELFPRELES R, AT, $RIABREZLSRENEE, HPLH0EE —AF{EHE
REORBAXERBR, XETURRBREFADRERBELEARELLRBIERR
Mo M8, I TRUNEEBRFTUEFERFNHMBAAFMERIWMHRE, RHIE®H
EH M B TIR L XM EERE HHEE T LB H AR EAESEANITR, FULEH
HBANE (ERERATRAPERERAE) HAAEREHEER [620],

7.4.7 ERFEH MLS R4

MLS Wy BRI T — B2, BIH AT Bpe B ki . R4 R 45 2% A LAt 55 R B0k &
GHT &, MLS PEELRAMHEREZ SRS EBRETRATMMRR, HrulbwH
BERGRMTEORSERE, DEHAERFAERSBHOREZARE, HRBHRER
Gk RESR, —BBERA MLS PAKTENEMAAFEMNEX ST, R HHE RN
REBELRAENER, LhFE, —ABREEMP ASEAEHE (TIS) BEREEA KT IR
4 MIS #{E R %, Wi Secure Computing Corporation, Cyberguard I Hewlett-Packard E&FFHREHL
HF MIS BB K= R To MISESG—HBEATFEMIMARS, XEKRE MISHREXN T
By K B B0 R AR RAF B MR (— M RBENETFRTUSR [162]),

BE, EREFUFET, BLPEHSMAM TESHMTLRA, FHEARBEGHR
. TRMEREARETHOE S TERER P OER, TUBGEAEL, AIMRINE
B, (7 — /A F) A 75 B T R 3 BB 2 SR B K3 = &, — R R I MLS (Standard Mail Guard, Fr#
BE R RS, B— MMM (Sidewinder), FAFFBRMRM . X TR, BIH
“REAEBEE RN

WHEREGEFNIERREHY, MEREE, REEMAEATANRERELK
BT Biba MEWEMBR (REENMRITE THMARWHE “Biba” XAH), E—1H
HREARET, XRRERS, WaAEE, RBRGEEIAPHEK; KERETULEEA
GEEET. AN, KREARNSE I AEAABEFRRRAERAL, KILXHE, XA
MEEEPTEERS, CTURMFARE (RELHAFBNWE), EXRERFE
i3 20 |

Bigc N\ B BLAE T 7E A0 25 (R 2 HE A ST B M S IR, R AL &2 AT i 4R L R o 3 L L R
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S A BTN A TREERFXERIRE [440], 55— 8150 38R 58 H 97 5] 42 H 88 &Y 4 4]
AEfR LI PR OR, LABH I R BELMFBE [552]. BAMNESRBREREFBINEY
MEEUYH T, A, &7 - S BREAKAET Wite,

7.5 WPEHTMEEA

FELE, TRIFMIAREWAATFREANBRIEARINARE P HBBES, W MLS
AERE—ITRAENEN, AIATEYL - REHNETMRAEERTOREN S TRAHE
B, ERFIETHAZELRREMNN M= EROEABER, ATHMNEREEFH,
ERLATENAELE R,

7.5.1 HEAERSZ

REZEBRXMEL: —AHARNRBEZTEAN “AY” WA H M H, #iT7EK%
%, AEMNA - K—FFH (LRE-THILEES) #TRREEME, £ H, PHHZ
—K—FEHAS —TRIAE, BHEEX, WEXRH - TELEREHNERET LN, KE
XHIAARE RE” Bl (HLERSR). E 7485,

RAND -H3

XOR [——-’L

Hy —

XOR

H7-4 TRBHNELRENAILLASL

BEARE, IMEEHEARZTZLEHN, HORALFRH, Wd H TURBIH, H
HERERRMAH KSR L L

AR -BEEFBRAIRENRELEN N AERLERGE (2 X McCullough ) i F
[534]), BIRKBEERRREAAGN, EMNFAHEER THEMATMRE, — 8BRS, M
BRI RESZ I RENAGARBR— T EL2WRER —MEER IR RS, B R4 & HE
R H R R ‘T MERNERT, BNk, AXBRABRE TREFEMER
BRI, MBERAERSR, —SHERAARDETURTAEMN (541], BEZREES, RH
BIARER, B a4 60 B o — 2 4115 598 O 17 %5 50 2h B8 3584 9 A B o i 2%
BRI,

BiE, BHBARARAAZERBMAGHHSNERME, XX BLP 8K [ 28 # K 4
ARVEBEBEFERH, WWRHP — A4 4R A BLP BRI MWL LR F MR, X
BRBEMNEEFTEREITR
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7.5.2 HBREEE

BRAMAHET - X, FBHERLLEEZANASEEEE (LE7-5), HES
BIAT — RIS RIEM R, THE T N
T REWQRIBEERN, B0—4 , >
ERH B WRET U AERETEI / Sk \
R BEOLEE S, SRS K
B EEE, MAELE T ERR
FRUMAPAE “AE” R N s L nas \
[244], = i \

ME R, LA RS KT R ST !
HEEEWA Al RS ST R%E# \ /
BEAREALE, UEONERISS N /!
SARGESE, BoARELTUAE . e
“u T 5B (XA R E R A KA
[301] HiE@iTie). ERET —4ABR
WELHEH (URTHER) BELERNS MR,

7.5.3 B&EE

BH7-5 SEKAE

REPBMBBRELAANWEERHNEEZ —RAF - ELM ZHEB. B
%1, Butler Lampson F 1973 4 — WM T XM [488]: BB ERRARN T &I
i plE, ETUERBATFARRIMBBERERE.

—ABBREEENERE: I EEERTUELEMERN - MERE BRI ZHE
TR HAERES, PN « B2, BRELAETEHRAMUAEAREXHSE | AiREH 1,
B Sk BT IR 3h 2% R I R S SE  fTARIE R 0,

FEREREMNESHE L AERKEEAR. BEMNAMILE (2F%) ZERET
®, MBR—GHBHESAPAREAALE, TEXERABRARSEEBENET
B, GG ARTUENEBHARSBREAXEN CPURELE (FMEFRYAREE,
MEZMER IS REE, TR EENSFEMESR) RNREAARTEER, EHFEH
MR, MAREAE ID. EE XA XGNREITRAEE; EFRELBERXTEERT
XEEFR—TFBANTRER, ¥TERSHARNERRD, AMMRATEMRE, Hl0, R
ﬂu%ﬁﬁﬁﬁ%@¢iﬁﬂ%ﬁﬁ@%%mﬁ§@,Eﬁ&@?ﬁﬂﬁ&ﬁ%ﬁ—mm%
BEK; RGNS EAN RN E— 7T LBt @A P S 0EE A, AdXA R
BIAREEERE, BRHEERATHRE N REDCPHRIC, WX RS D E b EETHF
% (f [435] BB IPEFHELANERBHTFTERE, BIRINGHRABAERSF, -1 2
RRAEBFATHERENREN —HE).

AR URMNGEEEAREN T ERIARE, —ENBHLREREILREN .
BEEREEEARILERAGEREN ([353] W THUATBBREEREMALHEZ
B P& AR '
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REEEREEAENAR., —1TEXTENAFR, £EE, NIBREABEBREST 2
i (GUM) BEMRABRGERRAREN, BERAMWAE, XEFEEARABELLEN
E4XEH, SABUAELTENKT (REARE) B, YREAFARBRAE - TOLE M
FTEHEEAFREN, MRWAE CUM WIKKRFESHME, MAEXNELASHBERTME [551],
FRAFAMNEZACELEGCGUIMBITFETRARE, BHEABMNEBE KK (FEAR
% & iiX & Polyinstantiation ERAEPFTE—HRY, RERE—FMERIE—IWE
8.3 W KE ).

(THRENBRAN —MEREE X - THENABRFHOEMREE, BHAEREFEAM
BEGT, B (EXLHEHS) THEUFHHRERTUREKMFIIBENERE (BF),
BEKEGBEMESAMIUBEANTHR. EXIMERT, EXRBLARTEN, B
o it Bt B3 RCE B 0 SR Bl SRR,

BETEENREZEZRERE, AUNBTLAAHELITRAG. EXHERNRSED, W
B ANBERESEFRBEA - EZBHEOEICRSE D, WA LHE RS LU E 58 1E
FREFE —-AKPLE (PME—TRFELES, IMNATUEEFLRIT=15H), BRF
HEHMIHERETBY (XEHEPLENR), BRBEFNHRHIEXRBLTHE -
F.

ESRELANHNEZRERSED, FEAERSTULBREEHFRBHEKRA 1bps (B
EM7ZER DoD HAF [241]; AUMBMBEESHTEARR [(448]). R HEREP 1L KK TS/
SCI X fr—HMm D EREE S —WN TS/SCL A B “PLE” AP HME, 1bps MERHEE
HERTUKNEFMN, FH bps N TEERRBDERERERERBPHELLRLBEN
BEE,ORT, SARARSBHILEBEETHOBE, SCREFNFTL2EEEASKNE
BHAEXAGHESBINERZ -, XUBRBTHHABERAXHNZ4XELBERNR
— EREHHZLHRET, NARFABRAGEEAESFITRMARSIA (T HA LTS
BRIEZERNABRERSRERYE), EXHERT, — T Al RETURNLEBEFEMAR
FEHRBE [244]0

7.5.4 HEHM

BEAKBHFEIEFETHH S HRBAMH=HP, W PCHLM Mac Hl ., HE,
¥ 1983 4F Fred Cohen IR ERFMEB T E R L LRGN, HHENKLBARET. —
AXHFRERRT S ARREBE—TURNBANREREENASE [192],

HREEXHEAREMNLMEEORBETEEOTE, WRITREES (RFEHLY
TCB 411F) BEBMI KIS, RERBEENREERAEREENEN, MRS MH—1RE
WEET, SRENH 2TRORLFE TS ARMMTRNORUKEE. ERE TCB
WA WA R, R AR AR AT AT RE RO BR OB B AR B R £

EZER S, TCB BRI — ExIRERE MY, VRS ARRENRRF K62
BROGP—XHEELTLTENRBENE, B, REY TEFENEERWE
FrERR MM T HBRAOH T, WAR: BEAREBEE, AMERBLIUKETH
ARERTIRABEGBEEMERY LRBEEREANRSE, UL IR AT RN EE
R BT L E N REE X,
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7.5.5 Polyinstantiation

B—TEHRERERE 2B AR K EERZ Polyinstantiation, RIZRAN H R - 8
T—/4 %N agents X, MAAXZRENREA P BRMEAEOERT, R MLS RERSK
AAFXEM, WRBERT —NMeE—HNEEHFAE 18BN agents MR R XH; HMRE
S VF, WMASHHABFD agents XM,

2% 51 L H 6 4
e S £
ZR - -
AR &R B
B 7-6 XHELHESREIER TR
% 51 gL H 803
L Ex B
2R R 1% 89
KR & - _

H7-7 HELBSFEFEH T

BE, ROTUAGZBRAEBEXNAE, REAREAANEEARPRARKA
Fo B FREERKE, REERRERR (669], BR-NHAHAFELCETANRY
¥E-BEMRLE, TETREERARHLERRBAKEAr, BMMEAFHUIRRE
W, HREEMEREREMEY, EEROEXBMANE

MFXAME, CEERYLOMRTER: REAPESRREENTRKRYH R,
SEHTE -4 “hERE", Bit, EXANKEESIET-6 iR

BAEGEEHMBEENEBRAXOREEME . REX AT FREURRTHHRER
AP AZEE “BLEKR". XI5 EmE 7-7 B

XEBRATBEMY, FANFIETHOERF-EWHRABRESE (fiW, —H&
o B PR B — BT GBI BT ) o E R SUR S A AR A B 5 VT AR B B R R R AL
AT T (4%, LREMRBFSAVEES N LAKEE, BERXHETUASLHEEYH
FHE)o

7.5.6 Hft—EXEREE

ERELREEBENF R MENEREA QLR MELE, T EF LT ERMR SRR
FLEI SRR«
« MLS ZGOEH BB, 3 Eh TEI RGHLE TR A8 308 00 AR
BEREG, TECERwEREENRE,
c MISESABHRNEETAMER, BE—22 211458 Unix METHRR, #©
WAL H SR, ARAEE MISERRMMSE ., —T USAF (REZE) K
HEXY, F5 MIS REMIERGBAT LK EE [624],
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s WENABRFLAGESAEATELEYBRBHRAEE MIS RETET (6551
Flin CMW R4, ZRATUAEARKNE O RS RARZLRFINER, FLEILAA
ARABBRBETH Y —RERE, BERABEY¥ELABER G wER N RE,
XHHVTRIATRSEFA -, BREMIIROBX BRI, 55— Mk K
HFRHmRBETHITRSH, ORFEAFEA-TNARY, ZEFREN TR
FHBFRTHR, —TMSBERRSAEREFHARS B ITRAREFETRE
MERRAFE VIR, FTUERE, RIBREEERANTHIRZ —kM@Rr: (2) &
AWML MF RS S, XERER THARK; XEF b)) #F - TBRESRF
AT MLS Al RS 4%, HHLAR TCB M —8a (MRTHREHEMNFE); R (o)
RIEF —A 5 LA & B Ko

s BB —-THFICHE, BF2AZRBEN, BREFIITANXHF LMK,
R XHEMANTHRIERER . EREEZFSHGHE2ENTH,

- BEY “HEHE” WABRBAGTE: S-MEEAEAEFA-IMRANARFE R E
fFRe, BLP A L RZEEMEMBAAGFEE. XHEARMBERMEE “BE” . X
EXFMERGR N RAFRR, —SHAEXNTERLGELRARERERZ, HE NSA
(BRZ2R) W ERBERIUES . “SHRXKmEFFHEN, RFAMEE
TR HZRIAEEE WA TS — L RSP W20 & Rl S
SO %ot 7 Ko

s BREETEFRFARZEEHEMN:

s E—ERERENTERE, —HEXEME (NEH) NNESRBEAERE,
HHHEERLBEAEREK, IFST THREAEHRFHEBREAEN.

s HFRA—ERBAMN, EMVRBAFEIEN “BE” WUBEEIHE “NUE X
BB A

c FEENTERRR. — MRS ETHEKLERN TS/SCIH EE R K E
—RAERAER “NE BRXEMAED, AW, FETREREREER N+,
EXHHRREBREE. Bk, —TREABRFAETEHAROLRSE, Fi
WA RES, UREXXE#FITHERMEFEUNXFLERF, DHE
BEMTHEERIHRN (RXTIRERBKIES 20 FH XIARIC #4540
W)

« BNSALHHETHIANGLRE. ANRMNAFERKNTIERARE, HE
MERFAERAFAREY, WERBRMNMENENDMRMDOFRALRRE, X
i, BOREEKM A SRR ABURK X, BIEE®E T ELHRILE
EEHMITRREBHAARATERUTBER L IEZNERAR (RIMHE
8.3.2 WK “ADBRERE FEAFWXAEE).

 BoAHENREBR - ML BEEREREOERERFHNB LA TERRAEN.
XEPRBNARIAMADEERE,

 BH-BRGEMN, AMATER, LANENIRINOBEETES . BRILREE
M ERE ‘e, FEBREAFEEHEWRHIT BIPWAGHEEN -, W
LHRERRBERETHBRR—HS (WEXHABRF, URRFERGAKEM— LT
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B, MBEE) FEETEHEEDLILE, “TCBEEK” RETHEMNER, 0
T HER
 BE, BRAMBS REREH - EAMROEN (HIMESHSE) R4&, BfwH
ET—8RFHTN (PNERERERFENBRITX, MTINAFZRERTER
HEM), FUEEEERHET, MISAERENXMHINEURESHE. MHEX
MBALABRRERTERT TEMEHNKH. ~TRENATFRXTRESR
RENWEFMMSMENE (ISP) (RIVEES 21 & “BFRE” i), XD
BRARMERLEFEXERBFER: XTEANBEN B, BBETHEIANERE
“DLE” . IHFMREEXAFMEFEROET RN, WLHMS SPESFIKE E
FIXH MIS 2 RBHRE, MXMHMERAVERK, HIEREF R E K
HHAK, REXEBRKEERHAANRFHRERETNAFTRTENTCTRFHTE,

7.6 MLSEJ ZHIAX

EEFHEE-CRBMS ZARLFEAN, MEEMNEFESR, BRI, (B Bell-
Lapadula X &AM EKRBERMAENRERHER, RNBEGENLENFHM - LEETRG
ZERE,

ERMSEFARNOAE, BEFETHZEANBEIMIRAR, -1 EE2HESR
BHBEEANFR, URMATFEHE . S22 HEPIENHEG, M TUIMMHEXTRY
RBREBEEN, XFRBILMS REN THEREANBRETXFHENEZL2HVAFZTEHN
M, FlmAERE (— MRPIAENES/MMEER - NRERBEREXR?); TEX
i (—ANEAM RS/ ERE A RRBRERSE?); THERESEE (R4 BEH
EEEHPITER?D ., NREE-ITHAENEPEANER - T EATHNERRERITS
RAMEFEITCWESE, FREBAMNBITUNHERARAARBHRE L, — T REFHH
F B BER Cipress Bl B, —-~H Fraunhofer & B 8 7 B AT DA B I A 88 R R B B A
FEREHNOENES [149], ENLLREREEKERBER—F; —MHABFEET —&
SHEPRER, MBEHRFAFEANEESYEALIHATENSAROTAEEN. X51%
THEMETEENAE, 8 NR-1TBENFEERERT —HAFKIHTRN, M
FERBIRAE B REMITIE,

TEARELETHENZSHFIL R AP HE KR, ¥iL &5 & NSA & SCOMP
MIFEFMBEEBMLETMNEN, CHEERKRBEFAEES (XEHRBEUAENHHEH
ML), BRXMEFICHEXERBELBRERF/IRK, AlNEBNMNLHKE, A
CEERBTAMMBREMPGTEMENER, MXLaEREDHE®E (P L EFRR
HHABRKNWLEEBR) . EXLE, FALNRPIH AN BREIBREWNNGEREET
BOEREXBUABASEZANTEZ— MISAE LMEEREEFRLEETREH I
i, Fltn, STU-NTZLHEENRABAREETRREEARNAPEREILET "4
B A, —MEIA A TR X TR P RERF L/ John Deutch K. i3 1 M 7E K
Hh B R TR G o IR R 43 B AL BB R B ORI AR B I AR, B — ko 2 30 1 8 45 SC AR AE e B A R
W ERRE, MXERRNEARGIEERRAW S, Datch R AEREEHRESR
BWERTERE CIA WBREMSE, —MEMFKEMNIEIAFRTHHSABR. B2, X
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MEFENEREEY - PAREMABAMEXEFRERH THOBBREE L, CAREKDL
BENXKBEHEHRYAERETEGITROREHARBHBENRITFOEY (761]. XT XA
BEF=-"MITEAEHEHANNG, CEHMB - HBHARFLH,

MEEER, MISEEMNEWASREEERN, HHHFE—EAR LM RN R
B [ B

BARBEERETVEREAAGNEE, M- KEFHRBEWESR, £ TRAOBARL
VLB RE., RITHETIIIMOIRAAGEE - TTANELSHNELET, REHZX
BZERVHHREINENRANELRAEF, MAREREHBRRAEN TELERHNER
[624], '

RARARBA— I RAERIT T ROANS LU X B A K KM A . Daniel Moynihan
[562] BT —TUFRHNTIR, REATEEMNASTAESESTEMNETBRHATNALE
BAEHRA, BTSN AWENR, % H Truman &4 MK B # 4 M Venona HLILHY
M, BRXEANE “ERFAE" W —REXREVF Alger Hiss W EEZIH. At
ELEFEY: ‘S ARIRBEEL, MBHERT -1 XBTH. BEERTHRRE™,
Fepgits, MEARTHHEMARKET . HI0 Moynihan WIREIRE, £ 1996 4, #E
BEBELBRUNS BRI LBAT 0594, X 440204 (BELBRENBHES), B
1996 MBI FERITBEZ NI RITHMKT 62%, £F 5789 625

REBHBFMELABMEK, WROBENERK TR, BUFETTZE K A5 ME
M EEE, URRSERNOBIEEFROBRERTHEMC, -4 MBS RELTEBFER
AR BELEBHE S, LIRS T RERBERER,

B HREEEREREBISH — T FE R T, MEEHEAHELME
B, —BEENERABARBGIERTX—A [425]. EREHBERMNTFEH— R “WE”
AR “RE”. E—AREN., BHNAVRAEHAZEANTFE S, RNEFFTELEHRE
BHEERD, MAREEANATRES . ERRERE—TREFQOAT, RITBET —FW
B,

7.7 INGS

ERLELRGEE —LERNFATENEIION S (BERPME), BATUE—REY
By A BRI R R 428 FAE R RIFO T G, B EWBEEHERBETHAEEL: N 20 HE 70 4
REBABERELRAREHENZEHRNIERE, MBALLRENBRENER
SR FROER, ILRTENANARE MS REAREHNBREEFEERN, XHt
AL MLS R E RN BHNA AR HRWTIRRR, MeE MLS REFERARBA
B,

3 i

ZREFHFF-RFREARKREMTEERESN " T, AENHARISETER

O ERBMETRAARAXTAEMNHELMTTFOAN, ATANGEXSTRIAHERGET, REEKH
_HPpEREARREMNEERERN. RFCAERARNRIINRANBNERNA? —TEABREBR, 55—
TEER-BREY.
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TRUENMZEEZLRAESRAHMAELRBRNASEZMMEZL.: KN, — 1T EREREFE
BIP IR FHMEZETRKNRARBRDRBESER,

X HH

—ANMLS B4, THEXTHREEFGREMNETMANA, £ Gollmann £ {Computer
Security) [344], Amoroso #J {Fundamentals of Computer Security Technology) [15] &3¢ T BLP K
AFHREMRTMBEHEEZSERYE RN BFEERNRENR,

KEBAFRENLTERELLRAENEIX, MAUEUTEASWH SR LR
IEEE %4 5@ A PFit4 (Symposium on Security & Privacy) ([ 7E Oakland 2670, 1 LABLAN 4 );
E & E Y %4221 (National Computer Security Conference) (1995 4F & 7 4 247 National Informa-
tion Systems Security Conference), H &4 ERAFEMBE R AT HM; EHHTENL LN
Fi4:i (Computer Security Applications Conference) , 41 % B IEEE i Ji % 1T o Fred Cohen 1
£ 45 (A Short Course on Computer Viruses (HHE VK FH— T EHRE)) PERTHHARE
Bk MLS REM LR [192], 534N b g — 20 5B 30 0 22 3130 SCROBGR 78 NIST B R 04
[573)s BJG, X FALEBITPHASEBFUBERA. RENEER R X LI HHXE
R Leslie Chapman T 5 # [176],



F8E ZHURZE

A RE—~AERHRE, EFETFTANKAERELFRSRALE e E, 22 THK
FAORAR-ANAEEZHHIN T HRE,

Roger Needham

RAH — SR G? HBEERLXAFRALE,
Scott Mcnealy

8.1 3|8

kU, RO ERARMEIEGEERERITNERE “BT” R, 6REILERER
EERFET. NEFREIEREROEXMARTF, GERXSEFERE. TREER
AMAANBRERNNEFABFHREARLN. ENERBABRETHFEENLY, HR
EIRPHENRITAMSALSEHRE, IRPATRERRLENHARE,

EXRNRGES, SERDBEHLRARR Bell-LaPadula R AHE (HHE 8-1) BKF
M, RNFEELFKEREEEY, WHE 82 Fix.

[ & ]
e A|BIC|DIE
B
L A SERBE
sl SHES ms2 ZMEL

REEEELRDEHRAARN, WE—MERAR D, FEM-THIRETEN
WEEE M REMER TR RBITREE, SLESUTRET —ERN, RE-TR
W BT, MEFRMYEAESNARELN Y EALHI I BT BE R AT i PR
BRNES, REEESFL, RANRRERRERFEANRA, BRERSE 2EHER
AEHENBITRAERNER

BHEARABHRE PSRN EE, TARABTREEI T TERMEAR
AT, XERGHABRASHFELRHAER, FEXERNBEMYRNEFIH 2
EEW, XERCABRENR . XT8R2 A % & B SR A4 #E 7 7 490 & # R H
AT R BB TR RN, XERMBMEMBRAFESRE, REMARERER
R
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—IREHRAFEREXMLZEHARBRIE, RINBXBHXMHEBHNERRIEHRAT
FEARMWEF; BIMEREBEFRBIIF, ENEHFEII X245, REZRAKM
MARE, $2%4, BARBUABFIERMARER &, FENABLAEESSH
RE B H——NEHPOAREIRG] (de-identified) WFH RESTIERBEEF TN T, XL
FHREH—-AEERS. BREHEATFHEERG—F, ROITEFABFIHELEREL AN
SR EREMEL X

ARG BEAEET WA, A—TATFRADEERENER, —BRHK, R
MENRPERARREEH, REERBELBAZEY, HE, ADEERENETHELE
P4 T W B R R AR — B

8.2 ##E, Kiff BMA ER

ExhE4ER S, TAVRBEHAGRREHZESA=ZMAEE, EMESHRAY, B
BERVWRE; KAEY, CHTHAAT LR PHEIEFEMROIE,; BMA R,
B EEST 4 (British Medical Association) 2 3% #i iR B y7 6 B E BT A F WE R W30,
B HEARNAEBEHEREABAEENA

8.2.1 SEIMPIEERE

LZAESE, @ ABE S5O MRS XHE B Ui 2 2 8 % B E BT 8 KRR
¥, BEHAICERMOATFEAS " WItRKERBEK Ve BF, ZEMEXERA Enigma Bl
SHEENMEBEGEEETED, Engna EBHEFNELRNMMNEEUETEEBSERT
MARNEHGFEP, B Uta BFEXRTFTRAT —/AESAN (BT EBERAMBITH L
AR, FEESENTASA. IO EEEENEORERNINTER). BA T Ula iF
TWASHTFERBENENLY; BRARKERSFEAXMFRAULEFHOFEMANER
MEBOSBHEET ., B, XN Uln BFHRERNEE, AIOEAFARILIENEE,
HERSERENKA—P/IHEGR R R EEN, BEATRBEREENUE, X
AERMBEROLEENRG; fin, EEREEIAGRATHEINAEH nBFERE,
MR T R T A B AL B A o B X b A R B 7 U T BB S B 5 ) A F BOA M R — R e AR,
FiA B —4 & %4937 (David Kahn [429] F1 Gordon Welchman [800) #i& T Ultra &),

4%, MAMBERE -2 FREPENHAZDTSS2RHERTEMTEHER
BN E . FEAMENRE. BERTOREBMNRIAMRERIENES) . BHH
FENASETARGEHAE, SHIRELEULNER T,

ERXAMBRK—-IEELE, SRAHKRETFHETRY, Bt—RERAREA “NE
PERE” Ml “4% Unbr” HMBEE L EMNEHEREA “AF” /M “Unbn” 1 “¥
BRR” ARAIER. 8—1BRIENEAHRE— 2%, ANRERIAESE S 100 54
HAArE, BEENE—AEEMEE; RaRWAlE & ERBENANTZET
. (BRYEH LA ER R, HRKRERBER,; % Aldich Ames REIF, BHER
BT, —ARBSESIRRSVRAARSEFEENCATR, LTHEBHEREE
5 LA R BRI ,

MR FRi, BER—MEEHENZRERTRERHAM TR, ERBRA Bell-
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LaPadula B A HEFTALHE, XA EERRMMABEDY, BARBERERT — 1 M%K, 8%
GHFERRALE AN BEBRRNANLR A>BRE A<B, ENALE: AMBR
EEEBAL (BREXAATH, SFRBEEH, SNBEF—LRA—F TR, W
K 8-3 Bk, BRRIE—ABF “Coypo”, W “@B” SURKAKBFTRRFR “4
= R N KXH, EREREER “HE Coypo” BIEME Crypo BIFT , XH% RN
83 Fiifo

(D #BFE, {Crypto, SME )

@ (4%, (Crypto})

Gy &®, ()

Q@) HLEE, {Crypto, SN })

(3) ( HLE, {Crypto})

©) (BLE, (P

M(RRE, (D

83 M2z

WTHEEEEETHXIER, RNBFEERES. FUTMRRAKNER, FMAREZE
b E, BERTUACMNRRERLER. SHMEML, YREFESHE, Bel-
LaPadula B FF Rk Z R B WA B FE ., BITMRKUAT—ERAFEENRAMRA,
EHASBERENSE, MBEERBPHEANERME—®KRE 83 hy “BE" M HE
Crypto” KL TNz @B EME R LUER,

B, Bell-LaPadula FI R E R 2 %M 60, BRI R R,

e %[ 7 % Roger Schell. Peter Downey ! Gerald Popek 1972 4F $## i 9 7 i M R

(6751,

o %I#F18 L Jeffrey Fenton HJI8 3, AE—A1AXEREESRFANLE [289].

o KHEANE, AR EAEEMEHNRL (Wold Wide Military Command and
Control System, WWMCCS) KA RiA M MAEH A, HR B * -propery, EETED
HE-ARBREAT, EASARKN., RENLBELTRBEWRLES R F Tojan B
RBANKE (674] XEREFRANAP M THBRPIBRRERNAEERE
WAl

+ Case Western K 2% i) Kenneth Walter. Walter Ogden. William Rounds. Frank Bradshaw. Stan
Ames F1 David Shumway RETEEHHMBEE, HRAXAMBERRERRTIFZN
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B, TR Bell M LaPadula M #h35 [788, 7891°,

o BJ5, M#E R Dorothy Denning R L FIHET FF R [233],

ERELTHETRORR S RESES RPN, BRE, EHKE, XEFHAR
ENBRBRBLAEYR. FHEEBERERED EBELTARK 2 F+ REHEMA
E B AR IRBI AT ( “Secret Tulip”. “Secret Daffodil” . “Secret Crocus” %), HEXMHERIEREWH X
BRI AHLE, AR -ITRENIG,; EENRBEREEFRERFGER]E,

— A BRBTEEAMBEN LREN - ERE., —MRTFRATUOSRANABNERANE
B Haj (—H—FREMAZMNES) WEREK [385]. KEBESBFRANBE, FRITHK
BEHESRILEN, XH, “Haj-visas” M “Gov-guest” BWEH, HEEMMNEGEIE
Mo

EUSHERAGT, SHHAPCEERBTTEI EHRET, REQKREEREHRT
BEWROBEHR S, BNEXERE RS - ERTTHERT WM, FH B4 SR AE B ER
FRF MR AT & A 307 A 2 = A4 4h 8, SR o A B R B A R AR M E
i, EN—IREBAE T ERRA—FRES R, RO ERPER, BERIE
B EMG IR AR S, ERRANGTENZLORM IR AEHREPER
4R

ERRNE, BPEELSAE HEEBRERKNEREEMNIIE. G100, REMRLER
g (715] REENM LOCK WBAEREZ LN, EHEFANHREEEH, BLT
S o R A 2 B — il ut T TR A S 42 LA R AT B U (] B BK R S5 . LOCK I SR R AR X #¥
HFAEAMHREN, TTHEETEANELRRE, XE-MESEMHNE [386]. 1K
FAELkESHBIP T ERBBN.

R UL, TR R 0 B B T I O 2 TE B DDA R A R R 4) 0 MO PR I 45 B R
AARBZEERGFTRS, SRAMKEZLERNERBLTRAEH AT,

8.2.2 fiER

BHELNWE MBI B KEBEA, 2 H Brewer Ml Nash iy [137], ERAFRAXK
BE— . B ARA2 A ) a0 YT R AT AR A PY IR Mk R e A 2R i oE, BORMERIRE,

XAMBOEEF AU ERERTL, FETLMRSFAABERZLMER M
F. MKARMEH. FEREEMSHESFNEIENMT. —TREMEWR “FEHXD
Tl T B — A2 B 4R 64 A KA R T LA A i A TR B AR AE T A R A BT B, &
E BN, —PRENERATLEN SHEARBAEAGFHEMIBE ML
U™ TAE

BHi, KRERSERMEBNBHENTEERORS: — N RARBEREMN
—REAEWMAR LM, BR, —HEXMFREETRBTERMM T . SRIETES BHBES]
ATHRERS; ~AMAERAPTURERS ARELZS B, HESRRANRERE.

O Walter LB RH B AT AL B UBTINEEWAE, ENEARAGFRFAY RS TEERR [788],
{82t F Bell Al LaPadula R B W EE S EHFT TR ENEATIZM T Walter Ao Fenton BB R KRBT, B
AAR—4SEBEA, .
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KBEARIZEMREARTEEINBSRERA FIEN—-IBX: TREU-HS
Bell-LaPadula BRI T Xk RiKx. W TEBAUBE ¢, MRBIICy (¢) BcWATF, x
(¢) RcKIESEXNTF, ALK BLP -, CHREATEFMBHEERR:

HARSEYE HANHE -ITMEEsMARBERN S, By (¢) ¢gx () XE y
(¢) =y () B, s BEVIIH) co

x -property Bf MENY - FH s REEREMcHFH (¢) OBy () =y
(¢') B, K sHBEEA ¢

KRERMTHREHELRE - BHEMNTR, ERETHEXBLP BEREH -
MR RS RIE L FETERNTZiTE (B0, Foley [300] ARATHHXRMR), X
FREBEELA - EFNARAE, A, —RAWMAAREENRIKARN -KBERRT
MESMEHVEIBEECRENRAREGE RABAE, FEANRATH LEAY
EEHH 2R B

R, BELE, KBEAPAKRRAATHTERST, —MANERAKERIEIRARE
—fy “EHBR MAIAEH, CASCLEBEMBEMRENEZR, —TREMHRXNT:

1997 £ 9 A ~1998 F 4 B: M FXEBHEMOTFINFI X REHR LT/ RHE M,

IR REH ., BHAFANEENZERAMREENTEE, MRAER, KA
W At CV (curriculum vitae, AR FH) AEE; MRERERE, BZTREM CV RAEBLE
Brhae; WEXAEBOEBT, FHA AR FEE R E D IR G E
R,

8.2.3 BMAKH

EHELARGREE . REBHEAREBNATIRFERTEERAEP. EREHE
%, REFBHEBRT K TEEIHRNAER; BRAERRALAAHL, HEEMNERE
B,

BEzZAH (BHE) BAESFZERCSRIANANE, £XEH, A EPEBRE
Health Insurance Portasility and Accountability Act # th 1A R BRI E K ITIRFEEE mA. B
BREEE. MAZAHEAZASIBTRL; RARMNIET 2000 FRMAHT . RAMEEE
HERBEAESEU—RTENTRICRBRERERE, £EE (C2AXHBEET)
EAEASEEEENEFESE (YA F MEURER) GRAFEET. XENEER
BB 40 5L 2 B A0 % MedAlert BBl M BURAERICRBIEEEH, SHERREFAFRE R
KL FREERSERRARRREERKNER, FARTANBRRPERBESA
fEk .

BEEEERENTZMNA, 74 4L B9 ANTIE 723938 2% T RRL B AR e B B B 3 OR & B
BT, FmEKS, BREFREEREN—NIHARAUERETIER, i Bk B AR MR K
ERNBIESHER, UETRBELS N RBEERER, HRXREMT B IEAREE
®m,

HFEFEANEPOE -—MEP kR NG BER, AET, R 2N Bl FB
R A RED, EE RN (MFEHAER, AEMEXMBEAFE), I EKHHE
TR EXRERNEE. REBEB=BHITREPREESE; XTHEWS,
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BRI T HBELEHN (BF. T vMEEE, BAARLhESINRHEM) O
BIREL2RBHERLE, ZAANNTRE, XREURCEEE T, IHRBHT —10
B, — T AEFMELZLRR, HPUiMEHRRARHPRERE (I Bell-LaPadula) &
REMAF (MATFURER) REM, W2hBHEEERER,
THEEE - TUHREHMRRE.
8.2.3.1 mEMEER
0, MTFESFRANEIEAMEMSTREY (EE3EEMERI). METFRALC
FORBEERATFRAME, REET T ERTFHRETREGEENSEZRERE
BRI A

%%, #& 2 /£ Hastings #) Conquest & % JE % 49 Bumett X X, R #)5% A Sam Sim-
monds & FH% ¥, iy EhHANE, AEFFRHER, hRATRLEFL—
s b 4 G 5 A8 K 89 42 87

AR HELERBAIUNETEZENREA BT EREE [260] (HRBHH
RAUL R4S BT RE: 72000 F 6 A, YFATHBEABRKRDPAE, BEXEEHFH
KEHEH Lord Levy K553 & B 7E £ — P U3 T 5000 55 B KaT [638], Xfr
BREXFH. BEREAFETERUATFRE-ITREHITERENRBS),

1996 4%, FEEHRZMT X8, —MEEIE (- IMBFAFOHEARRITEEK
BEEREROREAT) NEFERRARMELADENREDONERT. MIRINKER
MBNRBMNBENLE —ERRERITHRESRENSH, MAKRREEFITREES
BHZREWERR MBI HHNEESH, EMEPRERERARLY 0T BBHNEN
(FEMR, 2WEEKAH 200 BN ; FFALKENE [22] FH#A),

FARHTRINGHALAESHHBEREPEREEE, AREHA L, BRENRANL
BREEPXENREE—ABHABREEARLHRE, BRASRAE M BRI
%; mIIBIMNERBE, TRRAENFHRES

E— A EHBANEST, —BRIFILERLY Z7E 55 EMK Newton T # Newton-
Wellesley B e 243t S A RE B0, A RER RAMEBEA 954 MHAKIERTRBEA LR
FRmmiEen, meanfTEeaid (136] MEmMale, 24K THRANA T,
BREABRELPBERRE, )

HESEBRRAMTIHEEEY, EREAEFNBRSUESBMRGES. EZFIH
THIEMTANRERMAEEN N AHENSHTUENRBER ER AN, KBS
AMIBHEERIEEWMBR A4S EE EERME S, RRRIE S 2 6 A 5E A A
B, EREM—1ELHFH, M—F Morgan Grenfell Asset BHERBTE_FTHEEY
R HL B B 240 59 3 835 8 Beatle Paul McCariney #9 & B ¥R [153]. E@BRICR T LA
REMUWAE, RELHPARBITAMEEN, MRXREBERTHNER, XA 11%
WEEFEEEETENBANEST, E—ARHH, RETEANZLOH 2L LERAY
AETSHIBBEXTHILHRRMNERF (23]

BEBEKANT BT EHMENESEMETHAR. EREEDREENSA
EEMRANAT AT XERBREE, HRBE, RITEBLEEE-ITELRFREZMI
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2000 AWM BRI FEY: EARNBBEERER, EXERE-IRENTUEEZNEK. R
i, RS 000N FREEEMERRAE N KHWEE HMO TIERFE 32 000 MHEE £ M ER
RALEEZBERSHAATE, IIRTUEMBIBTAHRALSE, SHBEAKAE TR
FEEEEERT, A1 ELNA TP, FERMEARERBEEKELEMIE T 180 000 &
BRMER; MMNOREEMINRE (A—BFEAN) TUEITHHIEF. BRAREAR N
ERTELEHERMWFE ARMMALR; REHE—-LRRAFAMFEIAEFREN A
BEL, £8.3 THASITREN.

B FHEERDORSERR, BHAERASIEHORLEN, XHTEA—-TRAE
BRRAWNEF, EHRITEMSHTELNER, IANRANZEMBIFANIER. X1
BUHRESHNTEELFAMILELRNER, BIINFASKEZERFEBIIERXNES
It ARANNRENAREEB TMHMNMIA, X4+ REAERER Hampshire 7B — KA
F R, e DAEK Gerry Malone CAKBTHSWAMMNE, XRTRLFEER AT T HR
HNEGENYHEATEERREXERETHNFARN, — 2P LRFTHHOREERE, i
7E T/E#) Basingstoke ERR AR ER T REEA N HLFIMBENGER;, XELSHBELPFIHRT
Hi% , Malone BRI 7E 1997 FEBE PR ETHHNAME (FKRESE) [32).

ERTMURRALHARERREAERANE 2. BARWEERE KKK AL
FREE—AMLOIMES, AREA—/IBIECEERITUERECRBAZRAETH
MR, B—MAEEIAERRKE, XA ANERTREXENEBRGER. BHRE, —K
BLEMERAERBEFEN “EFER kXX BH; NEEMORARBBIASIM
RE%| . Gus Simmons BH T AHHNABHEN, REABHABTEEXRALROPANNE
0 RZARARFBITERRAFAMEEEE; XEZMTHAMBROXE, FEERHF
A (23],

RTT, MEBEBENHTIESTFREEGEREAFR-—FFHFTR, RITFE-FEE
R s e, BE-TRARMNAHSFADHEBKHHEHEL, TR -TH MR
BN TRERREEAERHR?
8.2.3.2 %4 X%

1995 A B EFF 2 (British Medical Association, BMA) MEEX A EE, HEBFR
HEFXEERESATITREG, THELERASR, SIMTRERELBREEEREY
“HLE” BBER; TEMRAERE ‘BE” 40, BEHEE, 51 4 JBK B & B AL 7 FIIR T
AR “ZRR” EH. BANBRRRERIAXMFTELEIE, #im, —4RK AT B A&
HRAABE? CR—FHEES, BREMERE ‘2R &3; el —1TA HIV 2 [H#,
R THHE D& %9, AWFAR LB BRI AZT T LN “ZR” KB
B E, MTFHEMKES AT REIELEBRAE, HEMRMIRE-THEAE
ZsrEt, KR BB M. (BB EE X AR U0 A 6 4L 7 SCH TR Y EEERNILE
AREANNIBFRATEHRLT .

BN E—AEELEELERT I KAE—RETREILTRARE (elec-
tronic patient record, EPR) #8 1% H9 SR #%, EHIEFAFHUBAEEIN—EREERA,
MAEREGNBEETEN TR - TRAEARERMELANDALAETHEAEMIERE, 58
EERMELNSMHLBICRZERAS, T EPR ZAEAEBPOBRTHTREMTAFEM
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MR REES [355].

ERAFH—ATESR, BMAART -1 RZERBRAP LB, IAFBENH
REEFTERABLAE-NRAHEXHOIARKBITHNEE, MEREISEMNBAMEEXY
HEMBKRES, HELINWBEAHTUBRE, Bit, 8N ATELSHERAR -,
XERT EPRXFFHEM “Aie”. BREMCFIARELARRABRBMBLREN, KB
FHRAENER (EE—MH), KRB AFECRRESH, BRALEFCR, TR
ERERICE, UREFRFCR, HEHABHMER (EMNANETHEREFHR
@, AUENNEBETFTARETARESXNER), MEERBENONH, XFFELT
BEEME R,

EHFEZEED, SEMANKERAE, ARANEFEEMEERETT SAR
B LSRG, RERARE, CRAERB=ZESZ, REZEMEASHTRE
B, MBEHAE BEERRAENEESE, SHUEHERZARAMARTAR,; £—&
HE, HIVHOEEREFHEN, ERS-BEZNAHE, #F —-EHEFK, HIV HHREN
R EBEM,

B, BMA %2455 B8 i B AR 2w A W5 2 DR U 0 BH 1k K &5 9 A8 il B K & AT R A i BOHE
FE, BEHFARERNERFHNARA, MANEMAFRINTEHATRAEE, EROBAT
ZHRHEMBHEFCREENRLHE, WELARRTLRE, AN, ELARTEHFAEL
EEMMBERIERAES, UETELZERZBFHNE, BEEEHEER N HEEKREE
HEEIHAGR (FRaTwaAYTSR [23]),

XA KIS T LA RN

1) g 8- T GRINEFCENZEA - S ERMBNEENNTARE
BEIK A 10U RIS I B FORFRIC . 2R 46 i PHL AR AT 47 A O T U 18] 35 ) B 3% ob B9 N 4 kB
iR ’

2) BEAF: BRELASEVRNBHANEXLATF-1TH XA R AKIER, L&
WA, BTUATFAD . WAFMEEKEAE D RERFIREAIER,

3) 4. T REE R R EE L AP AT IR AT BRI MR R
HHE, SN ReEM MR ELREETAR,

4) ABMEY: MR AMFREHIIEATFHNE, MFARTHEREELATE
BATFIERMRANGLEREEREMMFEL, XRAFEEMEL. RERATARERE
LAaRENFS, HABARANRE,

5) R¥%F. WAAGGHNREREANGER, REERNBHEL2IH.

6) Bi:: WHREALFNFHAGSENYFAEFMRNEF. HHEANEH#THRIC. —
A H 8 B L R AF BTR BB B

7 BEAEF: MEF ARENEBETRFNECE B YA SIER B MRERIIRATE
A,

8) BAHH . MMAANWEM LN NBEGFENEASNN, fFoltk, WREME
MAFREHIIENABBEMRFS AN ARERE, XEHALIRILITHER,

9) AIEHEE: tEAMNAREGENTENRENZEREU —FHARNTAELE
MR AR TRAE. B AR ZRMN M€ K FME ‘
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EAORBRERBRBER, BREEARFEHPIAESACENSSEMERE. AW,
¥t Bell-LaPadula BRI FZ R E ™4 ; EEEH7TEWBLP XAMFERMERMILHE, WHM
ERE RTFHRERNEANITE, S F- AR EERE, BERBLEX [24] P
®3H).

FALA SR A B BT SR P BT R R, BERANBEETHE . MEXRER
EBhSMEKE (XBET [469]) $HE), AT, BMABRBMERAFATHY, FHHER
SRR E; TE 1996 4, EHEKEETFHAHA (UEMO) KA (B RURIEK A% R IR
USRI [25]).
8.2.3.3 3l% (Pilot) %A

E—AHIMTHESLERETIRP, NXEAREXBMER, EERERK, B
BEGELRAER PMETREH PORM AR

BMA #AMWERAE —BHELTHEEIRE 34] BT RETHER, FHNEITRERE
Bl BEROT RN, I “PLasBERRAHEPHRA O XZAMNIER.” (BETRER
Vit R F BMA W H . MRAITEE THEN, RAIZHEFRAIR AR %S F %
EFEsFEHE, HEKBERMNOCZU—MHEAETMERHFREB T 2 LETHNPE),

—AEEZANBEIRETHE-AIHTEHEEREREREN, BEFERREFELRE
HRASHEGRBANRASHEEEF L, EERLAFN—KER, RATETAH
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o BXE, 2 comAFIEEAFWNBICAE LBARE, i1 CEEFHRRNERRNY
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BiE, BRTLRGEIZREZLHF 0T, FEXLCHERIHERARRFE, 8
FLRELAB LEFBMEKREEE P KRBT, S EHIEBTEARRKBETRE
Fo ANAREMRERAE HMIEE, RIERFAEERBBEMANKIT NG BH KR
&1,
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EERARNEL. BRUIKRE, SRAMEY (. ME. M%) B -#HELie (RHK
7 bulla) RE, XMRICHBAE—-TREHBE, FACESEANEEEH (WE-1),
HSNRERRGERYN, HOHFERKEY, ANBE P AMAE (XTEEEHNNES
EHZEHI). BT RKARTTH 3000 F, XMFTRSBTXFHESR (609]; XEHT
1000, HATHHETHAURENATARYEES, SHEN, SBEFHBAKTEH
o, FHWHHBEMHE - HHE, AT 7004, BERTEEMNEE Croesus FIEE L
ZREWERIC, AMAHTER [625]; BITHERARROREL, ESETHEAZY
BA, MfIERLH ABRITRAOTL [338],

B 9-1 ZEFBIN Susa ZEAI KL A JTHT 3300 F B 16 L H S H R 2
(B K FI% 4 Denise Schmandt-Besserat 1l /5 /% S ¥ 15 8915 77 )

A-TEEMNEFRITENI T FERENR, EERBNRANERNSHNITG, —&
BV EMEEERR, — M RMHRERERIHATEE, BEMENRARSBTHEREX
—i 8 BMABRTELEFSBTRILATHIRNERBEAETHAS. HREELHFNR
B, RENFENREREHRE, MBTHTEENREREUEATILEHRE, XEHHRK
WETH, TERAEATEABCHERIE . EXBICRKHGHAE 4L, HEXFXH
HRHREAED 494 FHRPEBHZEAHIA [222],

9.1.2 EXWid

BREBFEFCEHE MBS, IRAGICHBSORAITE, SRS HBITIH
THE, —TREF, F-TREF. B, HHEF AL FEEE 100 ETHRFH, X%
EWOPUEERBTANKKKKE (AFREST 100 ET), FAHEIRKEAAL K
Pk (ARARELT 100 XTHE), HEBPEX L KGR BB L L4, WHEHK
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9.2 RITERMREMATLIE

ST R B RN R IR T MOE AR BN XK BLTE 20 HE4E 50 A AR I A 60
KW, FHEERATEBERES T, RMAE 20 4 60 &£ R 70 £, AMEHR, WM
MRS ARAS RS AR ULBEIE X B Bt p s, R - AMBARRBEENSL, TREADL
ERESTLRMY FHREHERAT .

—ARBWETRERAHYSHBESN, Kb, B ZXHERTEIAANEH
DRAERZ MR — B Mmoo RMMEBHR; &F &R T IS HAM ™ 8 7B
M SRS EAKEZRTESHAE., BRI, XELRASHVELERLALKNREHE
By FHEHERFMIERTHANBRENENNE,

fhEXEREEMHRGERE - TETHLBRFES, ARBIREKNKEHAEFE
KAKEEXHL, ERLBRAERETFEER, AREXHHERLEIBKOMRES. b
m, EAKFAH 100 ETHFARKS, HAREFXBEPIETXERXS (WHEHRTYEF K
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RIEREFTA BRI ZA LAY, MRBT (REREANIT) WEAE, WREHALE
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B
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BWAZBETHES), REWESNTFUNELHEXLLTN, MRNEEHELVEE
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JLP—FMRFECLEASGKEETHES ®#2A, HP=42—-REHE [697].

SR 9 o B L TR R DL LR

s BRAE—MENESRE, RTEXSN - FERARANER (n—FKHA#
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 HEBRFESTH MRS ERESASTRRNAEFATELIOENK, TRMA
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RBEMBEIENIT T A HE%, N3R5 SR R ST .
9.3 AMBEZFMNERSR

BTRSEREKRAARRAERABMRPWAAEZ —, BRARE 9HLHTH. 261 5.2.4
MHEEAABTHRFEHRRENFRALBRANATFIHAAENBAEBHNER, BT 20
e 70 48, HFTI-EFEE, BTRNERAMBMNTHEFTE -HEFHRA:

c RAFBEIAEHMBABRE

- REMAFHRPOEERLRYE, BNAHRETEARSCEL P - SHANTEY
MU, MRBERABREBELLOMN, BANERETEFNEET, tbeHTRRE
AT R — R BAUE B W RPN — KRB R

s INMFRAFZBHNEEH, REMNRARD-ITRAZRTES - RAKE, H
XRTWHEmMT REE (BHEAMBATANENTERIANELZS, XREHRR
mEHERBOIRPERERY, HEX-HEATELYRNREIEN. 54
7E 1.4 it R )

s AMIXEMIERLZAZE., RE—T, itBTHERITMOEMITE — B 5K,
HATRZRMBAHE, RERXR—HERAES —FKET, FHIRBITHULET
wE, BEHKBEARR, X—-FERdBR+2%3, REwEARLKN. XERR
BT —ARE: TEA-FRTHEMEERAS -RKG?

B, XTE-M2HOBRIT B,

9.3.1 2tRBPITELBEEHE (SWIFT)

S RETHSMBEDNSRE0HE 70 FRE-THITHRERIHK, BHRNAK
RBITRIFTH LM RERE M ELLBRNTE, ETUERR-MERAXEEH
R NEFRIAT R F I —EH B FEHFRE

SWIFT HI Bt REMBH B, —~ERRLHWERNATUAEERMEXHHRL, A
EAEX ERE, BEFAREEL SWFT, A TFHNGSER (NEE) HRHAMNER
FEELRFEEE, BHAMELHLASKRENR ST . ANHRAERABFESL, Bl
AMEABRAUERFELH T RALR, FETAEAR MK RATE X FH KT Clark-Wilson
HRRBH G AE (Y, Clak-Wilson AR BRAHRY, HEEH - LITRONE
BH . PR, FIHSEHELBEIERT ).

SWIFT Rt Al LA B & A 92 Fi&, BWRWNERBRERITER - K HBBMNERR
(MAC), RBBREFTREXARBRILFABR. R¥ MAC i & FIHR L& X L5 1Y
KEHEN:

Y AMETRBESLSH, AHRAYRTREEESRANFRREN, TRHFTA
RELMEAESNE, RELSBHEEEZAW TR, —~BREAFEDFHRENDE
BRHZLHRAE, AUFEARE - (BTFXHEE: PEXTHRTELENEFH
%, B-AALRNEE), ERANFEFRBALSRAM TN EANLERBIEHL
SER ,

XMAERT, SWIFT HBRA S 5EBMINE, HE SWIFT #FMUIEH B G, M8
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RGP Swift

#8 —»| Bank ) Bank [¢«— ¥4

|

Branch Branch

Bl 9.2 SWIFTth R &5

PRAMAARENE —TIXS (FTAMANEBRENZERE —MELILE, BERETHREREE
B EARMEAL AT A ALH, PR FP B Bk TT BB RE R IS0 8731 R A B [657]). @M
XA, BEEBUEY, BRYMBEENEHITAFNN, BREXREREBT (HHE®E
EIBOR R A 150 8731 B RNIEBR BRI ATH [621], EREXMBME - HMAXHA
EHARHRAAREN, AAIXTFENGFEEERK),

RESWIFTA S SHBAIERMESL, BEMNBERTATRS . 8MERXOBRTEHIL
HEEXD - PEBY%—LERE (Regional General Processor, RGP) I, RGP 1 30 & X & il
B E 15 R4 SWIFT, SWIFT 2 [l # X &g B @4 & B B &M RGP (GX 4 RGP #
OFERIMME) BRABWRET., ¥ RPEHAFRAMNREEEARAZE, HELNRET
(BARBENBITRER) tERTA—TCE2TRMNXGRERR—BLR L FARFENZS,
FNET SWIFT A5, R EEMN AR ANML WA MARCH (TSI A &L
#)o BETUERBE HWILE, FEWERESSBER.

IR B g F 447 A0 RGP ¥ A L X s 47 45 f1 SWIFT TAEW Z M MR B MEFR %S, &
HEEMAABERE, T %L EEPROM FES T, FhEABHERREEEE, &
BEEFARSGEANER, BB X LR EFRASBIRAEMAT I

WERH S AR TS (ERET) Kb EIRGEE, XMKEQLS81T
TEVSERAERE R, BEFEENRIL =8 KRR 3 F 5% 8 — T SWIFT 58 5 :
—AREIERE, —IRFRE, AAFERN (BEARERTUEASEHGEE, ZRFER
EEH, MAESESH, B4, AXAEEVNEFRARETURERE). XXBEL
MEFEXNBEFANEETUHTHEGR, SR, NRBEAS-FIOEGBRAR
B, E2~-3 XNAERESEHER.

9.3.2 MEHTHE

SWIFT B 1E T 20 45, MBA X T MAMBHEITIRIRAT N BB . 76 20 42 90 FAUH 3,
WP MM T A SINH, SWIFT B2 -4 i, AE MACEHCEERMAAEHAM
FHENRTEEM, MACESHUTURARFELE S RERP . EHEENBNCE
% 1SO #5E 11166, MBI B HMALE T (LWMMRTARRELAFREMR MRS K
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EMHA CRESTRE ), X TFXHEREMNEZLBCTERLIT®R (47, 657]: SRALNIK
EHEmME (KPP oAFN WS RMANE- T HABTEBITHNEY) SENEEEF
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SEE - ThEHE B EAEELHENAT T, XIRBEEBFEHEARRY, BABFRIA
THREASTHRMERRAMEKMTRERN, o, MTEKSRE— KM 1000 000
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BEXKERBSHFNE,, BLFREUEAGRMESR., Bk, #HEHEBARENERF
RAEREMBGREHRSERME,

Hih— AR HFRUS X GG ERMHRE, LB FEEREBRARTEE
ATHEHXHHAABRE, ATHFHBANSTRRTIINER, BRBTL2ERATES
HEATE P, BEEW — T E MRS HEA ST LANFHREMRXHITENL,

HELF, KEH ‘B WARERTRETAHFARHAEATER, MEMNATIRE
FHHE, TEANT 5. ,

o HEREHATRERENE., MRS ITEENAARARREREENT
AT RAME N — R SWIFT 4 B R —E 5. BRMEMMEBFEARLS T, EARHALT
FEERN, MBAGERBEREURE, FiBKN “ZH A7 SEES MMM KRT
e, Ml RENK, RASZEFNETRAFRE THRAMEEZARN, &
L EBBHEREEMN

. 19864, FEREMAGHAGEZEEET N ERMBEMELAENKET N, 4
B, BAEBUREAFFHMICE, MXSRAERAR -—HILCERERTLBERERN. —
AMERSTLENBTL2BESARN -NERIE, BIIHBE2S (FERET) X
7 WICREBRTAAHALE, REXES XU 41 KICRILCER, Wik
HEFTHAAEY, MIIOXFHITHENTHLOAWHNE, BFEASAKFHF. &
BERxfLEcS Sk, FAUEAAFR LY, BERBH CERE. ERE,
SR A REME M ARREENMERERNEN, BYEEEFLRERN, AL
MERBANFAEEE, AHAREEBRE. tHREERESATHREINE
WA BRED, |OEEREREFMI

¢ 19794, AT —ERLBREKRTH, XUHFRESHIEBRFL K — K, Stanley
Rifkin B X4 Mgy — R, A K ERERLZERTER T —THAXT. iEd
AT —FEFPHBARENMAEEABS AR THRBRER . EKTHEIL
WA RS T N E A BRRE, HELEE XA AT XAX ARG
BHEBERAZRSLE (MEBHEREFBLERZN - SREH), EXERTHRE
HEw — AL T EEMHR, BREd THTRBKNNE, MORRILETR
BRI AT AR X e A, R AR E TR BRI, WG #m R ZHE 2
2R EERRITY, CFRERTFHEMNES, KW, HELEREHT

 PWEEERRMNLFAHABEIEBREIEENEFHOER, XBERREERRZET
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MK, RERNESHEFSREEBRARDSHA NS, E09REEFSEH L5
R RGESTEE, CEEANEEREENTEN THENRERAAERHEAARH,

9.4 BEIER

IHDNEERHRELEEHARIZENS —THARAY “GUH¥RL” KHRFEHH,
B M &/3h 3 B AL (Automatic Teller Machine, ATM) T RBNEXWEHR

ATM, XN EZHEZN, R0 MLBMBIRENEREAZ —, SENEH®LESH
GHRFTERNERAR, BN TFRXLIB*¥NEEUHRANRERT —MEAFE, ANERE
YH-FEFATRR

ATMBRE P ARMEERGLHER L., MITKABIAT 1968 &F; RAEHUR L RAREK
A 500000 GiXFNBE, HAMFRHERFABEATNATFHEHEENCT T E2HK (elec-
tronic funds transfer at the point of sale, EFTPOS 2 POS) 44§, BT 4 H B H B RME A E
ATM M4, ATAERMBIEZ AT HIRAMN PIN, XEREMNT ATM LB THENS
Do XTHEAR, SESHFED. FEUNFEAMREIHNHY, BRUNAEFZIHR
W, NIEEXMNBEELRS, ATMBNY “BAEZMNARE", HFEATARBLESD

HEST
9.4.1 ATM RO

W& ATM HLiE 470 5 B A9 2 IBM 7E 20 42 70 ERF H A H 3614 ZFIRFILFRITF
G % MAs A, XEMAT —FKN PIN BHNIEEGR KSHTNE, REhHEL
M HEHABRRY., 2AX—BEBIANPINAR LG K PIN; BWUMARBEMAWERE
POLFEAKPING REEFARZEEMBENDME; ENNEEF BB EFEBINAECH
PIN, X tBEHF A 9-3 Bz,

EXANBRETNELFRELIHEREA4ELRM, FHLES, BEXKIZ 28R,
REESAFNPREREE, DHEBUTHIRARTIFENES PIN HIAXEANRE
B

o X&E P PIN HAEBMEMRIE, U KEN
R EHRTEMRPTEHAN (E#& L) 8807012345691715
= iF PINSHKP: FEFEFEFEFEFEFEFE
%Mﬁ%ﬁ#,ﬁﬁ%%&ﬁ DES## {N}kp: A2CE126C69AEC82D
B SEM, & — R E R & {N}xp+ist i 0224126269042823
BWEASHBLEN T8 84 PIN: 0224
B B W’ 6565
YO A PIN: 6789

e 35 £ F0 PIN i1 30 5 B9 B E R
AEPFF XHFTUMA o3 IBM 4 REFE PIN %
EEMBEATHSEERBB N

f; PINEHE-IHTRELITH, SHBREAT -4 5RSEIBENTA,

o BA ATM RUEBIEASRFERSTE, HANEBEAIFRGERFAITIHBA
ATMBL, ZE ATMLABX AR A BEFA A REH . ERTMMEZRNI VISA
ZEplgE P hERAXHTE.
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* X ATM BL#4T PIN BiERY, PINFHAELXmERA T HNFIGE E ATM,

s MAPINRIEER BN MELE —HTH, FAPINEANAELREIFY T ETNE,
RGN ATM R B Z 2B RFTRE

s MEBITH ATM TERAABITH ATM BN, M AEEBIMELH PIN (tLind
ATM FHAME), MZEAEHTHRE, ARKEWBWEREFH ME (LLWHEH VISA
ARAWEY). XM PINBFIE2EEGZ 2R PR, BHETHEFRS
A] BB A E M LA RUE

BT 20MHL0ERMOER, BHLZLWRBERRE R, WA RKEL, Lin BM

ANF 2000 EMERTH IBM 4758, H— P HFARENR ETUEBEHEAS (S RE
R (397], ARGHABEFEITSE (78], #HKER U & “YUEHGEN" PEAH
it '

HREERBA ATM MBRE, BNBEEHOB A - ITBETRIAMAEEANNRT

FRAREGHESFE, FEEUOT.

e 20 80 R, HEBHITEHNEATM MARNFARFEHLZLER, MEK
BmEHEAR, BN ER L, EAKRTERFREARSRITEF, PIN BT REH,
BEDEREFAEAELELNORKE, FZ2ERX (WXE) FAEAXLHRE,
B EAEMXERENLY, ~HRTHREERABGRLBEFHNZES. #
FHROBEGFH - LHH (MATS5AMEENEY), HETXISEFARLTUER
WP PIN, Biv, B4 TCB BEMRPHARTE KRB,

o ik 10000 RETHLARMNBEARFATITH, BUHLEFBITHS VISA & Cims %
AHEMHRILE T EE, XETHIFHEZLERATER T, XHRILEE
EAEERENTE, FTRTHBEESRXESRAGPRABTHETHRS, XRT
SRR R TR, TRIEERTRM, BE-BEHATHE, FERTEE
EEE, MABAMUNEZLEE, ANEYRARLHRR, HiEEKRilE
BRBAKZIARTE, BHHRTEEERBE .

 UABEHRSKHN, NMRBRR—UDEBOER, LI, EFXAEZNW
RiEIAE, ZSREBENEFRANBHAREN A EH TR WA, REIL
ATMBLEZ Ak, MASHERFRRBITIRERE, BREWNEREBBHAY
X%, XFREBLE, BASREBREMAEGIERS, XHERNKEMER
HABEEROSHESE, BERESRFENEFHRICH BR AN TR ATM M%& R0
BoE, BRARELSERS —F, R XMEEESTEME. #—PkHE, BX
WEAERB I AN KR R EREREY, —ERTATLRMAIEANREY
XFOIRE. BRIEFRELZRNNFRE, SUXKEEBETHL S RE, 7TU
A B EERS s "BRARR A IFRARFEFALERERBLOBEH
U

B P EREESZMEH ATM MM FE, hm, B¥EERANETS DES MER K,

CEERAFERANMESAS, AMALE DES TLEIHENETHERER. ABHOE,
XHEAFETHREREELEMNBRABRE TSR, XIRBRTREBERFREN
B R o
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9.4.2 WEHTEM

AL AIM A XNBRRITARBERY, BHATM RECERH, FEFERWHEE
AREMEMHERNOBRER, X [19] BXRETH—-HFRREH, XK [20] BRERAKN
WRMAN, i, BASHPEEZEMRRIANILE

20 HE 42 70 AR A 80 FR B ATMEZ2RZAWM TR (AHEERREPTZ—) A
¥, BN BRETHEEEE, ANGRSEERGFR. TERMIIRTHLFSRT
BRAWERSBBRFARAE XBEARMNAAERBIHSRERRRES, £ H - LREAKE
Hh: MEEERBEEN? WEMETRTAN? P IRMESRELME FREBEK B
— W&, AR - KIAKEHS? ATERBEHOBIE™~ESETEBEN? R
AT A E.O MR RBANESHBTITH, BTL2EMNEE A EaEMEESRIERSE
RE™HE, BRI EREZEHRAREEABATMEEBZHANBE AT A ATM L,
BEXFEHSEHBREFATM TRIF, i TRBRTHNZ. BERARAMAGEREE ATME
BER#ELMEHRITHN PIN 4, HEXEME AM £, RXHABINRE, NTIEARNE
TRITREEREBE L,

HEEMAOEEREIERG TH=ZMREEZ —&E R

s EERMEMABRBERARAXESNYORE, BEEENESEBFET ATM £

HEBAAR 5012, REEHELE 100000 FXEHHIA —-KER, XHEESFEH
1B AR 4 35 38 5550 000/, SCPR b, SR IR 1710 000 F 1/10 0000 Z
Mo, b —mRERENERE, MEMEEEAERAEREEL LN P, A
AIMBLBEH AR 4T 5ER, MENSFLSRAMEBAR, F “Tid” X5
R, HNALHIA - HEFHEKBERCENIRRMEIANXEEL, MH L&
EPEFAEXHHABRAICDRE (XHEIRERY “EHK” £, XRAE—FER
:ORTRC I

c WEHREIROGESLRS, KYHERFTEIXNFFREAN 0%, HERKESHR
FHGESBERIES A, tm, 199242 8, REBITHRENRIEFH
BE, ZERTHESHBFRFMAEMAR K FHFEA PINe XEFRAEHILR
B, BEAN—RBRERIEARBABRATFEABARTNSES, BREEHLFEEE
BMAHBREEITHEEER L RENRERE (RERBAH FHIXST, BREXT
HERMEE TSR E) . AIBUE, FEETRIAMFEHZ2BD RERK
BT N —F A BT B

c BARAMBRBAFARSZXEIZRE, 9.2.3 FH M Hasings WRFBLREBIMAE
W N. AEREXEMEA, HLMEFBEZE Paisley, — 4 ATM EH T7 ATM
MBERET—GEERXBRAREREINES Ef PINEE, REAMNENRS
EABBARANER, EERAR, — FBTRABBIELFRAENMARSE
ZERAMENES, AP ARSAERTUANREEKSE N PIN, K5
R LS EUEK SO XEFHNBRALBHREL. XOMERTIEIEREE
YESEHE, BVREEFYETAAEXNSHE, MTERTHANEERAE
FRBFEEFHEEERBMARERE,



E9F HRfFLFHELEs 157

XEFRIGETLEMIIFHLNELERNSMEES L, B L, ——MEBRAH
AR R EMKIRIT N EBITRNERBR P R ENBRAFHRE ATM PLIESITHE (£ 80 £/
REH) Kb, REXHMEBRE 24 Mt R PHHRS, BE—-BERL (RHEXEEM
BAM) 2&THARTEKSHMAERS &, ITRTUEREMEPBEMNIFE ATM Hl
ERINBERESB [(494], XEKWITHES 20 2 00 FRPHBIT—E R A FEREK
PL B ATM B TR

Wi, MEBKRITABRUATHBR R EN. AH P ERA T Urecht KA, &
HEREBE HESALRNTTBERFARERRLS KM PINEKE, REEL “NERH
B WFBRRTURKELELS FHKSHERIAN. XHEMNEFALERE,

DR A sk R HEAE ATM BLEA S, B MEE S8 PIN, RIEMEFN
ATM E# FHRAKEHFHA AN F L, RTUEHACMNEERENHOFR. X
MEREAEE ML 0ERPHNALHETHRE, 7£20 4 90 FE R P HIHF 5
TR Bay X TRBiAT. BITH KRBT —BXE, WmERXEBRMABIG
HiE, RAEZEHELITH2FHKS,

BEBITRESEI XS, Y—KEERHEEA ATM ULE, ATM Pl ik 8
RENBAN R, MEBWENI P, MBF K PIN A AX MR EREM,
XHERTHRE-MAGEANB REZEINBROWOBFHER, BOHHERER
R EOATTREELBER,

WA 14 B E RSB ATM HlEd, ATM JLE A& E P HH 10 KSR,
ENBAEXIMEEFINTBERSZANRETFR L, =FREETEZTEKX
Mgk, MERBTLRAEFEER AR ARGAHTRE EXTAZ S, FUREL
WASEL,

— AN FFEE P RATHREIMN PIN, XEEHARFHARERY.
HHBRTERIRANFERETRE B PNRBBEATEET 2 NERINELR
ATM HLAIEE SRR E, i, — I EERTHEF B —KEH KK PIN M —
WAL KM PIN, B — 1 PINK 1, 4 I METF 2, 32, E—1TPINH 1, 341
ZRETF2 4AMZH. XEFRE T HRRBEHREBRRE LERMGROXS F,
HEM A— PIN 20 4455 sEAT AT
HEWEFERELESREME, 1993 F8 A, RWETFTHHFIERAEZ -, &
FHITHEEIL T PIN, TR AMERER S PC HUARE K 5T EDPLIT BN I — A5 89
PIN 58, ZIABRIEHBERANELS, FENEBRNMIITHARRERNE, B
¥i7. BHEEBHAI A BRERNETHARE RN, BEREMAKE SO0
HRERMIOBET R X EE, EXAnEnIBEST, EM—PAELEE
HEMARETHAEATEME S PIN, XLFEFLHEBHEARREL (XEXFREAH
HITRAREBTREHEE).

FABHESRKEE XS KR PINRERZHECR AN -FIKE R XA
K19 EEEFEBHEME., Hot, —HBRIWEHE T — T LUHEZEMF A PIN
BEEEN, HAERERE - LFE, AGEXIPADNERIRERLE L,
38 AR AR KBS & PIN FIRE AN, 19936, BAMRKRERBHAER
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5 12 #% ) Buckland Hills MV LB — & A& K ATM #1 (421, 590]. fufilscikik
BTG AMUMENKEFRETE (MARBESRRKRER), R AMMNE4
ZEFAERN ATM FERH A THEALEN, BAMAANREIEHE HE N FER
k, RIE—BRRBGRELE 199 FHNMER, XBRBERKH &, XITRAF X
FATHEALHNHESLN, BAAZHRERHMMXEHTEARARLRERAR
R [54, 911,

LR, ANREH—-HZ 20 e 0 FRFHAMNERIT AIMZL2REN TELHE
BEALTELOARE, TELLENZHCHNERMNE, . BOTRERITE . hTE M
REEZILTRENER

FHREERREAMAGN B, EXFUZABREXEERNEAFTRENRKE,
BLHALERE “Sok” W34S, ), THE., RERFHSE, BE-BRAS®
BREEBIHIRABES, AIRABSEENRRKBEREHEAZA, (LN ATM N
%y, AHRMNLFEEMYTEREINEHEIERNBENS ZREHE, XEEUAH
B EREREAL,

9.4.3 XERRA

E—-HEF (AFEXE), SOLAKAFERERONE ., AXFEREHN, mR-1
BEEPERBRERSR, FAXABL - TBTERUXNTZFELBXENRATE
(427), BEXAAENEY, TERTHEREEALT EXS, BEXRETHIARFUN
BT, RERTHREEVHIEFFARERTN [(276], REGEH T —LHA M
BEAMBR (B EESNERERYHEEBIT—FYER 1500 XT), BERER
B (LHEZEBIARKERIBORREXTW=M4AZS) [813],

EHM—SEFE (WNEERMER), SITHKATM REASEHE, ATIRRIE. 1
MEH “QEBRR” ASRAREE, AREBRRFNEF - ERECFE TREERR. &
Wi, MERLZHELEATM HRATNTHBAR, X—FLEAEEHRBHBTAT, TEK
MWBERNNET (ELELRERXE, XTXAENEATSHE [19, 20D). KRWHA
E-BHMWASEMHLRE, BMEBRTHNEAFER, SLEFTRHURAHRER
Munden 41 7 .

John Munden £ —/ b7 %, HFL7ESIHFERAY Bottisham, fib 4 B 5% 75 FE 2 75 Lode H EE
(SR BE T ). 199248 9 A B E XK RAMKBRITHRS 4 XAH, EERRT
P EE, TREAHE 6KEFARKER, B8N 460 28 (4700 £5T). fimi
IR, (HEFTH IR A R AR B4 EE S RBRMATH R, BRERMFFIR
WE, BFEAENEENSEARATRE, AFUNXSRABIASGHENAE, BFNRER
WERTH ATM RERTHERRR, BIKARBILABRFEEN, RAH TXMKEHN
SAERTHAT, b7 1994 4 2 A BHE RHBEERBE

SMEERAZT FRTU—EBHFREBR TR, Y L RFIERBRRAN, &
RHRET —HTRNEABTHEITORE, FRBTRERE LN, BHETERURY
ERTLEMGANBEARGTRSE, BOFEEATX—BER, BEETETRITFAK
HEHENTE —AERTEHE. LRRIT, Munden BIRE T HRR, BB LR 1996
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FTAT—REERPRTNE, MHEEELIRAZTERNWES, BIMXHFHRE
FEmMM, MEETRABESREES, XEMTRNUEEERY, BYETREEREEN 2
B, BIOTEPBEMN 2K,

MEBEXANROAPEIAKNBIARNERNEEHEAEN . P REEREMIERE, €
HKLFEBEZERBFLANTHERNM K, FELLE, Munden RHI P HBITHEA T 5#R
MK, CEEREMNARNEEMTRIAT, DEBE NN LT ARMBENEEN
FHERANES . XADELTEE ATM HFELELH, REFRLIEXZEFN - LUHE LM
A, BEXEERAMEN.

XFATH RSO REHBFZ NS, 8%, MYXEKEESRNLE (BRkL.
EYMEEMBTEL) MESN. ERAMBERLSHB X TROEN TRENIE,
HEARERTHNELET (EOEREVHHBGHONER, —FREERTHARET
ATM 8%, ERERETFHMABRITHEINXABARATR). AFEZREHEANBAFER
B, @E—TESEEFTEN, BITAAMNER LWYHBRABEERE? EREHETF
RS R E BB R,

9.5 /N

BITRGHEGFZITEARREBN.

WD BARINMBET - TRORKEH, © K0 EE M T TR AT KT
RS, 06 B0 G4 B R B AR B 3R R KSR AT Ao Clark-Wilson % £ SR H
BET R TFHRICHFABERER, TRUBENT:

ARG MEERK ARG RER, LRARABRFLAIAKLFE (BT X
B R RN TR, ERXFEEEAAXRBAALRALARS, X Hhitk
ERXZH ALK BER

XEETEHPNEIEXRABRE TN, EILBHRIMES B RGN AR %L F Bell-LaPad-
ula B2 7Y ) 28 T

EREFTHIEREAUARANEE S RE— R G077 T 35088 i 5 2L
FEXMAEN, BRFENEESHEUAMGOEAIET, BARETARMARAARZS
MARRES . BiHEAREAX-BNNELRER AT RPN EERE, AMIXEHE
HRAMNEE, ARGy RANIHNEE, B FRFREETA EE JNITA- 402
A0 . 1R AR A A 2 AR AT N R DR

EREMEA—TMEENBFTLS, IVTFETHFBERBER, XL, RAGILHY
DB B A A ERAEE. B TREREWSIRIIE, B ROKE &8 m sk 3K IL
EXRSHRE, ENAEMTFHATESHEOFTRANE. BOIYBRRYOALERR
MWD EAAS R T B, AT B 1k 2 SR P b 0 B0l 1088 S B R 45 i SR 80 (hodm 97 UM £
T ATM ), B BCR TR 3 A 5 0 X 0 8 0 3 B 1T R BB IRAR L OF Rt R BB,

THARGHFEBEN AR AREENEFEENFEME. XEHF - THS LKA
o, BDEE TS A LR T R e SR 4 BRI B e B e BB R A RT R HEE
AT B AR LR R 7E R & SRR BN A
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5% i5] ’E

LHHICHABRFRIZEESTARARH 2 LEATMRE; RATUAATREUERS K
MELHEN TR —TZH, £, &, SMTHAYRAMRE TRITHES
EYPUFRIMANTE, HEIXRFEZXRAREARN—NEFTFHILS,

MNEMEMKER, RIEZREAXTLER BRI RS, K0 Clak-Wilson BRI Fl K
BER, ERELBER S, B-DEBER? MM RIT—-PMNEERHRE? RITBARB
PR PEGFHESEEDLTERANBEHS? RIBERBANTHAFRSFMELLBEN
MERERGEEG?

A —EERAMNXE, MK, SHANEENED, BANNMXE, UERATESME
TEREHORS, &4 -SSR TRASTHRBOSIERER, W HP X RFHF™ MK RBOAE
[772] F AT&T #J Policymaker [115], F R X E 5| R BRI EBLZ LM UM T 2EAENR
R—TAHEHRNRE,

MNTFEBRANEENE, B0 TAENER, XERBANOHREEE, BATHE
RUAREOHLE Kk, BEHAERARER S BER, AT HAEINALTRIRS,
EREHEHARINABEPEEREESHRERMARMACEF K,

BEREM

AHERA —AXTFROTEIRENGAELE, REFHFSTLULAERTRERST
(BIS) KBMATFEITHIMRAENHRBX [712]. YREFRAEGEENEHEHM
BAOBKERGEL SR, SEMHBELHKRE (AEEFHRTHITEIRNRE
BRI T)o 1997 £F — KX T HHF ARSI [416]; HRHE 2R A M E )l 8L
PHEFEEN R ELHMEEMEEERMAKESE, I “tone at the top”, F PHHRAER 22
B X AR,

SMTFEMXFLBREMMY WE, 31 HGTERS, [19, 20] HHETEFHIE,

[221] REmMLE &M, [336] H#HR T 20 4 80 AT MK CIRRUS M4, BRESH M
B AXBLZEEAEE XMW X T LATRLSOBILFM, Hin IBM 4758 f1 CCA [397],



F10E BERS%

TR -AMAEFEG R KK, FRBE T4,
— % B B A - AR

10.1 3|§%

BREBRLREBY R FHLOYE, BEENNTRETERER, FHENER
THRRIRBNHER. BAMENEERERARBEEFT BAUN TR, HEET
BEAUAHM (JAEA) M, — T ERNBERETERERBARE (WmR A, FREER
FE), MULBHYFTHZHHARE, KAKERIIR, PALERUNBASZ, ANSH
BN, HEFEHBRE. HEE (ERW, IXBEARERFEAA LR ETINTEE
A TAERT IR ) o

REREEAEHFANASHFE, s, ERADBRER, SROIEREFHTE
ETH, REREESHHELT, LEAFANCELEEBRTHRT. XRFET—FEL
BAAETE, MAXHEBGRKETET, WH—BREBE,

EMRIAES, EABRRAENRITHARFELREE, BilRENSSLFITR
EROASE, TUEENARERETRABRREHREH T, NEERNBTH T+
ATOH, RAEFRERATH, OAEFHRE, OREEEZEMNESEANRIHERE
FRHNERER; REBXOHERMRITNRAERTTUEBERITY .

BROBTENRERENZRAZMHEEBE (ELRIAWER), TRB/HT —4
BEREMNRAFR. RECBBELARILALRN, BRRNEXLERFEERBHRE, R
M, ¥EUBEREFEZRELBHENN, BARRENRHBAENRAMNE, HL, A
HREHV T REERB AW ERAEH. NRHTBE—H. HEEAN (REEE) T
BiLBH# BN BB ERES, MARREFHR. FEANEEAEER;T
BRERFEWRKNE, FUREATHABEETR, ANERREREREN, EAR
ERBR BB ARITRN A MERRE, XERBAERANRSRBESNTSHREK, EUE
WEMEERET (AHRRTHRENURLE), OWEXEIMHAR, HEERUMENE
ER®RAT (WMEFRHIENE), AR LGEDT AR M A X EE T WA,

HERAGREE, EMNSHBRKGURRBRFEENENALZBERY S KR
Zhih, RIBET -Eitit. ZXRFGIIAT “EHERFREHE" X BELE TR WK
TERBETITE, HERBAMNFHREEXERTHSF.

10.2 HEHB
REBOEATRLATH GRS, SNNEAREAN BT REREOLE (i
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TAEAR “MR” 363 BAE A T 48 B SR 3 g0 R (1 52 300 JH 5 B VR 97 5% BA B9 S A JRY
KR BIEEE . BRAFHIAH LI 3 HG SRR R R 58 Bk T 8 #
ERNEARRKETER,

REBRFENERSEMEERMNBRBOARTEMLE. ~BRAFBH T LR
ARBXF I, HEEN -ANRLTRIF, ATHIENANLE., EROBLETH,
REBLEELNEENRIFEBAOER, X -YHENELE AME —BIT RARE
GHEIEEE KRR KEERART S ETE, ADRFPETIHELLEFETANE
2ER.

BHEBTIBRATENRSERIAMARYEZ 2 OEMAR, LBERXAAER
B, BAilt, WENGFEBNBENEPEERNNATHAERETERREGA KA
AN E P REEENEL —RAEAEH YN, TRSFEHEFMCRIRANEE
BRI ERET, Wi ERFXCHRELERBHMZR D

10.2.1 HMER

BHNPEZEN - A EENERERHEHEWHEEAKT . REMBRBES. Hlng
% (Entrapment) FRFHBRN, BEXERAMATEALHANWEALEE, HWER
-4 “GOWERRE, RFTROEFNAE, Bh—IEEERLRMSH [74].

c EEERE A I19SHBEET. MAA-ERBRENNESEGRT, MMl —1x

BALRE R E

 EEAT 40 SREGEERBEHAR, BEGPREMN 25 EEF 17 FRERRT
B, BERAMAREY, BREFESBEE; EURENIBREE, KRBT
WE “ERT. ANREMBERRERNBAETHE, @A RTURES
Ly B WA

C HBERE A EEBRWEL, FEATRE. MEE-FNEAREEREFN A
BT N, s k¥ MiES, 18 FRERSTHAAR, 2 FHERER
B, Mk TEZFZHEARATE . BRI THEMOTIEHERRM KA
TH., ENETENLTE, BRFHMDIGEERXK - FRERE, 720
590 ER PR, —AEEEREERIEA, BA—FKERFSHILFHRET I
8£$ 100 000 B N FE A o

e AHMNBESSE N2 AESIENEFRS T, MNRAALERFNES, B—
AELARBENERSANBABEBEARALE, EXIMERNEFTERFAMLALS
FRTEBE—3t 280 A, MREZFIE S, BRI RGHEA, FEARREMEXATAR
MR, ANESEMFATERA, hHESFRREEZBTHITE,

Al EE SR R ARABEN BN, BEALEE; AGHEEARS, FATEAR
E%IA&##&*%W%Aﬁﬁﬁ;%ﬁﬁﬁﬁﬁ%ﬁKﬁﬁ%&%%ﬁT,&ﬁ%ﬁ$
T HEE., EETHEHEARAREMBEERNEERANBARKGRH.
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W FEMREATESELCETXI I ENNRC e, HREYR, BRENER
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B, EXE, XEEEHETOMYRLE, TAMNOERSEARIHEANOMUE, €8
2 NHBERWEFIERE - TR NEERE (LE 103),

B EERMBASER LW, MEERRELWERS/EBREN 0. BREM
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BARFRLMNBERERTIARN T, HERRHIERAMARM Y WKL TX —FEH
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RFR—AERIHHKFE L, MRFEEETLEHNEXAANKIERFEEBFRE
EFLD R REAFBWERE, MIIRSLFEAANEBRIBAKEET (REFEMOK
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WA RMER— BN o INJLAEE, E—-BRAENEELIMTPEHRRSEH,
XAERTUGERSE, HETANEBENERBERE -8, MAZHREMNERRY LT
MELEHAFFN (738], ESMAHRBAE [704]), MEXZHEHTHESE TR
WERE, REEESTPFHALXANE, BHFRUBATHEERSEMAN, o “XFAKE
MHABEBRRBTULELE,”

XTNER, ERAREMEANEEZRENRNSE —m AR, EREMERENAS,
n AT _EBHERA; nLHARBRUEELH O EHF A S RMTESIFEBITRE, 0
FRIBARY., FEATEEEE, A, 155 EHFEA R E K B I A 7T LA %
ST FrLUUREIE, 10740 F0 76 15 e AH B8 JL IS i 0 & Rl i o

AMEFSHRERARED, FEAFARSAEEBRBLR AL, RENATEKRRH
A, BRETESEXRGITALITEF, HRAFEAXERUKELPHRE. BR,
BN REEERANE T RERBORE, UEMNEIHEFOASTHRF.
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11.5 BhEMEEETHEE

EIRRREBS, BRELXLLUC LWL T /T304 (prescribed action link, PAL) Fi#M
HEARBRPARAIZEEGRE (ARELITHIFEOARBE/RBELLLAT (92D, &
TEhEBEEARKAN 1961 EFHRER, BRXBREERNIES. HELT 2045, XEEK
WL KAE —FPIFEFERANCENEBRYS. BEIAEZRLAHMERT, FHKH
KEmEREERN4~-6 MM EREN 1246, REFRERALZIMEG, FEAME AR
4, HAFERBBEUFELHNED (TRETKERERPIER),

KETHEZRERHARMARETHRREMTREN S BRUANTH; X FREURT
BREEXHENRERE, FRAERBERETHHER UG REEZOKS, LIRS
KIBBFEEEMMIBEHEHRP A% (PAPS) WTHBEWES b H AR (L FSMRIE
MEREEERNBEBERENCBHS, UEEIRE T3 LR W5 K85 E

REFERFARNREHES, BAENBERLIFEBNARHRFZPEBEY TG
AR, X EMERBORREWAEN, HEER AT LS IR & & SR a B S 00 L
Wi BAREREHOREELEZ, WP F RS IFRRIMMNES; LK S B 58 A 2R
EMRWRIBER. BEFRERHBETRALSBHME. AMTANESEEFRBHMT THARK
B0 R 3 B SO - (IR AR LR — T AR & .

B R REHET RS, LS TREBPEELR, WX®E— BRI,
HESMARNESBYETEEMAHNRECERURBRREHERTER.

R W ERE [734] BER:

REAMMIE, BEAARAIHORS, $4-FBK, FFLHX ER
FREMEAAR, ERABARLEFTLAREAATRIER,

SRMXBEBEOHDNEFFEERELNE S, TAR-ERTRERNEEEEH
Bl ‘ '
o FEWR B R — BRA AR T DU A S SR A A 4 R A B A 9 R AR
WS REE FRZE, WEEBES WA K E S R LB 4 B R 5 A7 B R
%, XWWABABAL T REMEBL —Z KO,
 “RET, RAMEAZEEERNKERE, BRUEANALHOREEASERT T
WM GXARRE—ETHIE) . REHGREEEE N 8000 K/BHFHT
WE ST, BCPEEE b AT LU R T LA B R, BTLARTE B B — R ik
o B A AR A TR ES
X EETLFEMBEATHERRENAT PR WRARFBHERS ARG RILY
BB, AT CESMIINERENE TEREEREE S REXH, HABRA
RISCRRIS AR R N T O L FTEE B AT . R4 CRZAMESH) BPRBEHATE R E;
SR EATENFESE; TIEARLFBTESHEESMHERRE,
ETH—SFHSTEESHERNEY, BHEE ZHPREBASEMA, AKRE
MEBFE. A, HTH. BEREN -RKBAEFARBETRILIRRANEBE
R, AEEZATHBTEINEOHHTEER,
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11.6 FLARIE

ERABHNBIERGZRRARKARERBIT TEAYT A, fln, BRFRETFELN
(IAEA) MEEBEBEHEZERS (NRC) LM EZAEF T AR B f R AR,

— MR FREFREELEZEIEZIAREALA (Comprehensive Test Ban Treary [701]) BI4%
FHBEERRE [701]. BERREB I ATV BAASZEMN BN S ZHESE R BEHERE
#F, UEEMERFZANES (WMHTEBRENZRE) EXBHER T A EE QN
H, XENTHEUMEBKBEEY: BREBRREBELERE-THEN, FEEAN-TA
BEAKBEFNEL . BIRBTARE, TUUREBEERREA SR OERERD
WTROFELE, IMPEFFREBILNEEEERSIME,

HALAELERBFERRITANERRE, MESBSBEENESR, B TROBENHF
BEBMNE=Y, FEHERNLBREREXABEX 10° 4, HFEELEHE (RSA) BRRT —
KHAERIC, BEXARERK 8o, HMEETARKA-REEZNHE, ERATER
FHHMERBRTRAKME TEL., FU-BBHREAEN T ANEHER, FHLAET
BEGAERTE, WR—-FRBRETHRE, A TRENHARERESARENIIEE., FILA
BRI T —a B2k, Bit, — A TURELERE, MAE T TUHRTFHESPH
—BEASHER, ~BEPHERIBXERTHFTENSE LA (FZRETHFRAAEE
EHBELHERARLE [701] FFRWEREN L),

11.7 BEWHTRM

RERENBEEBRABNRPIUHNPOBHEATES, BEHSE2REUFPHER
RARMPITERE ., SHER. FHOMBREU R —ERHRFEL

B, fIF Sellafield, AAEMU EBEFRNWEEFEERFWHLET 88— F 5 89 L E M
HEBpTE . BEXREFYROHHE, BHEREESEER, TAMNMEERER, XH
AT AP AR M EEABRIMRE ., B¥ & E REEIR 17/158 /&9 55 BA3/20
HREMKEY (495), REFBRFBEREUBEXAESHRERXBELAERN XK. W
FENRARBEEERET, BEN - REEZLAEHRTHAEBEENTFEFRAEFNL 2
PUE R MK, NEMKAMERSHAERT L, UREEE WM SgEE [401),

BE—BETFREEMAMABERERENTEENHE, EEARLESERESH AN
BE? REEF1I6E “BTREFER” PRI LRH,

RE—HENBREELERRBOER. HP—fRSBEBRENH X —35
BEHEAFHRAGFCHBERGIT A XNEABERR —RERAOTRIAS.

ig [707] PHRT FAIBEEEHRORE, £ FRHAUBUA, EESHKEL A
MERY, WHERFATHESHEAERRIEN G RESHOKER, RN, ATRIPXE
RESMASTHRARBENEEL S, BIH I10SRAERFERRER 1000 REK
HENERPBE, BT XEREFENBEETEANBMNBTERS TR, FRLARM
B X 1000 B RHEA BRI TR ERETE; IERBNESENTRATITMN,

BRERTET—ANEBNAE, EFTEEIRBFEERTZELZELRAE 100 1 FH,
MEARILANEZRARLERHEEANEST IR, FRENBRITREERSERE LS
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BENASHRETFENBRFEERSBSF, A—NEENERE, HEIEXEURRERRERN
B, EREESHOERERFETHNHEEE AN BBINE, IFERFEREATER
“H” R ‘R BEESREENERTEXERkX, XBNERRAXN—AEEBTUERR;
MEBRBEAFTUEEEBEPHRANMAETEEHNER, IR TUR RSB TN EHEEM
—EANEEM—TEANENGRBETUBAES (BFAHASHANELLERATHILE
—FHERITY, RERMERYTHRRTHRN:; EEHATER (706]).

EHRFEBERBENM I, TUEERESEPRIANBFELEE. FE2RBMENT
¥p, —DIORKMARK gBRlp-1, MAK ¢ WEHF, WEB TR, HEMHNELR
rv s, X r= (g' (mod ulop)) (mod ulog), k HHEHEEEH. M kB r BRST2 HE
BEHLE, BIUAEESEZTRE I0NERRBFEREZAMEENEEATATEENME
WAL B (L 72~81147), RERFIFIR r WEME, HBASR r HRESEN
—HHERREESE,

XA REESDNHREREEW, ANEEBERY—BBNPHRABELE LT
BRENBREFUREHFRNE, REEL3EENREUEEANTRNE. WRBEAMRE
AREFZELBENEL TR, IIRSHEFSEMAEFTSHMEIRMNLER, HARERER
KHEREXSGHR DB

BE, IFAEXAFEHPERNEN “SRERX” AEEMA. 1B0FREFHEXR
BEFEE TR, 8%, EXTERESBREAYNKIT TERER. REALR, “RINE
SERZREN20EEHE”, MAMTUHEHAMIIHEEER., ¥RIE, MEREN
FUEENEANESR RIS T LR, HESBENE,

REmy, BEEENRADT4EE, B TFTRIAHAREEE HIVEE, NELS
BHEMNNERCZA T —REFAMEFTE R BT, SHMERRATEZN, BiEHFER
FEMBRAXHEMEEESETHHE, MEFERTHAZLRHENEL TR (NRSA) #AR
BWTEELEE (DSA) —HERENSIEEHN TR

11.8 RELRLH

BE, BTUARBT -IMREHNBRERBHLRMA, 20 4L 30 £, FEERNY
WUERAAHMEIZERBRT RO SRR, BYEX “JATRE” (Fuchs. Rosenbergs
MEAA) BREISREBHERITTFREBLHEN, FHERERDS IR, XE
FHMTEFARELFHEH>AOBE, XEREFNREREOEE -FHE PR THEES
g, RO ABEES, RERRETERB X RERER T LRI, ERENESD
T —E+4EH. AFUGEERTEBAIBRT, BAHEXRPETREFERRAL,

“RITESBREMNE -8 EE, CRTHAERBBRENES THYEMAERME,
— i EEBEELARHEIRRK, “REELUA 2 BRFEFTHER? BTEGTRE, IEHES
Biphbr REA, IV ECHRRESE. UEIARFHE., FHIE? B EEE St 47"

BEXREBHNEE, FEFANBERFABEEREHULAGIR, ELRAEARHL.
M 20 2 80 ERMBESWAETFAEFBMEEEERNRERNPEHMATRE, M2 FF R
B EFh AN ETEINFRETHEEFERAPHRAMRBHT RIS

AEGFEERBEATEGER,; PETEERERAWEL, hn—1RHEH 50 gz



Bl % BABHESHH 187

AR HERWIENNER, WERICARBRELIZELE (UCND), XIRARLERE
MYmMET —RERE. DAHYSHELEMETEREN, LNBEERREE (F—
) MEAAERT.

REMY, WEAFEEBEERATH (RIMWETX2AN); THEHEXBRIENS>REL
ZHI, RESEHEAEATHRREEAHAER, EFRWHFIEIENBEMER. FEHK
HHME, BOAREREWATRBERTROGLBAIESIRFERNTL. XEREHE
19 40 H BEAY Kerckhoff F X FE MR MBI, REME LN ZKBECHNEYH, MARERE
ERMEITRBE [454],

1.9 NG

BRABHEESER, DRARAHTI —AEIHNBERENDELRERPEREE
RAMTBRUIUNEREEENAY —CENE2ERNWRBME T HE BN TR,

MAMPFLAZIRPMELERLRIE - MEEFENRERSD THFERFERME
H R BANAMREERNER. FE/BPAHTENATRINED, HEEHTR
MBEEE, RIOGUARTBHATRESE, GERNEAFESHXHNAS,

W 3% i) 73
RIZMBRT B AROEBYAH, LIHAEEE,
SEH/H
Simmons BAERN ., XEEHFERABLAEENFHRLE, wH [703] —EEFxESD
NI RBIBEARMBNEESE, ELANENBBELENHTHNBE (738].
BEBRENBETHNARXERAAFREZ —REEMEREKY [286]. BRI AOTFHBE
BEHEAREABEHEMSEMNOMI AT ARE [286], AFREAE [812] Tk, #HEMAS
5 B W AT K18 A FE b B BE 5] 7E Steve Bellovin [92] XEH,
BEBNEHERREESRIEZiTie. BEREEMNMEAE (401] itir; ERH

BEELAABEEABRALE [593]; XENBEBRAERREELAITZERERENET
®EEHIER (3751,
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FEABEOHARE THFEHAMA,

——Karen Sparck Jones

12.1 3|8

FEUHEVAREEMER LKBTELOM, GEMDERRARERLRLHPNE
B,

s ERHTRRAEN RSN EARRG LhE, YL 8RS N0 L,
MALLA N EEEliE, SEHRTUBRAAEHEGRD; B5—F@E, HF4
AME, NESMIHXERRENT TEsL, SRER, ATEAPEIEERE
BFL ZERRABREN.

s it MMERAL, REHES, EXEANROELR, /AP RERS
ARBHES. HE, TREBRASANESE, RETHERSTEMT R4,

s WEZELH, FINEEF, REEEMINER. IFRESHAREHEES
HPHHE, BRI RANAEBRAIRREAEA, MARKILESR. MRA
AFFEERFEHABEFED, BIMAFLKEFLETEHSRF, BTUELFHAN
BE, L, REARBIBXBHER. MRERTEBFRHLHERT, B2BRTH
HREGFENES, CHNEREREM PSR, BRIEF ST LIHE L BE XTRE
TR (REMK, ROGATHEARKE, AAZFPHNBRPRTSERBTAEX
HREEZRFMBPMEFHBEES )

SEHBNAETHEENADPRANBGEERBRARNE, AARRERIHBUMITEH

PLRBERBELIXHRENNERCEERES, NMEXRLELZTFTASS IR
B, SRPMNEERHFRFRIPEANERRE [109]. XEHERTRHFERRE, €T LIE
thEpemd, EEFERLERGPREALER [357]. HFHAE “BEBK” #HE
ERRH KT,

12.2 B

HEREBABERFROIE, EAXBTRENET S, £ FEBRTICKREHN
R A T BT E R L4512 . 7 Mesopotamia # X, B HMABNA N CEETHRA Y
Er B, AT, HHRERCHARFRS R, RARESCHEEERERH
W E) LS LB S RIRIS,

EHAE. aFSUAGRTE, PETZHTXAHHINE, HEKW, EBJLEF
B, EXBERTFEAHAIE, IFESEERADERIFTENNENRZE, DEERIIH
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SERRNEHNM, B2 9HL., GAHANRAEREGHE, MEFEIILKE, HHEM
A EEHLT,

fEPHE, BAMER, OENSEYFEEEXHFRNEENENSG . AHAmy, HENE
BEUHGRAELAHEMQNEAGEZ S, XEHEKMTFTEENXHUR—-—LERNEAFA
RS EXHEN FHERME,

R, BT L, HEERFATXHCANATAE. BRBALAEET, #dk
KYHEERYNET, UKFERNEREE, AFUCETESREEHMNEERR, mMA
FRTERLEMHARHR=ROTEYE, REERZ-RERZE, THEERKBMEZY
PR E. TE1993 kB, A 235 HREPIBME [445]. BRETHERBSHIRR
Hr=Suprthitae.

HERAESEEH, mEA 20 #4280 FE, R/ H AR IR L H 8 IK
H, EEKAEAFBERKREAERKHES ., X{NEHILEMEMSBELBEAHENKRE
Ghr—a, XEFLBEER. BH. iz&AGMAE,

WHEZ, EHEMEBAREHMEZL2EENTLECRATRKERS, BE, KEHKD
B RRES BB, '

RAMNEEEEARLHBBERNES, CHEUERAREEHYE L, FURMNLAE
ABEBERLHRB, MEEANNSEERS AL, BAEMBEOR DR RFEARL,

12.3 R<HRH

M 19t o B e ATl AKM, LIREMA M (a0 K2 EDAHEF
M) W, BXELHRPAENTENEIRFET. ENERLHEETEMHEY 6L
RSB R, MBEEMEAR (1839) HB THEHHE, HARAADRMMNMAEA (1850)
BERME, FER, BASONAEENHBNEEBA T 2EEARMEM LT R R &
WikH . HEHE, A—MASBERFY, fln—4ABOFHHERICEEHNES —MEFPE
KL (ERMERT, WENMREZTRERM, FlH - HREHNT).

AN, PEMABRITESERTRER AR, B T A E 565 5 AR 505 8RR 6 &
., —AREFMHTRE20HE VERMERSEMAE, XBEYPRAFFoE—Fd
HEEH 12K, BRSBAR-LNEBET . YHRHRMEUEN, XLPHEBRHKSF
HIEMESBAY,; YREPHEXER, FAKMHERAER, EBAHRERBOMEL
M, BB EEANEYER, H—NLREAKENT - RERO BB T, 118
HEENREHIBELANERE LRE—-1EREA, REHABTH-LLHMAR, BL
MEENNSBRERTR, EHEEMIEER, SIEENNEBECS0E T MERTT
WEEHAPE [209] CXEAAEA — s hli B MR, EXNKRMMBRTANERE RERN
EH=MBANEELRT),

12.3.1 HEihER

B, ROBHAE—A BRI A — TR P AR . — BB, BRBATREKRA
FASESRBHASR (LN— M REHENEBLENBN), ERMEN—-TPFRE
WHS (Bm—AAWEILEAETHERER, RE-TBEIEHHERBOAL) 2
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FRRXRARDAEZREHEZLAR,

FEHSIE, 20 HEREHWILFREHERERXRNIABLELT L hiE. X TUNMETRE
BYRNENMREDRSLPARERE. AMNTRANIARBREUHENKF. BFE
REEEOHNABEEITHIN ZE%, CASEUNTERAE. BHOMWEHNRET
HEMAZB TRANER, &, LV ARFRN—-Z/ARKRE, HEM 1997 5 1998
F, INESETEERAANSHABEFHERES (ROBEBRMR; KEBHREH
EEAAEENAROR, MERETMER, RAMERBAORN [393]), FE LK
EEBENA, BHMOABRE, BASHERD, FLRITKSHEERRK O —BEHE
AL&INEREFWESR, FEHAMNPRIOERRIECR, MOHENKTERREAREF, FEU
ERTHARREEL, HEEEHMERNRE S, ZELATHERE.

WRE S EFRE IR, 08 58 ak S0 R AEE Tt T Akl R i X 2k 4 5
[765],

MBERF—BRAEEHALINE, ZRRRAAGAMNIT, HlobBREFH
—R, A—ABBENHERRA, BF, ARSI RAARYHH, LEZAHRY
BYHA, wREBH -KBERLRBBASATHGYE, LTRRZFEARL
CiRitiE, THHE, REZAERY - AFIRFARIREZ MBS EE,

Fo_BAP_EREGRENARN. AHHOHARZRMGT, SlEYEFTE
EAEEEBBREOBRITENAR., EXFSHFEFTERINSEATOHE HHRER, T £
ATEBAE — sk e ks, E¥sEIT. S FRANGE, LERA-GBHMN
RPCH, K, ZEREAERAPRXIFTEHAARSGRS, FTRLERLHEBED
HERGHEFARGELBEREY

REBREEEANEELHNETAEAAARPORTHERETEIRF, T X4
PRGERE (RETHE-SRES I VAR %) HERLERY, HARBERER
&R HERKEH,

FEPRHERYWREN —ATTHRER: —MTHEREIVEARERCBEESZ W,
MEBALLRAE, BFRRATEN (WESEIBRUEBFBEITNE). XF, ZHE
ERBHMESRS (RTHENPEOREYARERERIREDNRBEL); RGPOEE
GUBE & B T R O W EE R 5 AR R AR MRRER XK.

12.3.2 REEPRIFEAR

EGMESTHEMAT LRIk, 8.

o WA, —FEBZBERXARIBMBEERENFE, EEKLET -1 REH
EHBRH, XERRATLREAF R EORBES.

e WEREPR, BEMBRAAREMET L, BEENELKL, HETEH. BRENE
BERLXF T REH ., XBBBANRRA, FEERARRAMBEH, ML E
AL BT S REHMA

o WMBHERFE, BIRFPM, CERNEBMETERMNEERSE, XRKEE
REHDRMTUERBEN, BEERTURSNEER, BINEFE, X#, S
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FAERERN (FESE), SLERTUMIFMITE, HTFTRONMVBEAITEHR
BRI, EREHXAYPERMERN. RPOMNEFTRENEE, TUEBBY
BEEELENL (BIBRHER),

RATEEXHRNBRERE, REEXHLEEHA,

PHESHMGZEE, ATHEMAE, UERBTF. EHERMENRE, BRE
QU RYEK, NERABOCEARAE -KBR WA D R,

Kep, REPHPHEREFRPRN—ITE. ERBAKPH - EYEARE, &
FE AR EHEEBD, EAFSHMWRREREESEH, flmRtL, —
AR B FRBRAM T 10 THET, SEEH DR, HE—-PERSE,

E A ARGE

ST WS, M2 MITEME . ERNFARERANAR, HREAEE,
BABMEMPERRFENHE,

HEEF AR R & A T R RMSE, LNET EHMERSE, FEMAEX
EAEER; URABAENSR. I RRUEMBETARMBVER (KPRE—F
ATEILLEHBAEAR),

SCRANEHE, NEEMOEHEAENTFHALNEE, IEABRBARFETE
AR, FlnEELEMEHES S A, XEHETAXER 20 XHM 50 E&HH
BEARE, 2ARRBNAAREFEHEEROTL, BEXGEREEANE
®Y., MRS LEBRAITENHEN, BENBAERUTANERHFZS
AFITFBR

Screen traps (B AR BE), FIMAT KUHF W AEHE ERHEM; LR slias band (4445
TohE) GH, CEATHRTHAY, DARTREE, MANRETEAH N
RN EIBEEAR,

BEBBIFR, NEEAHRBOR KBTI SERRBEESWES, By BEK
8, CHRBERAEOIN. HENEITENRIER, ATEMEELTE,
WA stock (BN, FIMEHR ESBh AR A BRHILHREBEHREK, X,
B-HA L HFEEEOER, ETUNATERTS L, SAAEMRE B CRER
AR EE,

S FH 100 ETKT R, R (56615 ¥ FHE GBI, LRI AR R G TR
EEHAH, B [766]. B¥, ARE—FHELHERBEHMSRNEBR, FEERAM—
SR, BEBTE LR E RN . AR AR B RS R, W BT
FRANFREREBEN—MIFET N, FE, LB QBT HEE B 8 KR8
HOKE (REAGMFURAREERFOBR) . M TRARMERRBTIRE LKA
R, TABAMEANSSBERURESZARGHN; REFLLAFTT R ERIA
C K.

1988 4, MEENFLHTMLBEBIAXLENXRRIEFRN, RIEN BT
RESBMTEET ., LI WARFHBERR, HFIMTUNSHBNENTER, 407
BEeHN—FARELORMARARKT O BERWEIRE M Tl 1458 S X FARA N 88 H
BHTUEEZHEH (PLHILHRS—ITHLEANTHLBE, YRANEN, =
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HBSEREHBIORNE)., X, ETUEMAIEENERMBEN AL 2HO/MARHBAR
e RS, —CHREALENEPE? BERYREESETMES NN, RE “BEX"
HHET MUK (BEYK—EK) SLHTEE. HHESHENRa8EK0E, oL
i HEENETF, XERRES O, BN, BRNWERMIT, EENFTEL—F L
FHhEERAETRESNEREMNEAR [591],

BERERK AL, MEDRLWERFES TR BRI T E, EHHEREHK
MEEM, Hlm, BFARIAER—ITATFATRANS B GRMILE—E 20 4
0 ERPH, MEABEIREAXLT, BHTFERIEHERETRENWITEPRIFAH, B
MGBEREN, MELELAETHR, BEFRESIHITHBARLEUE, — IR EET,
Bl A T - EPERREAARY., M REARER (flm, BRHES
BRI ENCETBRES), RELETTURBTHI—FHEL2ARBHTIAR (G2
BHEB),

ERFTELXMERIEES, HHRPEE. E¥RAEEEFEAELRORE, I
B, AMIEEZRRD, ZEUE, RHEEMMNGBGETTHLOEEELE —ENE=
GEE (HARER), MARETEESHENMAFTFE (HLER). RENEERERTH
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BOE TR B BOINE [765]:

s REWBTERZAERETRAEXNER. ST A ¥ B kEYS K L BR mH,

T A e — e AR B R AT
s ENINZYBHETRAENMY, XRENATUERARFXTFEHRAANER
F,

s BRI MBMZRHEN. EWHMHSEN.

s BIIBAREN. BERBEGEMKWESE.

o BN ZERFHELD,

T THEBAE BHLE, BYETARNE2TAKERAXEF BT LFHIL
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AREROBIGIRE ., 4 EEEXNEEHLE [546],
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HBmaAEFHEE,

MFPET, IPELRRKRBITT —FMET, ETEEA 20 HBRAEEFLORNFE,
HEBEERT REER, WRITHRRA. FAUE, SERERBEBREFA. FEEHE
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Fiil, FEEMETERAC, YEAATFIRIERANRIEH K, HFRSEBERE, H/)
BEETEAFREHZE, RSRAINS, FiEHKE, KRATEFETENTEAT . —
B P RAREARBEE, MR THEREEMES . B P RBITE IR
ERGRFEAE (REMMETEESE) WRESFHR, FeXARGHAE, MR
DGk GV EBHERREREEEN. MM TFEFIRE, IBREAMRKKERBERR.
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H— BB AEBOTRBEARRY, BAPTRIEFTHEME . EiLFmRMERE
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KEHELETAZTEERUIIBKRERNE, MXEANREFZHEBROWME (5],
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A LRI, BN RENESFIEAREZME—SHRE, EXRUAL2M0AREM
g b R A ID, ZEM 343 MBI Z AR ERE M 8500 MREERF, B2 EE —KELR
HEINFRBIE, E8 " RERHNFRBIERAZE 9.15%. Bk, TRFEABRERIIEY
[282], AT, XA HEBELHBREELTMEERY. ERERELYNBEHERTE P
i —AARIE, CATHAREAENKEREGRESANA, HER/FBEEN, FREH
6.9% [283],

BE, AYMEERNHES ASNHBRT, Ba TEMERL, EMNAXE 1%
EHARERAM, EdFEEDEARER, SRMBERLITREIEEIFHMERM.

13.3 EEIAH

B EREERRARFELEENHPREEN M, EELALLEWBRNE LB
REBHE, EYHEFIIIRALNRTIPRN-IEERS, FACELBARL, &
BT ARG T AR R KERSENRE [646], . ROBHARTEAR —TA
BEAEERRM. £EL L, AXBIEHREEINAWGES, PRI SHEOEMN—
THHRERMEH .

ANKRBIEEAORE NN FELTEMRECREREEN, BEHREANXHEA DK
RS T, R, PRUREMAMENNER, PUEEATHENLFHIIE, wiEA
KK EROEMRSE, FXED . BRI R B B R B R Y RGOk X
BPHTERNES, 2FR-TRELRNAR. STIBAEMARBELE, FERFK
AT AT At B E B3 A8 H ID B FF 6 o

ERANEAMEKFRAEEENPL, MOFARNT DREJEEARIEZSHL
g 7

BB K R BB AR A . Westminster K2 .0 38 4 7 — 50 T 1 815 A — RRAT 9
B THT A EEERI A ER (450, MATRKT 44 % 4E, FRMEMNBARERK
ERE, M FLE—%ARKMEE, BEOTHA:

o MARHE KR W, B M, EREAZH, FERREMAM.

C BoRMAR R, H M, TREXW, HRAKE; SHEAMKL, FERAESF

WEBAR, REAR, f—BHEMOKE, BHFZ, XREFRREBEARE
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AR ID LRRHER F o

s BEKRE W, WK, ERAN-M-EREAARANBETHENLKESN, &
BET-ITSEhBMBEHERA, RXRR, EREREA EMERNFHE, &K
A RBIERE,

« HHEKRE K, KK, ERMEEREN, YRETHINMAMZHMULUS. BE
WP A0 B TRAE BB MBI A SE R IT T

SCU R IE B B e B 18] 45 SR LAS Ay — B T B AT, ENEE 2B A BoskR EBE, AT
EXALBROEN, SI¥AEFARRMNFEIZREGEK. BRERAA, BRAVH-IIX
A THEAREHRINE R, & f1 “9F, B HAZENER, FLE, MITHH-LH
EREEUS B, B 5 K, K HAZEANREH, AFRXITXREERENRGTHT
W—E2RERHTHEAR, ZEAMNE, EFREEAE, FEFEMEDRSRENR
Bho ELttRMPTRRELLUITEN (FLL, ¥EHEBARBGEAFAAANRATER
FAEmMBREgNEEMARKA, BAit, HEEANBENHBAZRESE)

BTN LBRHRBRBRTEN, ELERMEFERARRA LHGI KRBT, ¥
2 J 53 A 3KV O T KSR A R K R AR B 4 L B— B ZBRTBEHH 1ED [67]. &
TR RE: MR ID PEBHREREHRBEHRR [293],

ATBRBEREAERRMNES, FUhAFXASIRES L, X =KX ATBEHE 19
e, X Galton KT —RIVAFEBRMAAER “PBEFR" o [328]. BRAFE
WRNBEASETSHEM IS, EHRRIETR, BRRENAERERLIREH &
RGBS, FEMINBSXH AR ORET ., ARAELET, ATERT —THX
EEREEGEE, REFERE —THRELHEFHFERETSHRARICRILEZBHM,
MERAMRUA, HEREETERENENSBAIMARETEN, RERBARY L
FHREANCTHBELHERTRAK,

B —BEAA A P I RFTELERRE—RBMITENES [502], — 1 BE®
MARERBERBRAENERENFRRR, EEFERORR. WARMRETFANER,
BAH-MTERARTSMN, FESRERL20% [10], LHERNEGEASERRE
T, EARE 1%REL, T FHRABOEYEARREZH FRETEEY (556, 818].

B E 2, MEMREEREREENE, XTAEARMARBEHERE. BRARLEN
WERE, CHETHEEBMRE, & 1998 4, BB Newham K BRI KBEEXRE L, FH
ART—HEXENOFTENRENTHERAEY ARMRETHHE, MARERELEH
MMM ERAFTE . XFEERERY . AETHMELLEEEETR. XTRER

EHEAHEHRERABR-—RECTAERFERLELB AT [739]. AR, HBEH
6] B HE A B R B, R R AR S,
13.4 Y

Fr B MEEN, 31998 4, HARNEREETHELYNEER"REHER
B 78% . XBERKBEEETFE FWERBRES, FXNENSXMEERT ANATHT
ﬁioﬁM&*&m%%ﬁ&&L%ﬂﬁoHﬁ%%ﬁﬂ%ﬁ%%%ﬁ%&ﬁﬁﬁm
[496]
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HRABEOREMNAMY ZRN, D5 -rtiB 1883 EEMM EE— (BHETELE L
) PRERIEY,. ERFRERCENEZERARETRNEEZEARE THIEL,
EWZRRA, THENTEACHFABSENERIRE, YEPESSLANERY,; #
GQEUMATISHLHBEER, Y— I XESARSHNETFHEBEN, YNMHERERMBLHN
FEHFER; BERE17HLKEKRFA, Malpighi WEZFRB; £ 1691 F, BHBEBKRE
Londonderry 3 9 225 i BT F A, FAZE William B EXN X ERTHTEEZ BN ERE
ERERS L.

BB KRN, REERMH, UPRE 19 L HHIEDE, it Wiliam Her-
schel (HHAAR MU RXX¥HK) & Hooghly WHE R E R . iEAELRELMNCEREN
WRRHATHE, FPHULEFERYBRAEREFT ARSI 4% %, Henry Faulds & B & H — 4
fEHEEE, E1OHLT0FRMSIZATHABEAR, HERSIBERXHEE, SR
Ja XS Galton KB E— M A FXHEUAI BT AL FTE, BB SE B, EL,
#. REFZEBR, ESHEFN,

EHEICR, BT 1900 FHABRRAERMOMA, MH, B Bengal WETE%¥ K Ed-
ward Henry BIEBETHEERERC, Heny WHMR RET Galton X FEE, BHHER—
AFRA binning KITEAR RS . BIKBEEAN 0N FEIHNE I FHESHARYL—K
HEE—MoSE 0, MITHEEEsR 1024 B84, BRAXMITE, R A>F
BAR B B 1 N 8 R IE R B

HOREEA PR I WERALAAFRAARKNAEN. £XEH, BN EREHER
BHiRE, FBIMXARAREMEEWNBREL, DREXLKENLRETEFTER LMK
BRPATWIIER, EMNGHETHRERRE; A FAARESINXZEBRNENTREHN L E
MAGFERILE S CHHER, REEAR FBINELEE. ETeBTRAERITHLREAG S
ETHES, R, ATEHSHIERR, BB H RN TESS B RE, AEHITER
FENAG A,

BELRERGRAANKASHEBEPHORBTEE, RRESL - ERMNOBLBY
EmA NWIEE, AURIEH—MRELYZSIASLRAY, B EURIENESANEER
FHm, —2ERSAFEHARMEENIIEAREREEL

HBOATHEIERARE, FEAHRECLRBEXR, B4 THRLESERNER
e [522] P#FTTitR. FEHE [415]) PEAXRT BMIELARENBERAMR, Kb L&
EFARATERUMPATARMER IR, RAOBBRBEHITHRE (7791, FH At 6906 H
SUEBUR & R LA AT NE, AT HEMARIZAMBEERERNEA [(258]. EfTERTED
HEMPEMBASENETRS T, ERERBKEONERARMRETRN, HAXEEZK T
MBRK—BIABREEZLERHFT.

FAHFKRENNRBARNEETALZNRMNOBTRETRYE, REREXERITR
HHXAEREBENE, PERINERRTLAENTERS . B17H @R IIE LA N A

© ERIF, 82 FTHIREHT Agentina, EHE, B FERANER,; £4HE, VI EFRY THIYR, B
FEE, B KA ST 1911 4489 inois, Croation 4 & Argentinian % % B Juan Vucetich Z BTk, 2K A
Dalmatia BB R . 8 E 2| F| T Breslau ) Professor Purkinje, i 1828 £ H T H XM B M X &, 188 FE KA #
Caleutta B F TSR . RIIKAFEZANE I,



206 £ = & »

FXERERD -, ~EHTEERXREFBENEL, FERABEHRHTEMHBBE

L, BRENMIAERAABOICRERY, WMARHBMKS [314], A&, HBAREEAR

KOBBER; EFBINAEEPLE M HRAERERBLERAGTRENRBYL RE I

HESE, BALERAGHNBAERIERPRIA-BIEAYHBEBEERNG®R. REW

I, EXEHBTP, HLCBERBFRLEH, BAERENARFR,

R, MEURMRRESER? ERENAY, RERRTUERSBEK, SHRRHE
ETFANLREAGRIMEAGRKINER, YR, EERERXRHARTAR, FRETEEHD
REF, EEEELEREQEEET 168 (AERNAT), —TREERERMIHT, XN
LB BRAEE LT Z—M 100202 —MIEERZE [485]. FMMER 10 KILACK
M, LHEHENS, XERARERFA R, EREXNBBAREGTNE), XEKE
EEE, TURBRMENIESEITE, BRMEMNTUBREZAFMER, £#XEH, HI4E
HIEERBETE—ME, BEEFEREET—EXBRINEN; £XB, HELBREEHR
BHRIHFN, FAFSHFERZAPHFRBEEI AR

BEREM-IRABETERABRAENAME [538]. Shitley McKie—— T H = &
TREINEF, BEBREARERN 16 SEATR., XM HUOERRHFABEZRVLERIA
FHMEAKREARBTRIEN., BHFERTHAZERRR, INRGEREHREER
.

McKie iR T, BNBRASHHFHART —BREBAEER, RENABEBMMNG
EARNBEFRBLEETMMN, FERLZLERCRHMZEEL —FHH R B EBHMA
METERAERN, HEAT2000F6 8, REAATHEHEZNS, AEBKACABAR
B, IARBLTEE, MBATNEIAES AR Shidey 8, 11 7T 88 R 8 A BEH David As-
'mw,m&&¢%%*&%%%w¥;mm%&&%ﬂﬁmﬁwﬁﬁﬁm%ﬁ,%Emaa
. WIEEFHTHF [334]

XFe, EHNEKFL, KRKXKWOT:

o B 16 AR RENERFTERNTLAZ— (10°°), —BERFEZHEAMAE
A, MXAERBEOHLZRnE. UM ITERENRSE, REFLERERGHHE
FERAENST P EGTENELMTFILE, YBEART LANBARES
ERWAALETREANBBETHNCRETHEN, IMRERSHB. £ T8
SR, REEEHEGEHEREER -1 16 RWEREE, £k, dTEX
ERERABEENEACROAR A BBEOREL, IR TREERME R
McKie BB RE B R BE DY, FTAMB O EHMBNERAR, RASBATE,

o EWME13-1AE B2EEHEBEN, KEWEREAERSEL “BET (REFS), AW
BERALTES, FUESATREESE R, REARGEE (FRL) LB WA
WiER, BELRNETAGERALEES, RFEEBY - SREHHK, K5
ENERENHES, B, bmng BREEFANTUSRILAE A HUKNERBEE
[154], '

e WHEM—ATLNHBREN TR, PB4 B W HE.LH B FHIERE
B, AHEHENEEMSA, IRAEALZE, EHLTMNRERAEMN 68T L
£, BEEF20 S, 16 HRERN, REARENAHRMN, XESRAHAREFLONR
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»

B 131 JENR B S

o131 T ARG A B A

HETHEE, UBERNBCKER, 5L, HTHRATHREINEREER
BRUART M A, BT A B ML & R LA
. MEENTREEEETREARN, XEAERWERREXFEN. EM9.43WH
HE K Munden B, EHBEHEFHRINNE LM, —TRENMWBREX ATREN
BRLSBHRAERF. XABE, EER@NLHN, ENGEHEKRLRY, TR
B R ABERKHAE
R, BESRNALHE A EROEER (BF 20 SR ABEREPR), EM
RAGRRELBRE, o8 ARAARYRABROETFRTEB—IEYBRES
TN —— S AR N RS TR R, BT, ELRAGBRAELGMEA
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THREHA - ITHENBLBEYN (REBFRE—FSHABRERRE, PRIAEBRIITAR,
MAREMEMEEAN [110]), MR, WERLREKRE, L TU—H5KRERBEREY,
T O(PE#H) TaE&M G,

BESHEHAG, BFNAHRANREEESRERE, NEAE19UT. BR, #
Hig b, HREZHEBITUEEBEEN/D, BEZRY, HENEZTERSEE, X
B b T R R R 9 2 R SR B A A AE A B O 9 —— 1) A 78 A E 2 8 b O 2k EAN R 0E 4 T A
& [650],

RO ROEERINZRRE, M, REMERRASDMORBTFE, XERNWE
FHEBTTHEETRNER, £ 1989 FLURAXNMFHRILFBIFHMNREHTHEU
HEZAYNIERT BN, ROXANTVEEIHBMNER (BEYREI0FUFEHF LKA,
FIAREXHABMUOARFTFENRSE, EHICRTR, IR, BR, @ IE
FELSFEUBINRAERE, ENSEEREREG. FE2A, AINFITAMABEIRRAE, £
WEMIIOELZHR, FAEANEFTARSAEMBNEEO (171], BMNEREA. RAEH
BBEHA (HMEFINFE, URERRAAAEEBAN (P8 AKW), BERER
HRLEE [485],

WFESREREENTEH, VRLBREARFPFAFUN, FRENERE, MREEH
BRENE, XEBAXHREPYSHENFE R, WA TAERM & %A1 80R N,
BHEESPHERE (163], BEZRPENERBIEAIR T BIHSBAEE HH
ANZBHABERTR, FUBIEE#S T ZXA [553].

13.5 HIBE%ZR%S

AERINMAEZENERARN T EHERRARMFHNSTE, EXRENTHET, AAR
B ERRIMARTRRASURETHEREREN. EUTPREFHBADACDHRLZ LN
FR, MBHEEE, ~ '

B, SMAWILBRAFE-To#E, ERAZEABER PRI LK, MEA
SW%, FRESAE (ERARGACHHEHNLHN) SHRFERE. TRERGIAER
RBELEE, FAMTERESABENTRE, EERTERPNBE=ZNEATAZE (RIE
SER ), HARAMN, ARACENNAROERL W, & X T AR K DU kR
HER—HN (—MANERBHELRLHN), FEENKERE,

—HEELEER (Cabor BERH) EHEIAFATN—HIBEERPHRER, HFP
R 256 FI AL AR, X R BIEmTL 5 i B 2 B i £ RO B B R ST R BB IO B
(REI13-3) FEAERBOENE, BAR - MIETEHOFAABRRBEEMNHALL
LA 90% [218], XHIEKAMNERABE, KU THP, EMMBAHFRR-TRE
W T, IBRADOEENEREESFBTEFEHMICERANRE [794]. RS
R RESREFACHNIARG PRBMM—Na, XTLNEERERTHNLR
PTHRE, SREREEERABTEIAZ—, FENREABEFBIAZ-HNHRE
ZR, LB LHEREZBELTTIIZ—

T o4 4 2 B S e O A T TR O 9 A R A AR B R B R BB OK B B MLARAR S (b
Fin%kt), #BESLTIICEEEAWER, AERESHEQIERRFELELTA,
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E13-3 BAENHESEAIE (John Daugman 8] 2 4t)

MRITHENRESEMI =ZHERNEFAAERI/A. EHENENIEPRAIM TR, B
LUK, BRESENFEIENARCERERZ, AV -2 AERHRIBEENSRAL
Ao BRARPLA BE M LI RUE i BE 2 2R OO R T 3 e 45 8 B 0 T SR AE SR 51, 3RU50 91 R P
MATRT, FABRHAHEREE—ENERRAME—R—MEREENIIREZRAUREZR
AR (ERH, BERPERSBIAANKNLEERE), &7 - LREWEH, ©F
R, EREMNES, LEKHES.

SHCEHRS AR TRETHRERE —ZELEXAREN TP —B R EEK —
KRR AE, XEFAALBMNIELTEASA RS, ERMREANAITHERIT RS
WERTFRRZE, BARIEASEBEFSHRITN, Y BRE%0E0 goR i g e (L3
BEA—R B, HETFUROHE), ENTEAGREEBEFHER, WA
SBRAER (EMAGTRET—H); FUTRSHAACREEREIMNAESFARAEARNZ S
BKAREX,

SHERENEN - RBRE T RERTRMNBIRRBNRE —RELEEN ARTD
K#% 0.5 Hz, BRIEXNMERRENTRK, Fim, —TATRSAEERYRE LD
Rl BRSSO EER (REAFNE BRRBIPRFR AR REBRY, HRe]HU 3
B)o

REBWEHLE, MEABENR-MEBRKNTEFEAR, EERKNFE D, EROALAEN
R ERAMBELE, BN MASRFARBCERE WA, RATATLIEES
RATHREZRK A ZHRH ER - .
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13.6 E&HFIAMN

BERA (BHNHABRN) BA—BIETRIBHEOA, BFRARGEHES
EAYL, AREARBETHHYE; TASRANREBERASES, FMEI%, SERUE
EHZRE, Pim: RARSKEXH, FERTHR, SERATRELH, URRSEE
BAE B AR — D KB B Rk,

S EESNRRRER, BERMNEIERT, NERBRBWREHFEHENNRIEEE
HELR, BREMERSRARE P TRABRBEE; ELHEATHESRL [461]. —41FH
HENADPINERRE - LEFERAPNSEASEFHARTRIE, X ROHENRERT
AMEFEARZITER, HAAHHEE+FEIXEMNREEH S, Campbell # 3R T B —
ARG, CRESEEBUNMN STU-N MBGE—REH, #ARG 1oL NSRS RE
[161]; NSA X FAFEMEARNEEMRRBEQREEETEP [414), ‘

X RG, AR H BT E, X B K TR AR E X 2 AT
Y, HEA—-MTEEGIANEY, UEREEZHREFRAKA—#, & (34] %, &
WMEEEP3MSBIEANAARFHH AR, EMABRFMESSNBELEHBE PR
AR RO B AR /4 R OO IR, SRS HE KB A I AT BT LD RORE S, AR R R0 ELBL B B0
B, R, SHERAREESLEERFTEMBIOML, XMHEREXREN, — LI
R REEFTREN, ROAXBEHAZHARNENRER, REEFEEANR
GEAHE, HEFZHAEHBRNCHSELZUEFATREEE . FHNREHBHED
K — AL EA R4 A EREEERILEMEENA. BE XM LES
WHARZBHKS, EEEEEYRBREAREEENBEZ RN RERE.

13.7 HfL &%

BRI ERMOEYHBERE AR, [553] PAXTRAANTSAE, ETERER
HE (RMEEREER, AA/ERES). BEROER, 25, BAURFTOLEEXN
EYMBEAR, MERSMRFRENG LHE, HENEATRSEERREFBHEYD
MBEER, AMEFREFATATASMKESLOREEHTELETHRERREIE
B/ Re s, ERRESKRAMEHEA,

HmEDMBEREAR, RNITFRAR, A0S0 #RYAF=aY S, BUFERSA
W (TERER, GREFHEHBTREANDE. HELNABRIERFHPATRBRH
ERMEDBRIMBNHTEE, —NEMNERERFERBHTR).

FERMBM—EER, BMFHILTE, FESANBENLNTS. BTA20#E
70 ERTFIEAFHBENIZLSN, FHRILMEAELZA TG, BXEBRMELRDIH
ERENCTRERS “REBE". EHYEY, EXRIAAT, REA&KRELET
0.1% ~0.2% (XFE, FHIMERBETFA4NES, —ITHARHKNBERREINER
# £ 4%, ©7E 1882 4 iy Alphonse Bertillon 5| A, HIT—-RAZERBEHIFTERNA).

BmAEYMBERERES -R—DNARRNMER. EERIVERGNEMRNA
ATE, UREFERPRAPRELS, AN TFTEADIHMO AL KR, HT DNA &
BMEMK, MAREREM, FULEHEGZRTFAPIRBHHRAE—H 120 FEAS
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FERAE T RAFEEEREN TR, BERMRE, HYEMN DNABEXPEHFKE AL

5B MFHE DNA D BEARNAY, URIMET SEKHBEBEPEN —BHE XK DNA
WiEE, W [680].

13.8 WEH TEM

ESREAXMNEMBTE, RMNEBESHEANRUAT, FERH THE. RiRAH
Wo B, DNARRFEMNNEERERRBVMARANAAOCHNERERFMIBEE
WRBHME, XA NS HE - LBER], IHEFERMNERAAAEEENRFRAD
¥, EREMNHRLEBRWERSEE, MEUSRTHSESFUNERRAMERORA,

AYMBEARSFSHMAORPIIRHAN (RES, PE, THEMBEE. - ), BPEF
WAARIIERIL. BE. KA. RIVATRHERELE, BESEENER. —%RE,
FEERNELE, TFEBBEAZRNEEINARRREDS RBMN. FEBREG R
7, AN AREEHBAFRRLE, NIRAXLBXRRSG, NAEABTFRMIMA, M
SHEZEDRMONE, NRBRIEFREH—HNEBHRF - REHA B,

HMARIWEDHMBHERRSE, FASFZERNREMERNIGE,

e H—BHEHEEIIMNATRIEYNEEARKEH FE, BAKNHTREAHELU
BRENNFARSZRWEEREMEY, BMHAZE Heny RETARLE “011017
BRI, TAEER “010117, FUMKICEFAEHERIA, XH#, CRTHRENE
mpPTAATIRE [(485],

c BEAYNBEARSEREGAMTANKBEBEABRES AT, BT H5N DNA #
RATHEREEREEZAN, CSNLCTREFMN. KANHERAESEERE, EAKX
BN T REAUEATHABE., EEF T ENEAEREEERYHNRE R
THERERAINELZ, FUEESEBBHNHRT, BELEN FRIEXBL
BiEELEN., MR- REPNHIABERTRITEA L, BASHKEC =ZXH
RLEM, RABTRLSEEGERMTFHESS2SHER N ERTHRE. KX
HBRGEREBED, HFRHREER-ITEXBOEE, -~ BRETTHEEEEE 9
HHAERE PR

e HHNMMWB—HEAZENAYNBEREZPAEER LT UABRYKNIERETHE.
RMEBIANMASRANEENEERS, ARBRE LKOHEA IR GES
B, URBOESE, FAEEMEN, EREERIATRESXNNERE, &
XEARERENNE, “BEETOHSTHR BHEAHRFZENRERNGY
H, XEMBEATRE—AHI: EABTENEYHBERANERENETRARS
R .

. HEG—MELNTFEARRE—XNTFTHRECREEBN. FLETLAERK
HIE®S, BAERA—HHEZRN. MEUBEARE, BATLAEREE
T AWTERABE. — T LT ARG R Alice F—MRATKS, WHKFE
W Betty W TH S MREE s BJE Alice REILERBM, SHHMF h— A AHNR
B, TMERAEZEHALE &, BLAPFERHECARNERIBE. ME
HEBHEERREE AR BB TR
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s HUYRGEHWBEROLFHLNENEE—FW, - T2F82WAFEAEBSE
EABREEHBEHBEANHANESE S, REXRHELAERE LHBEAR,

s RGBT EERARLTHEEIT¥TEMNDIR, FEAFEREREBAIRFHE
MARBLAR, Flin. E—1EA 10000 AW ERMWEEED, KERARLTA
Sto FTLIEMEEEREZRNRE A Z2—, —BE LT 1000 M AFicH (EfE,
21609 M A), BAELH - ITHRERFENEERES EAINEL 172, FFUERE
BE_WHBIEEREMNTHE [219]. THRMERE, S— 1T ARIEMBITHNRERE
HRERBERIEERN SR, METARMEERAARBEIMRENHERELS
FATFRPEEASREN —DFHERL: “—KILESERER, B NKILSERER"
TR ENMRIFHEITI [(154], '

e MEHHARANERAKSEDWUBRERN T ETURBEMAERER, HiTEH
BoAFEREAT. PARTRTESANERHRHERE, BENHERY S
EEERESRERERELE, HRANSESS I EEEE. —TERFIHAR
WEER, BREERTPEEFEAANGEERRTSL, EMANEAROERLT
M, BERREMNKESET, EEEERS, MY -TEFHEYUREARS S
Sh— AR YR AREE S RN, ZRRTRSRTLEEN [219],

e KEBWAMMBEAREMFTENWARBER, FEAEANLEERREA KM
ARWTE (BENEEZLEATHE), ZAMFELTA, 2F2REFRNEHHEL. B
AREGERMABAMASEHHRERENIIBEELE., MRBEPOREE EEMH,
KLEHREBUREARSHBHBRNER, MBS ‘X" WXEESZZAELH
& B B o
EYHBRER TEBANERENN SRR S HEEHIERYE, BX FTHIS B
REEH, A EESEBRKN (REME) PN BRA R G B8 D FN
RS, BREEREA. FA. EA. PHMELEETRRNBRERR P, #X
b, —AAYMBERERRAESN S HAETLOERBEFEMERT AR (626]. X T
GREK (SBEGRK) WREMS, FACTBRESN, LARMKRIENER
R, METMNRELEAZSN, BaBENAFTBHERARERZIRE; HEA
ERIARERN, Ba, IMEEFEAEDUEBEARR?

c BE, BEEALEMEREYHRERBRIAM/ALR, IANEXLM13:16-18 T X
BELRMEBEMNHEE: “WXMARATBRD. RE. HEH, hRW, HESL
FIRBAEMLIE 1 HIE. BRTHREZHL, ETHLERABELKEN, BB
BEER.” BB AR ST R AERRMA KA L BUA £ —BUK .

A B RESTNATFART G —RnRA#EA FRAEERR T X —#—

ZH, B —BRANABEERE, BARERENEREFESARRE, EPNRTA
BAEFENATESTEESNOE, RS AEB MY ETEMHBRERRRER.

13.9 NG

HRA—-ANAEYNBRFRAERREZATENAT, MTFESL. HHREMNE
RMEEKN T E, HAESRTRERITAASLHRE, XERAMAERQOAFTK
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T E, WFAILME, FERY. WEEAR., XEREEARNKLAMB A, E#TED
HHIE, BRBHHEREL 1% (RELRANZEF K, FHELHMEE —K, WimH
WR ML), EHREZR KER) IERIEAR (BBR) ZHFE-ITRE, #R
R RS AR B

MBE-TEYNBHEAFERERZ, BRAEXABEN LRI, HEhENERE
Rem. AnFEESRA. WEMER ., ROEE, Egn. BEXOMESERBOLHER
ZRITHLBERD, XFAHBREYUBRBEANER, BNEENTE (WFEER) £
LRPHART, RECARENERE, SYUEBEARAEFAFTENEALIBR Y, E¥S
Fhidk,. BARITFHRERIT. BDARAMNKB RN REMA B KAEMEL, 7T AHELH
Fo BE, FELEPUBERBNBERTARSHERETHRE, BLTRTRE, MAR
7E % E AR A R ‘

o 5% 18] /@

BENTEZBWHARABSEYRUEERREWRITABAHEL, BEEAREL -1
RG—RBRTHEAR —CREBSTHREMER: 1%KERN0.01%KEBRRG?
RELETREBY - IHALLRBRITERS, CAEBHMNEER (Lin1%), BHNERAT
UM EER? ALFH. EXEFETURAFANEAYHEERG?

WHREAZER, & — K5 Willam Clocksin 1 Alan Blackwell FYiR &, HEE — T K
A, DMHEHFRE, ATETFNBRARLBMESGHROT0 KT ER, R
MAUHEERATERERAE L, REAGERNEREN, W GPSUBERBIER
BEHHL, POMBSITRFESK, ibRERIA. RNIBRAMLAFEM, WRERESE
HE#EE, RIFERMNE BRI —0FE A8 a4 EHEIEREAR (K
) 83X L BE T (E K
SER/H

e 4 10 7 S AH 55 BF 5% A1 B AR 5F 0 B SR B . ARVE S % UK B Lambourme [485],
i Block WEESHFWERRBAFGE [120], BT ABFAHEBRINFERINMII AN S
E£HTH, fF [433) BAEX IBMRBRARLEOHR, DURE [181] M XMHOAK ., LERE
MIARMEZ /EE B Daugman (2181, M THEFRH, & (161] PHE-IMEE, EXERTTH
BIEAFTEE, MM TFHEBEHE, W Klevans 1 Rodman (461], 7 { Proceedings of the
[EEEY |, H— 1 % FAYMNBRENEE —B8S5, $95 (19759 H), BERH T
XAEARFREWELE ANFEHR, &E, AX—RNRRENBEAREY, F—FH

Anil Jain. Ruud Bolle %1 Sharath Pankanti RE K +H, HHFFILAEFHAZTEGAEYNE RS
BIHARBEHNAERXZRENHNE




EF14E PEBHEX

PR-AFABEAVEFLEARA, REAAEI M AT LG RERAR, AL —A
ERARRARE-AISATHRABRFE (R A" RFHETH) OHALTHR2LAT
REBRGRAHRAR - ZAAERFH—AHAER, EAXKBREARL —BERG
AR, HEFLFRAT LI 2 RE M D RBT — 25238,

14.1 3]

il

ERELEFTRHER—BRER, CRBNERENYERP — 28 HTEP
XBHEBLHEER,

c BROMNERFH-—BREAHBEABILETHIENE S, ’

* ATHRMFERBARNERBUATRESHELTERFNSALE, X ELHEE

XAREELHTT EHE,

* MABTFHASERANLR LR - GHE—MENRRATNHPC, IMEREES
HENKWIERE, TNABRPRSLYE, CAKFURERERE CENEF
feBa, URAXAMRRARTHBHOMEN . — M ERU KL BRE T
B E WA B SL BB R

EEARBHGPREEFRATEN, XELIRHUATER W RN B R
Go BENEREF—E—BUT-EIRNARRRENANERBEE, AHELTH
ﬂﬂ#——?&f%&%ﬂ%%ﬂﬂ%*Pmmm%ﬁt,ﬂﬁﬁ%ﬂ??$&ﬁﬁ§ﬁ%
B &

RO ZRER, EHEABENEHREZAFEE LS, DR—TRSFHREE
ARBTHARBRE BRLR, ENRANKRTRES, AMERATRE, BARETHBER
ﬁﬁﬁ%%%%ﬁﬁ?,u%iﬁ%%ﬂmmﬁo$#EUA$W%%%%$M%W&W
BHHHBAREN, EHEAREELEER EENBBERUETE, IRETHLEN
BB 95 A 3 O SR R TR 52 A Y R0 2R R — AR B

14.2 B

EELREPEAGEREARTLUEW R FAEURT [428]. BEFDEY 2245
MEWR, FU-BBIRRBEHN, FHETUARLT T, BZHABK, HE, 2E
BREMBERTRFEZRXANAXBMRANN, FULTAKS, R, UREERA
FTREEBINED, CERAKFHEOBREOR; RPN - REESENERRET LR
L, B, Efl - LRRRLRNRE; £F - AXENRHEBIEE AR OARNM



F14F HEEBAKR 215

B, BRI A R B R

ERXHEOINAEKRTRERNEBYE, FABFTMNERBNSERTIN, FLBA
B SERREEA TR EDET. BHORTRE, UR— L6085 L 75 R
BEHRTERRE,

EEBARSEAHNLABTNERRARES, HMERRLBEL Walker K%,
ITRTEEENEE N REDMEER IR URKHESEH S E RS W REL,
BfRR “UEBHNELMERED, KBS RS CRBBMAF#R S ER)
REEALALSE NPHREBRBRY) XTH,

XHEEGSHEE “SEENAE P, CREHATRARKERN, Yb T HE
AREAE, —EEORRTRRE “Gll gn”, BR—AUBBFRREEBOBHRE,
M4, RTNEER RPN RS (PSR SRHRATo 25 P a0 78 B AR 5
— A EEERSEORE, BERAARMERERREEAEADN BRSO, &
BHRNEHGRE T SHAR, EEEMER, ©RET R TINRERFT T
HHREE ROER, BRI ANEBEE NS RES - R (—BERERBER
2o ‘

—EMBEEBEA, A ARRAKNNERED BB, TUE—-SSRER,
EE2E B b, ARCRRBEFSREANTR, SIMEHERL, FAEAEQE
GEMAEENDUATELZHER, LRNEEF— TR DB S,

14.3 BRYBERSLHEH

—AMMEBHRAH TR IBM 4758 (WE 14-1), HEEH#HETUTHEARE, 5%, X
EUANRLTAMLEE, EXABRAEHEERR DB TENB KSR RE RS (FIPS
140-1 £ 51 4) [576], FBEZFNEHXERFREN. B, AREBXTEELRTAEHMNA
FHEXEH, SEERHTEBOHSE, EHEFILH, UREXFHIFHE[718,795,796]

EXHFRNRERABRRABEAANT, AHTEMREPTE, IHENBXRNETET T
WEERP, AT, BRAPRERKEE 20 HE 60 FRMMEE, UXBEECIIMEPILHE+
EUBK, BREBSATRSERMI EALBHHE, —LRINBBHRE—AOKH
FHAZEHES, URETEPFPRANTASHRIS (PIN), fATFERFN LA AN
—HAMNERINELREREEBHRPRINTEERA RN

XEBTHIRLSEBHITER, B—NHTHEI LR AR IBM 3848 i VISA KK 2
ik, SBEEALERESBIFTPHOMBTAN, RANMEEHANBRNEBALE. N
R RS AN LBEEHREHS RAM (RE 14-2), EHIBRPFELTFERRITFRAE
BAGHRNEBE N, SRREREFLAEFTFIAEN,

MR EEWBLER (1)

ST RENEERERILBEARGREN ., ERHMBETREERS, TFD
HfE PROM ', PROM MR M — MEREES, ANRANBRRAYBEERE L
BMAMBFESE, PROMA USSR MR, WEHEXFELANH RS LEBREK, ABXHFE
HEAGBER,



216 F =¥ 5

B 14-1 IBM 4758 5 4b HB% (Steve Weingart 72 18 2 11t)

=1l

142 BAFREEA8, (MELHET) BRHEEMK, SEBEES.
TR M HY (Frank Stajano & 1§ #4£)

BRI REXEEH —EH =1 PROMFAE EFH, AFRSITHRMAAN
BMRH. XERFTURFEARMRRAET (ARERNERZH, BB 6E M A
BHHRE—-ITHER, IRMAEA—ITHBEERE, RERREENGAXHEM).

R, XTIEMBAERZIEK, HERNATLER, CTHRGERFEERR., HiR



F14% EGEHR 217

E, YMREEGEPN, CHEEARNKITARE, SREAFH, EBETREMEA
WA, REEFEAAREN, ARAHEERENSEARSHEN PROM X4 TR
i, WARRLECREXETN, RYBEXE 4, — P EERMNNESERE
WA ARER XA, XEBEM— AR THEEFAXLENG, ik, BRATER
ABEGWSURTEND, HMEREN ARG, FE, TSR - RHamEIHE
BRI (SR EBAFETEE X)), SEREELHFEAT, YREMKREE,
REFERNBRAEBEREEERBALH,

AMBEHEBEEBALRREEBA, BHTRBMENAEETLIHE. 0RED
B BRIE RN, T A BT T B AR B AT AR 4, 36 AT A B 2 T Al R o
=, REMAPEAR CBEOATKE, ATTU—MFZ20 TR TRE (L (19] ##
LREHEHRA), AROBEHEREN FERNEZE . FRZHENBEREHRE T
LB (RRARD), BENERTHSERARERD, FATISEERRENHB,

MR EERLESE (2)

BRI ERAX FRENHQENRTEREHN, M TFRERSHERTXRERA,
J 6 T — YR U B Lt 00 1 S 5 R 0 R St o 3 R B X e LA e AR X O B —
ST A, MWEEGE, SEEELEMES O E DGR BABMIFR (i) HE8
B, M T RS N EHNRLE KR RS RESN, EBKMNEER LAE
BT #% i o

VBT SRR R R RO A (NERERE. RN, AEE. &
B, BRAE) SHAEBRSANEE (NEl) SRR, X8, ZLBAREE
A EE. BUNHE, WFRERIEEEAER, XAEEE, EAYEENEER ‘B
W5 ", BN E S KRBT ERT S S VE, 0t 3 fF 6B Bk AR T ARAT I
BENEMNE TR,

MR G EmLEE (3)

W, MR ARG EOARSELEA LS OWRTREMBIRE, BERE—/EHE
(RERBETARBEESTERMWING), WAMMBEROATHERAGH, Hm, 2%
HAEAATRIEHEY, SR ENEA B OBEPHRR L. KERYENY
B, 4 RSA Al DES A X B poetE . it R LM MEMCFEHNREE, ©E
MELBEAKE [370]. FIUEREEFHERERADREREM— TR HEEE,
7 T B TR B O T T ROR

HE RS FRAMEE, HERFEN 2 ZRABEBORT, —A 2R 6
FH BT IBM i pABYSS R4, 7620 b2 80 ER P Y, BEHEAMK O NREGTHRE,
2 B0 1 A BIBF EUR IS AL 46 AT R AR A L, RERERM Rl (795]. KERBR
BEA, BlmeEn . AmREtIReFHAE, SEBEREY. HETARBEBEARXTH
FBp b EE T EREm RN, YRR EHENREEAT LN, SHBEREEESD
ENWEE, FUBMBT—REEFS 4753, GASARESR, 4A0FFRWBER
WM, 3FE A MBS . BAERIOM N AT 3T LA By 1k 5F 2 % W
4 8 0 0 T MO B o

MAREERLEE (4)




218 $ =¥ 5

BEXERBERANT R EYRIAGFHHNAE, EETFXBR—-/1B%: FEITEILRK
REeRB LU HHEBEVREYREE, A, FIRENRAEABBEATFPLRARR
K—BiE, —fHHEETHSHBSNEEE WTA, UBIABRAEFWNRZ2EYR; En
[44] B —#, —BEREHERLEREFHAREIELHRRATESESSE, XEFEH
MERSERHERENBS RAM F, EF3EN, AW EXNLBAANEBMME,
XN TFREEBMNERREST .

WNERBEERN, AMUEwHB SIS RAM, BEREMBHFEHEN R, Fln, BEAES
BREL, MENEMNIESRERIFI IR, AEATEZ2EEXBRNBLUNE - KEA
M¥E, HENIRMYEFEWEEE (362] Hitit, NSABL2HET A XB LMK
FH &M ( (The Forest Green Book)) [243],

EFNE-RREETRAMARE, CHITHFREREAEROFRABMAMYL BEMNX
7E RAM P BB sh 3B, LAB 1k 3038 7 P37 a5 2k ody D e s B T Ok o

MEAREEELEE (5)

—AEH—-SHEERTENEEREBETSRERFERS, B 20 4 80 £/K, Af]
IEBE-20CHESHT, YRBERER, #5 RAMAFPHRBETURE— BN E
LB LA, RERMBEERHBETTUREEA, FU-PREETRIRF—
GHE, LEGE, DETRANFRE, RESAEBH RAMEN, FEMREEPEN
%, RAM A AL B FEHETERN (HF0oHas0 FRORFESH, ITEMHEY
TR X HANE; BEBERTM, DA AXNRENIEYDHAEERRITHT
TiE).

B, EFNRENASREMNEHER, XLEBAHLRELE, BRRAAK RAM
GCREAGRRTERRBEBANESE, BEEN—HAFESRETRERERERER
o [712] (XEHRKBELETANE —BEYBRE, MY FRXERFOHERTS, X
BERNBEHELREREN), SERREERARPENEE,; AFRBTENBERATA
HHERERINED, AUBEER, TASSRUENER DB LXK,

MAREEBLER (6)

A—ERGEEBREHATIE, HBRIAKMBEERFHROBBREH AR ES, &
BHREEALS, RSRUEABRERR, XTFHERHUEER, FHH Tempest (R
BRA) M, WEBNEESHN, XE-TRANES, APHET-HEFENLRE. E
F 4758, HEMEHAEH SR, URN SR RAN#THELE, UMHIEEMTHEE
ATFABTENRE LOES RGN E,

418 L — BN TIREME, £, UMERBNBEEIFHBARERBIREAE
BE, THEXEEEALEERRAMNY R, B, BB EARENREEERN
SHAKRTRER, EAARSENMEEET. SLHEMIGELRFRNER, SRR
FYAETEBEL (BLE 142), XAMRITE [718] ##TTHFANRE,

WA MY MR B 4758 RO, BM EM MR MEHATREHNES, HEFELE
T—IERE, RIMATRBHFSEAE, ED:

MAREEBLER (1)




Fl4¥F HEBGXA 219

XEH — SR RN BRI A 4758 EMERRE,

s HENFTERRI—EHBHFEMERmE, KYEHMRE, FEECNAR
BoHS,. TREMNE - AHFETRRARAR-THESI I BHE.

s EPTABTUEAXBE-MHTE: F— T8 EKK, RO1ZEXRRENAL (BRER,
AAMFRRRMER). EARMTEMIRERTTITH, X850 7 7 b % Bk 2
15ER, MERBABTRIGRE -, A0, REMBAKRERMRBETAML
WHBEHRITER, REEREN— T HRERITRE. AMNTUHENT R, 3
SR RPN RN EN Lo

c ERF-LREFVUAHBHNBHREE, AHETREAHREEAURRE
NSHITEHERTFRABES, AEXRTREMKBIAFATLRE, IR,
BEEXERBA N ERZA .

XHAHHRISTRAHEN, BRI LBREATHTHE,

WRAE 20009 ABRBEBHMAN, ¥ET “Hit, E4HIEHN 4758 REFTH
BUSNES, SRIAMNESEBREOMA, TARYERK,” YREBEBHRER
B, XUEERERTHAL., KEFVISWAPEA-TUB CCARBERRR, ©# [388]
PHATHR, HEEAZORERFERABEENTE. B THHESREREQTRE, R
EXNRENFEMEZLT —MHHIF R AR Mike Bond, HiAEME SRR — &5 K H
Ho Bl AWhH, MERTHEZNEAE, e - MUBRKRE, ETUE—THE
HHMFEAREPRBEFAMBXBHEY . ABHETEITRXT B,

BE, NZRIMNE, ELLEBNRITAGHNENEERMNSERENERREHTA
BRI R AL, EERRERARERERZAE —E, BMELSENRIEEZE
AN, BEABRE2¥FENMLE; MREMNE-20CHLAR, BRABELE
HWHENTVEEHTYE, BARYEEERNERX -40CHKE. B3, BRRE,
P RBETFREE—REHNEAE, ERRSHNEEAERIENRE. A, MREFER
REENTFRLBEAETENAGSERAR, BaNBEATEIME, X&EHKX
j: i gL g

14.4 ¥4

ERMFSTHRBEENREZIN, LRNB-TREKILH ., FXYEHELBRER
B R P4

R 4758 B ROBT S, 4753 69 IBM ROSCH [4], $PumdiHRE TUT RS EEAKX:

) S —-KEEHE—RUNBIA—BRERYE, BHXRAENDRTHRAERES,
MRS ETSERNRE, BN2E¥RBAHREAFEOBA, TARHNE R — LK
M,

2) B RKEE—MIAMBRNABA L —HEFENETLERETNEP . #1i)
SHELEPHRENBRBFE AR, BERENILSEABKRESEOBH, A2 ARRESR
o TRME,

DN HoRAEE——EREIBWHAS — R ASEAAHXBEARNEREHNER
BE, R AMEAXE., MIEENERETEANSN, RIHEROIT, FHARLE



220 £ =F 5

Mt TH, il BB EE — K PRI FIEI MM H B+ —F 5
EXFAHERE, US3MWEFREELEAEMNEOARAL, MEBHE 4I8WERE
(GFEBEHAE) BHIEA RS XFHARA,
FISAIERZHERBNFTHEREHATERE, FCE KW FIPS 140-1 indE, EXR MM
FEPERR, FPUERIBESR (BE, N I8 PINENBTFXIEN). FWEANE =%
ZHAAEEKRMEE, FEENERSE. XEREAAGRER. AFERB. T6H. BY
MHESHRGHERATEIGEE ="4MRE. RYSLET - 1ME22F =ZS0NIENBT &, B
- ETIRER S F ) BT FIPS 140-1 =R RSB GFE L) B IBMIAIH
H-RREEBEMB, MT—DRI—FIPS 140-1 & 5 a—H A BX AT BMIAIWE =%
MIXtFE, XFF IBM 8958 K A8 T, 7 FIPS & 8 H A X W6 & 5 o
HIBM LEFHBAE XIFH BRI FRGE S, GREIANTES [796]; FIPS #5#
RATHEARIMERR 1~3%, HHBUNBRFENRE 4%, HbhwEE, 8%
BN 3547, RAZEFHNBLRALEFRERN. FENREUYRRBAZLEREE 1 &
PE M, HEB2RAMOKEREE, B3 EIHAEEMBAHBHARE,
XRER, BRAEEBMHNAZREEHRN, RIE-ITAKHNEREIHFHASAMKT
HHBMRRE, FHERBEHRER, BAKT; NAEIAIEBFEZEH RN, B
i, EMAEHBET SN, GEPHFCLEB 1IN BEERR. AHEHRIM
BE, EnhEXAEATHEEPANHEBRERERE,

14.5 HPH—REREH

3.5 BB B — A F B F R Dallas % 5 4k /) 7 4 7% A9 iButton #1 5002 X240 HE, UK
AT RPEEESE TR NR TR DM Gapstone 5 F o 4758 #r {8 2000 25T, WX 2™ f &4
HNE10~20F 20, HRMNEMNETHEITHHTIERLBR,

14.5.1 iButton

Dallas 2 5 f& /> 7] 4 % i iButton ®itH—/PHE . AAFTH