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— 2 RFRE R EAR(IT) BCERHF U T LRI k.

MNELMIERMULEFFZEHARAEAGEIRERE, CXH—REHGHAT AR P Fo 2
8] ¥ % X B H AT RF R FT AT

BREMARETRETEHFEAREE, RETRERRAABEERERS M ESERA
R, RETZLETHHEARBARELLHRWBINE R. E27 HSRBEEERTDHBHRE,
HFHBREABMAOZIYL, B0 IT EA (B £ 2T KRR SEXE ALK G HEO
(BlinEeE T EF R LR R .

—2e5H LA ARSI — SRR S KRN E 8B, T EKBCA J7 8k 38 5% PF
SR BB FRREME, R, ER-—J7m, 8RR R 80N BBl A BREEIE
S, BUMMASEAE. M8, RSB ERSMERRN,. BIREREN ZEM, iEREEX
WAFRHRBELENEMT . Bk, IT Tl A ROHE T X LMEHEERR . 2R
il R SRR

EXABEEHRTENES, THNMRSBRYNXELREBRAF RS, AP UIHERHE,
BT BB L BEURR RS . BRTRRESRERANEMBLARAENITERE L,
T ERERMEIMET X LR EEERNS X —FE, RERPHATRZ B “FEET R HEE
EERIMB L L2MERP T AEPES, HESRLEMBEEXTT, RIFFEFRTRT . BRI
ZiTibr R A R RS BE A EBE BRI+ R AR R,

FEHAMBEARRNEHITRZE, FEFAR —EELE P ABELAEZE RN OAER
R EE RS, WEELSER(UZERF IT EAR) BRTEHERRM RS, D5FHR,
PEMSEE AR LT A FER R B EPR SR RLAR T T 2 BT XU AR B B AR AE . ik, AT
W2 22 T e XG0 B S BT B BT SRR

B A%

o A BITNe B E 2 RHEE.

o iR 2EHNET .

o 7 2 XUBS T B 1T B ZE A

1.1 WEERTHHE

FE—RBIBEREEAMBAAA, E R E QLGS E I — RN E SRR
—HRAK L, FERERIMRFHEB S RIGMENHEZRERES, BEEMAREFER
AEMBRET UEEE P BHITHR . FABIEIERGE (I GSM) BE/G G T3 L ekt
TR ROMEBENLS . 200, ARBENEEREAFRETBYRSOILEERBERIHE T AN
MKE, FAK BB RENLEERY, Bl T5 5 MR ZE R SE =% 7 L8R
—RIVE RS IHELUS FRFITIKVEIEIAY . Netscape JF R B L 2F 72 (SSL) B2 H
SR b FE X AR X4 B A )

B2, REMBATREERAENL. AMERM EESFAFRSNFERENERFRE—
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MEABEEEHREU RIS . MREMTRRAS ERPERREN. FEPFERFRER
WEBEENRSSEAAEEWRERNER, CLAXTIERERTXEHNERRESEHN
RHES, HERNARIBRBEARRSHEMFBRER.

% r & A (identity theft) , WRRMEARMAR A" (4. HERES . HEKSH)X
FEXME RSB S WU, EFAT XSRS ERAERENSHFEERBIEFROAE
Wi

B SN P BB (S0 R R P D U AR B AR KA ) TP B TR T BE S R BAMIR A O X iR
i, MEETRSEXLEE ENEEHBRREEAREREEIE - P REHE=TTH
BEAR . SR RFREIERF AMSEENT B SRRRTZT 8, AT ENKRERFEES
LEBPEMERAET R, 1988 4F 11 A B MEHERMICRZHFHXRBHK—IRE
( Eichin and Rochlis, 1989) . JEJUAEHBLT # X145 € BAREITE AR 558k (DoS) o B, FEBIT
B, XMEARS B OREER T — AR

BRE—ABTF, BTFBIHREMESERERGEBRMRY, BEEETURKRRYZ
PEAATINER “BE” SR IRR . SHRVESCHE R, EEBOZCLAR—EREFH
B, ERRTXEGOIRRE, JkE @R LUk & e ISR R, Bt RALERR
RFRIEHAAKS L. BiE, Y2BFRNE, ERIEBFRET, 50% LL LK HEET
P8 R 33K o K B PO PP

GSM f Fi Bk i/ [E1  BMSGEEAT A P B 8 BAGE, 7ENIERE R PR P S YRR (R B A AT IR
¥, HEU EXMBGERERTHEM. R, XHABEREXNIBHTE ERBFRT . 5
X, RNEFEBEINFRANENE AP HBGEEHARNA LR RSH, ERAEINTRER
BEPEMERE, SHEGERESEH (R BERRE, MARELIHAEARRERIERE
RELHE . HIRMREFBOAS LR, W, EEGMEHRAIREES, X0, BFHE
LM RGP HITES AR ATIREE P R BRI P R4k,

DA ERREEIP, BEEkE TR “BRTRIIZN BITEARENERM T,
R, MEFTRBALEITANER, ABLEZLFHANRKBIEEFRAE THRNAE(REH,
1999) , B—FpiiesRE A RO BET SRR, HEERTHSXHBIAAR
L, AEKTE—EART R SRR

i, ¥2TRYBNREE - TEHEHRNERD—ERER, ERE KT S8BT BE#H
HBHME, IR RN EEERN, BAFEE-IBEFENIBRENERE. BARLH
TR R T SR AT R E AT IRE . RETHERRIINEARALTRK, FABEE
TEAAIE AT Z2VLE PR BRI NHE. “BERAON TRATERBRERE. BUAK
A F RS BB AT A E KA P

BERHE N RETTFERN T L HERBEREG — MNUZ%oﬁﬂ%RT TEEBXMNESR
W TR BRI B, EXHHE, 44 T4 % (social engineering) ATAE R A F &
EEE (Mitnick and Simon, 2002) . EBEEBMITHEHRERFRUBRB—TAS K/ KOS R
A RIRER, FEEHTENERORARE, ©F —BIGE A AT B i UM S
FFE, DA IR X i3 s T o B A TR I S 0 22 B0 e A ) F (seript kiddy ) 1 BB 4B A
PAT,

1.2 &%
KRR, EERETREPET, BEAERERY, RAEARTREER, RAEILHEL
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MARNHBEREERMR, RARERAELAE, BHMBEETT GER T 5% 4 (reliability ) (5]
B BRAESRIR AT RER 42 A 4 (usability) (R IRIE, %2R ERIR AN, LM R AR SR
HIEF| e BRI B RE, EEEMEE A REN — N AM T AR A B T
HHGR. LR, ZRITAMRERREZMEEN, R RBARAEER AR,

REMNHME RER— D ANWEE”, HEABUKERRRBR, AENREELY
Bl R AT AR A R E ST ZIT AN AR . ALY (FTUEAFBRKE)
NHREPRERDKL R EEKRE, FP0aAT s R EA SN AN SN,
SR, EFBE MR R W R MR T RA—F5

1.3 R&EHE

RIP ARV B REENFTE, XSRS BURAE R (&R, iR u
SRR MALSHAM IT 2Hy, SHES, Z&EHE¥E TEER ERAASVWNERA, 3F
ARESERAMIEZZRELAN ., MRELEASRERA LREEIATER 8 AR HHEAI
1, SRR TR R |

SRANBNARLRLETERN, XBZLERMHESES LEFRTIINIF. aBIT
HEZ NPT E R 9% X4 (policy document) B] LAME R X2 BEHMMNEM ., XX ZAF—
W KRG, BRTTLIH AR % £ &% (security awareness) iR, XHFARERFANRABR IEZL
FRES, {HRATERR A v

o It A2 FEX T TRMARIE (AR M EE,

o BN RAFHAER,

o AT B M F A AR TR

APE2ZBEARFARNELHAN, IHETMELERSICRHBRN A RERA—#.
SR8 P ETATA R Z SR MNHERR—NER TR, HREH, iR RREIRRE
Z5IMITHANM L 2R E B, 77 LLLE AT B 5 8 <7 22 4 50 W T A 2 44K fish 22 4> 31 )
(Adams and Sasse, 1999)

—AMARIFR IT RG> G0, AELHFEARBBELITY, SELHLNERRRS
HHMERERAFZEAREBRBEENRR., FUILFZARTEFARNRSBENTE., YR
BHIKER, AR THEMANENEPFRELTESMNTE, MEMBITERERALIEPNH. TR
ARBEES —SBREIRN . FIINRBARE, FEREfENANAELE, &5, T
KN G2 B B 5B 4R R P 5 B O P SRS R

1.3.1 RLEHR

ReREUH TRHARP AR HATRSRARERRYF, HTRIIRER, RITKY
8 Sterne (1991) 4 K LRI E L, HFXAIFHLMMAFINE LR ZRIMPR M, —
HREH HAEE A B AR

RERWAR HWR-AFH, ATRPTRGIRER, BFEREUEA.

[F] Bef 22 S S QO XA R B B BE R B RER Bl e X — RRL RSB T A — KL H

BHALNRERE —HEE. ANMZERNES. XIMESARAE-THANER, #
P ER R LA BIR 2 R E 2R BAR.

HEIT ZREH, HHANEZ R LU S AR I 8357,

BYMERERE —HARHNBHENES. XMESHRBEH-—MTEREERRTES
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FITEREAGEIERFANET A AR E2REE,

H Bl 8% 4 3R W 8 R 30 A — 2 (] R X () 4 ) P R B X B KR I B A X, MR REE AT
& MRS MHTRPFMELEBEHESMINTIE,

1.3.2 AR%RE

WERESRLLTIRNLE, N TILEB(REEP) HEFNELSIFHRNOEFL, MR
RIVEBMBIALLIHITE RANELBENEARMED? BX, RAMNENES SN
ERHWE, BEER - RENEHRREMEN. BEHLT, & (measurement) 7] LLG
—AEREER, MBI RS RBUILE, WMANMENEITH = RRARARENEEFH,

® /=% (product) B4 IT k. B4R/ SEAKE, ETREEIZHAANEHARNEHF

T DI RE

o %4 (system) R¥FEN IT R E, AER BIRMBRIERS(CCIB, 2004a),

FERMBTURACHELE ), BRMEREZEN-RUERFILZ2BEE, — 1T BF
MEIFRERSKSHRAOSREER. BEEZLEENESRRRRUENELBEHIESR
AR, TR, TURALRMBIMNESRE(RR) BEAREERNERKE. RifE
B & BRERBE BB (8] T AVE R BB F — M REE R B [ (R Bl IRM—EH BT EERMS TE
4 (software reliability ) FIHTEHERK . XEFRIEBEKBHRBARRAABORAE— 15
ETRATHHEREN A R RE -~ HAENEEMAIT SRS EEEN. - TRUENE—
AN i o R @ (auack surface) , SXAMEMAHE OHREMMABPERGSHOBE.

REENAERMEX LRRAE T EBNER, BEMNRETHENBRTEZLBRELRAF
W, ZERANBBAREZRAERR? BGEEEEREHRBFMAHA—NMREREM RS
MEZLet. BERIROARRHHEELHR R R— RS, AXMHERNITHEENETEX
ML R E 2N ERERE # WA, Hilk, BN BHBEENEHHMBATERR
— = S R4 o

SHRENZLMBUSERENLERE. AR UREHFENRE S, RITTUSH
BARERENNEFBRRESFHOLHE AR E—TBRIREF, RITTUSEFHEH
5 OBCRMAMRAT IR IR S, REREBITHRFRBHACHADUBCEMTY . XERHE
HEREIRHUE MHMEM R A 13 & (status information) , HRFIFALHES HMBERERNER

X FHEVLRE, BATTUMBME PN QERE, DIMEBGEREAESRETE. Rild
B B A B(E 22 /5 IR RS AR (], i 76 A3 BC B w9 TR B M BGE B9 B I B i R AK R IR 5%
FREL B it [E) R A o

AH—F ik EES W R RBR G WERRNE RN, E5E:

o fEW i, Bk ERERAKEIE, BN HrEeE™ 5LAR W

o BEEMESR, FlnitERABBEREES.

o REMBHMEHAIRMEE,

R, EF—HEARARGHENEREHFELEIRERTENERSB/E. 4K, BNET
& Wy A (attack script) 18§ RE — SR ARE REME - R ERE RENRRRT UL S X

BE—AF%, RITTUXRESERENE, FHBXEE>HRBHRK, 1.4.4 7%
4R RIS, B2, BRNELSRRE, RITEN—LRLR NI ER BTN
ER, #I3EFHERNRR—IIFRHMPREE.
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1.3.3 #RE

BEHENE2ERRERE T EFEN T X PHERARER K. RBHEH T2
SRIT I RIMES, BUE BRI A EILEA R e B LES

FoA B AR N 2 8 R O B2 B RSB NS X SR HE P B 4 R 180 17799
(BRI, 2001), ERRELRT M, WARN™GEMRERNIFMIRERS BRI,
ISO 17799 WM EBANEMNT

o VT AELAME LRI XNXMAWELMBEME T E B SN,

o AL LB : Eokd, NMRGEMNAANELTE, BEARNKTLURES
W EZ SRS, REFBEMZERARRHZRMIELIKNLR. HEERFH
RAEHE=TnT, ﬂé&fﬁﬁﬁ%o
o A AMIER] . BEREM AEHBRY, ERAZLITHRY . RALZA B CHIHHH
B R ERIBTR
s MHEMAFHELS: YHELBEH(RE., MN8%) , RPFEARLEHRERKERE. Fn
RAGEAUINTT LA IR S 8 BT . 33X 2515 5t 7T LA Bl ik 36 35 U7 1R UM B A B IR
. AAREREMATREBRTHRERR, AlZBXETHEBK?

e MATE: RABHERCETRRAL R, X THE B A MAFE 5 898 A
BT — e F MR (B A B SRR ALE, BERE TR Rk ) o iR E R
AT LABH 1L B R BB IRAB I VE R EIRIE . 3T TR RIHE RET RN AERN E R FEH
X SR A R IR T ER A, EARA B REE ETLIAE R A REBEER.

o TWMMBVEEE: BEHNIT REEHEMRLLHOFRERRF T LM,

o Uil MEAE. WMEFTEIEATURES . MR R TR RN fiinE
HEFMRERSEE, HINE2RIEE ST NIREHF LR VIR,

s REFEMEY: —MEERRAEFEIBRTHEZZBIIRLAM, sTREBRTH
Lpdgtr (B, WRAMEBE. EFNRELME). FREREXFRINIANLRZLEK
(@#ﬁ@ SCASKAF), BN IT TRMOEEMNZE BRZLRBEERSBRNOE

, HERBB UM BURMIBHE) o

°ﬁﬂﬁ§ﬂﬂ FHTSFRME AN R BRI S, SENEEREEZREN &N
HBEARMMS, ZEVRETMACTRACREATERE. ARFEREIREE
FTAREF S

o MMt ARBRERHESGEN . FAMEMEAMENRE, CELTFREAEMMEIIA
CHAALRNE LR, HERE/MEF TSRk IR TR, RAEFITIR
WA, EXFETED, XEFTEHEFSE—HEEAR LHZEMEFEE KNP E.

X3 1S0 17799 WIARHER —~TREBIES . 28 BRTHRSMXT FArER 4 _HBER, EM

EAB AN B EIRR ., CEFEXFORGTR, fTLNE BRI ORXRLRE, RIFHNA
MELER, RA A AR SR —2 .

1.4 RS
TR TS TRELRET BT HRBSHTAEIARE, £40F, RITFEREER

© Hin Visa TG AT BERE SR,
O WnEESEWBEHRMIIMER 192 iR 256 LN E 5 AES T LA FABHIENLE,



6 EF1#

EPHRE T £ IT Zef, K@ ® AT FIJLAJ5m:

o Al EEHIE B '

o AV FRER IS BB RIES 1

s FRMARGKITRLRE, Blin, BHELZL2ITK,

BEERB, R — R A B TE X ol SRR BT . SR REAR RGN T
H—RIFARGERAGREER, EERHERBRER. WA BT R R e, AT
BAG BT i B IR A SR AN X R B B T BB X T BE PR BB F Bl B S HL R
BEFX RS RE, HRER, IFE-FRRTEZIGEN RGN L LR,

FERE AR, A TEATEEERRNZS T ENEE, RIVEFRBES . &AM
W, R ENABTE R ERT . FERKIHEARR:

P = 357 x B > i

RS, SRERTHE™, BRMEMH. Z2BOXNEMTH, SRBERTHR
R, B MEEEE, I, ARSRTETE, EBRTILRE, RATHRREHR
AL EH R, RIS, RIS RAEMBESHRERS T, REHHTERET
EATHE2LEEUHAUS S,

1.4.1 #f~

B, BN SREBEEMEETH. - IT RES, B-GEUTIAE,

o TEME: BE bR, MRS, BREAR. MABFEIE(PDA) . B, BHEFF,

o K NIRRT, BERE. JEETHERL. BAK. BHRAB%,

o FEAER: BITHMNESHLT/EE. O, H7HE . FrEE%.

* ZH.

B EEEIAXNERRENYIG. REMEN I UE—Tk&. —&%™>, 6
mEEAE, ATLAEMMSENETERMN . HE, HH—8%>, AmBdEnERAIFHESEM
X, MRMLITRIMELTRESXT, REFFOBAGEBME, FREYHAEREREL
LT RARER K . RIS FRI B ARMNIR, FREFRITESRFR. EEREFHRRN
Boint, HROHEED EEFHEOEENMERNSEERE LNRSOME. EXMERT,
EEMMERBEMOEEETRE. AREEERN - TBRE, BRNRE R EZRE,
REOEEREREA . —K. —BHER—TH?

1.4.2 ®iE

RARRZHH L, 2BERBREENBAFHBER=ZER, EEAERESEF, f#
R i A4

o R PUK P BE EBRAK D4, #lI0“MANAGER”

o BIFA B

e B FECHBREA,

o WIRMSH RIS, B, WERTELAE,

o HBH KRB, AVFXNHRIR KRS R,

% A 43 4% AL vulnerability scanner) Mt T R4 . HIIRWF RN, HEARRNEEN
WEEEARBHA S TR . 4 SANS & T E YL E 24 (CERT) XHMHARBHILERFR,
[ B A A R R R 2 L,



% 7 7

R B eI R ERER (RS . LB EHE SRR R L RER 2
AP ORARAERNER SR, AFREHETSEDA SRR KA~ A RESER
B EELRM AR RS HRFAAA ER AR SR, —SHH TR 2R K R
HRHER

FRBRZEPHARIBETARNAER, KRS RARREHNE SERRKE T TR
KB, XESEALEFRLRAAKMEE, FrURKEERTTRR R XS EriEr~ Kb TR”
HE FRRREH A, REHREYRRA.

1.4.3 Bk

BRI FRFRE LSRR8, REBM TSR, RATAT LURTEXT B ™ & 5
BRI B AT 038, BN, KA X% 2r STRIDE BMERI 5> 285K IT

o B FaikiE. BEEMERERF

o K FlIU, REMBYERUFERTHERBEZ R

ot : P HIABIT T H ARG HERRIERERR TS

e fzaEE. SERANMBATHRNMNETMAIRESERESWMME (ML BE); Hl

T SE R A A SR E B M iE AL S (AR AFE) .
o JEH MR 45 & (DoS) : DoS Bili & iyh MG AT H; SR MXERYIRTAA
XMEERBEESFENEL

o BEHKR: APETEVRSE LREWECFAERBER RN

ETRBATATULRBHEHRE, MHFRIME—R. SMBAR. ITYASE BT R5?
W FEREEH RO RAERRHITIERLE? '

BATRRET AT TG Y . — 708G, ETTREREE, B REWELT NGB LR
HLES ERYEA, BRAS—NBL, ERAREEMEN. ATHIEMEEMEERBE, A
DAy EE & &4 (attack tree) , BHMMRE —BEM KT, M SEEXRBERFWFHIF. T
BARA At — R4 HF BAr. HPA AND f1OR ¥ 1. AT Bk AND i 68, FIBMFI AR
WFER. ORFERBE—ARU LN TERERET, B 1-1 80 TEANDLSRIIER,
OAT@ESHRN ., BIRBEREE, REERBATERE,. FUISTHERNER. X TELXE
W, AHEEFERBNFEOSHERFRA T, AEEBTUATRRZEE (BFTBK shouder
surfing) , 7E8E#% FLHEBBRVNER, ELSFFXAEHE,

FRO4
B IEEEES EEE
TR B [ AT ] || | &m |
w04 T

A 1-1 FKEUHP AR BeE R

AT LA B W A MR . X e AT ARG M BGE I RRA . RAERATREYE . ARIIA AT REYE, =X
HA T, Ead X, ROV HBRM BT . Bof T 8R4 A9 2 e 8 & rT e 2l 19
Ko



8 , FSE 3

W E—FIERIL . SR B AT I EE . 22 )R B BB R4S T LA B 2 S T BARFI B
o, BREMEEERET AT, MRBRENEREUERR, AR E%EREEMLT Birxt &
R REXBOEM, AN ZARNE SE NE. ULBESRBRT T AMER
EMAMEBEUE—TER, AHFBRZRKEFACHEMAARNEENRE T HIRNER,
HamHE AR R BB BTN E R . RRAERELRRMEN RG4S REILTH
FREGHELERI S, BIZE S P A —FhERIE 447 # k& (analysis paralysis) BB

BT DURIE T 1M AT BRI . TR IR E TR MR B . B E I R
M HEAR . L&MW AEREESANL, RPIREEMES. ENET I RBIEH T
B Fik, SRIGE SN T LI LBREREA R

1.4.4 B

EVEEREME. RAEKREEMBATEEZE, RONFHEROXETETE,

ERREAVTE, TBHRE T L% BEREPROMERITRE, ERETFRE™RMMENER
AT BEPE UM S . R T B AU T BIFRENBCEIS A, RS aMLrREE, B
RIVFRIANEEAERBEESRZREHMER, AMEZ, RITREMERNRER
WA B AR B E . TR L% BB LAt A B0 A 4R b AR 3838 5k B £ 37 52 B A K
. REREAEETHTERMT, BESHE G TRANRERES BT E R M
M FEAE AR,

EPERBEFHTAAT o

o A MEREESELKIIE: REE—HFE—FEE,

s RIAMAERBENREN THAERIEE: LHABHM—RRBEI—REEBH—ITERE

Bk,

o BRI FTAREIL AT 8B K /N RIERE . R RE—FIBE— AT RE— R A AT BE,

TRt AMFRERRE, WA 1 ~10 B¥E. TieAMtAaFT R, VLMK TIFENE
B, BT . RAMSBUR KB RBEH HUE N RRETEEZNANRS L, 58
STRIDE ) DREAD 75 338 Bl 4E 4 7 43 7 89— J7 R (Howard and LeBlanc, 2002)

o BAMRE: SRHRFSTMEMRK,

o THAM: EARERSMWERR; ATHEAENKE K RERENRETA BRI ERE

L2y "

o TH AM: SRIFBFGHFHES .. ERMEEHHERX

o SERM . WIAHERKYE, XEFI-NLSHBERENEEZEER.

o TERA: WHTHBRNMA? EEFRNELT, XERARKCLPBT (EE

Wit R KR, BERNERESRIEAEEMHMIVBRESNET RESESKBHE) .

1.4.5 R —RERK

KU AT BOSE R . — M 3 SE B HEF A BRI 1) 3% DA R — S8 B UL F T 0B e XU B % 5K
SR A4 T ELE 5 AT B R SR B AR — s A ‘

TEHRSE (R R 2 R M 22 AT SEHEAT UL A0, SRR B VR XY . (B, APTIREA L
PR A A XAMBER AT . H— KL BT R SR E —E N atE, EREILA K IT
AR BEOFENERREL. L, BFSEORERN, HRMTELEIHNT . W, &
B TR R E — 0 2 E R KRB PT I #H . ‘



# % 9

T XERE, HEAPMERIF SR A R B ¥ (baseline protection) fE NI PRI T R, XFh 7
BN THRERFNEZLFTEFEEEENE 2. BEFRR2RN—EEEP - MRELAK
IT % &M FHESCHF (BSI, 2003) .

1.5 RERZL

Anderson X FE L TBRMBLEER T XL EE KBTI A B T HE 8 WE(2001), %
FRLBHEH—BE X 1 IT T2 A BT T LUTE Smith(1993) BR3P, HXES
HEW BB TR IB Y& UTE Sterne (1991) 9 B E B H . Martin Smith(1993) % F 1R b HLH o 58
NELEBRHITEENSRREE X, 5852 KRS HLE Alberts and Dorgfee (2003 ) 75 ff
Wik,
1.6 %3

£31.1 REEFLHNRAERENREEE,

%31.2 EFREAKTERSS, RBMEBER. TREEZ2IH RN,

%311.3 BMEHENSOLTFHERETROME, BRI RS G % a8E kit
R 8- 0:0) 27 N

%31.4 X—AFHRSHETREFR AT, ATEMTPEEESRELIFISENZ
] ) LR B R AR Y, LA B 18 U A 7R Ak AT i AT LA R BB O U7 1] P 48 R B9 AR 5 o AT
i, BB R R R AR

%31.5 RITEF AL ASIRKIL(ATM) L ERRE RN ARFIE (PIN) RS
[ B A2 P FERAT P £ SR % 8 L 9 AL AU S0 4T

%3]1.6 HE-AKREERNOPLOMEBEGRES . MBEAXFPHRL, WLR ™08
BWIR? WX IR — R .



F£28 HENR=EM

AREA P E T ENE 27 XA EBEE R, RITRAREHE ECHIAXA £
B, MREBRA—E—RENESREIDEFBRINERS XA SBINSHRSNELIE, &
B EF XA~ E. FHib, ROIWEZEFHAEEI - MHENRENEL AT #
G HITE N ANELRE, BRIESEL -4 BRENEBESLT2FEEAERERITH
TAFEN, ¥ RMREEEABHZMHEERGE PR EFEN,

B A%

o RFI—MTENLLIEL, MEINFE., SREMTHAYE,

o MR B R SR AR E bR MR E

o 12 R — S A F R 2 RGERT R RE B — M B B B

o 15 HITEHZ SV H LUK EY BN EE HRNRIPEEA SEBEX

2.1 EX

BB RIFMFERLS, PLANE B BRRIF BRI R L. £, RIMZERIFEE
HENRLHRERETBENRE P RPRLFTEANER, FLEXSHEIRE (AT
B, RIENELEBMEHHRNER) AEERAR(T) RE(AHITMBL, RIERERGHITHE
PLRGRZ), BNBEERARNAR CERRE, IRBITEIC 2R —F b 5300 RHRE TR
MR, RN AR NREBT RV RIEREN—I. Web MRHRE YT R
H— BB T o EVLEE LIBATMR G R TR MENS L, TLORB TR LI Web it 55
2. ik, ALLEENEL”MUIT 27 ERRDSGARMEH, MASSIEREMIRE.

E—F, REFBRE-NBWS LS, AT, HREHREOHTE L, UPREm
5REREBIET . MIERETBEIZLKNE XURBEMNXEE LEGTBERCLMT KR
W%, BRXEIMAE A LT E— G5 B PAITF R IROEE THAE, RISHAAT™
BB X EREAR TIHHENE 2N — R BB S,

2.1.1 =g

BERXTR™THMRY . XN EXERELHFER ™ LHEME, ZFEF—-BRENEE
YRMERAFHENL S, BN L4 THELRIIKKSTRER, 2EIZBEREHBIR
SRR IPIEE, XX BRI RB KT '

o Ak : REFEIERT LB EZME

o ¥l REUGEMERD A AR R, EREAZHN, UREEERHHRE.

o BB : REUEHEMEREW EH KGR, REEHTAREFFKE

T HBX— &, ATRMRZ P Bt E Y SR A BT

o FB: 1B ARSI B P I LA AR S (RIPH BRSPS
AN s — R AR

o Ml MERERA AR, RUSEEB M T; YAZFHREN, RE
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HESYE; FARaRERNERTUREREARE.
o Bp: HRETLAFTRLIEIRE . /RATREIRGE A ALY S B AR MY &, BETHEEELGY
R HIRBLG IR

RAMLEAWPTFAB THRBETRENRZ2H0EN, R, BYBREZLS5 AR 2T
RHFFBERTRHBETREN. FXE, FERENATREREARRENBESFRRR. N
AR STHENABAENXRNG T, FREMGHFSEREN EBYHEL. —THT
AREERRERRS WY, TRAMNMREFEMER, REEARRFREDR? ,

o MEy: TITHEREMANS; KERZHTERZER REYIT R WY EHTRER

#; AERFMEERERFTS,

o @l —FREFRBHRZ S HRERBFEHFKEL,

* B i : AR HF-IMHHFS, MERSHHBRKATUBFRA, WTWINETRER
R RITRARE,

ERXANPIFH, BTGB THREFS, BREAFEXKE, IAFHREENELR
AR, BEELERRERT, WIERE, RTABRERIETHROEHAFRS. LAH
SE BT B TR R B DRX T BT 8 (a1 L

ZBEFIEFERBREI, $EXTRIPABET TS, FARNAREREN A XAD
ZME, MEXREFLT, fREXRERE, FHESNFIRELBE T HRERBEFEDRTER
M=, ERZAGRT TS, HFERT WA, MEPHL T, EXMELT, B
BME— R, XWHRRET N4 TR E L 24 S B YLE{E B f B .

FEBB R Z B A BRFETET R, KEIEH, REABIHB MMy heE,
AR THRINFBREE R, RURAERERN P EABRBE Y Y1,

2.1.2 HHNR:

HTHFBHENZEEE, TASTEER=EUMZIAMER . R LNE LHEL
T=ANHHE.

® L% M (confidentiality ) : Bf 1k R ZANHIE B MR

o % &M (integrity) . BFIE REFNHNEBBER.

o 7 Al (availability) : By IE REEAE B BHEHERE .

PEHE A DAL B S R A SR R e, HFRA L - ANEFHEFNA T SERE
AR RAZE—H I BAEARASRE—IF BN —ERE, HMEEXL
A, VT LA A 5 M (authenticity ) ; 25X 6 F RIS 2 RL AR GER , AT DA% 12) 14 (account-
ability ) 1R 37 % A #& ( nonrepudiation) ,

EMEEX—MHBER L, PEERMFEERZLFTEHMBERELERARER, B, E¥4
HHEHHA, SHEEXHERREBRERET . RITEEE-SEXTFHENL2RBEFE
ER R4, 48 US DoD Trusted Computer System Fvaluation Criteria( 4§ 4 ; £ EEEFEE, 1987),
European Information Technology Security Evaluation Criteria ( TTSEC: R ¥ 3t [ & & It &,
1991)—® 10 ETEYSTULFHIANE, %F International Standard ISO 7498-2 ( EH BrbrEIL
AR, 1989), SHAPEERK 2K ISO/OSI 4k R4 (BT # 1S0 10181 B, BREMRIEF
BAEW) . FEME Xkl 8 ITSEC,

2.1.3 #&EH
Fg b, “EMREREFRAEEN, BEESX, FEAMRERHTBEVRZEMNESR



2’ | E2%

HARBIERBER A P FIREURE B BRME, REBUHF AR %ES (leam) BUR(E B
PLEN (B, BB REERITENRZ X —HHKMEE, RiE“ &4 (privacy) 1 “ %"
(secrecy ) 4 B R B 3 R 43 ABAE AR S (BR L ) FIOLH B4R AR (BB ) o HLEHERSE 2
BRFHEXLT, HETENEZLTHRREFEPEXNMEE L, BABEBERL TSY
BESAEELM R, BAEHE, %428 (security) FALE 3 EH MR A,

— BRFFEIRANUE T, M S XX — AR, EPXERBASUT P R AR 2 T A7
TEX—HLBRERK, HT THRRXBX—FIMRORE, THREEFERETORBEI . T
NEE AN ANE SkEE, MAREEERNFERNE. MEmE, NEEMNEFEITHRR
PR AR B R B FERESHT D, WTRER ER LSRR T 44k (unlinkability) . 405
HEREHENEREANES, WTUER—ENIR, HinE £ (anonymity ) FFR.

FEAR OO Ot R, I SO AT RIAR T 8, RS AR A B R X A SO A B
AT, FRME, HEARENEIHNEELTERNEERE, EEES 2 TRTRESZARX
THEEAE

2.1.4 E8H

TR tH— RIS R S, — MR, MR ERRENFYEBTEENRS
(ARHUIKE XA — BT BN A R B T BSOS X) o EEHENE LMTEEN, RITHES
WRTF 2 1.2 WP RN — A E X, BVt AR R AN B S AE. MRS R
TR (SN0 B) R, SR RNENE, R LSIEALBA AR S5
AT HI.

AT, R R B A S R MR ER R G E AN B AR
PERITE X1, Clark and Wilson(1987) ZEAATT MR B 1 93 SR R A T AN %, I
FROCRE MR R — PR

ARG OEATR P, FREER, LRAHA—HERFLINT I SKARREL

H IR F KR EIBT

A TR ST A R BAUAT BRI, IRAVLEHEREY T e B tEm—50.

41k, RATAREE T B A P S AT RIS R et . MR ERER, AR
GHMAKRERFRERNEPERERS L. BEH(EEEBR, 1985) PR THRE 2R
5 L IERX P2 RIE o

MRS (data integrity) %5 JLALA 40 B 38 5 R S b 0 M — M B A 250 &
S o S8 B 605 BRI AT ZILE R A,

TEXH, SRR 5hE8— Stk (exteral consistency ) BRI Ui, FPAE7ETHRLALR S F ROBEE L
L ERHR BRI RGO EEEL, SOURBERBRNFRL, R, ETELREAT -
AL SRARIE X T PR A T BERY

FHRANE, FELSNEMIRA i ACHEBENES, ki, EERFERLET, =
BrERTS. W% & (intentional ) BYE S BEHL B L M4 R TS RIS M BB OBE. A MR
5 O HEAT 94 ) ( detection ) i1 4] iE (correction) . MBA APEET U, TLIEHERMN
BHCEE R RS R — ISR . HR, REXFWEIFEHSAEY . BN REUKRL
B R Tx T B AR TR 0 Il A A R DA SR R B 2 LA AR S

SERMEY BT S BEAERAN. i, KdE W RREET B BRI RE SR
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RE5IRMUIRER S 2RI E i h . Bk, RIS EIRIPBERKENEEERE
VI R 5 R B SE R SR SL BUPL A

BE, MYERHNEEEER LNZBEE L, EAEE2EMAT Ak L ERE BTN
—#aro

2.1.5 FHAf#
ISO 7498-2 ( B FrAr LR, 1989) P4 H B E LINF -
T Rtk (availability) % F8d T — MR 9 A4k A 69 Btk

ATRAEREIHERITENR2WEMN - EES ARENEE, ATFUETAEN TEE
AFEERE FHMBGR, ANEEITE, EXe9E, HERIENE, BEEMIEEREHEILES
BRAPSERMMITNRS, WHRU, APEMHIEE %R S Kk (denial of service) o Xfith, HK
3| F 1SO 7498-2 HflsE X

B AR KT (denial of service) b3 F R 6938 A0F P R & R B R B,

X, KRN EEZHBT 32 5 (flooding attack) {4, WEHEHERAAENEEHRKF
R%E2%, BAEMSIEMEE, A2-1 HREAHE—-KLE4
AR %5 Brs ( Smurf B ) . BHHELMRE W &M A bk (32
EERHAL) &% — ICMP ) [8] 1 R Bl — LM E M)
Bk, BN ERESRBFTEIMET SH, BNMNE
BEMBE R EAMAHITEE, NTIFZEEHER
HER. XM Bt RENT XIHFHREERY
AFl.

EHZHET, TAEHTREENTBIEZEREE
e, EAEXRMERZLVHERFIEZ., 3LL, BEKSHRKE L EILH A
SRTRESBIELRS . Z2HUHRITEARERESZRABRRABOARTE, HHXFHARF
BEEESAFER T A BRI BRERE,

2.1.6 o#E

REACETRTHENMNEZ LN = EESR, BE—T, TUBRNENSHHR T HRE
WEARITE, 3 BIRE M T HEF (prevention) € AR B L, SAERXHEMEL,
BRJLFMRERTCH: B 1L T B R IEMETT . BE, ATREKEARPUTHATUSRBEAEZS; HK,
AREAERNMEZLRE PRI, SEHETUSELRS. Bk, FEELLIIET
MAFRERER: APNYNACHITHAR. XTRRENHANE THFHFFARE
B, DU B 3R a9 Jr st fE o

i) 914 (accountability) Fit43 & LA A RBBR GBIy, NEHYHLLGITH T

HEFE A, |

KT HBX—E, R 47 %) (identify ) F1iA 3E (authenticate) fl 7, S HRFE—B L L4
REMHRFINHOR, MREETHEHERLEMN, FHiHOZNERTUE BHIAMEES, MR X
EBEEREZRZEFRRBNER.

B 2-1 B4R B (smurf)



H2F

2.1.7 FAFIAE

AR E AR S BEXT & A I BT 3R I R =T #k 34 #9 4 4% (unforgeable evidence) , 7E4r#T N
PLRRENZ2MEFET, XFME HEERE L. BFL 4 (digital signature; S5, 11.4 7) 4T
AR EiAE, HERR—SBPE =T IEEMIERE. EEL2THRANATEARSERMN: X
1% 7 & 7T & ik ( nonrepudiation of origin) F1i# i% 7 R 7T & jA ( nonrepudiation of delivery)®, %3k
AR BAREE T XTI REEWIERE, R HFAATTARE TR FHEEB XS BRI R
HWIEDRE .

HFAERAET RS, MATHARS BIHEMAREAR G hilid . 204 % BIHRFE A &
BRLZREHEPOT AT ENR? EERFEZHRTAATGTARS B REIRE. FEE, AN
AAIEAREG H— B RME T B IERE, XEIEE DB R E e — M EERER,
WHECFIE BB RN AR BARERAEA T A SFUNEHTRRE RS REN, B NIE
EXHOESEREERREHREBRAA. RITSE 12.5. 6 TP REBFITHXMEE,

2.1.8 TwHHE

EHTELHTHEN, EUFREITENHMIE, RTHE(FRBH"KE) ixek
(safety, WRAGKBXNFFEHER, BHERBRRESHRG T LAEREHENEL). #E
REFRMEERREMS LEE, KEHRATE, REETURTRERN—FE, HFER
ZIR . TFIP WG 10. 4 iXF B e X M B XERI b3, EFIATREREI TR —HEE,
FHRetk, TR, seREMAT RS SEEEENILTE.

] {& fE 1 ( dependability ) # 4L & 46 89 — £+ e 4k R SRR S A L dp b 2 4E 0 ik,
BRERBHRAARBGMFRRCHITA, RPRAERARANGF —MERGE(AR),

JREZ A R L R R B AR, BREE — TR 2N AP HHENLR
G, E—SREREHS, RRGADHTE 2RI RR . %2R R SBEIEARE 3
BEHEY, HELEIEERTIEARRINAR, M EIBHHRMANREE—EREER
BEMARIRE, BHRARKUARSERSBA THERTIRBILS, HEHEL2IH,
XATRELIE RN, FAE2UM ST SARMT R, —BORE, RARRISLHERES
A BRI Z AR B B R A E K

B RENMATXMNA RN TR ERERMUMN, i, W Z2RAEQOIFER TN EZ
SRBRAENRERFEHANUZS, FERSTHKFERLE A1k,

2.1.9 HHHNELENX
FEARF, RITERAUTRHENRZSE L.
ML S (Computer Security) B K 4o AT B Fodeml 3+ AL 56 P 6 JERAATH

ERELF, EHRBRAVIREHNIAMMERTENESRNERARER, ERZIUR
BAFFE— % £ R (secuiity policy) —7E 1.3. 1 WHEMBT . WA LG IERIESHIT N
EmaFEaEeE P, AXANTEN FHE—SRHeERA K.

© BRTULEINEMHRENATERRS, &4 5 LK R T B R % —EH05 A5 A (nonrepudration of

receipt) ,
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HosE SR T RATEH BHLE 277 BT REMN THE, HEBRBITAH AR HENEZS
B AR ER, BATTLARARXE—EX:

HENEE HAMARGARLEEXERERBAANEETANBAT LY — W,

B RAHRBABIUTY, WRAB R, BREBHENZLNARER, £
8 TSR R, B E SRR —ERRIE . (NRREERTIE, I8
LR OV RA— R R LIBRORBRE AT, BERAZO.) MO, Hl— e
TREMIBEOR—ER— AR ERLHF R, X LRE— 1 AE R U BB AA R
TR, MU MR R, RS R T — %2 P,

28 40

RERTEHA AR E BT

(1) RE R — BB 25 X o ;

(2) MIRRIBESCRE, FERREAR B IR & A S SO T AR

- (3) KB FIERTE 38 (IR ) 72 LA K 2 A

2.2 HENRSHREEHEIER

FEE KRBT RN E 20 AP R EALENFESREN OB AR RERSHERMEENE A,
M HENELEHFTRELERETERNENL. B, IMECELIH T —MESHHR
PAXE RS E L BR -

FHELERAPARKGELER, FETFREELLGE 141,

SR PIMEAL B e A0 % & 5% 4% (security evaluation) FEHS 1 8 15 W SEASHIR, %A
SREFSRBRET EIUREORS . B, BINERLRENIME, THRITGHERE
RARMBANN, I ERBHEABB L,

WH B (B EB, 1985) RE— AP HHE &5 (BAERG D) BT, 1EHEHL
REWRBFEEEROWT . ERE BT, DELRRFEBIRIE LKA, FP Ak
WA ESE RS h . (RS B B MPEAT, JF ELAE MU H SR 4 FO 48 A R 5
B EE AR MR, HEa Bk — A AR,

ITSEC &/ TRMAE, CH NMHARER AT, LUEHEE 095 4 8 47 (Target of
Evalusiton, TOE) ., % 498  BUfE R FAHEH TOE, 3FIEAERR TOE WA hy 7=
ST,

WAL S WX PR S LR RIS 8L, Wk E 2 B AT HLEE & o 0 BB 8
. SREEE, MRWFRFLME,

R A BT R SR I, %2455 59 P2 I 0 e 5 ISR JR) T 2 o 8091 7 B o
Fiko BAMPERHEMBEHE.

o ZEPUHBERMGHBHLIE, X MRNES R

e 2L TRAPBEO TS, EHARSENRLMMEFBER N R,

o DN EEMES, WIS RO G LS BT IR R P R A0=5

2.3 HES5ER

HENRLERXTIHEEMBRA TR R, EHXHE SR ViRE R ZRER, Eit
WHERAEMERT SN B, PERHNEEREGVIRRAE, BENERZENX IR, HE
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R £ b FE 40 TE i R XY IR R B AR IR
BE|ARTEE, FERBEN(EN) B,

BBEBHIHEBGARAAANGBAFAFTERFELEFTRGHERLE, KA
BTHBHESLAEE, BEARBHPAEZE, ARKBHAANLEZREZS
3% BT #4945 B ( Brinch Hansen, 1973)

A EFHEN FEREZ M BERAN, XHMHEESFRBaEEFHUNER, HE
BHALRXEN. ¥ERET—ra#EE (covert channel, £ H,8.2.5 17 ){EHMETREM, 7E
XE, BWEEMRERN R T MEE, MEEINERHR— B SENAE. H—
ABF R GE B 7 (4 48 87 (inference) AR (S WL 17.4 1) . RATHEHE — T X 0E, H@&
—~TEABRSRUBEREEE., XMBEEANEBFEERFER(BIIFEEEANSNIER),
WV BERE B A LMER AT S AR, MBHE RS TRBEHRBROSEITHE, BRESR
BADIRA B R, BEREEEHE RSN AE X E B KB EEATRIT RPN AK
BioFE, EEDRATENFHMIHE -FICENEBRKNBEERTRITER, UEEALER
gaRk, XFE, BEEAEEMTERENE, MATUEEETEMACRAEER,

2.4 HEN=RZEN

R BB BB — AR, ERTRENESR— M EFERMAE, “GRAHFHE". K
FTAREGXHRB LT IWRMEESARGEUN T RRLA - ENRREN L 25T,
ML—ETZHRNM (RE) TR ITHELURN — B EA R R LRV A R4 ER, BEReE
FEANBHRR. R, WRGEFEAREREZEE-NCEEFERNRELEM LR LR
t, MLALHKBEZRACERBN S REL BESERO BT RRARE N, RekaP 4R
T, BEHE, FENFEELERE,

RERNER D —SEANHBENRLTTER, ﬁ%ﬁﬁ&%%#T%#¢%Wﬁ%@
R, B2 3B THENEZ2BETSEPHERELEE, HHRAREZERBHES (SR 2.4.1
), 4HMRR-FRPIWFHELANITEINRERX(ZH2.42% ),

I3 PR

B (MR

Ldgs

B2-2 HENEENEE

241 EHEX

WK EFMR 2 1.4 T Hpse BN E o MR, EBRELMMAE—HBEERRL,
M AT ILAJES

* BARTAETINE, i, —Z&ANAT LISEE K B BB R F BT & — X

XA SCT WER—BkE, FEAMKBET UiRIBR IR P B VR R R
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o T BEME A — BRI LB, i, —RBLMTTLULE RE T | “HAB . R
R AR AR T LTI I SR R AR BT B, JF LR R T AR RV
“FERRAE . EPERIBLN AT R AT PR P RO o

o RVFUITI—NEERTHIE . o, —RSNALE FA I B3 H RR AT T AR T
AU ) SO e o B R B

RATE LT T —TEE RN BKITR, B0 TE—EOHEN,

E1NBIPRE A—ARRHBEA T, — A FARG T ORP IS ZE T EH

B, BAERLA P kT

N A2 ERE, XMERR—EANBITRE. RIERRER EEPERPEEE (B
W) JE, B AT U B £ 54 P AT R K

2.4.2 A—¥HERR

M 2-3 4 TR G AR5 RS, XM L 45 il
E—RRHEIH S, HENRR PR —E X2 AREFAERTHRK, s
AT REE TR P AR ENE K. ARG

o il 3217 £ /A #2 A (application program ) , 3X 4% R FHI %2 Fr K BAERGNY

RIEFHBHTFER. R

o iz PRV P 7T L6 R4 5 9 1 4 3 2 45 ( DBMS ) a4 431 FEI AL
38 ORB) 3 A3 FI M MH(L S AR O TR 4 (service) , B2-3 T REFHRR

o KB 55 55 5 44k % 4 (operating system) 2 |, B RGIT A RTEMEEETE, S
BIXHTEINLA 1O 25 S YRR 1],

o S1E B G0 AT B — A MR Ab AR 28 77 0 0 74 % (kernel )

o %4 (hardware), EIALEBIRRIPITE, VIEEROTERERIALER BN R G BORKIE .
%o BHTT U A AR FEM— R L, RITAECERET SN BELLR
R AT o

FE2MEHTRE AL WHBABAE AT AN ARGGTF—AERE?

MRAEFWE L ME, TREIXMEA P NEABINARGE—Z LR 2IH. &
HENEFBRAG—TIHIREGENRBR, UEAG—TERIREENIH
BERE-THHITERE, H—MTEIRENZ2VHBRR—ER.CHRPF, K
BEANROLF G, MBS TAME (R 2-4), FEhOoriEBRTEER ., EEmita
MRS BIR M EHE IR, SAEMIHUES SRR INAPER. SEMAINRERKE,
H 2 BB A— A% R (man- machine scale) SR E Z 2K (& 2-5) , EARR S (FAYLEE) Ml
B(HEMAZEHERHER)
RERSF

%
RIERG

MTRIF X
BERGEAEK FER i B
BBk [GE: 0P e
s
O O
T EA [BE

E2-4 RPVRDIEHER B2-5 MTiEEGYLEKA—TUER
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2.4.3 FHMEERIEY

ZEIFEA MR ERCNER BRENEREE VMR, AR R A MR 5 5608 A
#l, MAAEEMNEREEREANE2TE, B, BUFHE=1TRE,

EINGHRE L5TARECHELREML, KATBREMENFEHGRBGM?

EXARFAT AL LSFERBEM K, — DR RKERAEHTEEERRORIFE, A
REE-MIBFENELIPRPHLE LR, APUOFEAZEETR. BN, MR
ZHAFEREET I ARHME,

HTHRBERIEYE, EE2REUHMETRTEMKRNIFAKRE, HEEFREMRIESEZ
FBRE —TE, EENREEEIEE, RHRERI TR, Hit, S TER
BULAF R -

THREHEL AR BIRIERZRAENE TEN,

AR, BRIEEEREMRGEANEITER. FXE, TENZLERBUBAUTE
AT ERIREFBRIEERHIRZ—.

2.4.4 HiEfHsHIEH

E—NRLKWA, MIKEHARMES . WRA - ITH—RPRIERFTELE, BARE
BARB—BUE, EEXTFREETERAEEET. IR, — M AXNBRRTRITEER
¥, ERATLFHESNING, DURIEA [F#Y B R SEHE— B R :

FANMEHRE AAFEARRLOESFRABLARS AT RER, ERBERAL AR

CA - v

EAFBHAEMRRAELEPRBARY, KUUEEXRMHTENEG, B2, ER

Bell- LaPadula #% (2  8. 2 1) 3Rl 1 A E M9 % £ R FTISIERAREE, X Rl BUR 2K B
PLRERFSE FHRBMRARE L.

2.5 TE

A, RNESBEERRL T RIEYE, HPFERNTRRIENR HHRERBHEE,
BRAEZRE E— T REASARFVHNBEET . 8MPIHEEXT -4 AR(ZR),
R K BE A ST ERPVLH B RET SO T E RO, IR0l R KRG HH
SMETRRNER., BOCERI BRI 2 4.2 WRHNE 2 M BOHRRNERNERENY R,

25 M RE  ATH b 5 AT R T &8 E?
AL TR B & b T e i SR L
PHBRERE., i, MRERERKPHK LS
BT RGN, ERREGHRERECTH RS E

J2 R FR 2 A 22 4 WL o1 5 ) 3R 10 R PP S 44 ¢4 Fﬁ
R Y IEAEAE R A BT AR, BT LA :

Seit 4R 1 R YL Y IE U A1 T B SRR A IR AR 2K E2-6 FTEHTREURKYEN.
B, TEHSHE 6 Ml FRHE—FHIARX— PRI B 2 R
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B BEVHE S TRENER, F5 TRZIAKXE TEMNIEE, XS LRF LT X R
B, ERALERETERAE, PHEEDK—IEEEATEILZSIH . SR8 EATEN
ZEYH BB, RUREEBRERYHEMRA AR L LER(E2-6),

1. kkE TR

MBI BARA A TEYHEOFHERETNRE, MEXE AR RRIRRS
BE, MEAEHRSUG ., IETHE, SEWELFAA (Norton Utility) ATE S HER (W3 74528
SeHE B EBAE, HMIKE SR, XBEM T REYRGALARSEDZBHEURER, BAER
KLBEBATLEN,

2. Unix &4

Unix ¥ VO R &MY B & EN X HRBEHE, F I FRE U7 a3 5 AL & 7T 8 T X
W&, MEBEATIH—RE, MRIGRFE BART, iy RAEE F— M S BRI SUE
BORESE, MMAWFHEALIERMENE, REEEIHF. EETUAES 6 T Unix 27 PR
BAEEMER.

3. AR EA(BAAME)

TE—NEABRLERFRTRSET, NSRBI FRE T, BREME, RF—1
R A AR, EMEHIR, YBRERGHE-TBEAENHBRIEET -1 HEN,
WIFRAT— A £ F X 4m4k (context switch) , 8 HEE M BHRE LU R B4R S ST B PR IO 27015 BAR
HTk, HRBSHHBHEXNER. B TERLSTENER, LIRS A 4K G (storage resi-
due), BPTESMECARFTHREMAEAEIR PR B T 508, B BRERF RN IR R KZEBM
- oartE. XATUER AN EEERERACEBRRNEHMEESHE ARTFFERY BEELE
AR FEREOL B ATV Rl R Al T

4, AR iHH

E—AErhK e F, RPN EENEMEN TLRAXMEMBFHEPTE KX,
UEFHMAHMEBNFEHEVERES. XM TERARREEH/ITRMNERNTEBE
14. 4.1 {8,

5. &4

REWERGEEERSENHBITED. HESBIASORT, EREBEIRIET LHOFE
B, BRNEHAKZELEE, Hit, SOEHTLFEE SRR UATFEE.

6. MM E4E

URGHTN, EEfE—HATIRA R QB4 (core dump) , XHEF] 8 T 5 & 4 Bt 19
B, RABRSOSEBRES, MBS, 3 HNRANKHEEARE—MERAZAT LA E
I, MABEEETUREGE TSP REHR, FFER THMF P O BIE N R
FEER,

2.6 RERX

TEEABREXFHENR LKA Russel and Gangemi Sr. (1991) 4L T IHZFERH— 4
FEHEBDEIN B Amoroso(1994) N BT HENE LWL TR, Gasser(1988) AR T
B RERERENEARAT, S5R T Gasser 7£ 20 42 80 FRBLELMBERENER (K
B A LI#RE]) . Pfleeger and Lawrence Pfleeger(2003) %5 B H2MIT T 5 RERN N, FH At

— S RERMBTHASEMERER. ,
NBEARERELEFENH—BRILRR R, MAKRSXESEEXRREMXHRE,
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MEFRANE O XAEFRETE, NELTANTEREREZEANN R, Park(1995) kT
AS/400 B R—IHIS, XEABEATR TRERENEARAT, HHIEATREEHRHEE
BEREFRIERGRMAM T L, 1L, Brown(2000) AT X F Windows 2 ). X T Unix
LB BAE Curry(1992), Ferbrache and Shearer(1992) L) F: Garfinkel, Spafford and Schwartz
(2003) W EE, ERTIMES, TTUEHXETHEERIESHEE,

R T EWAR— MRS IR, BT RERIE, Ware(1979) F Anderson(1972)
BRELSFHRBERLRANKRE, EMNS5IEATHENZL28BPHTEHR. MREEERX
W4, & USFE MacKenzie and Pottinger (1997 ) AL XiH B R LR A LN BLE

2.7 %3]

#3121 BWHEZLBEEN, WTLANRE TCSEC it R F3EE ITSEC i IFT A :

http. //www. radiunm. ncsc. mil/tpep/process/fag. html

http. //www. itsec. gov. uk

WERKWIT AEEACHME FRAEXTE2HMRI,

%122 BREATERMEMELAZERNXR,

%323 5-RECTREESFRZEBXE, %m%aa%%%&%ﬁﬁﬁ&%mw
6] 3 A —E BRE SR H XE B 8UE .

%324 BEIFICEMRTERNZLEE, RETUELTRAGRMEF SR, —FH, X
RERGEE, 2R, BILHE, H—FE, ERIELT XA EEMASTAHEAREY
i8R, IRl fE BB . SRR E LIS SRR EIC R E 27

%312.5 FEPHFRE-MTEINREFHERER, ELl-TRERB, REORBED
N R PIRRITBARRFHEAT R

#312.6 IR B RERE T UAANBELZSIRORGAMEF.

%327 RKitie: B—TREVERBAPRELR—MELANRE, HRWLERL™HEN
W7

%312.8 RIRELLH: ELFATRENIEETUEERLAENELIH.

%329 EHWNTATENNZLEENTRSANZ2ARMRG. EREITF, XF
B AR EAEBREFK PCHLAFE . PCHLAFBE PC LMK —LEZ BRI TEEAH
BN



E3IEFE BHIRAISIAILE

LERREANLAREFRBRFHOAANOEG . MERERIEAFSHROER, B TFUT
M REAFERIER S5

* AP S EVIRERRE P28,

o ERESREMENBMHERBNFITHEN, RECRAF G5,

1S BHMEE, M 2ZTRPASGRTHEFRNFNLRLTHIERSEN. AW, &
HiItHESHERFHAFEE TSNS, 2EFEHBHP SHIRNSNE, BHYER Y
BERGH— I rE. AR BREREHIMERES 12 Ehitig,

B #F

o [EBR—Fh AR BB BIAIENLE], LIR T — S —BHMER,

o RGOSR BIEER TR,

o ERREYLHAH T EREEA A BLHE.

o BRI AN 2P MR TR M ER

3.1 ARasEN%

MFEEX EkR, RE—REMITBENEZ2EMNREZTEII ARERE ARG HF
4 (username ) 1 14> ( password ) (9 RHEFF 18 . 55— B FR N & 4% 7] (identification) , BJ 2 B3 4K
R, 5 g6k iE (anthentication) , BRIEBARBEFIEHRMIRN A, X TR “IAIE” X 4F
MAGAEMERR Ik, B

SEINE  BIE— AR SRR,

—BRSATRPZA0S, HEVRSE RS A REHEE DS X8 h st & B #47
Ei . MRRMATHERMAP B O4S, WERR, MRAPEROSARER, WE
FRB, BREMZE, BXSHERERERRE, JIHRFETUFRER, GRRELBEHEER
KRMEH, —BEFRBRBBZTENRE, FEXSMIERERYRHAPER. B TEPK
HEFERCHERAPEREABRENITEINAIEE, TUANESEFHFERIAE, WA
FESTERE E B ORIAE (& SAIE) o FRALTT DABEFE 445 (lock) R B, BUETEIH B YLK E 4
F245 WRAR B 3 X &,

Z8H Y|

REINEMR T BN E 2 — R ARG, B TOCTTOU( time of check to time of
use) , ERFASIETHEHEEAS S0, BEESEHSE IR —HERAXN SO
IEEST P

MET, RATREEXHMNERAE EHALAPEANS, XPMREARKFROREH SR
REPHEFRRAWHRGEE . oK, BEHNREBEEEARSIEREHHESITIMEHATR, M
BIEXGERELRR T EL: REBNEFNFEM. LN, Windows 124t T B/R k&A%
(legal notice) MHERERI T, 7B FERIMEFTZRT, AP LB EEERB.

AFK, REFHTEVRGEEET AP Z M 048 S0 RS FAEE B BT S —E B
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L. MTREEAPME, SMIHELSRMNEECHHEN ELBSISETRY AT
HEE . X, RITKE TN EEZWM AL, EH -1, TEO4
HEMHER RS, MERB - NEHH O 4 ERERSHTBEILRLGERZHHE N A E,
Hit, BRI — FEAAEVLHIR O SR RE S,

BATEEHITU T RE:

o EEOS,

o OAFFW,

o [14HRIR,

o DA TR,

AERTHAEOSEPIEEFEENEA. YARNEBTOS, O SERIA, SF
BO4IETRBRENABBRIAMD T, BEARIAENE L2, I TREARDSZAARG
HEBEZANEE, ERNERZE, RENESER EREIEFMEEMEZE ERED)
BRZEEFRMHBRE. 4R, RITAKREAHBRELNAPKSRETHS. MRARE
HRBEAPRICTRELDS, AHERSEZROSHKRE,

3.2 O<EmE

O4RAPMXMAP#TAENREZEEZNBE, Bk, REFSISREBDSFR
BERMALE, MARKME IR Eadd, TR e A ZHRRMATNIFEKD
&o MBXMFTEARTET, WAKALELEGE . B TFIREREREEOSERMAS, NEEE
HAFEMTHA DS, BE, ROAESEESETRBRER, REENEESAMAXER
Bo tin, —HESERKBHKSHEHLETR, RE- N EEREEELHRIERRS —1
FAPEO4, MEEm PRI DS 0nR, REMRAER? XTEMRLLT - :

e REHOLKZATPME, TRERERE(LM, ARAREER) PR BHE

S, '

o HZHMA, LMFMZFHEBREWTLZLEKE.

o RE—RMEFFOL, ZHAPFRBALEREIZERISCERNERAEAHNENOL

o TR B REIBIF

o B HAMBEERAAEENTHER P KS, LIEIMTEAODSFELTFIER

RIEBIME R .

Lol A KSE, RETSEEEZRRROASFHRNER. R, YREERT—
TESFEERABEEET 046, REELMRRIBEE. EHRECSNIRR LR
MBI, HE, AEVHLTIRE M RRRS ERERALEHFHER ELREHAR
P, XRERRRRS LR ERBEN. NEXTMRES A RBLIAEZ —EHNReHI. B
Mil, A4XRHTHANEENTHER.

ZBH )|

ELEPNHRF LS FERENGEAPRBRS . OB RN AREEBLEIFIR

3.3 ERAO<S

O4MEER— AN ZXBEENRRMEE, REFRTEHRIEEHN LA RO L8 B,
(B RARAT LU H X M A0 & 4 LR R AT RE MK, ERREIAHEIRX — R, RBHAE S
W& A BRI LT PR A
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o FRER(EN): E—EKEEEN, HAABASHHEIREAS,

o HREM K. EAMRNLZTSHEANE, in, HAMESHPERRNOS, REF. ¥
KBEERNAT . KEMME., REEMSUREESBS, F, ZEREEERITHA
A XFPIE B R SRR R F 3 % & (dictionary attack) , F| FI7ELLAMER 04,
A4, VREGBs DR A%e?

o FHRINOS: HARGHXMERN, EEFSRE—ITRAK,, KWAFRAOS
“manager” I BRIAK S “system” , XFINE A B TORM TRIMELE RS, HEMRAER
RAOSHE, AHERSBAFHHIEARSE . ERA AT, AEEEZRER—
RARNEHNKS,

e OA4KE: NTHIEFREE, LATEAREISLHRERE. BERHE, KALX
Unix R{ERGBAOSKE REBREHINNFH.

o 04K : ERMOSPRITBEEANEFER. BFUREFHNS. OLZRBR/ND

CRAERIALT, Hebhn ROAHEB/NKE, A SATREOSHFHRAEMRT,

HEBENS: URRMNEEREE —RIINEADOSHARRAFRBHEDLEK K

WY RT“BEE OANEEN, RATRLER, W4, RATURIILEE—METH
LA, ‘

RGBS RE 04N R MR

o N4 ENREEHRA, FRW LIS X RIS O0SFHuMEH O SRN T Ekg
#O4, FEMILAPREXRFOS, IMFERN TFRBGE, FAETHNREN
FHRIGE

o OAHR,: —SRERKUST 0S4 RE. XEOAERBESERMEIY, B5TiH
o4, AAAATFEHECHOS, MOSRARGERENOS,

o N4 &4k: BIFLHBERGT, DSMARBHRVTURER, XEREEALHEHR
B 04, BEHnELE B ET I P BB URTERAEN 04, i, REREFTRER
AR 104045, YR, EdESSKHBEREZURNOLTURRERZ, hEBN
APEA] UERAIREZN DL,

o BHBHEFERK: RARBUBEARINEFRZRFMEEN, ZT2BEHIKS, RNED
PiE—BntE, DB — S BRI, AP KRS S 8UE B o] LIBE &%
R R BUE LB

KEBRIA RS, CFRERPAFEHBERETAMNKOS. A4 PREFRARNEFEN
WERS, FEPBERO4S, MTURRERELZSE. IMHEERNERYG? ELEP, KA
REMPEN RS TE?

AP KTAEZRNO4, R, APSEIROLEERLE, FARERETA
MLy, MXE i RETAEAPMBENARE. REEHERUAFTHAFREER
BETEH BRSNS EEA D4 MKE, EMEELRDASWME, BESBBEMEB, WMLEE
FERNOASSEBEENU MBS, THESEES TFICZHOS, MREOSHUELNHERH
B, MATTRBERKEMNZEERHOS, REMNXEOSHTHAN, 5 THEEHESR. W
BIFETABLFERDS, EAGEMEHEERMOS/EE (01 ~ 12 MR, M JAN ~
DEC I=NF/F, EHEER), XERRERT —MRESICENDOLST .. SR, —BIEE
RAXEOSFH—, BREFSHFULT—1

BTX, ROFEAMIENES. ERREEZ2EFERNAER, AMERABOS. RE
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A4EELEK L, BEATBAHLHERICHS . XETHRAFHIE, ITERFHDS, B
FRERRRGEHER, IXNSTRRAKBEHERAN T, NFIFHORHITHAENZT. BFER
SEHRRBHROLSE—FERMBAMEREARN T E. RINERREABHTEELHERE T
7T AERE A AR (Mimic and Simon, 2002) .

LBUEH, AMTEESICIZISBMI2EERN DS, Bit, ERYEFEEHEHAOSHNG
AEAOSRER, HRERERIFTERADLSGEHNAEMN, YHREROLSE, BNESR
BAILKRFOL . B NFaEYNE: ERARRYTEEZAAEERDS,

23|

R—ERRINLHEFLZ VA, FEXLE, A—-FHET2VH LRAKSIESHB RS, W
RELIHARE, BPRAEMRIHTERITE, B2RAFSRHESTELNENER, Bt
4, REEERATOSHEREMAMICIZENZEMITET

3.4 KRIRIWEH

P AR O 2 8B GHAERIR B3R T % 5 A 4E (unilateral authentication) , F S8 A O
2, WEIRIEAF 5. BRAPAE#EZERDTOAW? BEHATNIE, XNMEERHFERH
H, AP TEREELES —RYAFANEG.

XRE—NEEEANRE, ESHTHE LXOLEM. 7E#K 3%k = & (spoofing attack) 1, I
HEVBRSENAF, . MEENLREETEYN LETEF, BrhEsERAEm. ZXREN
APRIEANAmIFREEXNT LN EBER. ZEEFEIRENERRERBGARP S04,
ZhE, REAPAMOSEBEERET R, TR, WITHBTHREXSESHAP, &, &4
MBI HERFRZIELIEER, HIRBEFLILIT. EEFRBRELREZE, REMBE
EMEFRIFER. APERER, BRAY, HURZEERMENSELZRBMNEL,

R BB R X AR IR B YR 7

s BARKRMMBEFEPETUBRRAFEERETRREE. MRFE—-KEZRKT, BE

HITE_WE RN, HERAE—RLEURBRELT R RN ER2R, AR XB
BT,

o TR%BZ: BRAFREMRERGER, MARFKREFAERF. ki, Windows &
— g 35 R 7Y (secure attention sequence) (Ctrl + Alt + Del) , 2278 K Windows #:4E
REMBRFR. EXETHOME, MERAERFHRCEEBRT, REMZETIA
BT,

e HANE; MRAPEREFIMRESZECHRENIR, NE—IHHERERLFR,
AR ERRGEMAFANERS

n4%%

BRTHORBGEZ SN, ARETRESRBOLMAM PRI RO S, RAITE R BB M L Hh
£8, OSHEMNAPAEAROSRERR. Lhl, DSSHENEHERTEFHEVE,
MEWKX , HEREZFREFMT, XEFHECENEEAN THPOERER, WEOSEXef -
BHFBEAHR AT BB LA P R E R,

TP RET Web BIFELRIRITARS (Arceneaux, 1996) B, T &% Brif 860 — A (M BETR i 3 6 BH
TX—m. Web WRBLRAER, UEAF SR EDIMIISGESZVIRE R, AT HAHAE
KBPITIRS , WLFEMT E@AOS. REEEZECHILS, RASITRFNARF, HEHR
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ALUERRHEE, KRN T —UAPEBEREINEROSHTE, FURKEHER. X
—FB R, BIERBRBRTLFERENKES. FERRERPRERSSNFEERTN,
X—ATRRAPEAURLE KK X2t %€ A (object reuse) iy X — LM (2.5 1) o

ZE#9|

HREARN, FRXEERN. AMRORERITIEODSHREMMRER. KTURRSE
RExE R 04 HRA 042K, MATENEERN IT REPOSEEFLHEN, R,
AEXRMBREEITEOANEZLERBRERKN, P ENRETESRBIIRZEH
HBE o

3.5 ®pOSXH

HTRIEAM B0, REEAPEARNDSRFHAE 2 44 (password file) #FHYEFEAT L
B, MTPRHEMS, XREMOLSTHLRRBRETSI K ER. RNEK D430 ARER
HERXMGHENBEY, BHRTH=XKOL58M. MERETMER D408t 55K,
MEE, FHRIGEREBEIT, AMERRE AR S FZRZENRPBERRBT . I T HEF
A4 30, RATTLUH LT ®#E: .

o R

o HERAE RGN RIFEH

o IR RDIERRARGE A, BB T A IRV RIS T S X

SHFOSRP, RNEEATFENERER, A TRABKMATLUT .. BT, RaTLUERL
THEIBIZRE X :

B [h) B ¥ (one- way function) k2 % Fit A gl R, LHAHR, 2E LR
B HitEH f(x), 2REE f(x)FEAFES X,

%11 BELTEAREOEREHNA, RAREHATRIBEEYOISELEHEK
#t9—BX B[] T ( Wilkes, 1968, pp.91f) o DA RFHAROS x MR A X) . BAF BRI
WMADS RN ©) MEHE, REARSERERS, H4 ) A8 () #57 HE. mRHEA
EAER, APRBRAE. R A(x)B— T EEMARER, Nf()ERDOS x BAFT
Mo BT%, RITEHER MFEN" OLXME, RERNEELREMOLSHEAT -8R
EL 8

HFBAFHEENERERE, O4XHEREBRMATERY. EFRBEEGP, KibE M
#TFRYWFTERA, 5054 PHEIMERBHTER. MRRIILENFZE, K
HERMETRANAPHOS, BAERTUARBRFREGHHER. X% EXET Unix
F 2 F {5 R A B 1 BB AR orypt(3) B TR #E. KRR BB I RE B B DES Bk, M2 RBIRRMAE
RPGE, BOASENES, BEREEBTHES25 K (Morris and Thompson, 1979) . X8R, X%
S PR AR R, B, MRAAT RERBENERE, FndsREFRIGE
HERE

e RGOV H LR R AV B SR P RSO R R IR, R RUA
PARE DA, BRMIE, BMEDSBMERY T, Bk o A A E o S o R P
9 114 TR 6 P P BB . TR FUA AR P A BB B 0 4 UM, AR A AEBE B VRO 4 30U
A RIS, MROAXHPEES TERUHP UEENRFR, BAOLXHLALE
M4, R, XEEASCAHARTTHATFERRE . —MRBHET 32 Unix Y/ etc/passwd,
B, % Unix AR NS SR — DR AT A FEUT R B9 SO R o SRR OB B T
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2 4~ 44 ( shadow password file)

LR RRA T RS NRAPIER, Hin, Windows NT PA% (7 H it Hl# R 7E
mEKOS, —BAPNEESESHEHM, BE— W E RSB E B RRE S R
VLEMFEE, NTRIIZLMXPEEFHOMNE., “EXBREMRBHNEEE" EAERAREEE
B, EAUEEmeEazeyin b, mosmeE,

B2, FEXE—FER, REXNIEPLNBIIRBESERIMTE I, 1997 441,
AN Windows NT 04 RELELHEHE T, W EEB™E, FEY? LHEAREHGT —
MEF, BEMENOSN AR BERES S TRENREIER. BIZRKRARE
ARA AKREE

WRARHE.OFHIGE, T ABERIR 04304, RATLIHE 2 4 3% (password salting) , 24§
— P OLFTEMFERAE, MEROE—LHMEER GLD)HFMB 045, BFRMENOSREE
—i2, MRWMRAAEHERN DS, BIENE DS KSR ERRINEAH, MR TP
BEEMEE, BARTRRNERILAPROL,

B % )

HREEER T =EAREBHNENY

o JLFPHLHIZE SRR LIRS . AT 4 & B kR 04 S0

EMKEMRBHEZLERRBHALEBRHARE . FAEXXFHREHEKEZHEE.

o WRFATREMTE, WRHESMEXHMEIBEMBEEF A F VOB ERE Ak, £ Unix 1,

/etc/passwdfl & LA L PR EIE, T 04 XHEBREMAENREE.

3.6 —&%E3

AOARRSPERMBANTLELEILMEL T, 7 IT 3855+, eSEsEL. N
% . BEMXHERNIE. BESAS, RN TIRR—&E B MER B2 8 #2465 —i8 X
—BHA DS, REEBBRATE, YRETEVHN, FEMEPEEEEERSFHPHEL
B, WMBRDTBAT — 8B, RESEBWRG:

o T LMAE—-ITTO4

e A AL LIEARE,

o I AB=A O RF 2%,

o W AN ORI BIRESHRAL

O HMAERANOSITHARBES N —KE,

HARZHTHEEECZLENMNARANDS, HEEEES— ﬁ%Aﬂﬁ~AEWWDAﬁA
REBHARN DS ETRATRCSHERET .

— R % 3] IR 4 (single sign-on service) R T XM, REMA—KO4, REREXIMD
4, HEFEEFHMEMRBUE OSBRTERXMGE, SHEN—KEBIRF HHRBET ITE,
HEMEIRTHNESEE, MIEPEHEH D4 FIERIAN—ERRHEER, BEARSEH
EFBERAFERH D4,

2 3 309

RGBT ELINE T EEALEN, BTHEARES T REEEFHAN-ITEERE,
BRI, G2 ENEEESIATINS S, FRLASBRREFERESI RO RELFHRILE
T
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3.7 TAIEEFEGE

RRAH R O REMZ2RF], RIEFTLMRTATR? N—BEWSEE, UTEREHRE
AIERM) . fERAFP, RATUEFLUTREBHITIAE:

o fRAEMETE

* AR,

o R,

o RARAT 4o

o RTEFFE

1. i 64 F 15

AP UHAE S E R BHIANE. RELEFD TRXMIMEERXWNE—HF, O4S8%E
RHEERN BN . B—MFRERSBITF—2EHAMNN ARG (PIN) REXDUN LM, BE=4
BilF, ZEFRITHRIETHBITERPHEE, BEWEENRTRAESFREMEAEZMTEES
FARAEEZHNAGE, RFEEEL. HEA. BBEF%,

EXFMNEEA S, KARBEN KRR B—FEH, MBREBESREMEA, &
BT EARE ., SRTERSBMRE TERRITENMESG, SARAKRNAPZMOSERT ., K
BEUERR R E MG ? REBIERE A EE O 4D

2. RMAHER _

AP SR — R IC A BB OAIE, BEITHSIMARBRERBENARE., XMRiCH
B—MBTFREATERHFALARITH RIS ORE. A TOSEHEAMAORE, KBR
MELSIATATAPERNS BE-F (smart card)

YIEAMC T BB 2 R B . 0 EETIR, EMEAERICHAKREASEEHAZARBR
Flo ATHMZRE, VEFCER SHANENEBLESSREREH, LTS PIN —EE
A, SZFEMefERNGEAINELS, HIBRTEENEBA, R, MEXEHHSS
REARER LR FRBLENGREEBEALA,, WRGEIEA, B EEA#RXEER,

3. hR#H

EYRERARRFEATNAERBEBEABIST R, £PUEEARARERAN M EE
PR, LONARE., $880. MLEE SR (Daugman, 1993) . FH LM%, SIFHKRESRA DNA,
FHATNIE, ERE ZBWEHE, AMPERN TFAYDMEE ARG .,

BATE LIS FIR R AEYNER R, Bk, TEREA A NEL(FFBHN X8
R, ATEREW, FEREGFILMER, THREREAFRAFHMBEL., XEEREFEEEE
ERFEED , X—I B HEM (enrollment ) , FEF S B R0, BIKIERAPEL, %L
LUFFF B AT LRI ] . SRAAEIEEAB U THAHH,

o S RM: 1:n thir, HMEMNBIEESH n PAFRERAS,

o IE: 1:1 W, X -NMAER,, RERGHFELER.

MFE—IAMEER, E2TFO40NEERESAMBIELREZHE AL, AR, EEYN
EH, FFENSEEBULEFMREAEEHICR LR ENER, BRITFE—HHESEHR
1 ATARAR Z 18] A A {EL A I= B B 7% (matching algorithm) , GARAEUME N T WdeE XM BEME, 3
BEAP., Bk, ROTLHBEN — N FF AR, 18 Fa 4 (false positives ) F148 B4 +E ( false nega-
tives) . EEZHRMAF (BRIEM) B—HABNE &S, H4E45EAP (BRI 25k Rl
DA B RS 7E 1 BT P m) R
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W R ECERERKERE, AT DA B4E R 852 % (false acceptance rate, FAR) fi4%i% 48
% % (false rejection rate, FRR), & ZINR FAR(SB{RHEEZR) FRR( $HiRfE4 % )
(E3-1), EYMENERER T ELHE 7
XFERMEIRZ B B A B4, X
Ak FARH T B4R . 1R FAR 5 FRR #f
%, IRABRMERN R F44% £ (equal error rate) ,
BHET, RIGEMBEORMNRLN ERR H1% ~
2%, AR AR E MR R, Bk 30%
W, TUREERERTEENREEYNE
FR, MEZEARTHIANERETEREY 20%

50%

40%

THEA RIFHCh N AEREE A R, 0%
bR b, EAREBMNEMERFHR™E
T . &M % % % (failure to enroll rate, FER) 0%
PRGN A R, L AN 5L ° A :

BB ENE T RRERERRAg, B3 FHERREREHRLE FAR I FRR £
EA —A R s S A, TB U R — MR X P A ISR R — ), [HRARBE,
LM BRI, T AU R E—A T HR4 K S RHERELORN RS
BRI F15HAEMESE (Van der Putte and Keuning, 2000; Matsumoto, 2002), MREXEARE
SR T A EMREAE, BAXRRE—/NGE, R, ENETREASE, BH%2E8H5
B 9540 LAEBE 1F X K o

B FRSET R AED AR, ITTRBNE YR T F
Mo ABATTAT SRR BV — SO R R RO %

4. B H24

AT —FEE R F U RS 7R EM— SR T, 8T ks,
FEAL - EEATHRIAELZ6, WOASEXEAEHRHARNGR, M58, hEsaHs
EAS . ¥THBESHESNE, APATUE—MEROAT FEL, BTATLUNRHEUTS
EREHNBE AR RN, R, SR LK B N R4 2 18] A0 i [E] 6] B A 7T L A
FNERAFA . WRIHR, INERGDAR A, (18 B Bt B 5 B AT 1
BRI .

5. thARE

MRB RN, RETHEIEZERERE., —HRERAE ST, FAIUYHRENE
AV RIS R A A TR, i, RASER NEARERBHEBT, TREME
BHEP KB R, K0, ERAP, KRB AZOITAEE EER, EBBEENI A
KRB, KRR AAEIAE, NREEAIIBHEERTHRNBENE, FREERE
Fij 4 # % A% % % ( Global Positioning System, GPS). FEAREEFH /= % Rl R i o L2 O (L
A B TR UG X F A AL S B SH,

6. B Y|

OAHRIMEA, RITMESULESR TR SE—MEENBE. BEMERA SR
PSRRI DA AR

3.8 REME
Morris and Thompson(1979) A48T Unix O4ME2F B, #EXFFERA URPIHEEFELY
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RFRLEHFNGI . Feldmeier and Karn(1990) A AT Unix O EL2ERMER. BL L, JL
FHAEXRTHENELN PR ERBNE X EREROSWEN, FEERT DSR2
HEM, ERHMLE, RTLURBIKEHN o 588 B (cracker) . HHTXRE N — 127 5 EE RS BY
FRBEREFERO OSSR, FERANTFRORDIERER - EREHINR, REWH R
VB AT XA —~ 2 A 88 -5 4R BAL P 90 2 0 B2 LA B 2 B R B TP i A

3.9 &3]

%331 KRERTENRELNOSHTR, BEOSKE., 04BRNUROS B IEE
MEG? D4 BEREFHERHRAE TR

%313.2 BRERATFKRER26 N FEEEEDS:

s MREOSKEREN N n NMFEM, n=4, 6, 8, ARHKNE, AIEEEZ/LNRE 47

CHIBROAKEREN n NEH, n=4, 6, 8, XAHOK/NE, GIEEFEELNMIRFERO4?

%3513.3 BENSKERN6 MFM, AILMERAFEARE, R4KNE, EUTRHET,
BA BB R E A E S5 B4

s RE-TOSTEL/10 B7

o RE-NOLSTE B

%313.4 BEREAFHEA2Z0 N FEARMER I O4S, #—FBRERERS KNG
MARGK/NEMBHNREFEATHOS ,ﬁ¢&ﬁ%$k¢5&ﬁmuéﬁ%§mﬁkﬁ
IR

%33.5 AHEE—-NOSERER, U—MKER s WA FERNBA. ETHEM
T, B s=8, 16, 32, 64;

o it AR AR FRERDS, HUEBRRASEETHROSMNES,

o ER—NMOASHXEME, BdERABENAFHREERERBERMOS. ERAIO

AZH, REENFUKEHEEREZS?

%313.6 ODASHAPMAFEHITEVNRE. B, ERPMTENZE —EHBEKE
B, BIHACKE, BRIT—EFEEHRBESFXMEE, BRENFEFELEBLRE, FARBRX
FMERRESEN? A BERERNEEK?

%313.7 MRERBRBERERILAS DL, IRATE B EREE—T 9 4 & (pass-
word book) B, A4 ME—TEHFOSHRAYP G, MOLBHIHIRAILGEL - £ 4
(master password ) F& il o IXFE— R0 REBIRUT T LBRAYIFAL G 7

#7313.8 Hellman(1980) 1218 T O AR fER Rl FI7ZME 28 Z M FE— 1. £ N A8
BOSEE, - EANKRNEGTH AL RS, WEd— A8 N ARTARER, WREK
LEEERDE—AENME DS, REENCAMRKME,

LUKERH6MOALEH TS WIFNFERER, KRELZLNFESH? MR —KEBE 1 Z
B, REHRERDIOS?

%3139 MEHALEYUESANEREHITHE. BERANERBVCE. HiREARLURRF
SHRBEZRE D
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RERELERIRR L, QIBTHEXH, FEBRFIREIS. RESCHH EATRER L
R, AEXHITESERNAFAER, MAELTERDEN ., ARE—FRBAEEENTRE
R O ARGE R — R PAT T E R OLE . BN BB RIEFRHARE, EFE8. IWER
TRARDT IR BT ) £ 1 SR

A AR

o BV MR KRR,

o R JLAVIREME, EMAERERABARERNLIRE NGB,

o Gy Sr T E BRI BA VTR G

® 5E X 4 /7 (partial ordering) fi#% (lattice) , X W FIRF AL LRIEHBERE,

4.1 EH&H

ERAVIRERM AT 28, SRABE—THENRRURTENRENERELEILT
EHMERTR WRENRELELE, HFEBAXFHER. TTEVSESEERERR, e
FREENBEMB RO TS, SEEBERNTREEMARVEL. FENEZRAPRIER
GAREZAR B RACEERS . EAFRU, XERERGRE B PLEMH TR #RE,
HARE RABMIFTE B E L BURERIEREIFE TR, ERMANNTE, £
MERT, &R+ EREBIRB TR AR T RBRIE. X TRF AT K
BHMTHABNE, BEESE, SRRENREFRRHNBEEHELEH LT+ 5 B,
EME 2, RIS EEEME A (general purpose) IHHEALR SR (RIEW) + A (special purpose) i+
PREHHEE, EEBEERBHNAPARKVRZEHERN, FRXMEEEERICECE,

4.2 JAEFNIT

dTihgvREEs, ROELELILH-TEENARE, “TiE"HERE X R—-TEHN
Sk, —A 4R (subject) . —4~3 A (principal ), 5 34 & 1035 7 348 (access operation) 3=
WE— S EER (), A — 3 A %45 B (reference monitor) (R 5 &) RFRIE
i, B4-1 40T mERE,

£ Amnn —|
QCEEIETED)

Ba4-1 Uil MR E
ViR HEEQFEA RN PR, BGERRA, 8 Lampson et al. (1992),
R s R -AFN, TARSANEIBRTDE BH S"IAAFME, INAZAMET
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Pl ZREMFERAG, FHY, pRoZ—AER, FARKSAAETRTIE #
RBEBAETARG I 0 897,

BREZEWEFR, WEHREHMPOIZEERNRE, MEEMEs, AEE KRR
KXW MEERARHN, ~ARFENEANXR, F—aRFR/ FTAMTENREHAN
KE, XEMRETHR. FTHXHIXFHMEENER, BNIRPGINEXBERGE L2 EY
XER PR B — R,

EHRRRBEMNKZAZAGA P RATRE, AAiEdE Y, FRAATLIAWLN

8, INEHRENELBEFTA-—FRTHEG ST XS EIRFELE R, BAHFTFERS

BMIPANEA, TAZAEHREALEE—, Tik, THME, RSRESFPTERFC

Sty ABE R 2 —A& (Gasser, 1990)

A5 B TG A T & #8415 19 75 4) (identity- based access control ) , 3Fhif a5 i
HEERBBEATNHAAHEERR, XMIRERHARERAIRNBELEMER, HE, W15
EiHSAEE, BAERVIREH MM A, £S5 FEEINESHE—RAERESRS, RITE
RPZLEREMER LA, ERIBIITRLSREMERIEREER L4,

FH EARZ TR, INAEERGEERTFRASEGRBIBK S BrairEliEs ik
t9 % 88 ( Gasser et al. , 1989),
FE ZHRIT 248 E5 F4K,

AT HMRENEE, ERLAMEABEE R, HEEFERS—DHRIZRP IR
B, SIAEERSNES ERBENEARTERIANR, BRRITREERE -1 FH,
BRERGETHRBNGITFREARER F 457, AT TRIENMEENENERTURGFHEESR
BTRENMEHN T A sl AP (E4-1), ERNARFAFRE—NERPRR(ER) TETH
HE. R, TAFFEHRAPSAP M. Java v Wi EH EEZESHR R (15.3 1),
ERMEABIXRE ST (Gong, 1999) .

REBEZARFTT - ALSIHRMBEAGLF, BAZRTEREASIALF, —AEHKK
RERG—E T AR,

A FRTR) BIFRFER, BAFHES. TTEPRHEIMET TR AXHRAL
BERGFHE N LEERARB N EERS R, REREOERL, LA BRI DEER
M ERR, TXRS—MUIFERONR RiEEE MR RRX— M ERF M ES
FTHBBIT . ERMITRE N T REER KB LI, IR E AT E—F.

s — P EREAFMHA 4.

® o] AR — RSt 4o

ER2.4.1FWHEINBIHRRNE T, B%, BERENFEEFREECHAER, B
FHRIR) . EXHE—FMELT, REBINIERRAB _FFEROHRERIE. A, &
MAIAELRA TEANANIT RE, SREEEERSE, EEEAKRAFRERSE . XM
RG] LU X A& ) AT A BALE

ETHRBEET, EBR.

* FRES S,

* MEEE O,

* ViR RIERE Ao
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HIMATENIERSEEFHANRET .
4.3 HERIE

MR EERE AN R RE PR EAR, K&V RBRES AR, XBRTRAM
BEH—MTEILRSE, XUNRETUEARFMTTERE, EEENE, E£FCMHR/NRMEL
ATRERRH IR A& 3o A 45K NI SR B 30 I SOk P T e — e S B A T TRl BRAF 2R

4.3.1 HERK

FEREARME L, EERTUMBEREBENS, Hit, RATEX TP Fl% X (acess mode) .

* & & (observe) : EEXMRHINA

o 5 (alter) : BENRHINE,

R KR 2 2 S B T DL A& B RS B TR SR Rk, (ELX b SR 8 R38BT 1E
AR FAAE T, FEEUREERMRBETOENT T Hit, BRI -HAENF
HHTTRBRIESR

4.3.2 Bell-LaPadula ¥ #))5 1a) ¥ FR

EFT—AMERENL, REKH 8.2 ¥ FitiErY Bell- LaPadula % 28R () 17 19 4L FR (access
right) #1 Multics #24/E & 4t ( Organick, 1972) 135 5 & P (access atiribute) , X RITHIE LI E
FHREAEER,

Bell- LaPadula #%IH 4 FiE40R . $h47. . BM(ERBREBHRIES)ME, EH4-2 51
T X B R AR 5B B MOX I AV AR Z F X R
HhaT Bt 5
H5E X

& X

b

& 4-2 Bell- LaPadula # % &) [FALER

AT FHEEXAEE XWER, L% ER— T £ P 81 R G2 Q0] & ) % 304 8 U7 R i
PR ERET LR EIT I — 43X % XATUBIT A TRREE R, EXMHFX
T, SBIERGA LR REHA RS E — A SC XM g s R B TRRMER, Bk
EEAERWE, L — I RFEHENAA RN RERITAXARR, —KATE, —KAT
5, Hit, EXERREAEXN, UMEETUABEEENBIXFME .

JLPERAE N RGEER X SR THIRE. EXSEHMAT, ARRPAEENRHON
AT LB WRAERF LA, RTFH HERMIBRE—BERNEAT. 5 BB
BATEREF, HETRARARARZE .

M R 0T DUAR A R BT FF SO T B A SCAE L T o
B, FEATEROEEE R QEBI RN :
BRI, HATREERH BN AR EBRFNE mxld  mEmE | ex
ARMBITEFR? fR4RRIHY, T E Multics H/7 8 =
PERSE R T R MR, (LR e, R D o AT

MHEMRAERT UATHT. BEE - EE
— MR E R FES T (H4-3) TR EHH, E4-3 pnEs|%
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P EEA B RHXA EES, BRVRERAN AT R EERERAX I FAME. B
AT AR XN FHAMEAE, RITHURRIT RER XA — BT B R,

% B H

TR RA AR LHVIRBRIER, NOERECHESR!

Multics $21E RG X 4 BAEHRr B0 U5 RUR 0 B R DB . R\ REEBHANFE
BT R — LA RE B VT R BUR SEBR b B —Fh R s o 7E Ay B X 4515 1R R 1 B B IR AT
MRBERR L, "B AT ZRRARE, HREENS Bell- LaPadula B P HEB AR5
2MER . B TiERNMBRITRRTFHEN, RAVEAe, r, a, wHRFRR Bell- LaPadual #9757
AR, B 4-4 8510 T Vi R)B PEFI DT RIAL PR 2 (8] B X RE R R o

BABEL HFE

i 4 R N
WATF &z RAFED v
ENE w Egi] a
= a W& e

B 4-4 Multics B E BHE

4.3.3 NYHETHIBRERS

— A EE AT R Unix 81ER S, Him s e =Mk ER,
e E(read) : M—P3CHIE,

e 5 (write) : Fiff—1 3%,

o 7 (execute) : BAT—(BEF) X

X 4645 [F] Bell- LaPadual 8 b (AREL4RMER R, o0, 7€ Unix B PR H A ERE L

M\ IRAAT HFEN, VRERALUTE X,
o MHERRE,
o 5. IR EMSHRPH—1 XM,
o BT HERBZR,

ALAF B, Unix @i ff%t B 5300805 U e ok 42 %1 4 0T LG Ul BR S . X862 30t
M BT A PRE S B O B R P RO E ., HMBRERENE S RO BRIERNTH
B3 o

FA1E Windows 2000 #1E RGAEN X MR ITIREHEBE — T, Brown(2000) # 47
A% 7T ( standard permision ) FiF & .

o FEEH

o BiER,

o 5 g F #4513 (DACL) (B 5EIERFIR)
s EAE(BERABENTEE).

o X (ATEZELBBEFHNRL).

B yRAURKBRIE, W, B A EURERIR(DACL), RIRBZL R IRA] BB EE
FBI—Fp4RAE . PR 8 B3 Ak DT A1 AR A 3R VB E R AR B = 7 B — B o0 At
(grant) FIEL K (revoke) , Ti7E XM B C WU BIALBR BT FR 4y F & (assert) FI4E 4 (deny) , FE4L
R E % (delegation policy) 1, H¥—AFEFAB - FHEAFEETHAM AR, 2
HITB A NBEB I BRAE
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%7 Erhgy i T E & H5%F Windows 2000 #1445 NA .
4.4 FEN

VSRR, RATE L MR BT 02 X R, XA AL
s RITAUNEBNREE L —NFAE, LA ENEHET LAV X BB AT IR N &
B £ (discretionary ) , B Jifi ) #5 ) et B A & SR AL EE

* RERBEAEWE N LIV, BIR, XAERIEHFR Yy 5% 4] 69 (mandatory) ,

REPERERGEH R EIA NS, I EAEEVIREH RN ZEFAR. B
BB & B U TR AR AE

FEHHT AR RER N ERERE, XUENTRAANZEEMNRTENLRET
AWM E RS H e ARRE. EHENESS, FEREROERLB(XEEP
W, 1985) FETHMLEMFFE N LR, HREH, W/M-ERSEHER,

4.5 paEHsga

T, SAH AL ERE . YEXNRADRSTORMEE, RITVRIER2RELM
A7 BIVSERE (8 P B E 1

o VA1 I G50 BY TR X VR AR B 0 [a] 4 i SR e o

* PRR 2 BE A5 A% SEIR RO BN B B IE BTG

4.5.1 ipiEERER

A& b, VAR AT LAV S A (R) N R R A SE X
M= (Mso)SES,OEO’ E M.ng

M RFHAET EE s TN TR o EWIFRIBENES. XM TEBEHBHEIE 2
B 28 ( Lampson, 1974 ), ijj |6} 45 i 48 Bt 81 FK o0 35 1) 3% 7T 4B B (access permission matrices ) o
Bell- LaPadual B & FiF RIS HERRIBE B (S K 8.2 ) F iy B LI REH RS, &
4-5 T —AEBAFHAN RS EA UG R R R R ST .

e bill. doc AJ A% Bill LT, {H5E2A RLF Alice V5,

o edit. exe A] A% Bill I Alice 3447, {HBRILLASMEATABEDTH .

e fun. com A ARG F G T; HA Bill BB S XX

WiEsEERE RS, YTEMMSHEBRARE RS NESHEX
whEE, AKESTFHEHERT. AXEERT, RAREEHZEBITHRE,
Billdoc editexe fun.com

Alice - { 4T } { AT, B}
Bill (1%.5 )} { P17 } (A7, &, 5}

E4-5 Vil HIER

4.5.2 %N

WILE RS E B RS AR, WEBRA R ERRFE—R, Wl gREE—
B, XZHE % BE—HERT, SOEEERT 674 (capability) , XE—4 3
B < A (R ASL R B R T B B 4 B 33X B A ot 7 T i 4 1 B R B 4R AT, BRATRT— N
FHERES 4 DT RIBURINT
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Alice BJRE ST : edit. exe: $hfT; fun. com: ST, %,

Bill f4fE 7 bill. doc: &, F; edit. exe: $fT; fun. com: 4T, i€, B

s, BB RM A EUIREHIMERRAR . HERGIEFNOMRE, B AR FHALE
EEENEBAIRAFENMARX IR, ALY EEGER) RADS - EEETUEE
HIRES), MECHETEIFBETRAMN A,

fENBRRE— PSS, BEIEITILE, BHARKRERI—T EEANEZ2IH, X
FESZLEEANEREULBREREE R EENROERENE X,

o X} T HE T DABR IR HE T 1] 45 78 B9 % SR Mk LA S 3] 40 1 ) B

o IRMEMBSRE S, RERBERELFFEBR TN S, KFRA-ALAHRMBINCEME

BRFEEES . YENPFHNRSEME=FEEZEBHN, XA EBELEERT,

R, AHARRENHEAEFHEAMKTE TRV EH NG, EXRRXFEPE
LM A AL A T B VLN M ST NSRRI B IR P .

LY E RN, BOHEEXENNRT . BROFERENFAMIT? MREHNE -
AP ENREPER, BAUKERERENZEBERP(SRES B)RTLT ., HEEH
RS EEe, REFEMERF(SREBE 1 &),

4.5.3 WEEFITIR

iR a5 % (ACL) ¥ X R DT AR E W R A SR E—E, BHitk, —4 ACL 3R T
FEREERO—F], R T T - MAEM R, ACL BB BIERGEN— A
FHIE . RATRT— B F R RA ACL BT R T,

bill. doc B ACL Bill: £, §

edit. exe #Y ACL Alice: ¥4T; Bill: $IT

fun. com ) ACL Alice: {7, i&; Bill: $hf7, &, 5.

IRAUR K E R RS ERR ML, HLEFEHSETA T, FHFETUNEA
ARAETTRAR . Unix PR 2 X TR B BRI RN, SMIRERFIRIFE=
M ERATHRVEIRRER P . HAHAMmER6.5 1),

SHFEEN SR ERNRERGERRER, ACLE—ITEENEES. BR, WRESHNT
fEA B FAAERLYEE, HIEREENAPNEY, FERIMERFTER ACL,

AERIATLERIERERE, EXBNARSGE YD, BEAXMEERINEZERBE—T
HRMES, RHEE, ERAEMFTE T ERBLERTRIVEERMHYEINHES HE
Mo B, [UKE RSV mEH RXFRAYERNEL2KE, EBNERTUSH K
ARGRINRMEF, XSBEETUES Yha SRR REE . XZ2AIE—THHE
18, AT BLF ST Titan 34 RGP EHFERIFRERX — K. BRERERFBRET
20 4 60 £ B HIFF & 1 ( Needham, 1992)

HRERBHR, TRA—REALFFRFAFFR, EZARFRESTKA P FR

HAHFRBEHNREG ALK, ARFROAN—ARREFRTELREARAH

L2

2|

AEAIFEARALREFHRLAE, “FRERERERBRLE, MENKRRER
&R 258
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4.6 rhEiEd

FERABESD, BRE A F AR ] @ o T (David Wheeler) . [lFE, X407 LA
RFvEES . ERFMBRZERIIZIATHEE, U—FE ST SR TR X R

4.6.1 HAMEBFEHFA

BT ORI e BRI R AR FRIT. BN Alice 1 Bill 2 J FTRBHOB ¥4,
F AL X e AR PR IRAR YR . ZITA R AT (5 A 500 b 0t 45 TR AR BB A 15 [5] 425
%k, MERTARFEERA—A, BEXITHBRALBTIRERNR,

Eilt, ARER—FEATIEE IR E XM Tk, RABRHEARNAHPHES RE,
REHABRTUHRMRHIFT, ~HRLRBERAF ABR—THNBG, HibRkeRul
PRz Dbt 20 i) A

B 4-6 8/ T —FhEARE, FTA VIRV ATER A LAREE S E R ARE R, @R, KeXK
BAH — RN G . EXEFRNGA TS, HERTREEETRE —MURMFT, REFT
— M EENERABR KRR PRBEFITRENITER . & E 4% T (negative permission) 3 &
ViR RGH PR — R, CHAET ERRAFRTOVRRE, B4-79, B u, Rl
RIS R o, TS u, PHEFTTHIIR o0

u, QP u, Ug ;ﬁ)ﬂ

& & g

4-6  {ER—~ iR iy 1 R 2 A 51 2R A 4 R 57

7 @ -

&

0\ 04 DS

E4-7 HETEFTRTIRER

BRF u, WEEFT SHTA ¢, WEEFTHFERAS ¥ R (policy conflict) #— /-4
Fo HPEAMULH—FIERRE, ROMEHEERA T LB RMRR, IRREE AR
BHREXY, —MEREREEANEERELABIREDSRBAVAERBESHH TR
MRGWE— T %&E, KBS REMEE. 7RG EREMA R K RTEH SRR

4.6.2 WK
WEE N BRI, FTRAERAR DA AT RS AR A . SR, SFAURIRIE RGThAEAH
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BR, FAYPRBEERAGEE. XHEH . BETRSFEFRSETR. RO EAREE
EFBRIEZ B — N PEE(E4-8),

, <P u, q' u, Fp

T pr, ﬁ

T T B

Bl 4-8 SRUERN AR E K iR R

4.6.3 ETHREHHIEHES

FOGEE RMBERGE—RBHAREN. — AR ENANBEEBIBRIAE, EENE
ABTHAEEREVHBMR. & T # & 615 542 4] (Role- based access control, RBAC) ¥ F &
XEAPF AP RITHES L.

FHEMMBRZEMFEEE TR HRENEENE R, PEBTHBADNSMME
L, ZERATUER SN RREWE DRSS, TEAEENERGSEUT LA,

*fifh: —MABKE—4AUR, ACEIESLAS. —MTHEPAIUES MG, ZMEF

Wwr] LAE MW A€ (Sandhu et al , 1996)

o R IBREREEHEREREXANERHRERN L, 3B REHENHTRERIEX
B R b, BEALPASERITHRPZEHNTSERE,

WM. BIMVNRYB T -MIFENBELE, REEI I EEELRRE XHTERRE
Vila) o I BRI BT AT 1) %ot SR A0 o R ol £ 4 X S R U ) R — Fh B AR, X R
HRPIERBBILH —NERBEE,

461 BT, BRTTLUCYRAERBRE M6 Student, 3 KX AEH TR

TR B R

REXFHEWARTTEER RSN AEEFEN, BERASBEREEAIFE. B
BB F & IBM () AS/400 ¥4E R G5 ( Park, 1995) 1 Windows 2000(Z % 7 Z) P2 B A A
Wi, RBAC BEH NTHIEEEERET,

4.6.4 RPHA

RPFRATHAERMMRZ B+ E RN —MER RN HF. 8NERER) G4
MR BES"BRT - T, E—TRERHATFP, XLPFATEREO0, 1, 2 M3, #
R R AT T B -

0—HRERGEAE

I—RERSK

2—LARF

3—RP#HRE

i B E R S RABF HFT TR R R R (RIS RAK
THREARFAEEIITHE R o XEEF X R[04 4 3R (pro-
tection ring) , HFHF 0T L, REBRFHEINWRP(E4-9), WE B 4-9 R
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—NHEBRT TR i, WBARMNBHARBITER,

BRyAFEHH TREERY . RPIHCLEHT Multics ER S, FHFE TIRHHKRNES
¥ TR FPE LML (Schroeder and Saltzer, 1972), Intel 80x86 RFUMAL BB AN E T RRMLT
KA. Unix FHT 2 M5, BAEERFZTAIFO0, AP HBESITER 3, QNX/Neutri-
no NI RS A PRI B RBEX RTS8 57— 0 F, BEnTFRARGAH4R TR
Ak 7Y

e Neutrino f{ NI 1T 0,
* Neutrino HEE BT 1,
o KA A BFFiE1T7E5F 3,

£ BUBREE (In#ME RSB ) MBI E REEBUEFTAERF 0 538 1 Bt ie), 5.3.5
RETHRPIF — N SRIFERE, ATV LA Organick (1972, % 4 %) Pfleeger and Lawrence
Pfleeger(2003, 7.2 %) RFIEZHHIF . ‘

4.7 wF

BRI, RIMEEBIIATZERBHITFN ., RIPFEEATLUREEEFRTH i K
WERBEN—MHRRF, BEHERLT, IAFEMM. #¥4.6.1 TRBATTRIR, TR
BIUTFT -8, ¥BRORN—FREAEQRT Year- 1 414X & TR IRA U R EH,
BN ERFARRET Year-2 41, HEFREFAQRET Year-3 1%, —FREEAQVIHENA
WA, B2 Year-1 4 Year-2 HEA XN LR, RITHRKORFHIR— 45+ (par-

tial order) ,

BN £46(2428MNLEH—AMA<(“PTFTRFETH)ALXL EH—-~INXE,
CA:

e AR : NFHAMael, asa RIL,

o itifh. stTFHiH¢a, b, ceL, R asb B b<c, M4 asc,

e g st#k. sf T Ha, beL, mfasb B b<a, 4 a=b,

WRBATCE o, be L EATHBRITEN a b,

5 i S B F 4N F

* (P(X), C), XNRERTFRIKXRE—THIF.

o (N, |), AREPHBRRXRMT

o FHEY FHPFEFBNUAMBARE—MRTF . MWRFE—NFHE v EB a=py, 4
RINAB—NFHE B RFHE o WATR, EXFHERTRITEE B<a.

SYBRRFENER, WEERE-TAEAE,

oA AR RS TR . BN T R — A HE /‘ ”’i
w7 WA, Xa, bel, RIE—KaBbitih, N
oA a. b lac (b e
ea<b Ha#b, H >< ><
e RiFfEcel, B a<c<b Ha#c, b#b, (a) I
BT RMASE, YEMNNE—%&a B b KA, \]/
a<b AR EPHHRRE R EEOT S, WEE 0

&((Pla, b, cl), C)HMEHEAEMAE4-10, B 4-10 {RF(H)((Pla, b, cl), ©)
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4.7.1 VSTatZhrIgEh

VSTa B RE IR IF s R B T R IF WIEH. B
HENMATEESE4.5.2 FThEXWEES, FrLAIRATE M ability SRR /R, —4> ability R —AIE
BEPHERMSE, I TRR—DHNBEITR, RNESTEEOAHIE &R, Bk, —
A abillity BER— A iy iyeeeei, o FHH, oo , L BB, FAIMNKE o BAERY, EFLbnd
PI%F 0, ability #9FH .1.2.3.4, 5%.10.0.0.5,

BEMBEXRTEFN ability IFFHRRT —MF, ERIMNUEHH TP, K ability
.3.1.101 43JR% CS101 iRy 4H . CS101 AYERFE R B IRBARIC Y ability . 3. 1. 101, —4F
RWEWERIFICH . 3.1, ZERNLTERIRICN. 3.2, 3 BAERA RN IEEER R
HIFRIE. X4 ability B¢ .3<.3.1<.3.1. 101 BERA—&, B£.3.1. €3.2,

BT U AR R E AR AT B BB A A 3 ES , CS101 224 BB DRl ] A C iR
BYER . —FRR R4 0 BT,

HHREE T EERANEN, R EAE ability ZXt4 ability WATH, KT RFD
(Bl BAXEERE, BN R & RALMH ability FIRTS, ability”. " I —PMEEAFEEH A, R
EXT—AALHRIFANROBEEA, . HEAHL FERT ability, B AT ETIRAE
BIXF R . '

Z R

s E s R EER SRR, —CERE-THREEEEHREAZE AR, BE
B RFFHNERIEAIR, EEEHR T ARIREE, KRB ERARR,

4.7.2 REZHA%K

B EBHTHARYIRE, MRE - DARHAEETUNRBNER, RALKRATHEP
AW B AR NRTEOR A X HERRC. B, MR Year 170 Year _2 BB UFSC{F, Y aility
SRAUBAERS, B—FE, WRERRE. 3 1.3 2 MBI, RIVEAEERINT
BIW K EE— MR, XESRRRETEREELHR

B, BERERILEERE, S ERNELEIHETHROEESRAIN, XDMEEAT
DEEXANE, WUTHAMAERMNAEAE—HER:

o BEFIARLLENHXE, FERELRAFLARNELEHNA BBAFEXHTXTR?

e BAEFANMARL LRI ERE, HE-IXNRBBEHNEEEER, TNREBTHEN

BRRESRFNREL?
SRR ES XA BN REEMEREL, Fk, BEREENT,

EBX #(L, )HESLFRAE<aR, STEEBAALq, bel, HE-ARD
ERuelfF—ABERXRFHFlel, LiA#.:

a<u, b<su, #BVYvel: (asvAb=sv)=(usv),

I<a, Isb, #BVkel: (ksalksb)=(k<l),

EReH, R ash, RINR“aZFEFREDEH . ZETHERMBRINNELER
PR K & Ak System Low) , #38|FE HAWE B Z K FRN & 4% (System High) . B0, fE
& 4-10 FERFES(P(la, b, c}), CYB—I, RARNESHINTED, REENAIESR
fa, b, cl,

Fi it il R — L WA UL I X LB LR ARG, WE LRBIFHHFRT—#,
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RE R BIFX SR RETE B — MRS, BRI EN. ASITENRLENESTAFTHA
—TREFER. Aib, ERET ZRRBEET S CRE 8 B T 2%

4.7.3 BHRE

RPN EBROTRED T 20 L LA ERZLBHE. EXTK, CLFTHEEX
RESCHY VTR R, L8R T % £ & # (Security

EH
level) , —ANA P BFETRIA T Z A P AT AV AR S, 3R 4037 19 4% %l
# (MAC) S Bg F#% f2 5 10 $ 48 4= 4 (multilevel security ) SBE R T % T HIF
%5, FHEBEMNABIT RGP . ERHNASEIRE S, XERg l
BRI R E %S, “EALF " (unclassified) . “ I bR
#” (confidential) . “#:% &4 ” (secret) F1“ 46 5% &4 " (top secret B 4-11) e

MBEXFRUHFNELSEN, RKABRA—HARNHELTR, E4-I11 P
BN, AEEFRE SHE TEEXN MR, #RREFEEX S E‘J’%éﬁﬁu
TAEMARA B E . AE{ k% (secret) BB i AER RN A TR
h T SR UL X R R A TR R AV 8] 49 % & 4o i (need- to-know ) 3G, RATFIA T
TRERH LA

o & HH—NRMESR, HER(RME)HFA<H,

oS CH—IRLRES, MIBZT. AFRLF. ¥KENES, —MARBRE—IHPRE,

o NEEGFE(ELFEINRE—NZTH (R, ¢), HPheHB—-NEERH, McCCR

—AME o

o ANBLIREHMF<EXN: (b, ¢,)<s(hy, ¢), BANH A <HHB ¢,Cc,0

B 4-12 P8 T3XFPEEH . A PSR 5] public F private, B§-1~Fh3& personnel (PER ) 1 en-
gineering(ENG) , 7EF~AE MM, LA TFRRMIL:

(public, {PER}) <(private, {PER}),

(public, {PER})=<(public, {PER, ENG}),

(public, {PER}) <(private, { ENG }),

BT XARLSWMENR, HREESTIRR AT EAE (B/MER) Kk, BT HRAX—,
R ERBIA AL B ERS, AE 4-12 Bi%. AL eR% (private, { ENG |) 5 E 4
R E XS MEBEHAMI N PER WXf R, Bk, BIEHRICH (public, {PER,

ENG| ) WS R LR B, |
private,{PER,ENG}

private,{PER} private,{ENG}
\ B /
private,@
/Eublic,{PER,ENG}
public,{PER} public,{ENG}
public,¥

Ha4-12 RZLREH®
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BTN 4- 11 b B8 0 B GARTF R T M 1, SR TEBORFR ) M0 2 %0 & s o
R, HASFORKECUNELRUERRNELERG RN
EEH, AERMTIATARKERHEESHRSE, 5K, T ah  ow
BERELFENNA, HAXMERELER, HUEEesslh -

WA BRBST. I, —FAB AT AR 4-13 MR SEBIN g | A
FIAN R PR R R TR

4.8 RERIX

Denning (1982) . Amoroso(1994) ¥l Pfleeger and Lawrence Pfleeger(2003) #3ik B it B4 14
iR SR FE LA, Lampson(1974) Fi Saltzer (1974) WIS U BRI A &R Ui a1 6 (B )
HERW L, Wilkes(1968) B 428 T 20 4 60 ERF RHBERZH VIR ZERH, EEH
KTFRIPF L LM RIEE BT I BF Nelson(1998) Fl Lawrence Pfleeger(2003) KIENE. ETHE
BT E 2 (RBAC) M HT A & K RTE Sandhu (1996 ) %5 A EAEH . Sandhu(1993) KHIZEAEH 7]

URBELHRBE TR TIRR AR KER, DR 68 B AR b X8 L 235 1 70 52 B 1 o) B
AR .

4.9 %3

%3 4.1 HERNHIFACREHZE—HR EWRRE, BEAEERSE 4 HE? B
B SO AR SRR BRSOk SIS BRI ? (BRI (AR R L)

%342 ZR-AFE. 5. BIONMBENRE. ARG RF A &g
BRiin), el RSN RIR A X R AR . B8R 38 25 # #0150k e B B AR
HEHRE, LUERBBBSSRATE B XT R A 8 n 2

%#314.3 it AFAAHARSENA, ENMESEAREHEH?

%314.4 FE47. 1€ X ability BRFABRR—MEREE, KEEEZHERM
A ability 28 o LAE (R P 75 46 4%

%34.5 BAENTHANEFEPNRZL2EHERIRILEESEHN, E / foot
EARBRIM RN LR, EXFERT, HTEARNBILEITA
2R _ \ ‘
#%34.6 (L, s)BR—1TEHEHEHHE, HKPFLE-TARES. & guest
RHARAKMARERPWRETRE—EFETIMEF,

#314.7 BE4L%5 R public, confidential i strictly confidential, Dl J#35E ADMIN,
LECTURERS #{ STUDENTS ¥ — M E2REMNE. AR EAERREE S, Bt
% A (confidential, {STUDENTS| ) £{&RTRK? n NMEERHNF m A5 H0] IRIEZ AR
&7 RTHEHYE, THRER=16, m=64,

#%314.8 BE—THAEBRBEILZLSFENELER, YANYEEANELFEERMR
ELREN TR AR, RikHF ADMIN, LECTUREERS, STUDENT X L3, %
27 { STUDENTS | i 48814 LL EBRILAN X R7 Rt 44540 { ADM, STUDENTS! /) E & Hbtr
%% { STUDENTS} 4 B L HfRH7 MBELEX M08 574 H O | ADMIN, LECTURERS, STU-
DENTS | (A B ER,

%314.9 BE—HRE, THETHEMNE 1%L (need-to- withhold ) SEBE, AR LK %
b A = Al =15 TR AR

uidl  uwid2 uid3
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E—BEARM— SRS BBV SRR EEA M, BAERIT IS IE EREK
B EFEENH, MIRBERAVHEHREEAESHRANA. FELLAURPRIER
GRBEMEESJRERNE O, EAXERXETIEREWRKRENRER, RS
BRI RERENZEREI.

8 4%

o A M HIFE AN S, 3] A B r B (reference monitor) , 45+ E & ( Trusted Com-

puting Base) , '

o IS NIESRNEER.

e SIARTHEZEAEM, BIIRRIMEENER2FIE,

CHBMUARGKRBELALLNFAMWER, MFERGEKE LTUMANEL2ILHE -1 &

i\,

5.1 3|8

HHENRLTEAE =N EAHE, ENEBHXEERRE. RITT5IAFELRS(REE
B, 1982) AL A HE X .

I MR ZXR-AFREHBA, WA LRSS LT RBATARGBEMNE
REME THEHAEAGRS. B4 REAR, EMAXAZAINALEE, R2AH
SRR A 63 PR, LAY ELSAE, RIFARE K, FRGIEAR LR,
AEITHAE (TCB) #HEMAGT LIRS —ELEM4, BH. &4, €
MeEeREAFERELRS, —ATCB &4 —ARSAEH, ZLRARE-NFR
RABAPRHRGE— I RL K%, TCB EALAZLRE NGRS T2RET TCB & J 3
), AERRAEFERANTELREMASH(I R P ikd) e ERBA

Bk, sUARBHE—MISES, RENER TR, W TCB 7&K sy R I+
AETEEAM, Anderson(1972) &R T 51 AMBEHLHNELER,

o B| FIREHL 1 2 47 BB B5 % i% ( tamper proof) ,©

o 5| AR IEHLA A F S REBOR A .©

o 5| IR IEHLE L AUR AT BB/, BEBLAT I FIRIE R EREAY o

Anderson BRI SR AR Ll T x5 SR S AN ER. XHMERE, %
LREAESIARIEVHNIH., MREAGHTEERN, DRAREERFAIBRFHELR
PAM, B2-3 ERSABERARBENLANAE HBH R, ARRSEREZLHABRARE
BeZeilHl.

© 4, #4%¥her XA (tamper resistant) B BE T 5% i (tamper proof) , LIRS LA ERSHEFEATH
KR
©  XANERBPE KR AR HK E 98 # (complete mediation) .
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5.1.1 #RF5| AR

FEN L, 5IREEETUREBESTZRENEMIT ; Eht, AR e FE e
N R B RE

o L. ETHMABEBHVRZERVLEEES. 3 Fitie,

o MIERZNBL: AL BAH (hypervisor) B— N ERIHL, EREMABELETERLEN
FH, EFREMSI BRI, CRERATXASEAFHAP S ARF . Nexus 8 T
NGSCB 22+ )—-F ( England et al. , 2003) .,

o MERGSK: 6 EME 7 N FHTE T UNIX Hl Windows 2000 (75 [AI#E M|, Multics |
H5| AR 7E 8. 3 Fitig.

e [R& 2. A8 Java BRIV, .Net By CLR(Common Language Runtime, & P& S 247H) .
CORBA Wy a5, URBEEERRE(E1TE),

o NIRRT MELEREFTHRNBFASKBAENABRTFPHRAZSKENRN, WA
RAARENELRS .

AT LRI R LSRR B A R B =S, RERBEURMASI AMES, nl
5-l1a iR, XEBERGHRAMKIREHER, NARFERGRAZRPER, JIHKESRE
BAERGHB—H0, BELBHA RS . CORBA f1iiialEH 5 1AM,

Ak, BEERBESTET. BBRSESRFLABERAVIREH. #REET Java SLEX
MR T, BFEATSIAKESRAE, WE 5-1b FiR, MRS~ ®Eig viRES

HEEMTREEETEESERFERE ARG KE, Erdingsson # Scheider (2000 4 ) 5| A K
WS NS RERXMAIT. 114, R ANEEEHRART AT (INES-1c i),

o B
v B pi
R ¥ B it
y | —————— —_—_—
a) IR b) e <o) NERMEEEAR

B s5-1 HESIREZS

5.1.2 PUTHEER

B | W 2% i SR B U IR B RN B SR U IR B X B R P @ D R E R 8 A A B D IR R
FhEFREANEE, RIVERRS ARSI AR (Schneider, 2000) ,
® $47 ¥ 4% & (execution monitor; Schneider, 2000) 3@ % RMWHATHIRAFLICR, HATBR
RPBATHGER, FERERERETEERER, HFREGMITHER(R) HEER.
o M IR, BRI RES S B BT MIAT AT BB, # & % 24 & (Static type
checking ) &3 #h 6 F o
o B| s T B E I RN SORB RV R R A RN

5.2 BRERGZTEM

HAELRIBELHE—-TESEZ2ARPTREL2IH. BERERARBBLHITEH
Vil RIER . REREREWBTBOBEETT, MEBRHIERIERATRELT. MR, X
ERXMNBHENRR. X TRIFRPIE, JEE TR EE S B IR R AR 2 H R
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BLTE W KK A QU SE R R —— B S0 P AR DL E . RIERENNERITRFERE
BEE, EAHUER—NHEFHNE, FHREZEKKE.

AP —ZARRGEEBREEE.

RE-EARERN, MYBRKS. FEE. HERENESE, RLOFLHELTH
MMAE M RER:

* RPBEER (AR BIERL,

* P A RERRIERS.

BAFATCAXEAFHFRNEERSERAR LML AR (BRELRER), XEHS
AHATHENRGEHE-BR L, FERMAKG . RERELREM . BREBKEA, WH
BHHERBBMBRIGYIE, XEHLH TSR ZER.

5.2.1 #BERK

BAERGRDP B CAZRAPUR S — TR A RS X AHARBERER TR RIRA S
BT, K &H & (status flag) ATXBIX—ER, EAFREEARKEXTA. B, Inel 80x86
BHRAREALL, SCRFHFRETT UNX SE RGBSR EA 7 (RS A 7 # X,

A A EERA AR i, AEIERFEESFES. BREE SN, BRIEREN
DI AEAL % T A TRE U P B M X el B T B U I

5.2.2 ZERA

BERMNOHT, BARIT—MERBEAPERRRITHIRE, NEFHS. HLEEX
AR, LEBHFEHRER, IR Y MTHITIR? IRK SRS DB
R, 2 SZEAFENFE SR T ZAS, B AP ERgE4 2 NBALAE. B
i, FA MR RSB PR AT — A B CIOBRAIE, T7EH 2 630 H 45 F P A
BEIH PR, RIFXITIBRAZERAR,

5.3 E#REWHk

ERMWIT REEH, BHERREEN, TRANEZTENEZLSYERZSHKRRENRT, A
R, BHRZHELENE ARRABRINFRAOE SR, £ T HET Intel 80386/486 F1 Motorola
68000 113 T UL B SR 248k

5.3.1 RZeEXFE

W B TRARENRGE 2 — A AR E e (0 5-2 BIR) o MREE IR
A, EGERK TSNS EBIBRR. Bit, BTH
BREZ 2N, WIERELNHRSUSET, RABER, LY A
WERE, EREWEL, ATRRIMSHENESLBRLES s
W, XBCIE TEZ B T RERLNE—RE, Ry,

TREEHHFRIERAN LRELE, BERKENY

PR LT B QRS R K 5 BT R LB FR O _
PSRt tak, XTIXBeTR IR BAE Y TE B 2658 R BSCBLBE T b
M, MEHMELAN, TLBEHRGME. RE—BREESI B52 ZLRBTHEP
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#, FEEMNBETFREK LT . IRBCRLMEETREROHE-NRE,
RELURETAABCAET BRLRIILGIERK,

LELLUETREKL A IRIERERITER AR REPLER(NE S-3) , FREA
PATIORLG
IIABEEMNTN TR RMARRCEENERAES M7 R MR R

Ll XHE
HEN B
EESe EES:
O O
DUN HLE

E5-3 AVURRIPZENBRNHRE

5.3.2 MG REMEEBIR
RMNBIEBEENHENERERESFIMECHBRET . MREARE, TUSH
Hennessy and Patterson(2002)°, BRI S, FES5-4 BHK

BB R EEBRRTLU T, HEE R EAT AR
(CPU) . TEfESS M " HHRBEAR., ALK P, X=Ff (U

SR AR JE RO A S N
Lt RRALL ol Em N n
Bl i CPU SR4-6035 BT
(1) % % %8 (Register) : W& BHAFERMNE A FHERE,

EENEATERE M54 SRR

o £ it # & (program counter) : HEAE T —RBEHITHE LS HFMBAE

o & 4 4t (stack pointer) : 15[ RAHER AR TN

o k& F A B (status register) : fIF CPURFERAPREFER

(2) ¥ RZ 4% % T (Arithmetic Logic Unit) : PTHIEBEFTHHAWS; HIVITETEES

FEREFHFHPEN.

R 43K (system stack ) RAFFERR F —REEHIIE E RSy, AR AT LUE I H B8 B AR THEL
MARTH S B R AT VI . A T EARKHERRE T8, CPU T ETXW#RE, HakE
BIRAFHBEAE YA HBRORE, WBRFTHES . REFFSERFEERT.

2. N/

A E (IR A & (WBRE) KISEM T AN A, ERAZLSERK
EmAP A0S, TERY—FMNEA/RH %2 TCB # 712 % 42 (Trusted Path) , Win-
dows 2000 FH)RLEEFIIRE— 61T, AP RENIHEANMAT, BHARIESRH
X EIRT B E LRI,

3. AtkssM

THAEMBARANFRENNR 25,

(1) A4 & (random access memory, RAM) : &/ BiFilias; 0% BSeREMYLEERIE,

© Computer Architecture: A Quantitative Approach( (YUK RE M : BABIFE)), KB ddMB Tk b R3]
#HHR. —@mEE
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(2) Ak A4 & (read- only memory, ROM) : HHNENTEERIPILH, RATEZENHEN®
/A& ; ROM W] BER 11 (BB ) BRIER G HL T -

(3) T4 E T 4542 23 % 4% % (erasable and programmable read- only memory, EPROM): 7]/
FHMEBIREREREFY; ERELERERNBHAIBENELEREM.

(4) — R B A Ak #& (write- once memory, WROM) : XFHFFAELHBEL & —F AT —RERE L
FERENARLE ; EEA AT LLES BN EL ENB2RMED. BRAETTREAR ZBBL";
WROM A[ B RFEFHN— Mg ; REMSTEE TR

#—%, E ALK H %k M (volatile ) 77 i 2% A1 3F & % M (nonvolatile ), BP & X #
(permanent) 7Ei5 8% . ATH MW SERANE, EYELXMTEEARBRENBARTZL2H,
RN S LB FIR, HRBRA T R FERMESR T, BERBEHEXHA T —BNE, IHY
FESHARRETREEIFENRTERKE ., HTHREXMEE, FHESLIUHEERR
EFREMFMAEAETE U E (LR BER, 1987),

KAVEFEE RS EM IR R B A A, WREREE (WEH) FREKAFHE S, I
B HHE g CPU HEEHRI7EM5%, AL HGE OSRI AP Y BRI EH P
i, NIV RaS i B 7R i s R, DA I S s 3 1R D B 3E i R X B P AR A Y
Bz, PEEPESRE—AHREE, CEBHAHITeHE. RIGEEHEPERAF RE
#at CPU NN FERIETE , BFSE CPU UMa sSCBIML B tEMse Btk Hham, nfer BB By (k3B Pl
FRH—ZRRNBRERGERARE — N THIRE .

A—-SREE, REEREACES-4 FHAHBBES —THSHE. B8, FHBTR
B ETEEL . BRSNS BAR, ERSNN M REATUEFERLY., BY, -1 ¥
EX R RFNEETFEABEREHPHNEMMIEBE L, RTEEFHBPE N KAENE
MZoh, BATREA MR, E%, XEaELRMEREAFRATERPHERNZ . mR
X EEHE D Z — BRI RS RPN R, WEENRHE RN RS

5.3.3 HBMERE

EBRR-ANEERTHERE, B, X FRERGREHBRE—REZNEH AT, 4R
TRk MM, BB, — R U T ILABAER:

o AT HAFRE,

* ¥iif,

o BITIREE, MILEARXE CPU BN E.

#% 42 (Process) 7EE B C ML A p THE, 3 H REBELRE R G REMNFIERHMER
HE, HREANXHEEAEMTFELSRRREERNER. BR—FE, HEEMN LT CBEFH
Bk, ENRERGELIESTBOPITIREGRAERERS,

%42 (Thread) RHB AT . HFRBEILE bt SHE, EI#ET 280 ET
THRTTEY, ER GBI T WML TR ‘

5.3.4 BHEEA—FE

AOFRSSREAEADTE B ASR . IR . B E T R BT RS, SR ERELE B
5% (exception) , ¥ (interrupt) . R Bt (trap) FEARF ML, RFEKARIE BT RA R
R, (BRI RIS 258k, HEH—2 TEAISHE Hennessy and Patterson(2002) .

BET¥k, RIMEBRAE—-BARE, FERBEHHBIATESEM. KR CPUK—
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FREFREA, ER1E ¥ 87 & & & (interrupt vector table) 1 — MRy ¥ B &1 ¥ (interrupt vector) )t
o PEIARRGH T —ERFHME, XEBRFHTAEBBRENRE, R PaeEss,
WA S-5, - EBREN, REMERPRIFLUICRE, REPITHETLAEES, ARXMIR
K WA PR FIRLEE S R, PR BB AURIE A £ HR B 4 F P RPRT, BREHK
B AERARS, WMERBEERA RS,

Gl g B o Frhaan

BB #n }——’
s Gl —L
1

0 TP R

B 5-5 hiiaba

TEALFE AR AL PR ST P WTN A AT RE L B — A rh T BT R, ALIRERT BE & W7 BT i
WS, EMERTHAGELETELIRE2RE, — MR THE: ArTLLETR
A Cul + C RBFMHIT, /5, AEFBRTLAREYRTHEBOREM —REBARERSL,
REHAPRILESREREAANPITEABZA KRR, T, ERTEFREY PHE
PAGEAS R BT AT LAg @ AL B AR M B E Ao

MELESHETLIEMIE H, PHRE—HIGIAERRNEE S, DARARIHRP. &
bR PHIADEERA—BREENE, REEREDIERNPRAEGTHTE, XRER
BUREE KRG (E 5-6), EBRITEARYT, HEREXER, HEHAEHE. R, 1F
fram RAZXFMEEE AR, RITMIIXEEFFES N EHRNBGE

il eh i1 B e FEfkaE

WAL
L) [
1
0

Gal- TP e

Es5-6 EdPRaBEEEHEARENS

Z 53|
HE RS R MR AR B

5.3.5 Intel 80386/80486 iR

Intel 80386/80486 2 32 fir 4L FHES, 80386/80486 L MR R ZHEEFRIERANTE
PR R R,
Intel 80x86 FERSH A — 1> 2 AR, &L T WRRERRH (RY3F, 2R 4.6.477),
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FU R RBEGOETT AL 0 LA 8TE4S (POPF) B3, #i4 vl ISR T &% 5 L.

o 0— B ERFE N,

o | —ERGHAMWTS

*2—/0O WhRF %,

o 3—n FEH,

HAEFRB NERER G EE LA S E), Hin UNIX R#EH 0 #13 4, Intel 80x86 L3
TUT L%,

B QBRI T A S RN TSR, B REEE B RN ER TR,

80x86 (RIE RGBSR, INFERERsBE . ifiIa)d% i Bt el # i& #F (descriptor) 1|, #RFF
BAEERHEA RSP, Bl B (selector) FHFTTIE, RNV EINREFET PR RFFHHER
¥ 4% ( Descriptor Privilege Level, DPL) 3+, #%#EFR—1 16 LWEHE, ©F — M Em#ER
BEPHEA DR LR — 80 K 0 5 2 A (Requested Privilege Level ) 38 (& 5-7), RPL
B ERSRE X, RERERGRE T RERES.
15 3 2 1 0
[%at [iﬁsktwmzz&]

TR
A sy —

HRrrE
5-7 BEBBAERF

AEEER(HHR) FRMNAANZ YR UABRFMERER. GEEFRIEXRE, M
KB EREEA T ANBRFFHN, LW, HATHBRNRRREI, RNy & a4 R4 H (current
privilege level, CPL) , SAREAFEBE(CS) FH#THRBRERIFHRIN.

EEE, RITX—KEX T XEMEE, KRNI RLERER IR RIELITIE
W, B3 PR ARFEEN | R M RERGHBRNR S, 7E80x86 P& E
Bt 17 (gate) MM, [TR—AHEEMEF (EMBBEP)WRGENS, EXE, NTRAME
BRI AR R AR S [TAVEXIRA PR HET RBUTIR, E5REmIMER,

HERFHEA, NUFANBEATFR—FR. SELTRA-THRN, MR
AR TERBRHRBES. YATHREEN, FURIIKEDEMRFHENEHN. TR
RO PR R AR RS NERBUR Fit, AT HERRNGERRES, iC
ERARFEAES ANE, HEETFREWER, HEREEEIFORNEMRMELS, BN
KR F A AR R, B, —BRR(ESENHRRFPIE) ZENE —E
BRI EEAR BT

B &G REAFRHA

RIFNFERFAFATREE S E - EBENE LR, SRR F UIERAFRFH
RFHIF ER— AT RN BSF L, 4RIk, RAIVA B KRR EA BB LXK

O 4, B & KEAFHE(confused deputy problem) XA RIEE A I FHA KB : —MEARRNLE
P — A B R AR S T R S R AT
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%, BXIEUBRAEERRIMENLZ LR, Hit, AEFFETY BERNELER, #
HANE BB LRTHRNET, 1% EIRARRFNET,

7E 80x86 Hr, T LA FHE#ERS i RLP 3808 2k 8 K &9 4 A4 %) (adjust requested privilege
level, ARPL)#54 XX Fh5RME, ARPL 840 i i #3819 RPL SN AR FH CPL, 5
RGEAT LAHCBE RPL(ZE#EA8 P ) #1 DPL(f#iiRR) , R ENIAR, MIBLTRPGHRERE(ES-8),

15 321 0

3l | (R
Jﬁ%&
WA R
N RE
e

i pu s e
B 5-8 % RPL 5 DPL

23
AT VIR AP E AR, BIFEREVIRE R B B — T AT R E .

5.4 TR

RERAREENBEARREQ TR, BEAPEAPRENRE, ZESBRERAXY
WTRTARAFHHE, HRBEREAULIRIFEACKHTRYE, ELFHEIEAFER
BBV OBAE . BAERGE 5 50528 HE O R B P 2 (8] FO R 4E R G0 %5 A kAR
o APRZERETHIERAERREEN TR, REREERNRI L.

o X#HEE. MHBEFHEIR,

o Bk EE. MBYBEHENER.

MFRERY, IMXFEFERE. TR K, RPRERFMHREENAREMY
X: SFEMAT . 45K (segmentation) R HAERI 1 BB AT, BIEYF-ITH—-NEF,
BHHBEETEL A HBEME SN BENRB Ik Iat, RIERGEY - MBE, HPEHE
B UREN BTN AT bt . Multics $4E R G066 4 BOR AT B U R4 .

“+ T BREEZERATHN RS, ERKRESRKRFER,

C-TBAAAAERE, XERFHEEEBNEYE,

2 W (paging) KA 88 R 0 A R/MERIB T, [RAE ik iy PR M 4HAR . TUS R YR o

“+ T TARWAT, BN EATFRBEFHEER, Multics HBSKER LR TN,

“ =" A T RR U A R — MR R, BATARBESLAT, H— A
BEERARRFEIIER

ERERE, 2HARSITH— T REEE. BRNRAUEBAFFM, SRS
IR, RERRERNTHREBER—-DEFL, XBMES 48R (page fault) . 41 G TTAT LI
ERI—REBRSERIERGERE, WBARHFSREE T HERFIFEREREZHELR.

ERBIT, RERBERHE—POLFTR, YAFBA-INOLE, ZROSEEFRAM, 3
FRFEFHESN—TSHFOSHLE, HRAAFLIHERDR, MR- O0SERITHF
i, MARGETAEFRRARERHE T LN DS BECHIEREN Gk, WRIEH
BT AEHE O SHET N A, HROSRER/RER T (WA S5-9 fin), F—F K,
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RLFRENFT, ENE-INFRULMBFRERERARB T P, LHEZRXE-PFHE
FrEEEEFRH AT, RAFWRIERN . REHOSENFPERAES, EHRIHNER
MEMFHFFREARB T, BEZECL2HNETHE-NTFF, RETUZRE - NFHFT
AHE, HRIFKHAR . B A2, EHEESRRIIOSFHE—IFR,

p {Pa ‘Pa$
B | aSSwORD, $SwWORD | $wORD !
R ——
B E—8 BGERYEE BEEME =5

B S-9 RIS REEEREN O 4

Remit

MR ERER GRS B SR, IS BRI G, LS —
R BAEIER PRI RO, SO, — M BERT R E NI £ BFOR B AR T
(B ARSE . P — MERT R RA R BRI B A LR FHRAE . S —R L,
XA B VA =R A0 o

o AE RABHN P R B AL o

o S R GER R P IR B AR AL O A A

o S RERAE MR PRI E MM AR T 4 R R

S BV A0k R IS — R T RS RS0, Mk sl — BT R (segment identifier) F1— 1444
3 (offset) e HRAERGMEI—MBILN, ©LRBERWBIFH. B 5-10 BR T 0T
AR RIR RIS, Y6, FIMAL'S mask 1 75" (AND) SERIRBIFR, IR
Fitt 55 mask _2 i/R( OR) BeEH BT BIABHIH, SEG_ID.

~

Hidik seg_id REBE

> B
mask_1 0..... 0| 1.......... 1

/

~

0..... 0 RERE

> B

mask_2 SEG_ID | O.......... 0

ARabhk SEG_ID mBR

B 5-10 Hubtyba

BoAER, RAETROTSE ARG T HREAL LWEEKR, NAREESXT
Siht A RAR, TP Hennessy and Patterson(2002) 5% HAWA X BAE RS EHUAR
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EMHH. EEMERRIEITP, MX RN 5 I REE,

FEXT Gk & FHAR 24 T 5145 5 B0 SR st bk IR AS BOR P BRI .

M Gtk RV SO ERRM GG, XFE—%, BFELIFRTETES 0 . fhEes
BIFRAMARK RGN, FIRX 407 T #42F 4 B (fence register) M, MREFHERAET
SR IRAE RGMFEAE X R i3 Rtttk FA PR o G stk B AT DM ik (RS R, [
B), BERAERSMAFASMEXOMEX St (G FEBHak) kB A 80bat (RE
5-11) . ERXMITAR, RERERESRLSIHAEFTHAPBREVR., #ERKRALAM
B 7 1 B S 43 BL 25 1 TR P B A X

R ITIEFT LA i A 2 5k % 7 3 (base register) F132 F-4 4 & (bounds register ) 3 & 3 53 e 44 it
RS (JLES-11), MBS —SMBGE. BITEZET S0P RS R MEES
R —2 5 ABAL FHA ML R FFRE AT ERERIH IR, ABMIBLFEEGRM— NS ER
P8 S (RIAF B 2 B R R JF AU . Motorola 68000 4b P888 5838 3 3 4k % & (function code) (
5-12) REFFRFRER . ARSI AL IBRS A AR, hit@EEESEAXMER
TR P AR S B U P AR S Z R AT IR, SREAE PR AR P 2 [T 245

rHEE F

el
[N
T
a

MrEFFR

wy BPzEm

gg

(REX. RE)
AP B
PR
(REX. RE)
(REX. #E)
BB
BERF
PR

ol
-0 = 0= 0o~ olAa
=3

— e s = OO OO
— et DD D e = O D

K 5-11 HA-FHE8EL 4 5-12 Motorola 68000 ThgE(LE

Z 5 # )| .

XO¥EMBRFHEENRIEEFANZLS T, CRETREMEFA B RARER,

M—IMEHMBHMEKE, NECLBEAIRTARNXR, HESHEEEETERB
B9 IR 4% & (location) ,

2 B # |

2, BRHAPELET I EFMENHREHNOAT. EXGRREREHTEILN
&, BESTEXFUIEES

MEBLSEHRERECIINRIERRBHE L. ERUANELT, XBREETUERRE
P S SE L A A IR AL, X F AR IAEARR WA ERE D@, XH@REhs
TEAEMNEEAIL,

IR, 7E—AN A 47128 4 # (tagged architecture) 7, 45/ B8 - S
A — A TRAKLLBMIRC, ERATRT, CPU & 7538 BR |
FPHEESFAELREAFNER, XERICHEATERELLE ﬁg. ..............
B, TEE L, BHicEME 2R E A RAELRFLH P K CIERAL | o )
7o BIicEMn 85 F 345 T Burroughs B6500-7500 & 45 M R
IBM R 4t/38 ( Berstis et al. , 1978), (X FHRLLXS i+ B AL b &% R
HAEZET S, Von Neumann(1993) FEAHK) 1945 FERE— B X B
FHREHENMEIRBER T HIRCEH) . BS-13 BRT7THH ES-13 HiRcHERER
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ICERREN, XIEWFERRT AENRORT, Hlm, BYU(NT), BB(STR) . #EHE
(OP) . WMCHW AT B RN AN BT LIRBREITRERE, L, %, BRERTT.

5.5 RERI%

B {1 [ 485 ) S5 B ZR IS ) F Lampson (1974) , 3| M 35 B B W T Anderson I 4} 4
(1972) , Denning(1982) & PR T HE—-T AP RERENITEINLZEMANGS R, #—
AR P E AR K] LATE Landwehr(1983) WEEFB P, EREZAPBRERKRITHEN
H—NMEF R ARK T B W, Gasser (1988) h 158, ZHBCHH, AL LI htp: //
www. acsac. org/secshelf/book002. html F 2 [f], XA BLFT X NFEBEH AW HERBE
EFSH
Sibert, Porras and Lindell(1996) 111 T 8 Intel 80x86 L MRS EF Z2 WM IE H, Wahbe
et al , (1993) MZEZEAEhHIAR T Hhk VA AR H RHFER,

MacKenzie and Pottinger(1997) W T H X ELHBEVRGEMBRMIE, AEHERE(ZEN

B TEMEEZLRENRBSENARME S HI LASF Blakely(1996, B s%)# Baker(1996, %

) MEAE, Schneider(2000) TR T 51 A K[ W EB AL,

5.6 %3]

#5151 FEHERPHMCEBETHENRRIERKBRA ROM F, X457, XMNMEBETRXE
P AL B S R A Ra Y, ERAOERME RSETT AT 33| EEPROM( L[ E nl 2 R 6% ) o
WIRE RGN TE ROM B 4tk SFsk A7 HEERL B 3T EEPROM F &3t 2B T4
-4

%3152 WAREABRRELS? iHBHE—MAETERENLZ 2N (I TCB) KWL A

%3153 HIWUT=MREMNAELZLAZETPHEAT: TSTE. MREEREM
BT8R, (BEFRELHSBHTUGIERSE, WREHPE, REABKKLEAESE
RE.)

#£315.4 FHENFERESBRMBTER. it K1 AEEE Sk # B i 8 388 X fiuw
T HIBH T BB Sl e SE B 7

%355.5 —BEMXEHEHSBEENAEHRTHABEBARRRS . Ei X078 F R
P25k 55 Bh v B IR A X A A SRS RS A 28 wh i 1 U B9 BB R QAT SE B ?

#3]15.6 RBBERAEPRUERMEEE. — R FE AR RFNRIERULBRE
MFLE?

%3157 ZEXHEN—NERL: ZRASIEHEAHAEEACHFITEER, HESA—-KERHE
XEEGEER NS, EEEXHLBPEAXMHEERNAH2BENER? XEH A8
EREK?

%358 YR —N¥IFT, iRAF SE Linux PRBLHER M LI



FE6FE UNXZ =2

FAATCALE, BRITELAH¥I THAMELIS . ARENTRY, ENRMEEREN,
o, a4 R 5 HAER AN R TR, SR TR —AMEEEBR T, Hit, RIMAEE
BEBNEBIHRERGREMANWL LG .. UNIX BRITOH —THT, BNEARIBHT
— M EM ST HEE LR 2t il4. Linux THEZ2VLH S HRRBRERS UNKX
JotAfl, BEX—F R LIER Linux TEEHATT,

B 47

o TRMBIBRIERGRBH R LA,

* 43 UNIX L2 Hhl .

s EERRAS S, EANE RN LT,

o LEABTARMLHINE S, R EEHEIES

6.1 5|§

BERSKORE T -8B EAMHE, in, SHRFAGE, WiRERBET, UERE-BHE
EEHES. —BRIMPEXFREMAL B RHE" WELFER, RARLIHRSTEHRN
Rk, TEAEFEES, TCBRESTTERUZETFEERADNNMIRZLARY., ERIIHSEE
#p, HRIFARPEHBEREEMRENZ2EH ., YITHBRERELZSENEE, LR
RERT AR R 41T o

RIS 8 e N

® 53 1 22 A (B AT A T 2

o BRRBLEMNAKET A RIER?

ERBWVILHBRIERGED, F— ﬁﬁ%%%éﬁ%@%&ﬁoﬁ%%FCﬂM%FEHﬁ
HBERAPKP Y, BTARPRMEARERNSEEREXNTKF, B, SR ERIERF &
iy, FRRGERBEEHPMHEAPEINHBRREXR. AERBERGIR) WIFTTREBHRAET
HRREREHREERE. AREAGFRIELRERN, BERAKTUSERF 0. AP
A BT RIFATRE .

ZEUAMUERII REIAT AL, FWEREIKRBHITAIHEN, RISH®E
MIXEEREEL, HEHETESRBGTRPIEMN TS, EEERLSEREAFELITH
BIELUEREMRALEAXRNERETRORE. B, LHERBERZERNRPFEEL
X % 3t B & (audit log) .

BfE, MRRHBEHREHRERENLZLRE, BAREREEFNE2BAOKBEZT
MER . RELFAE—NE2RETES, FHRSH 4% % (installation ) 71 & £ ( configuration ) #
BTHAEENRE, FEENRAREVTESSRERLZLRE. BERZRREERICES
Wik fb ARG R G, Hilk, FERERFTRER AT W, HEHBROCANRE, E XM HFHR
A, NENREEEELIRBRYTRIERENIT R,

BRATHEN T I FERXBIE RENH R EHERRHFITHIR
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o XA, FIEMIE,

o ilm s,

o #Hit, FMEFEH,

X—EHBIE UNX #ERENE2RE, B THRITIEMER, UNX Bl S RE
IR HB/BNTERRIN, B% B F. Miller, Frederiksen et al. (1990) FjEE, B, UNIX i
ZRETRE2MSE, NMRXEHRAFHELEESMHEFR. MEAMD UNX Z2tHNEEHRE
A THY KA, REA UNIX I Linux AR ARZRU R ZLEHLHE N X F A HFESE
R, AERFANMGOSACHL2RATRENEATERS, BXNBIRSBERSESR
FiARR. A THREYS— UNIX 44, POSIX 1003 RFIFFHEE X T UNIX RE@EMA#E D, POSIX
1003. 6 Bk T H-2HLH A,

X—EHBEITERBHNE UNX Z2HRERH— L2 E Y UNIX RENES. &
MRERRRFRES UNIX Z2ENERAIR, HFEERRHRZRENE 2R

UNIX Z&EREH

TERZHERERGM % A1k & 4 H# (security architecture ) B Ry WA SRIL B 2L R 2
MENBEAR TALE 0 REEN, UNX 5 E—BRBATSMENHE, XRAXHWEELR
B, EMAFNERNAN, Z2RaRPMARSETS, MARTEENRIT B,

UNIX B¥ R AMERE T/ IEZHAATENRETY, MEXY RATHARS S, B
i X E4E8 T PC #l, WEFEM—E, UNIX BY RN T AFHREMZITH, LnEpER
EAR¥, MARELIFRT. HE UNX HRE, FNELEHEMABREY, EANEL
BHER TR, EXRFNELS6N, BiTEURT B SHA UNIX SR EWE [T
kBT, UNX iRt 3 EBERE LS EABSEHEEARERY, MARE —BEK
APEEN, Bit, TeFHEELHNRERHAEAREMSITEINIA,

6.2 *f{

THREFENA P R4 (UD) flaiFinF(GID), UDMGID R %6-1 UDHTF
16 frE%FE . Fi UID AR EL, BRERAMNARTAR, HEE -2 | nobody
FKFA(AR) i UID B 20, UD T RE6-1, 0 root

1 daemon
6.2.1 BAPRKR

% E TS BBAEHAE R 7 B 7 (user account) LI K % H . FF
T P BEAF T/ et/ passwd SCHESR o BT ORISR INT « SRR

AP LA P o4 . UDL:GID:ID FHE .20 F .5 F shell 567 | tuomaura

A P % (user name) B— M B AKEN 8 WFF B, EERFRGEHN, AP RAESMRMN W
RAEFiHEES ., UNX Rext BER—NEARRARHAP#ETR S, 0SB EMERFHER
(2R6.3.1%), HABAERAFHLE. BEFMEERT A2 8 % (home directory) 2L X
B R Ih & 52 5 T B0 shell 2680, E iR F MR BERER P E BRI . profile U HRE X
Ho MFAPBRE, RIHFTHRATHREIVER ete/passwd U E XM, i cat /etc/passwd B F less/
etc/passwd B] L B/R 0430, SUFPRHRINT :

dieter: RT. QsZEEsxT92: 10026: 53: Dieter Gollmann: /home/staff/dieter: /usr/local/bin/bash

2 uucp
3 bin

I




UNIX % % 55

6.2.2 BLAR(R)

EE—f UNX RE+H, BA-TEERRIUROA S . XARPEE—MER 0 A48
R, HAFZET R (root) . REPBBIEREN T ERELTERIHNLEMLS, iB%
Hit HERE VIR VO & mE .

TR USAT LA RENBEA A TS, TERLSRENFRH. in, BRAFEE
TIHRBEMEMAF . BRAFEERERENM ., BEAFESRATEEIEMTE LN
RS m, BEAFAES REMXHFRE, HEMTUHRIIHRE, REHEUATE
HRERZXMRGE. BRASAEBREDS, BN crypt B— 80 B

6.2.3 4

AR HET— R E N a(group) . AP ZHEA P EETRITIHRIEHRE,
wm, B AT A E- mail 495 P 2 HER) mail A, K TE BRMEZ #5Z HED) operator 41+,
A F A ERR T —A A sli4a (primary group) . A4 GID 77K E/ etc/passwd L, X/
etc/group WIE T FIBEARER, XHPRINHBERWT :

M. usd .GID. A FFA
toan, XASERM:

infosecwww: * : 209: chez, af

HIRIATA infosecwww DS HEEHT, H GID #5209, MEAMK  #6-2 ®/HEAID
AR chez Ml af, 3% 6-2 5 T EAAKHKE MM D,

7£ System VUNIX #, fiP —WKREBEET— 4. M4 n LA
newgrpfr A KM, FA AT B fib IR BT T AR Bt b, iR
RAAREBRIEIFR AN B R4 P, newgrp fr &M & RER
FAPSALD4, R4 o4 (group password) IEH, FIF M4 FHK K
RAYEH . 7€ Berkeley UNIX i, AP UFEAETF MU LA, Hik
AT E newgrp W1,

6.3 F&

FHE#R, 8- HERA L BAFRF (process ID) , FHBRRHEL exec B, fork KA
B, B EERESE — 4 & % UIDGID( read UID/GID) A # # UID/GID 4268, E 52 UID £
MAHBYMERTMEN . BF, BREEFZFHAH UID, F3 UID R AR HBREE N EESIITRISC
R ATIRB (B0 6.5.1 %), POSIX A MRA W E T —1ME & UID/GID (saved UID/GID) ,
THEHEHFHE T ESL UID/GID, A% UID/GID P4 & UNIX & F#BA1ER.

system/wheel
daemon

uucp

mem

bin

NisE | W (N =IO

terminal

UID GID
bri HL UID % UID H3L GID A% GID
/bin/login root root system system

R dieter B 3%, BRH#ABRIEMFZMO4L, Eik UID M GID:

/bin/login dieter dieter staff staff

B R PAT B shell:

/bin/bash dieter dieter staff staff

FA P @5t shell $147 1s fr4:
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/bin/l1s dieter dieter staff staff

P47 su g4, LA root 817 J3 3h— N H1 ) shell :

/bin/bash dieter root staff system

6.3.1 BEFRWMAO<S

75 UNIX 1, @i A 2 &R BT S 0R5), i e 4 XA #ETAE. SREEHZ
B, BREBREUBHIFHER oot 817, HASBRZE, ZHBRIEA/ 204, MREIE
2h, UID/GID g ¥1# 8 P # UID/GID, [F]ESF P A% 5% shell AT, A 8% AT LLgk
PR &I 7E/ ete/ttys e IR Lo P B WRE F 6 [E] 3T 5% 7/ user/adm/ lastlog 0449, W] L&
it finger FiSEE,

AEFHE UNIX B4H, DA KEHREES M F/AN. A - TREAHIEERSO4 RS
BRI HOSEE, O4H cypt(3) BESHITNE (FUI#Ul, £#H17T hash 38 ), HEEME
FA4 0 BN A O SN INE RS, 525 RIEARESE KA DES BiE#ITm%E, i
%5 B9 O 4 BAFHE1E/ etc/passwd SR '

YEAAHOSR NS, BAALREDSE SR, SAFNOSRUESITLN, HP
FEeBF ARG, EHAXBASC A HE AMET —Fp i R B AW RER B E. XB &I
BPkERERT %,

st passwd(1) AT ARE NS, B, REBERBALURMOS, UBBHAERP &
ESERERESFERNERAFAO4, ATERADSHNEE, ZREASBRERRE LY,
Hit AP B ERFRBAT OIS, URFREERGANDSRELRGAN. EERASZE, [
DA R E M su(1) (set user) Ay AR BN E BUS HIBUR

6.3.2 ®FOSTIH

%R BURM UNIX JRA R T H— SR O S ERHE, /etc/passwd RFEA KN, BNE
BETRHESEFFEEMAPKAGER. BN, IEETUER 0L, REARLTRE
RO4SKE. NTERX—RF, DSEFHEEY T o4 L4 (shadow password file) 1, HLIH
/. secure/etc/passwd, {4 REEHRA VIR, HOCH A DUR TR B 04 2400 8 3k 8t
o XIFRTM 9 MR :

s FF4&,

e 0%,

o EWEBHM,

o D4 EUZ KSR

* 4 HHMBMARE

o RATZ /D IEE P OB RK

Biilaki PN

o BRI B H

o (REH,

o 4he 3R B — R B RB A T %, salt £— 12 AREVLE, BiE HmmAROS$
dr, 3 H SO R

6.4 &,
WM REE ., BR . FHREUR V0 &E. ATIHREHNRE, AR
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G — WK K & (resource) , FWIRBIAH AN BLEHMNSTH RS .

6.4.1 iT&

HERBPHE - XERTEHE B, HEREFiYN  R6-3 iFRPSHEES
BBAESM, R6-3 /T 19 AR 5y A e Hxa9iE
B-TEFRBLEFTT—-TEEAEESFHEE, XA, ,  mode SO LA B TR AY R
UK mHAZ HFEHIEE, BIXH .. . B—PXHHF _ud PH R S
HEE, B%, BERBUBHNAN, 848 89 EicPs ol
:F—/l\gﬂo atime Py IE B 8]

RFIRAR UNIX &, B/ EANRTROEE —o e
6, BEaNBTHERH, . biock soumt | X FETA

VNS WA RIEZAET, BITEM Is-1 kFE—-1H YEE
X, BROTF:

-rw-r--r-- 1 diego staff 1617 Oct 28 11: 01 adcryp. tex

drwx------ 2 diego staff 512 Oct2517: 44 ads/

SR BINER:

o F—FREH T CHR, “-URESUE, IPRFBEZ, DRBIEREIE, W

RFEFHFREM

o HEFHRM 9 MNFHIEH T 44934 7 (file permission) , FHEAEITL,

o J5 T BT R 4 483 # 38 (link counter) , FIFitHH 20 EiaEHE(link) $H .

o BT RMPANBER XA,

o RIGRIMEFT RN,

o B (B F0 B 3 2 mtime, B b RABEBETE], Is-lu B8 atime, B BKiGRIEE], Is-lc B R

itime, B EWAEH i W A RIEE :

o BE—MBEXHS, ads FHEH /" ERE—TEHF, XALEAEEERP, MEIH

He,

XHFT(FTE)PH=ZH, FANEXT &E(owner) ., & £6-4 BEFFTRIN

44 (group) LA K # 4 A (other) ({8 world) B, BFMITH i HRT

R, “-"RARMREE T B, w-r--r- - KRB EFE. 400 R i
B, BRAUREMAREERR, wx------ ERRBRERE. 200 !4353“:5,_
BURPTIUR, BRAMEMABREEMR, 100 R ERST

LUER NIRRT . 85— P a4 B BURR 5 By — 4> B4 3R
7—]“;7

e s . N s 040 ) Eife 4
WX 9 AMFRI L4y 3 242, UNIX R4 s sc434wl oy o SRET
N ' 010 R A ST
MR EIRERNTE, RERT THENR. &6-4 004 H A A

P RART XERT . BURRBCE BRI BB, e, 002 HEMAS
AL rw-r--r-- M T 644 FAILTTT MR TR E . RA, U 001 i A BT

R A BTA 875 AU
6.4.2 BIAFAIGL

UNIX TR, Hingmsasssid miEas, EHECFRAE, 8% 06 666 44 BINF A AL,

TERT B MR, EHER 777 ERBRINF AL, XA AL A] LGB T umask 2E— 25 7%
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umask B—MEFEMHFHAERE, EHETIXBEREROBF . LI, umask 777 54 f7
HHVIR, umask 000 FEABAEIIRS . BURKIBRINBLESR -

022 BEMAT, BAMBEAMANEMBITET

037 RENFHIFH, BRAMEAFT, HMALHFT

077 REMFEF, BAMHMALHT

SRR BRIAVF AT 1 umask B (masking) UNIX TEABRINFAI T/ H), umask 37 BUR B
BIANF R MRS, Hin, BUAMIFRIAL 666 Fi umask 077, 666 AND NOT(077), HAIZITHE
BB600, XWATXHHEEE. SRR, mMEMRRBEEL, TLLELMT ASER

umask ;

umask [-S] [mask]

KR, -S ATHREFSHENX, WRREHHHEN, ZHrd Bn Y1 umask,

/etc/profile B i) umask i LT — AN REBEEAHBRIAEE . XBAREWTUPA/EHR
B, BAFRERBEFAM T B RER umask, R UNIX HEAEREEN, BiAA B LITE etc/
profile, . profile, . login Z{# . cshre B, MEMBMERGEA—H, UNIX AW BEH B FE LB
RIBRIAA AT, RT] BELL A M B F AR AT,

R DL 674 op BIEESCHERT, CF5TT B M umask 3K H, AEREZHS mv QIBH XK
B, XS RREENFRFAAL,

6.4.3 BZRMIFE

H—AFEPEE—FEHF, Hn/home/ staff/dieter, A LA F mkdir g8 FHF. A
F A TE W SO AT A BEE RS B B R QIEF UM B R (RE6-5) .

o EIFT ARSI AR B FPAWL M, AT Is BE B MRS

o BT i M B & IR sk A M BR X

o BT T LB B FIR N YRTH R AT AP, mEAPREERPEELD

X, AT ZEXH, BEAPRER s @4EEFZHRTHHE.

Hi, KTV AKX, AP BIERBFPHRITIF . 7T BR8P RS
4, BETT AT B XS R A SOV A AT i, L A] RABH 1Lt B SRVl RO R X B R HE Fh
T A R B R RIEATEA LMFHEMIF, EEETRRETIINAE, . H3HER
#, FERERAEHER.

MRFREH— N AAXMEED LA ERE, BLARREHRERET .

B UNIX A — NS E BN, ERVMEAREENMBFESRIITR%SER
ERBEST, X, REARBG TIRLETELEHRINETFRBEXBTEEEF, MW
A RSO FRRBIMER SCARRALR . Hedm, YEVBAFLE R BRELFER, XEEF AT LS
3. AT, EXFHRT, B8N AWEAT BB, RE TR E RS, RA
ERPRXHMRE, BFHNBEFAREENRABER TREAS IBEA/WELT, 4
BB E RS

i Is-1 2555 —/-H A KA B 30, R IR R x FARPITIFN .

6.5 ihiEEH

PSR T EAGHER) MM R (BB B2 EM, FREM UNIXSREE. B4, K
A SRR S E R, BB AR AR S . UNIX 3% G — 807 SORX fe B
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FRE, EAXG A&, UNIX #% 8 LR PR A ViR AT 4 :
o IRMAF K uid FEAFEAHRE, BEWHRVFaIAYE TR RE AT AREUIRAR .
 MRAPARXMMEE, ERMAFK gid RUHFENHERA ZXMH, HFTMRET
F P R W] LRI AR
s MEMAPEARXMGHMEE, NARTXMHHRA, BaHMAVIRAFAALRERFZ
2507 LABRER V7 1AL PR
Bk, BBVl AR LSS SR ERUIRAUR A F AR . XTREIEAS
sz, EHRBAMENEREI, N FEMUIRERPIET S, #RBHREA R 7R 5
T KR 2B o

6.5.1 ig& UID #1 GID

—BEBRATRENBN—MEE: ZHRAM., ERTEERGAAKNFK, UNX ZRiE
BN, WRERASAEBERZERD0~123, HXAREAELERFLUEEAF R
Bo FFLALIRBIGES T R XA BRI E. UNIX R ER#EM SUIDREMFRIR
) SCD(RBHMIAM) BF . IHNEFSEENEHEANER UD AWM CD —R iEB17T,
PAEEN RS ZREMTER, EHRRREEELTEARTEER M, Hs-14
4 BR—4 SUDD e, BEMPITIFTARZ s TIAR x:

-rws--x--x 3 root bin 16384 Nov 16 1996 passwd’

W ls-1 BrR— SGID #BFERT, BAMTIFTLE s WA £6-5 J\it#F R SUID

Bx, EA#EERNET S, NTFRE. BHAREMAR & SGID 2/
B 4 N ABLET U KB — & F %~ SUID, SGID #F 4000 | ZEBRATEE IR AR
MBEF(RFEES), 2000 | ZEHATRHE B ARG

ZEAXHENENL, NR\APR SUD BFHEE, 1000 | BEREHL
X EHEIT AR T B PSR T R R R P AR
. BEMSUD BFEH:

/bin/passwd FHxO4
/bin/login BRER
/bin/at HAHAL TR
/bin/su BT viDBF

Ex BRIBRAERNES, AR SHE TETHE SUD 27 R R, Rxik
XAEEME ERFESMOES. X—AWTEBER root i SUD BFAAEE, — ALK
25 SUID BESRITIT AT E, R bR iiTriks s, MUTUERENRITEE
BRI PARMATR, BT LISERGEEENAEN T RS XHENAR, X7HMER
BHEERBPRER SUD BFF, —MEFIHRIAZ shell i i& (shell escape) . ‘B RELIE
B PRUFRIEST shell 854, BRIFLHELE, BF AN ZBREHR SUD, REEERN K+ 4T
2 W SUID B 528, Garfinkel, Spafford and Schwartz(2003) 45 1 7T WA~ A} SUID &%
I B 8L B .

6.5.2 FEHFA

SOV RT A2 TS LA chmod A8, XMBEMAS MG E RREXHNRBREIERE
FAS ., XA HBANT:
chmod [ - fR] absolute _mode file 8 5E BT A T R AT A BB



60 £6+#

chmod [ - fR] [who] +permission file A ImER]
chmod [ - fR] [ who] -permission file BB VF T
chmod [ - fR] [whe] =permission file HEREETN

TE 4334 X (absolute mode) #7, XHAFE i — PN AF W EEEE . 454 X (symbolic
mode) T, HATSCAFTHEEEUN. S5 who AIIEHITE:
u BEREHFT,
g BERHAIFA,
o BUEHMAFT,
a BEBRE AT,
VFRT SHRT LME R F (A .
BIFA,
BiF,
XHRATIHRT, BRAERE,
RELEM R~ HFHEBLD - NPITH R BRI T MBI,
SUID 8 # SGID 47,
BRAESCAF T (RBE RO o
-f WA FWHEEERGEE, -RETHTEYRE RIS F B RP 3 AIIT %S,
BRI SUID 47 i LX B IR B

o X X & KB

chmod 4555 file #HE suid
chmod u +s file WHE suid
chmod 555 file #EBR suid
chmod u-s file 5 suid

GUID {5 af A u, i g %W,

chown 4 Al AR SCERYB £, cherp U UARYB A . chown BAZ KM A SUID 72 75 ()
HEXRWF. APATLEY—1 SUID BF, REEENEEBCY root, H T #AXFERIE, A
JRAf UNIX R i 8% A P32 47 chown, HI#) UNIX JRA i A P 51 B © O XA E A
chown, AiFiXBf#i%H T SUID Fi SGID i, HKBUH% & T chap.

6.5.3 UNIX JisliEtl iR 2

XHREE—ABEMEL, T RgEHER. SURBTHRAR. B, KM e
R, Heansetlat SR aig QUE A P B, AR B A M S R AT . BRT 3. BAIPUT
ZHMGF A AT AR M B AT, EH, RYER A UNIX i SC B E R B R K &
Bl ZEXANHTE, UNIX Z2WEL KB T A—IUs R YL (B 6-1)

ki xR
FERE ) EFE
ERHRE T BT
X——0
T E A T [ L%

6-1 A—HUFR EB UNIX %4
6.6 —igREFEMAILHI
BERSHHE LA UNIX R4, REE—BHREFEUEEFIINN,
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6.6.1 Fi=iERKNA

BE APV SRR, WmMMNERS, LRSS TRE. LM SUD #F#
SHZ R R R

* BIEE— 4" Web server” i 5T UID, EWARELURBEHRIZFENHTEET,

o REXAHIHRHR ELATIRIFAT .

o JEETA VIR R R MR FBLE N SUD &5,

Z B #9)|

HORPSE. MRASTERN AR RAMTITIE, WMARPESHA N ZXHNE
Ui, MAvRnFUER SUID #2578 P R A AR VR . A s SUID B PRl &
HRE D BT RIVIRIA AT AL TR R BRI SUID ()8 E R root —HE I FEEUH
PRy, BRI,

ERXANRBIF, RIBIAT N ELL2RGRITELEFEHOEARZA, HRBHERSE
FREBEEHERN . ZHEESH G HME LY UARKNEWER, UD #RAXRERE
FERESKAF . B, UD g RR#T—FIFHmRESs, £, EFArRREMEZAP,

6.6.2 MBRI 4

FBoNBBNEBNIEE: BRAHEMSYEAEMSHNLLE . FE, WRBRIMNMHER
GARMBRT — M XHESERER? XN UEE S UERIE RS EFZED?

UNIX F R I SR . oo S ATRIBE— N — = EEMIMEIAE, BT cp iy
4, BH—%a4 link F In, SRR T 042 s mFERX GRS, Fatin Tk
{4 i 4% 43t # 8 (link counter) , Ff. IHCHFILEXHNE, WK SHEFH rm 3 #& mdir
BT, BAEHMARELHZRTHEART, BREEHASHEIKATE. XH, APAEARMA]
BT, HEERLENMARFAETHMERY, APPREEE. NREEERMER
—AN3CE, MR P SIETT ncheck B H SO BTE S5 B BRX se g B, B —ASciEE
B EHERITI S B EMER, XM HEHREAEZIRS—ERFE.

—BXHEMER, SERAZENFESRIRATUSEERT . AW, BRIEXEEFHXSERE
KER, TMEMBBREESEMRNE. I T BRIP4 4% & (memory residue) , 7EMBR
XHZHE, NZFEALEFHEES THEREMVWEXKEZXBRNA, REXHFERAHET2M
B, —EEEHRSG (0, defragmenter) AJRESB I X HENTERE LB TEZH BN,

6.6.3 EHRP

T—A RS 5 B B SN MY E N XA %, UNIX GRS — R s xd 7%
W& XBE, XTEGEES B0 E X T ENHLEY i i) &R o] RS 3] SO — AR B BiF mT . IR & U A
mknod 4R, a4 HEEH root PfT, fE/dev BRT, @EFUEIUMTRE:

/dev/console EH AN .

/dev/mem FEMBN R T & (WEBFARNS)
/dev/kmem A EEREERE(BUFMSNER)
/dev/tty R

WRK T E RSV R HOCE R B RS, MATRBRIRETXHMERZ
FRREER . IRFHESRE N AR EE AR, WEE R E U
#H EMBIR, MASZFMS PRI RAR, B, JLFRT LR & AR 4% Ik Hoft
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AWIEE,

A MBRRERS ps BRAERFEHAER, HEEES NFRFMHREEFT, 8 ps & X
4 root {) SUID P Al HKB U TR, AL, ps BB F AT B &1L X055 15 3 root 41
M. EIFRMIRINERLL ps A SGID ¥, ik mem HIFH MRS,

tty KRR ERF—-NEBIBAF. BPRERHE, —MREXHRESEREXNHS,
AP T AR &iE PSR (LS RREHE, EREER root) o 1EXASUHITI
AT RES#HRIESHE, HIyXE—k, APRTRECRkEEMRAPPHEE, A, X
WhRTRLBEE, JABEMRITAMIHEE ZELNHNRE. XEMABEIAAHO04, 1]
AL AP ARREEGS, I, EHFRE-TIER, FEARBEIAFRTRXERS,
E—BREF, BHEELHSEIRTIEHFS, IRAREEAR M HIRIBLHLSE
®HT IS

6.6.4 HEXHRZAIR

£ 7 & (sandbox ) R, Eiof BRI AT SE AR 0] LASE BV Rl 8 o XU & SRR R S 191 (1% 8k BH
1k, 7F UNIX i, # % 4% (change root) B4 chroot FRl T R BAH P AT LI R M X RS, #
4 RfAEH root AT,

chroot <B&> <% >

LRGSR, BRERWERTBR". REFRBEZTHXHRATGRE, WRRA
XHHR, RUABERASBRFETURBAFAEEMNEENRE . XEXH R BTN /bin,
/dev,/etc, mwjﬁmﬂ%%UBioMﬁﬁ%%ﬁﬁiTﬁ4ﬁ%ﬁﬂﬁ?%%E§ RIG
A SEEDER B R BRI,

6.6.5 HEEXHKERG

YAPHEARANEEREF AENMX R AP REBSAMRBR &, ATHEEE
HHTE X R Ay A ] R

UNIX X RGIRFETF AR & LW X REHEER - MR/ ER) TH. X
it mount 4L, ERERET, BRIFREFTUNFIMPIEN S, FAE, AFR
Pl AT B © AR B R 4 (automount)

MBEHRERSEFNE, BRAREFHBRY T, HE LA RETREESHAZRE
BISCHE, B, B E HRFE M oot ) SUID BF, —HXHRGE#HEE, BahERA
PLERLEITHRBRFIEREA MRS, AFEEVRNFRNREXHRRER, EXRF
TMEZHRE, AMEEHETTUARXEX 4, L, fSFEFE-rinEN—BEm,

mount [-r] {-o W] && BF

-r bR s R, mEmHass.

nosuid EHERNCH R B XE suID # scIp i
noexec HET A RGP SRS AT

nodev EREN X RET A RIS EHERFEFRE
WaR , AR A UNIX 223 mount #7429 A R ETR
P23k &

UID # GID #/2 & S8R %F . AR UNIX R4 b, BENIALE BRI RETHRRE.
TERE TR SO R A BHR, P AT RESE R AR R Su iR Y . BRI, IR IXTERISE EER £/
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W — B R
6.6.6 IREITR

AR shell FHRAE, % Wk %6-6 Bash shell (YR T IR
BEETREFRHNITN. 3 6-6 5|H T bash shell PATH shell fr4 B3 R B2
RS TFETR, BERANEIGEBEET ery R
iﬁﬁﬁ, ﬁﬂ&ﬁﬁ%ﬂf?ﬂ‘]ﬁﬁﬂﬂ%ﬁﬁ DISPLAY E?T’\'Zﬁ‘

TR i HOSTNAME UNIX 414

LEFRRTOFSERE, FUksnm ST
B, RHETRLAAEREEIRE s
UGB IFOIGTIR. B, HE ot
FERITR PSR A — R IR . SR A TR R S
FHERFEHN. i, HEETUEES ARG SRR TR

WEAREEI MRS S RIS . AR HLE T Lt 38Xt SUID/SGID BFHERBA (EE
NESWFE 14 F), fER—FXE, SUID/SGID BF 7] LIFRENFRIFHLFHAETRNT
EEFREBILLME,

ZHHE

BARAEENREAR TR EESERE L0,

6.6.7 BRRBE

BN BR BITRNEERNER BRSNS, UNIX /58T shell (S 1THRERS) Al
BERRERXE, ATHE, APFERG—IEFRN, TURBAEHAFUARHRAECEXHR
45 B ¥ % % %42 % (full pathname) , shell £4& 8/ 3 H R . profile X4+ PATH #3435 & fi#g
SE B4 % %12 (searchpath) IR F (H 1s -a R AF £ HZBHTE X4, F more . protile K2 FH X
) o BRI-TMREFBZFHETHERN, BREE, FERGTHENEF, fEKNHE
RERMTHR:

PATH=.: S$HOME/bin: /usr/ucb: /bin: /usr/bin: /usr/local: /usr/new: /usr/hosts

EXHITE, BREEENEZA 2R, £ KB "RYWER. TRRATEL
BRENTRXBARBERAD: GRADR—AMAEEF —HENET, EERE— LrBURS
BFHEXERERIIMERF.

HTHEXRRBGE, REERBAAREHEF, i, A/bin/su AR su, MR, F
BiE LA ERAERAPITHEFHEREE L

6.6.8 GXE

B, RAVTRBGHERMETIEAFAAESE, ENTREREL2HERE -, £+
TEX BEIR A 5 R b o 7 T REE i T b b 56 B A B 1 (7] 42 i L A6 S B X o 18] J2 9 4 4 o
Weoh, BATER LB UNIX A& SR EHX A HAn. XEHMMERRRBZHE— UNIX A, R
AT LGB B R E RN A A ZEtE, RN AR malREREHEMESY . 583 UNIX
MR, IMEFHARR.

TCP @R ZEHEE RN T XM BRIk, UNIX RS, LA telnet I fip, R
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HOF B RS o inetd SFIPERR ST AR M 28 HIE R . MBS, inetd J3 BIHIY
RIS RF, RIGES LU S ESHER, XA T8 P80 A 2R 4 8 (super- server)
BT R EZRE BT T, inetdd SFHHBEE A EHEXHE RS CROS)BREARF L. &
e & AT

service type protocol waitflag userid executable command- line

(BB XB B EFfril AP D APATRERF @)

Eban, telnet 4% H A2

telnet stream tcp nowait root /usr/bin/in. telnetd in. telnet

% inetd B EI— MRS TR, EEAEBRE LM, REQNE R LLGBITRER ST
BF. XTFARNAFREESCHERSTTFRPAHNAT.

—EER T, AR E FHGSITERY R HMATFAR. XNTURIFR/DEFK
FEZITo 18 inetd SFfERRYE ) — 1> & ¥ & A2 4 (wrapper program) , i ARFRE AT PITRT -
FAHRNLFRICEFROTRTETF, FaEZERGRELERNZE, FROAHTE
FRESITT . ERIEIFE, BESUET telnet 5K B BESRN

telnet stream tcp nowait root /usr/bin/tcpd in. telnet

BT RFIIER T/ust/bin/tepd, XEGEZWHRITEF . BITEEEZEFHHER]D
SRINB in. telnet, ZEAERBFER, A/ URTHERERMN VIR SEHIHER . EFRk
IR T, GEBEHARHT P it HE(Z2RE 13 F), BHYQEBEMEEHENEZR, W
/ust/bin, in. telnet, HHETHZFE, W in telnet, EETURABAERXRNMRSER, W/ /ust/bin
/in. telnet, ZEFA P BEREATMEN, MITEZHRSMUT—.

Z 13|

EHENRIEE, ENMMEEERERK, XL, EVHUARAGRERPRR, &
AT inetd PSR MRSEF 2 EEA TCP GEZ, W UFERBUE TR MRS S EF TR
BHER T mE 2,

XA TR SETERBERE. R, FRREAPLE R LARRAP —BE UNIX M&RS .

2 B4

TCP AERES T — M EANBGHREM (Z#£EMA) M— 158 X055, F/RERREXLE
MR &R S T R VB R A TTEE, ZEEH A M REUMA S N E 2R RHR,
XERAEFHEANELR

6.7 HHEWEA
RAVH BB T8 — 267 X EE UNIX RGERMEL 2R FEE .
6.7.1 HEBLZAR

#etE RGE AT root K PRPUT A CEAMES U REMRGEEML S, ENERHP BN
BRI, FrRlEilE UNIX TENHE. FEREAF 5 RHRHERBERLRERTRE.
Bk, 4R R GRS S e eI

Yot AT LUE T A S UID 3k 0 NTIBCY S F . Bk, 7%/ etc/passwd F
/etc/group SCHEBATERY . R TW/NXFE B, AR EEE WIRFE, HLNEI# vucp
B deamon [l PORACEBRIL . XEEMTE, BMER NP ZBEN, dASRWISHAF. R
G HE ARZH root FIFEA AP ZEMERYEHE, AT LGB RA/bin/su( AHEREH S
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Z) e root, RERZEASSHHAFER TS -1 BFFHsuBBF, AHEITFAEEPICEu fdH
AR su A B K S .

6.7.2 TAEEM

ERFHHAET, REFRBARKENRGHE, BEXAPET - REMAELERE
BT, £ UNIX §, 15 £ 4 (trusted host) X FpX FiRER K, KRB EENNWAFAATE
O NERAT U EEEF, REMANERTHEN ELHEHRMHAAZ2RATL T, Jec/
hoss. equiv PR THLES M A EN . AP EBFRTHY . rhosts SUHFMA T F P B AR
EH,

BEE EHUE MR, E5ERRAZR, BP0 AEFNZERL. (F—85E
FHMEE AT — B EHHF A/ ec/hosts. equiv X, ZEL EWETA B P #HASR
T U RARR . ARAEXHFIZN A AT IR

6.7.3 ®WitHESASKEN

—BREREFHBABITZE, HEZSVHBN ZE IR P RIE. R, RiPULH
HABREFERE . FEHNELBRETRITHEA MR REREET. Bk, ER2RFNE
RAERRERER, REGE—-SHELIHKBNELEETRE HAEXNEEARALE,
— e MR F A8 B ShE RAE UNIX B H &

o /usr/adm/lastlog—i2 R 7 LR B RETIA]; {5 B AT A finger Ar S & H o

o /var/adm/utmp—ic Z K FE R, AT who LEE

o /var/adm/wimp—it ® i P BB SRR N ZERWH last S EF. FTHILER

S S EETR AR A, R — B RO A A S

o /var/adm/acct—ig FFTA PAT B30 & B AT lastcomm 4L EE

XEXHEHHLFURMNE, EAPHUNX RE LATREFRAR. iCKIDE,
i accton 44T F, WBEA FHIT B #, find, grep, ps, users WL A AHTHE S EF
UNIX &4,

BEERAEXGRESELMANEFFL, XEFHRERBHESAAMEX, BREESR
H R AE T R B4 HRN UID, 4% T X RERY SUDD BFFEMKR? XENEFER
PARB E/ UID 2178, MARUAFK UD RETRFN, Hit, HERAGHZEELRE
M EE UID,

ZEH|

APIRRE—RERYE, GHEARNER, WRERMETE. FA8RFTEREY
THRABHERAX BN, RE UD M TFEEGA P, Z TV BT R &6 A& sl 5K
. —BAIET—/FH SUID 54 SGID R4 B IR 15 [ M FFBR B AP AR IR, B IRl B 4
AT MEHET T EARENA KR,

6.7.4 TEHER

BRERGEMARFTH - ARERRLE. BERAT TS EL2FHEMBRL 20K,
B HHE AT, NALHME BB, RNREEA TIRA g, BRNEST
THP TRTHAREHAKRS BN, EROEEE: BRHE—HOAS —HERE RS
HHER, HAERAEHRANZLERANAR, ERIFERTLATHLRLBETRERRILR
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RHLETBEREE, UG EZRBRELE. INXFSGHREREEE RN TR
ﬁ*UO
* RGUE T R M BBHETA 5 %A K89 SO A K % 5 LUJR Gn e Xt & B ) BRI B B A
BR.
* FAKKE, REMRINSHAIRER UNIX &iarE Lo X ERVIRINFTREEE
BRRERENBRR AN AR, L, & Ll etc/passwd FISXHRIEA . A
EAT B ey @ R4 passwd 72 :

chmod 4750 /bin/passwd chgrp staff /bin/passwd

o EHIRGR, BHEH UNXBRHGS . LNHATHEHNHBSEMEADISHK, .

awk -F: "length( $2) <1 print $1’° < /etc/passwd
%R SUID #1 SGID f4#n4 .

find- type £(-perm 2000 -o -perm 4000) -exec 1s -1d {};

(B4&RN UNIX AP U RBEREXEGSTMEIIASRE, E—BH5 BRI A T K
HHARL.)
o B DUE 18 B0 B RV IRl i ST Re s () 4 o SR . ML AR AT LABL T 40 R X & (group
membership ) FI{ A 1L A9 IK PSR L3
AHFZHE UNIX Z47 50 LR EHZ LU RS E YRR 2RE. HIRTHE
W T B COPS( Framer and Spafford, 1990) #l SATAN, 1A REMMZ LA, LB O
L. XHEMERHALLFTRE, REMBRREXY. RAEEEG T LUERARXE TR
AT EENRETHRE. A, XMPEAKRER, BREII s # AR ILFH
R EE. ‘

6.8 EERIE

X—ZX UNIX 237 THEY. WRGEEFELED THXERE, AXRXTHEKBER
%, HUN Curry(1992), Ferbrache and Shearer(1992), Garfinkel, Spafford and Schwartz(2003)
e, MBEARFEL LT UNIX JRAKEE, 5205 SR RAMN TR R RRERA B TEL ST
(ERFEM) . 7 Samalin(1997) EEFITL T SR E 4L UNIX RE. ZEMN EATLIRB|IAH XKHE
%2 4>¥ ( Security Enhanced, SE)Linux 58 . 3 B HEHLE SR 4 (CERT) & L8 BT I#H
BMRAEBHWELRRELR .

6.9 %43

%316.1 BEERLMHEMSMTELR T, RAF etc/passwd FRACTHWKE, FEFR
B304 B SR F AT AGR B -

%316.2 TEHRNEZTRBR—ATEHR, RA—HEEH B M welcome. txt X, #iX
A FEFRFTERERENBEARIT, R5:

o [ cd g A% T B R BV 4E B %,

o BT B R XHHE R

o §IR welcome. txt TN o

o 7% T B 8| welcome. txt LR — ML,

B3z T AR RBRFAIMESRA, BEE FR%H,

#5)6.3 W4 UNIX 64 0] AFI AR B R T H A AR E BIS04?
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#316.4 RESRF—NRRRE(ty) AU ?

%316.5 {YREEWSZE VSTa BEHELRR(4.7.4 %) T, @xf UID. GID FIFEIAY, Xk UNIX
By ) #2811 7

%31 6.6 [F] UNIX Z4H14|5C 3 Chinese Wall #%IF Clark- Wilson f&%?

%316.7 RUNREFRIZFNIERRBOEZLTR?

%316.8 FIKEEXR, UNX RARLWKLASE R4 RHE &K 1000 FAEH
i a=



7= Windows 2000 &%

UNIX B )3 4 BTG B3t S5 — i %, AR, Windows 2000 f7 fl £8 l aT LAGEER
BRI R AT, Wik, A7 Windows 2000 5] 3% B R (B B B fE M — R B I A
GRS E. BERANERIFRAUENRENREENSE, MERET Swift e al
(2002) %t Windows V5 /A # &l Al BT B AIHIR . FIHARIE RS —FF, Windows MERER—
A& EFR, T Windows A RBEMARE

B A%

o /+43 Windows 2000 # £ HEARHE .

o {34 BA ST 3 5 B T M SR B TR T [

o 3B Jn ] B H R R R U R) AURR 4R K

o MEET B 53 Y 1) 440 o B 2 T AR B0 D TR £ R o

7.1 5|87

RITR 2528 #7248 Windows 2000 RS E L MM B AL ZLHHNES. K
T B B AR It UNIX &5 Windows 9% £ HLE M 28 i W KRBT R MR 250, XdE
ETHENESORANRE, RIELETREFERBIIRELATE, LnATERERSE
i (4 L T . Windows 2000 #E48 T 38 Fltw ¥ EALA EH (S K 10.6 1), TR LWBRPE T
Windows7E % 4 5 T 4%t 55 71

7.1.1 KREH

B 7-1 43 T Windows RGHIIERRLEH . FN7E UNIX i—#¢, A 2R X (ring 3) 5 AHHK
X, (ring 0) Z (R B MR FF T o #4# % & (Hardware Abstraction Layer, HAL) 24 T X1 H AL
B0, BORERGRS, B Windows T8R4, BT TRAER. RITHAGRET A
P4 4 B9 % 4 3) B3 M 3% 25 ( Security Reference Monitor) .
FA P ot o7 FFRR R 2 1 (application program interface, API) i FISR#RERSERIRS . L
F e )3 B M ring 3 %) ring O f%35 5 2 iy A< #1213 2 98 F ( Local Procedure Call) e4b3# Y, &
ARHEFGRYEREE=HR) BT TREER. BT EMNESREPHRESBEEEF B
ST Windows B46, WIMEHER, BRREEIEF LR SELETHEN. BOTH
PR % 4 F & % (security subsystem ) FBAEANT
o & %% 42 (Log-on Process, winlogon): ZEF T &Fa, R #ATIMER LR,
o Ak 3 24 S (Local Security Authority, LSA): 7ERIS & FAt, KA /K HRI2Y
Ja}4- 4 (access token) , LSA B RFHITIHEE.
o 24 P 4 7 R (Security Account Manager, SAM): #4AIF Ik P 3 . A A A
JEHE], LSA ¥ Bz,
F[14-D) hash B 7E4ETF SAM 1, hash BB FFERYI BE AT SAM PEERRID S,
#4h, F14 hash (EEEEEE B
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Win32 [ IR P

Win32 FR% RIAED IS TR

PR 4 4

WEER | } }

ATIRSS
VO BRI fégyﬁ kpc wemz| e aems gﬁg‘;ﬁﬁ siEE s e e
4 : A

xH R || R J e

| i s IR [ AR ]

j EE)ZE (HAL)

| Wit ]

B 7-1 Windows REMKRLEHW (KA A MFEREE, CHREBMBKLFFA)

7.1.2 MR

i Mt A (registry ) & Windows FE B BB M BB . MR P HRTK N (key®) . HF
BB 0 T B PR i A & % 4% B (Registry Editor, Bl Regedit. exe 5% Regedt32. exe) , W7 LA
FArMERESEEE TR, AERENTR, F5 MBEXHEZRE,

e HKEY _ CLASSES _ ROOT: 45 73Xy B4 KBk, Hinwl Uik . doc S04 Word {4

FeabH,

¢ HKEY CURRENT _USER: Y4BjZZAMHEEER.

e HKEY LOCAL _MACHINE: S5Z4#ilEVMHEMEERFR.

e HKEY _ USERS: &4 T R&FEZMBMATEESH A/ BB X4

e HKEY CURRENT _CONFIG: fERZmzE, AMHEVLETHRINE AR AMER .

HRFE% A (hive) B—4i2. TRURRME, SEEHELNERERES:
¢ HKEY LOCAL _MACHINE\SAM

e HKEY LOCAL MACHINE \Security

e HKEY LOCAL _MACHINE\Software

e HKEY CURRENT _CONFIG

¢ HKEY _ USERS\DEFAULT

EEMES, FTLMRER PSRN REHTEE, HRERANRIPRE, S8, BUEE
BT LEREREMET RN RERENIT N, HINERROBEERREREE R ETHR
FFSC BB . #E Windows 7, X #6 B B FR %42 (path) , IR XBEAFATRERS,
WAL R PSR BARR, BARGHFERT LGB BRMBZRB/AGTERS . HiLLIRTFE
MEBEMN RN, NIFSREAREHEARN AT ENPHRERRRESRE —EL 2D

O BEAESNE EH MEHR. —FEE
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%o —HELMXERNN LR TR RBERBR, WAZELREH TARBY.

FEXTE M R I B VT R 6 s R, R AR B AR E X — R R R R R
PR AT ERER SRR, EREREN, —MEENERETRENE, i,
% 8T X MR R R P A DR R T R MR .

HKEY LOCAL _MACHINE\SYSTEM \CurrentControlSet \ Control \ SecurePipeServers \ Winreg

MEX AR, MASEREBAESER, BUIE%E, DRERAEE, AR
ASHEB R PAT R E . XS5 MR TR U R A A U5 —H o

7.1.3 i

B Windows THENLE ¥ i S AT EE . R, ZEHLHMP, BHRA—F
EMGSHAL TR T RETEURELEE, ENTENMRNETHAST, RABRENR S
—&HEN RS R EN EEMEA DS, ENTEVRENERR, RTINS
BHLHTHEMALE . Windows 2000 {3 3% (domain) LM — KB U KEF XML EFH,

BRIEAFAP KPR EMELSRROHTENES . BRUTUARBREH. APAE
BEUTENLEEEKS, BRZEERS.

e, BE—&RSEFE LRI B (DC, domain controller) , HH, HAHHHHMA
FX M, #4 2  (domain admin) BIEEHE X MR B FA AL, SR I SAUR A S A
FOAMXNES, FASERPEATAAELE SHRRALYE=ZFIFEHFA £X
B, gESfel TEPRIME(OASEE) BT,

ST DA SRR S, WA — AR R B AT E R, HEEL B ERH
BMRERER . 55, MRS BN AT RREF BRI BOR.

7.1.4 EIHBFR

5 g 41 417 ¥ 3 H 3 (Windows 2000 HE0 B RS ) . B HRTUMEA—BRHEE
KRG P RAR (1 7-2) . ARRTUAE MRS, 531 H R0 USSR
ST RO ERETE N SR I BB A Y B, B, SO TR A C OB ERRN
ISR, fG—Fx§ % 2 (object type) EBA — A~ & i & # L & — 4~ ME— & GUID ( globally
unique identifier) o JeAh, H—FRIEASA B M GUID, EE 7-2 %, WA T~ TRAESE
(name) . E-mail. Hufit(address) A5 (A (room) 1 B T” % S M— 4~ B A # (mode) F1 55 (Rl
(room) HIFTERHLIT 4 o

.. Col
¥4 . Dieter
1A 1B BIETER E-mail: diego
Hihit . Cambridge
BEl. 063
w7-2 BREW

B LR, RRKRAH LM R A LUKTEM R RSB8P XX T HRRERES
M, EAREE ARG SABE RSN, SENTUMEBRGEHRIEREX
S FR U ] SR 3F AL A 2R P O N SRR AR SRR (B I 7. 3.3 99) 0
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7.2 hiaEE—an

Windows (7Rl 8] e LR U R DT R E IR 2. Vil H wl LA T304 . M
FRUUKIES B R R %, Windows 2000 5 HILKEE RH. ABURMK, TR
Windows 2000 iy £/ . EEURME, ULEREAARBVIFEEGEM, 0T,

7.2.1 x£f

FHARELRBPRENTE, SIRAUEANFTIELVREEMA, 7 Windows 2000 1,
FATUEEABAS . Ma. BAP . ARERNSE. FAFE-DAMNATENEF(RAFL) N
RO AER#RTS, BLtRiRRF (security identifier, SID),

AR RAAMTLPURTRIBIA . Ak £ (Local principal) R 7EA M E H I H X
At B LA WA, Blin: AHRSE, BERERBUKLSHA o 4P B2 K gAA]
A FREMTEA:

principal = MACHINE \principal ,
Hn, “TUHH-688432\Administrators” , ] L@t BA F @ &AL T BAA P M4

® net user

® net localgroup

3% % f (domain principal ) g6 2% F BB ER, HBHAFMRERA NS, BTN
FEETA T ENERT A, AP, 4. JEaRENFHTEAREN 2 FRAEWTER:

principal@ domain = DOMAIN\principal ,
Hof, “diego@ europe. microsoft. com = EUROPE\diego” ., T LUt B & 47 P AT T 4 BR
HBARP. AR

® net user /domain

® net group /domain

e net localgroup /domain .

FE7Ei# A %9 £ A (universal principal) , H.iill Everyone H|& . AXF A KN{E B AEREEK A
PRI, A PR T R B (A2 F HKEY _ USERS 87T ) . Bk 7T DC +,
BRBEAMBET . BPOHARXEFHETXHRSS, LT\ Documents and Settings \ " H 3%
Fo —BHE XN FEARTEEBAELMMBIT

1. saf A%

SID B— MMM ER. (£R)4AR—1 5 DCEMK SID WEKNES, AAHCHA
SID, BT AR, A9 1T CAE I 4r BL A A B R AURIR AT . AR T W P EZ
MEEFTEA T H, BAHAPERANRE, APRREESET T REVTRIAR

7 % (A ) i DC A E A S SID MSmES . MEFTRN, MNEEHTF
LB, NEABFFRETUSE 4 Sudent, ZEFHEFH, —NEEN SID FHBRA
P&, NaHE4 6.3 HRELH HE,

2. RAARRF

SID B9# % S-R-1-SA-SA-SA-N, Hr

S: FHS,

O BE“TFHT, MEREEIT, WA cmd, BRAMS.
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R: BIES(HHEINL),

L. B {AUBi (48 LLH) o

SA: FHUB(32 k) o

N: MEXHGRA, FEDUREZ B RME—K,

THEHRFEESE TR EALUZENN SID,

¢ Everyone(World) ; S-1-1-0,

e SYSTEM: S-1-5-18; #ERGLL S-1-5-18 BT FAuuilaf b; X FH+ a2 m

5, BHLSE - TRMMEEE SID,

o IR . S-1-5-21- < AHAF >-500; AP KFRIERERGELEHELIEM,

o WM. S-1-5-32-54; HEEHEARNMHNEYN; BV ROEEHEAKS,,

o AHETER; S-1-5-21- <IRBUE >-512; 2R RBPIATTENERR 312 H— N5

o REE: S-1-5-21- <AUEL >-501; <AUEL > FEE—1 96 HRrRIME— R HLE8 S AR AT,

ZHRFF R Windows 5 DC 22301 B K .

SID RERIEA P K SRAGRELPSMEK BN, B TFEIELEBHEMT RN
WA (BHEhE) , MRHER TR SRS ASURTHRNSHAIEK S, AT RIME K SID,
Hit, FOKFARSREBSTEAKP BRI,

TERIEEAMER, AR E— 10 SID, £ —& TYEMEUR S 88 A —1 8 i it
5, ESRE— T XANMEM SID i SDOHENLERENR SID kA ENREALTFR—1
). BT SID R, ERERFBZEES) DCHAR—HHAKNEETE, LH%L
EREHBHEEEE E RN — & i LS AT EBORT Y SID, SXRE A BB H i b B3 il 9%

7.2.2 Etk

FEMEERIERG FRTE S LR, 7E Windows 2000 F1, FHEHER | mpueting
MR, HBRRBNELEIEFFHAE® 9 4 ¥ (access token) H, P

SID FfE SR FAERE. 4 BBaRE T HaRA X SID WTE
BRMES., B EMRINMERRETIEMEE SID, 4 SID i DACL(fE
7.2.3 Fh@B) %, FMLEEHAETERSE D URASM D, 4t
M BR iy, HAabrBn s, — M FHRE SRR K &
A RBHAHBIRA . BB R RS RS, SHuArauEE. BAREATLR
BERECREERIIE —MFERNES, FUXRES T RANERBRREL,

L. 4

BAEEH EN RAREE . R IBERLAFMME—FRIR, H SeTcbPrivilege, FFAUE
HA - NAFBRNAT, RU“EIBREREN—RL" . FBIEAS - HTEN LM
P ARG, EAENA M — AR R (LUD) R HF T4 M. FEURR T Ui RAUR,
J& 3 HI%T % 4 *+ % (securable object) Al SR FIFFIA :

o Zpy3CiEFE %,

o ERELEWIT,

o HHAMHEHREHE.

o BEXMHMERHTAERXER,

o iR,

o AVFITENAA P K ERATERE,

FFL
FixT R A BRIAE
Ll
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* X RS,

2. APIAE-RARR

Windows F P o] DL o P 8 A0S 3EfTIAIE,, Windows 3 Fe M ME AR, @A
fEEHATINE, EREFHBEVNEE, ArE@idiE T Z2E 75 F5] (Cul + Alt + Del ) 3k )3 hAE
R, ZFFEHEA Windows #4E R G0 095 SRR H R A M R 32 (winlogon. exe) Z A} R it —
£TAERI2, B FEXTTEHER 5 GINA DLL ( Graphical Identification and Authentication dynamic- link
library, B RBIBIAEEE) QIR FRHEE (L) SYSTEM ¥4 )—EETT,

R T BEIKWEE, EFARLSENE—EEH Cul + Alt +Del, BIFEERBERECLERT
BRI, 2248 R A] 754 X4k Windows RS TE AT, T X £k pR 3OR AT gE il b R
kEH, AEEHENEESTRERZE, X—AEREARTRN, BITHMBERENITE
PLET LU Windows 895 3 5 5ok & shik SR I iy ( Hadfield, Hatter and Bixler, 1997)

Windows 24t T B RERAEMIBENRTENEEHE . EEFHEHITZH, B um
B X —EEHEE, BETRERFAGAAPLZANO4, EFHABRERBHAFR2MOLHEE
#5 LSA(lsass. exe) , ¥ FAMEFEM S, 4<# LSA 78 F A ik & (authentication package ) ¥ F F
ZMO4 SEMER A EREEFHESTHE., YRA— LRI E, SAM 3/ 1 SID
AP BN R SID &[4 LSA, 8% % Kerberos, 3 H P &H DC L& LSA tAIEH .
RI5, LSARIZEET A/, SD MRS Ig RS e R A TR AR

3. Al AARERR

F—#%, R*R2#REFHEFSIEPUSIAERP, (M) K568 31— shell
(explorer. exe) , 3F BLHFHH 4 MM ERZARL, WET-3, shell QZMHEBRIALA TR 28
B, XEFFRBE DRSS BN 24, BESZIESEURKTEFRFA#RRE,

Diego Diego Diego
explorer.exe cmd.exe nmake.exe
Diego Diego ]
powerpnt.exe clexe

B7-3 xfl. APaEhede

FEARET i8S ¥ A CreateProcess AUEEHT A0S F &k GHAR) . BTGB HACHRE SR —
ANEN, B HBHEECHASE, EERASEPHARBEN UAARRKGEFRIEL. LRA
LA EEAS TR 4 R

£ X B % % 45 (interactive logon session) ¥, A MMEEIE, D4, BERHFTE
k. B, HEEFTLUCAEMLES b AR M 4% 5 & 4% (network logon session) . PIZ&% F2
BEREALSEAEET, 7€ Windows 2000 b, HLE R EAIH HAESRF A —MFH O HPLERK
P, Bk, DC BB IAIELES .

7.2.3 &

% RS BB SR . 7E Windows 2000 1, #u4T 4t % (executive object) L5 A2 5K
R, TiH &%t £ (filesystem object) G5 Xl H %, R REFEMEBMBE,
FTENHL, TN R EA %4 H & A (security descriptor) . N EX RINE MR R HERERLE
B, AENENEZLHRTLFENARTECEE. (B STHEE—AHRERNFE,
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{ELR XA AT LASE BURLIE S /NS T (T 4

1. R4&MAEH
REWRFREWMTEN:

REZLWRE

BEZEGARERA THRARE L. EURNRENE, BN | x4

ATRE. RI¥E% EHEHA READ _ CONTROL F WRITE _ DAC i i)
4, BELR G LR B X SRR S (575 X R (SeTake
OwnershipPrivilege) , % #1(Primary Group) % 7 55 POSIX AT 5| A, A 235 F &4 5 &
(Discretionary Access Control List, DACL) £ X T X84 TRIELXW M RWViE, &4 FlE

EERDEEIES

REaEHzR

#) 3] % ( System Access Control List, SACL) X T &3R8 H it KEE,

2. %7

WA R E—MRFITIRE RN, B, RAEAERBE", BERE“EL",
XAEBRTT LA B SO TS o 35 19 AL PR (access right) X7 8] LAKEIN F Xt S p0#4E, MAF ALK
St 2 2 RY ) 47 & 35 19 AX FR- (standard access right) 5 :

o DELETE: Mg 5.

¢ READ _ CONTROL: Xffif# . 4. DACL B FR,

e WRITE _DAC: *f DACL fE# .
e WRITE _ OWNER: /8 EHIE R

¢ SYNCHRONIZE : ##BEF— M RFABMRE,

£ Windows 2000 #, ] AR —x b E H e MU RIA R xR, 7R FRBR AT UE B
FRABRFHTR, EXHE—RIFRELIEEMITIZKBHFRIUR, 3T HRXAFE, 7]
LA {5 i i 7 % 91 A% PR ( generic access right) fE N FEHRE . B— IR ERA NIEAVTEARRE
BT RA R A s, BB S EATIZ U B SRR E KRB UIRIF AT, R 7-150H T X
{4 B P DT I AL PR o 38 PR IR AR -

e GENERIC _READ

e GENERIC _ WRITE

e GENERIC _EXECUTE
e GENERIC _ ALL

*7-1

TR0 E 038 A 5 10 4% BR R 5%

GENERIC _ EXECUTE

FILE _ READ _ ATTRIBUTES
STANDARD _ RIGHTS _ EXECUTE
SYNCHRONIZE

GENERIC _ READ

FILE _READ _ ATTRIBUTES
FILE _READ _DATA

FILE _READ _FA
STANDARD _ RIGHTS _READ
SYNCHRONIZE

GENERIC _ WRITE

FILE _APPEND _DATA

FILE _ WRITE _ ATTRIBUTES
FILE WRITE _ DATA

FILE _ WRITE _EA
STANDARD _ RIGHTS _ WRITE
SYNCHRONIZE
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7.2.4 ipiEES

SEAIM S, ViFTER S BTE R BRAE GERBBUR ) LIS BT 1 1 1] AR BR 28 1A 17 4] #
BRERA L . WRERE— 32 fiME, HEMIMEXIT

0~15 SR BB F RS B A AFRAR KR
16 ~23 FRYEA

24 iR REE S, Vi SACL BF# &4
25 RFA TR

26 ~27 &

28 EARE., BUT

29 B ARAT

30 BAE

31 ' WA

JE MAXIMUM _ ALLOWED fikt, ¥4 X ZEL LAY 16 W
B R B KU IR o B4 T B B K 1 (6] A BR #% B8 GrantedAc- 7

cess HATHED o FRAERLFR AYBREH TS BT . ggiW%mﬂf
7.2.5 ¥R 20 G2

FEWESNE R, WA Ry ST A o 0RE B 1] 42 1 8 T AUBR (extended
rights) , SLRYAGH)TJE Send- As Tl Receive- As, FRIFLAE TE B MRAH S ik BRI WCIR 1. 7 RAUPRAS
BB U (e RS R 5 SCRY, T8 A 37 19 4 ) AL FR ( control AccessRight ) X R 3 i #9 GUID 35 X
Mo TRARIIRAEEEN . HTRET AR AREIEIN T BAUR,

7.3 ipERE

B-MMREUBE - IIEE2E, ELBENRNLEFBIEHABREENEAR
AR, i, EHERAREZINROMRERS, X THREHTNE, SREHSFA
FI SRM SLERM 5 MR R 4. SRM( KRR R &), AMBEEE (REHATE)RE—FR
HEHNEE,

— S, ViR R R U R AR k. B R B xT R LK B R U7 AL
o XENSPOAREHTENBATHRE. EENEIE, SHEENIA, BEETHSE
o, MRHLELBEFRTHESHRA P, EERFAEREVIRRIE LTI R KE S .

FERIEEXT R BT, BT R BT R 5 R ML A Z £ MRFHITHE, TA
REEVIFIRRE, B, REXHFH DACL HFALSEME LTI XHF IR, X—BITREFH
TEFMEEMERNTRYE, BAFERREHEERCEERBFBEFZRTRT .

Windows VRl HI AT AL B M AN AT ARKREMERERE L. BT HERGREAN
DR AR ENE, BEHRE T ENSME PR SID, XA EEEES TXH. HE
BERAERG S HEMES, BREENMBAEILR. LA &L .o 6 E R a5 408
R EUE YR . FELA ST R4 P o IFEIER T, BARMRLSRB ML, X
B RFESEN TR, HSKRNREOERET .

7.3.1 DACL
BT REILYIHFARBRFRER Windows Ji4, TRET Swift er. al. (2002) #HAEB, &
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AR P H DACL & —~4% 9 42 %] £ 5/ (access control entry ) iEH., ACE B@Fﬁiﬁ;ﬁu%;
ACE R MBYE T ACE ¥ ifrskiimEH LB EHE. x8. se(m) R5e(is)

ACE 26 RUw] ABR G T 1 T
e ACCESS _ ALLOWED _ ACE; ObjectType
e ACCESS DENIED ACE; InberitedObjectType
e ACCESS ALLOWED _ OBJECT _ ACE( fRifxt x4, J& TP
P, REERE LY RAURAGATD ; £ASD: AP RANEA
e ACCESS DENIED OBJECT _ ACE(3E4EX1%1% . Bk,
BB URY BRI o

ObjectType £ XX R A HH GUID, BFE, RMAEAF A LIZEEATRDIRIFER P15 Object-
Type, Xt F—PREMTHER, RARE—ILAH ObjectType B AHRFA ObjectType i) ACE A4 &
Bt i, A THEHMMRBEMR/ B, o LUK JE ¥ GUID B A E ObjectType H1,
KT BT R A EIE/ MBRRE, WIS E) GUID JiAF| ObjectType H,

T—AHTFREMITE MY ACE, EAFAFREMINIA S ER. XK THA KA
£, ERAE A PRINCIPAL _ SELF _ SID fE &5 ¥, E#EAT U MR i 4, Q1@ T8
L AR Fr 2 1R 44 2R - 9 SID,

ACE1

HeRY ACCESS _ ALLOWED _ OBJECT _ ACE
St HERY . Web Ty GUID

BRI RLE P S X8 i GUID

ViaJ A RR « H

F £ SID: PRINCIPAL _ SELF

PAT ACE fuiff R 45 28 B0 FAAR F 2E 417 26 B RPC fIR 45 25 8% 812 RPC &35, ACE M e —
AN RPC R 55 A AR BTA0R

ACE2
YR, ACCESS _ ALLOWED _ OBJECT _ ACE
bop E2H RPC # 3 GUID
BRARMNT LA RPC i 55fy GUID
VAR - BIETRS
¥4 SID: R %280 AR T
BHE

HTRBEEITAE, TUBNSABYBEEASADEEES Y. RINATE-IIIHATR
HEAH ACE, MARMRIENITEBIE ACE, BHESESEN GUD RIRH, EJiFFERS,
—RIIBERAEAT KRR, HEEEEN - REETEAT-TREEERELSR, Hit
—HHREET, MIMNFRBPBYF A ZBERITEZR ACL,

7.3.2 REEE

A iR IE X 0, SRM B8 KM AR . X8R A ACL LR B iR B U7 (RIHERD LA R €
BE R ERVIE,, BHERERERE DACL, MRKH DACL, REIFTi#) NULL DACL,
AR DLH—HREI AFEIEFHR

N, REEEETREETERETANRMNEE, WRFHERQREBEET Read
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Control 88# Write _ DAC 13K, W ARFIAR, MRARXE, SRl @ B viE s E2RGF
Af, X FE—1 ACE, F{k# SID ¥ [F ACE ¥ fiA SID #ATHI. T =FMEREETHE:

(1)ACE AMEFEILELH SID; ACE R ki .

(2) ACE B35 R I PRE) AccessDenied (FE451/10]) SID; P giEde i HAHH R E,

(3)ACE A5 T —4~ AccessAllowed ( 2150l ) f9 SID; G5 ACE H #y5 [al #EAS L)L KRR
2 FIICECAY ACE G [ HERS , IR T BT ER U5 BB P B AT, 5 R8T
BAF#—EKE; BN, #EER,

R DACL R 2RI HFAFMEBASE TMERNOEN, UiakgEds, FHik, mR
DACL k%5, BBAIK—EBIES; NMEAFAE DACL, AV —BEHE AT

KT HEEER ACE LT EEN ACE, BAISHIRAE DACL WG, EWRKEET T
FEBIRIAE, X T KAETE PR G LHEER ACE B HE/ ACE 25,

2 53

WY, BERGKIRIEHEREET AR . THREEDITRIIFESEE, Anf, E
n7E UNIX sh—4E, RAES— N ER SRS R, HANMEBTREXRENEL, B
X TR ETN S, BERNFERTIRNETXEHAL, &, SHFENREA RBITAK
FIRAE RGO Qnfe] SBR

7.3.3 ACE #k*

FERIERT AR R A, ACE @ ZMMRIEM AR (HR) HRTKR, EIESHEXF, —1
ARBAFETAREBONE, BRFE— ARG RRE

Swift et al. (2002) 32 H FIMLAHI BB 1T 4 AR & LA BT 46 & o 2F f R ROR BRI GRE . 4k A&DR
E£EHT ACE REC B R, FEQEFNX R, ACE RNFHMUBATREK . HHXRAUEK
mHE, RARERALRASAS R EYREREE 2R3 £ LUK ACE BREH BT ACL,
 7-4 BB 73X~

\Research Container type

ACEI InheritedObjectType null
ACE?2 InheritedObjectType User
ACES3 InheritedObjectType Printer

|
| }

\Research Diego User type \Research\HPLaser Printer type
ACEI InheritedObjectType null ACEI InheritedObjectType nuil
ACE?2 InheritedObjectType User ACE3 InheritedObjectType Printer

B 7-4 ERFRARFFERRGE

XA BEHA LM AR P EA NI RIERE . PRIy # & 2 K (static inherit-
ance) , WHRMREY TAHNPIRMFIRELBR. TWEART, FLH021T1 4% F % (propaga-
tion algorithm) , ZE LR HKRIEPRN . BRMEAGBEETRASSCR T REHAR. W&
AR S, X ARNBEENE A AT ARNTAN R MY, BS54 &MLHT,
B R LA HREREURES THLKNTH,.

BRIV AT, %N HGE R R R SR DA R, B FE AT REAN R X A%
SHEE, BESHRERBA TR ELSEONR. B, ERAXFTEEMEHER
T, RIVDHEREBH N FEBA KR, X T XX HEK, Windows 2000 T —4 4
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PIFF SID, TEGIEFT I RET, 7EkA&ARH ACE #iZ SID g # 4 /8 34 SID,

1. gA&RIFE

HEARAREBE— LB T AT 4k 7K ACE, BEREXTHARET :

¢ INHERITED _ ONLY _ ACE: ACE RFfEgkA&, Wi H B ENL G ZIEZRE.

e NO _ PROPAGATE _INHERIT: Zin& R T —R4kK, MASHH#—P%EHE,

¢ OBJECT _INHERIT _ ACE: Z#rEHFIARNE FABNFIR4K,

e CONTAINER _ INHERIT _ ACE: ZRE&E#H AR TR TFIRT%EK,

2. FLR )9k

XGRS, BESTHEEEALMEARNESERN, Bk, RMNFE—ITHRES
EXETFH AN, AR ERE X LM EXHIIHER, BT ACE BREERENE
DACL SR #EAT IR B9, K A= s 75 10 9 22 00 B B 4k AT SR B9 ACE Z R BAPT LAE B R E 1Y
EHRETERERNES. &8, RKEEFEERYN ACE BBk BT EREIHRMN ACE ZHj, X
B, &§ERR ACE T SE A — M ILE B E1E ACE Z /i, @ 7-5, BT, ACE2 RE#E
3 Documents 272§ Y Letter _ A & X9, HEWHBLLE T 4R M ACE ZHi, HA ACEL RgkK
T Letter 5RIBINTR, FrLAEEA § Invoice _ A Fr4k7K,

\Documents Container type

ACEL1 [Type: access_denied
Access right: read, write

Principal: Diego
InheritedObj: Letter
\Documents\Invoice_A Invoice type \Documents\Letter_A Letter type
ACE2 Type: access_allowd
Access right: write
Principal: Diego
ACEl Type: access_denied
Access right: read, write
Principal: Diego

B 7-5 ZAiFsing ACE g B4R & ACE Al

¥ BN R TR B E @AM ETZ AR —F I BSM T k. Windows 2000 #— 3
ST ARSI . ISR EL T RMEE SE _DACL _ PROTECTED #r& £ 1E ACE
H&, BRERENSRETHA—NTREONETHE. fEE7-6 HHR, Letter _ A R 2R
HHRETERE, FEEHN DACL REE T /M 4#E X ACE2,

\Documents Container type

ACE] |Type: access_denied
Access right: read, write
Principal: Diego
InheritedObj: Letter

(_ SE_DACL_PROTECTED )

Nl

\Documents\Invoice_A Invoice type \Documents\Letter_A Letter type

ACE2 Type: access_allowed
Access right: write
Principal: Diego

B 7-6 SE_DACL _PROTECTED fH |l T ACE 2k&
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7.4 ZRETX

BIEECAE, WREHEZ(BRt) BRI TH, . Argsn, #RNELS4 b SID
BRI, REEASETHHMHE., RIOTEFERR—FAHEFEF LGB EHFuR
FREB T 4. BET, BXXBRFHRI A ERE EMEEERLENOERH, XRFRIE
BAREXEA . BIT—HBFFHELRITLERIT B BB/ EN ., RE:E17aRHE,
ERELT T RREESIFENIFT,

7E Windows &, W] LA{SERT % FR 4~ #% (restricted token ) B SCHI & F 4% 55 84 45 5] #2 %) ( code- based
access control) , PAZPR4 MUBITHIHERE ¢ R £ F X (restricted context) , ZIRA M ER T4
BRI, @4 SID % & 5 USE _FOR _DENY _ONLY, ZRuJLA%ZE -4 SID, MR
BEBERE PRACKMEER, HINER P RUIRA A T hiETet, X—HaREH. X
THERR, BPMOMATEHAT T KBRS, TR SID B4t T —Ffh2k 14T Py
[ AR B B4 7 85 o

M2 R M & R SID f5, RAETE SID M3Z MR SID &4 fiFimlet, RAZBSMHNHRA
BERITRIR ., ZEE 7-7 b, — N EAZRSEHEFERITREA R DACL ¥ifs, EHE
7-7a%, E# SID Diego FIZZFR SID MyApp #REA AT, HA¥Fikin, 7EE7-7b &, Admin
40 SID ik &R R4, FrLl ACE3 gkt m i giiEsgs, RAEAFAEAHFERN
MR, ZET-Tcd, REEXACDEHE THHERWAR, H3ZFR SID MyApp %A &iFA, H
W R iR 4

A/ SID Diego
4 SIDs HTERY
HATEH
il
Z K8 SIDs MyApp
L (X)
ACE1: ACE3:
Access Rights: read, write Access Rights: read
Principal SID: Diego Principal SID: Admin
ACE2: ACE2: ACE1:
Access Rights: read Access Rights: read Access Rights: read, write
Principal SID: MyApp Principal SID: MyApp Principal SID: Diego
a) Pl A b) PilEl{E 4 c) iflE4E

B7-7 WEZRSEEVIR

AT BREBRFOTIEAR, RIIMEB—REZBEFHZR SID, ERMKBFH, RIA
— 24 MyApp €I #) SID, % SID BAINEIEF I E U7 6 BB X R 8 DACL $, WA E—
AHRAIEZMR SID, FHH# 2R SID FinBI B FFriF R IR (W RER) ME LN REEK
ACL 1, SREMBIFTEVIRK EERZRSHE S,

O EXNEFRELHMAMGERER, B8RS ITERFRIE(HRNARRE) .
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7.5 &
HATHE o 3 — 5 FiE Windows 2000 HE 2 EHRBER —F,
7.5.1 BRKP

BERAPHEZEMENEREE SAMEMTHA KPP RIEE S, SR F F2 8 (User
Manager for Domains) T AR MBS MK, BRI A4 170 A4 F - 1 username 64
RBRAPKS, FEHEEF, TLIEXUUTFE,

® [/ 4 (Username) : Fi B FHME—8F,

o 44 (Full name) : FEKFHWAP BT,

o ;{6 (] ( Expiration date) . BRIAER T, WP A S HB,

o [14-H[H (Password dates) : FREBEROSHHEY, D4 IHMBEHCHYRIN4SBEAIT

1, MATLURB AP ETREREROS), DA LGB E; el EHAP
BEALMERABATH 04,

o % B[] F13h 5 (Logon hours and workstation) : B LI+5 & Fi F7 AT LU SR A B 18] LA K2 B4
TAEWBF, ERFHAABEHFLERA P 5RESEE, X—RERETREHA
FAEESIEPHIRHEERREEERE, ER—MERT, REIEHAER,

o PR SO R % F AR 4 (User profile path and logon script name) : ffiRHE X T A
MEERE, LBRF4. MEEE, REHES, BRNAR— 403 S04 5 AT 1
I, ERPERORE, Ee8381T.

e ¥ H 5% (Home directory) : #RBATLAFEE F B REBM TR LS EEMERES S L.

o 7 i 0 14 JR 28 (Local and global groups) : F /AR TERI4 o

7.5.2 BRIARPKA

Windows @it BRIAK P X IR RLEH, KELXFANT 7.2.1 THE-IHF. BEZFXREK
BRIAFH P I PRI I 7

e ALK P BRRBERE-REEN,

e HEKFREBIERL. MABRFURRSG —EEZEN,

o B XK P REVRMERENZALEH.

HEBERABRNBRIANR P AR UBEE R, BREHEME. LocalSystem k- E—1THNE
W, EHTFETREHBURMBERERIS . APARERB K, , BREHERATLL

472 % ( Administrator) & / F1 & 52 (Guest) ik P RAEAR MR EHBUE XK. &2 R (Admin-
istrator) B & REEBCMIR S . CHRAEN . HFE. BREURREHTRFER. RET
LA 8 o4 B R B R4 7T 46 8 2 R ( Administrator ) Tk 1//8], {H2 ¥ 2 R (Administra-
tor) {3 IH BB 45 B BT B AT HF AR KB RIAUR. RAEA T, HEBERKIRFER
( Administrator) . 3% % R ( Domain Admins) , 3% / (Domain Users) . & i & # R ( Enterprise
Admins) . %)% 2 R (Schema Admins) Il J% 48 % 94| s & & % #2 ( Group Policy Creator Owners )
IR o

B, YRGB - RELTEN, TEFRABETEAKS . —HREER, EhE
HLR &8RP % % R 4 ( Administrator group) . BT, BMAHEHEANRER S B,

%% (Guest) kP RANEBREZVRARGENA S MIREN, JLUREHMA KPP —H
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BEXSEH P —E AR . 24 Windows 2000 ‘L3522 G, k& (Guest) P BBE AT,

A E 48 (built-in group) B A HE X T APURAIFRT, H BESET AR HERMET —
MEHER . AP AT AR X RE— AN B B B R RS AR E R U AR . BRI N B A B FRER
R, BHREE. AFEREKF. BNRGEHERALIMMNZ 2R BIEXENAE
S RASMITERSEEN A E LAARFEFTERB 4,

— 2B % 48 (predefined group) RFEIESI B R —REEN. Wi, F—HEXRABATLHAT
AR E SR,

¢ i (Everyone) : T iAMAMTEAF, M Guest; XMW LUFX RiFHKIE

%A AP T

® X H (Interactive) : IE T A A B RN

o M 4% (Network) : 35 T T A @ BB ZHAF

® A4t (System) : BIERS.

o G| # (Creator Owner) : XHRFERHLBERFE L

7.5.3 it

Windows 2000 722 HEPICR T SRSMEKNEL, EHERXMXRB PRI, FEICFR
5 HEMRH AT LAITEXT R A9 SACL g . HEXHFHHRBZd SRM B, 5€%
XA ELEH S T AR MR E R=E . FRUERH, UREBIE. BEBRIETFRIE(X
%) o BT ¥4+ %A & (Event Viewer) 7] LIRS B /R 7 ZiC R A HFE] o

HitHEHBRRK/DTURE, 4B EBBRRAR/NEE G, 7T LUE C=F6 2 5% TR
AbER

SHEFTEZRAFH. ATHFHRTUBEL R, 7JLVEBEMIDTR,

e BAXIRZWHFH . EHERPZATHHMGTLISHES

*RAEFH. AEZCANEM; BICRFNEMHZE, BDAFTHERAE,

KAEPIRREE, REEHERLHARERFLUER A SR THME, RETHIXA, &
it s i) CrashOnAuditFail FBURIE N T A REN.

HKEY _ LOCAL _ MACHINE\System \ CurrentControlSet \Control \Lsa

Name ; CrashOnAuditFail

Type:REG _ DWORD

Value:1
HTRBMERH C2 BR, BB N RERLIN
7.5.4 INES

HTFEXKEXRHZL2EEMES TR, THEANABRHZSEHRERK L, 5 UNIX M,
Windows FHEIFEA—HLR ERH P 4.

A g2

R BRI

- PESE LIPS
O P O
LICIN LA

B 7-8 A—#LR ¥ Windows &£
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7.6 EREBERLE

HYWMBERERENARZSH LT NREEBRELRENERER, HEFETEANELR
EREMNMER, XTXMEBHSE, ROHRERILNARIE R IMEKA A http://
www. msdn. microsoft. com ¥ 1%k, Brown(2000) AT Windows 5 [aj# il

WRRT UNIX DL J Windows FH#EE R AR &L RBNE, KELZAKXKBEAMRK
AS/400 Z 2 M KA, AS/400 2 IBM A REHMEITFPEITEIN LHMBRIERE. EENA
FLMITEHEENRORIERSE, HFEAMTANEMAYEE L, PE4)Z(CORBA) Hi;E L4
J& Lang and Schreiner(2002 ) )BT IR

7.7 %3]

%371 QR THERBEES. ASNXEEARZEEKME: REMR. WL,
GOIMRE . FHETH. BXERFHRMREHF DACL LUE:

s RENISEARVIRIA FE;

o ZIMRBH AR REVEICHR, HEFE/ SM]E8 S0 HAR;

o FRA S EH ERRER RN

o BT M HE T A A B X )RR B BEAUR 5

o — I T AR E X RN BT R EE R A,

#%3>17.2 1 UNIX # Windows 2000 ', UifRIAUFRENF S MARE XK. A T ETELHFH
REEH, APEBEIRRKE D, HHAPHEA KBRS TR REANBIRE, FRERS
SAMTYCE VT RIAURIB? AfTIE4 48 F A P AR E 245 T P T e H B VT RIALRR 7

%37.3 i HEEER £ Windows 2000 H{E 7

#3)7.4 UNIX {y UD [ LA B 5 R E . Windows BIZBEHLE SID, KiHe i F it R
H: sANEE AL IRBUE B A h REUE CHIBEPLIE AR o

£3)7.5 BRiARY Windows Ik FURBEBEMIFR . IR T RRHBIHIRHE,

%37.6 NAKGTTLERRNTEECRELER, B, FAELFLHXLEH, &
WERGORHE, FFREIFREEXESH (AP SE) A ML FL. KEIE Windows
2000 B ERAER2RIEHIT R MME Z B REZE DR,

%377 FEIEHRSTHESRAMERQGIFRT, MO8 M6 RRIAKFREEIEL

%£37.8 AREBREREMEIHRZLSBERKSHEERZ(500 ~1000 7).,
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PR E LR RAA 247 B— KNP En] I RREER? BT HIE— LK%, R
MR R EE I H ST, I HRARM R RN, TLUESEERNBRES SCRHEH ., AL
B, XEXHEMAE. FENAITK. 3 TEEXEEE, AEEHE TR - MECHIE
KT LKW, BB T BAEMIENER.

ZEERARREELZLSRARITAITMAPREERE Wi, REBRHCEE 1972 1
Anderson & HFEABHET ., Wit I BB FRENMNPITHRBHERNIAE, PRZLEHAMRE
HENBERANTE, AZRRFREPMAESHEY, TR E—RIMERFIANE, A5
BUEH, BRINMATEEGLABTHNE LK. X TERARE, REEXMIEH. HINEEBIE
HEEAOMAFERITNE 2K, AEEXRIRI D, EXKIEABEBREET .,

AT HBE R X R ER ROISHTHI5T, Bell- LaPadula AR BB Hi 3k 4 R BIER IR B R
TEER, BIATSHRX AR, 3L Multics #1E RS MRIRUH, HEOHEANERPIITXE
- BRI ARGR, AERAX MR, T-ERNER—REENREER,

B #F

o SR UM 2R A,

® 444 Bell- LaPadula &I, 0 H B R R,
o EBIFE AT IT — A% 2 R GER AT E AR,
o MBI ENELFE ENNEENERR,

8.1 REMEH

REV(B ) BESHTBEVRE T HAREUN—FRT LR, RIMBREFHEE
EERBTXTEHMHAR, BHEE, RENGE-LERNZLEMNER, REIERNE
ER AR R & (state) AR R AETER BN E] 5 _E RSB E . REREFATHREER 6
ZIW—MRI, EREMERMMBIRS RN REMEXHLRGE T H. ATREAIR & £ 4 (state transi-
tion) W] LA RS EB RBOR R, MRBRE LRTREEARE LT —MRE, BATRE™
HEH—1Hit.

REVNOFRLARR—NTH K. EFHTRE, AMX, UE—TEA, &4, X7
AT MERGEN A REFHRDERE, NEXRSEBRBARS, I ERENLHAREASE
Eil. EMREBELEXEREREEFN M. HEARERERMEN, HhEREMETR
BHOBR, HENRESRY— M TFREMGIER, NBNRESHFINARIE, TENS
AERPLEHS

WMRBRMNEARSVEER TR RENENFHRER, WEke, HEALTREBBNRER
METERE, RELIREFARRSIBREHRHS (preserve) XM T, WREXH, HA
RYCR DL X B A2 46 R A (initial state) FFRB1THY9, BBA AT LAE U5 49 30E 83X 1V R 0
RIL o
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8.2 Bell-LaPadula 5%l

Bell-LaPadula( BLP ) BBy A] fE R & AR h By 2 HORERY, ‘B0 Bell Ml LaPadula 7E 55— WEX
BRI REMNEAFRERGENRE, WRXERELARLBERFERRMOIERLY, ©17
RMFITERELLE(MLS), RFE4.7.3 WHEHT THAHRE. APREBCHIFINZR
KREACEPRARER.

BLP £ 43R 7 [514% ] 69 L% 1 Rl R AR 25 VAR B ( Bell and LaPadula, 1996) , i [RIVFRT @it
Vi ERHEENRERFIREL, KRB ILEENREZLEHNRDBELRI, BLP 1%
BT ERAEERRHE— TR RENERWS.

8.2.1 REE

BATAE 4 EN AR SRMA BLP BA .

o FRER S,

*XMRES O

o iR ¥VEE S A = | execute, read, append, write} , HEELET 4.3.2 FHIHRIARE.

s RAERF <WELRHESF L.

RIMEARGERSKRERE R L, FFUBHHRESELFOELNFE B‘Jﬁ‘?*ﬂ EYip0
A EEUTEN R L,

BATAT AR — BRI RIERE R E S R EEBIB X R, RPFVITRIIZE TR,
FIRBI RS, BFH—FKICEERT MJTHEM T RIITRITRRE, ERE/FSP, XHEN
EMBF—NTLH(s, o, A)WES, BRER s HEEENR a LPATEIE 0. THERES Sx
OxA(S, O, ABMBH FILEB)MITE, U NEFNTFEE 2(Sx0xA) WEH—ITE,
EIBEAS b kTR YF7E BLP BRI hHT I RRIERNER, A BRERILEENES,

ERT, BV ERIENE M = (M), s0c00 RATH MRFRITA KRB URIF A E
BERER -

BLP AV & =/ R B IR E LR AR E LR T

of: S—LA/HTEANEEALUHENERLL2HK.

ofc: SLHHTENERYTHELET.

*f,: O—LHHTHENRAZELTH,

— AN EEMYAINFERTENRERS, Bl f<f, BIES #2877, RRRNKS
ERGFIAf RN, BREREZSIH BRI E 8% T (clearance) , HAbSCER R FF I RE
ANAPREESE,

AFERR, RIVE=STA,, fo, fo)IEMS, AFCL x I’ xL° RRRHATRHES
RN MAES. FEIEHEFRT - MHEERHREE ax Mx ¢, — ML FREH (D,
M, XD EZTRARE . ECRESER BLP AT FEAE, RIAFTERRBA . WHER
STEB KBRS HRE H BLP MEL2FHE,

8.2.2 RERM

BLP &4 & X AHRERM ., MY FTHRHELEIEHM RO ELEHN, BRI 2HM
A RHFEREX MR XEERELRIEEFRR &4 & £ K 9% (mandatory security policy) .

1 BfZadt

BN BS RARER 2% 4 M (ss-property) .
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RS FTHE-AALERA(s, 0, a) eb, TRHRKaRERE, THhsHELEANE
MR o R ERA, B fo(0) sf(s), AMARE(D, M, f)# R ss-property,

7 ss-property P ERMBEEE . HFENFREBILE S, XMHERRAB THEREHL
%) Lk % 4 K% (no read- up security policy) , Aif, RIMAELT-MHENRAES, £EEEHE
HREIR, X, EERRSBRA—HRAF T, BEMTURICIZNR, EEREBIENE
B, MR R ELERARB A —ME R, XM, TRENEEHTAE
LEE (K 8-1), b, BREARESEA-ITREAINHFERAD, ERRFIKXMRHAR
HHEE N BREIBIXT R

R R
ik
‘/me&mmm&sua@fg.@m
=J -~

B 8-1 FEEAEREE YR OBE

2. * - property

WHAKECRNELSERERI T RETSHBUBAY B W RS, RMNCEE /%K
REHB IR, MWAMEREMEIEFEERBURTRES=4E —NFR A, XN RS SR
AEEMNHERFRBLERENEREREFEL . BEPRTET DB XRE

o R EB RN EHNER, XRIALMELEEI f BEAE,

o HiE—H AVFE T * - property Y EA, XEEHRN 7T 12 £ 4k (trusted subject) .

BT EREIEREERN, EATIECERERSSE LTAEN—Y, YBEEKE
BAR, XTMEFEKASEHE, 8 BLP BRELHEIN ., EHEAGHRE)BAFBCHIC,
EAFRAE” g —EERAFCINEERMR () AR TEXFMELT, gL
fRILT BB, WA, f IBETAPMEY, BTFARTUMETFTMRINER, f WEHATH
FEBREM B E S

BLP & T— A& T 5 %4 K% (no write- down security policy), X~ 515 [a] 491 24 7
TR ., X0 R0 {2 451 (star- property , * - property)

R TFH—AAE, WA(s, 0, a)eb, HRBMFaZHFNRE, TR s LITER
Mt R o 6L BANBH, B f(s) sfo(0), MAKZ(b, M, f)# X * -property,
I, B AEE—AAE, H(s, 0, a)eb, FEBRERFMIE, RANTHA
#stg o, (s, 0, a',)eb, aRkRE, BMNLAH f,(0) sf,(0),

WA 8-1 fiR, AT HMIEEE BB « - property 224,

YRS A EES, *-property HXARAEHEEER HEX, — I TRERTLUEH
TFM, BXLE, NEPERS, KW RFBAESRETTEN" RIRABLESHERKR
GdfF, MR, MRBE—TEEFSHER, BARENEFEH (rustworthy) .

O BHENE—RARE X MER, ERXMRERIGENLATH, « —HASLRR,
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3. AxRen

W B FAARE & £ 47 9 42 #) (discretionary access control, DAC) 3 &7 AF 4 5 F 15 52 19
N3 GE BIXT 2 B U [B) 4 ) SRS . B —TIUA [l BT A AR AT DURE R AT AE s 4 oMt =4k, 7E BLP
o, XRREGEN — MR R ERE RS, T 8 £ %445 K (ds- property) K15

R TFHE—AAEK, BA(s, 0, a)eb, EHaeM,, MARE(b, M, f)#HR ds-
property .,

8.2.3 BAXLLEHE

WMERA (b, M, /)W ss-, *-Fi ds-property 3KBE, FRAFRRE (b, M, HEEZL2H. W
BRE v, =(b,, M,, fYFIRE v, =(b,, M,, f,) BRELEN, WMAKHMARS v, BIRE v, BT
BEZSH, I THFEBEREFEAAHABRNREABBE - TFREERZ LN, £EE
ss- property , ARZASIT % 4 ss-property, ZHHANY:

(D)EA(s, o, a) eb,\ b, HRERXT f, Y ss-property (b, \ b, 7~ b, fl b, WELE);

(2)MHE(s, o, a) eb, RHEEXT £, B ss-property, HBA(s, o, a) ¢ b,

* - property FI ds- property HPE KRR AT LIS IR Bk R, BERNGES R BLP &
R — A EERE,

EARETEE PRAATHAGNRIIBHRRALLY, FTHAGHVBRELEZER
24, MARERAE ALMT, RBENHE—ARELHLZLELY,

B BRI R AL X A F I K AR DR 24T BRI EXRNBEX L, B
FMREIBRFEL L, BEARSIARER BLP K2Rk,

Y% &l :

HAZSEHERSHLEEN™Y, AR BLP BE G ERANFELZLRENER,

LhE, ZERLTHBRLOTRIERARLFHTHE N KU NEER—TRELH
DIFRERETEel, AEFERE-NR2MTHRRSE, REDIMR2NMERER
A%, E—HRRES,

8.2.4 BEM

McLean(1987) £ T —FEAUTREZBHRE, NFIFIRT —%XT BLP HAMNEK
WAL
o W BT i E R BB AR R 2R H
o W FTA X R B BRI B 2 H 5.
o ZEVI R HIERE M #FTA LB A S K 77 AR
B BLP M5 3, IATBARHRERELN. BXFREEBUNREZLHOG? KR
BLP £iX AiH), #54 BLP EHMRE TEEMTH? FHHERL:
o B % BLP(McLean) : EW#ii, MR—NRABEWAD-MAFEIAREMAFELSH
RE, WAXNTRERFELH, FEiL BLP LABUH,
e 4% BLP(Bell) : WRAPERXFAREEH, WA LUERSEF AFXMHREE
B, MEEAREER, WARAMIZELHE ., X AR BLP fRE, MREFHRRLE
TR
S AR TR R F T OO i AR AR BSH B . X FHBUETE BLP B — MR HEZR YR R 7T fE
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#, EREANARELRR EERBAORVFNREEN R, K2ZBNFU5FIAR MR BUE R
X BRI PEAR 48 bk (tranquility ) , MBSO 5 [A) AR BR B9 BRAE R Dy 48 2 44 (tranquil) .

8.2.5 BLP ¥IEANFTHERRR/ME

BLP BE—MNEHBENLTLEE, EEZLBERENITHREEEEZNIEM, MELE
R —Fp BT AU RYEREL AN BLP AH LA, 7EXFMESL T, 4047 BLP — R ERB A AL,

(1) BRI EE ST . BLP REEHR T 451 A IR ER TR,

Q) FLEREURESEFAVIFEHEEAERY, EXEFRESSIARMER,
WA XAE—ME, E QB AV B BT R AR 5, BB SR — Uy (] 3 LAY,
Sx8xO Vil EHEREE.

(3) SEBRIyZE4 et . 78 BLP 1, {14 ss-property, #* - property FlI ds- property, Biba B
(ZR.9.1 %) BLP RN FBERHIETELREE.

(4) S 5E MY AR Hoin, Multics BB (S 1.8.3 %) PEPRETR

BLP Fij [ HRE X ZLEREEZRAM - EERE, Hik, B BLP RERRBER
SRBEEEHERENTIRAKEEN . R, REBLP R—MEHEEMNZLER, BEARE
BEREMFEFE. WERHTEER:

o R RHLFE, MEBEARITTBE,

o BAE MmO EH N EERE,

o U FRARIEIEH,

BT RSN BLP ) — MEE, MARBRKE. £ T —ERELED, HF-1 LK
XU, BHEHERRZERASHEM, BLP BRAHMBHITRAR KR, FXE, BLP &Y
HERATREENABRENRE.

F& #k 1% i (covert channel) §L 2 — 4‘%%‘%&%%%‘]@%&9%5‘&(#3‘%\%\%«xé‘#’&:,
1993) , MBEEHHERTUERLBTRINEMNET, MABELGRNROAE , BAWR
M2 FRE— N RENEBEKEE, & BLP 1, {RETLAA TR EH LA S HE - REEE,
ERT BT EARNOIEN—TBRERFITE —MER 2SR,

()R HIH EEEERE T EAIE— X dummy. obj,

Q) EHNRAEANRE(— SR AD) BESHE AR dummy. obj HELEHF,

(3) 8%, KREH AR E$E dummy.obj, KR BIIRNKBRE T BRI FEBTH, 1
PLKfE BB R INT A T IREH .

HR-ANEREMRERR AN, ZEAGRURTHFER. XFRTHREEZLPESR
B R( 3 £H4), — M RERFRMRLSES LAIBAEARFMME, MR R B K
%4 (Denning et al. , 1988; Lunt et al , 1990),

2 5 #)

A, UL SENNARREY, TRELFBREENNFE.

8.3 BLP #j Multics it

Multics 34 & % ( Multiplexed Information and Computing Service, £ JofgBMiTERE ) KB
REWRER—-NEERS., THEESHENEZH P EIERGR (Organick, 1972; Bell and LaPadu-
la, 1975), TEZ 5B P K45, 0 BLP, #2 H mulics TR & 8. 7E Organick
(1972, % 4 )b/ H TIHRFHH KENEE. HATCHERTZHEMERNZ2ER, Mul-
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tics X TR AR R KRG, MMM EIE T ERRNERERS, B UNIX, ZEIIHLHM
WIHHEE, IFPMREATETHERRZEE T ERIEL . B17 Mulics WBE— T RAHE
2000 FR KM,

2237 Multics 4 T R{T—4 T RE 2RI (L BLP R R ] FR2RER KR
£, ERREHN—ERER, BLP ERESRBBREREN L LER, FXLE, ERE
KA HWMA KN, BLP P ELMEI R EXFEEHMNREERS BRI T EENERR. B
UNFEEL—NEEORSEBRBIEE L, H TIEH Multics REEH), RITLAKE—1
#1 BLP —3{(f) Multics f93iiR . FATKk ¥ BRM By Bell and LaPadula (1975 ) % H M BRIR R B 7R
BLP & 2B H o4t ) Multics Y,

8.3.1 Multics g EFazd R

Multics ) T HRREHR, SN FEEAE —4 R A B (descriptor segment) , XN F
HBROEEER, UAHBYAHRMSRMHXER, X8-I XER, ESCEZERKHRFRT
AH — B R R A F (segment descriptor word, SDW ), F&
8-264 1T SDW By, SDW & THRMWEF, HEX Segment id(BLID) | P¥
ﬁ%*ﬂ?ﬁ, ufﬁ:j:iﬁ\ ﬁﬁﬁ'—‘?ﬂ‘]%‘é%%(indicator) */'Ro:go I: on e: off w: on
NIRRT 4. 3.2 WhE[TEXNRESE, &
P2 2 % DI FETBTE 3 2 48 %) & (process level table) F1 % 7 4& A 8-2 Multics SDW
%1 & (current- level table) ¥, 7% 3) BUR (active segment) BREXIC R BT A IS Bt R. RAEWEHHR
- A EIPIE 3

Multics FEIXTRENEERE . VORES, MBRAE-THFEWNPIERHAN. BRXEER,
—AIRBER, RREHELZNRIRERHIR(ACL), REEXNRHXZHRERF. AT
AR AN RV RS, IRRMB— R, REEXREHRE SR MU RS

R T A — %, HROFNRE RS HRWBEEERNR, IRBEPFER—T
HRARE X HRE, B2 BRI EEIR. RaiER, £ "BEWERS, —1
ENBUAPRER—ANENFR, B, BHERBA-ITERELEFHNBRFREX
BYH, HEBMARER—IHBEHELEFBBERHNAIEERNELEHN . XMREY
f§3k & 1 (compatibility ) , ZEIUACHERAE R 4 (30 UNIX) RAR S HTAL B R AR ), I RARF B AR
BT AR P IR, AR EIRCE B R TIRAUR

BLP #RZS 4 M 45 & Multics BLERTTRA A LT HNERR AN RARNBARFE T
BB, FELERER.

o MBTIHIE RS b: FEMEETESIABMRABR RN SDW 1, EEHBRAPARIEHRE

o JiEEGIERE M. B ACL IR, MTFEBAMEMSE, ACL MFHAENRNLEBRTP;

A ACL RIHIEE T — M HBHXAHRER MR EODTRRR, .
e RBEH f: FHRMNRLEFINERMEETNHBELRIIER. AL R S TH8A L
B MRHEERFITFHEENXEBRP.

8.3.2 %tk BLP %Rg

4.3.2 HWEZEMNH T Multics WHFBRME REH T RBEE. RINGARETXLEIEE
Pt 5 BLP AL i (M RIBARXM B ERE T, RIOEERBEBENO TR BEE, /£
HRE
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PiRlgHe iRl ’
i3
AT
EHE
5 a

BLP %2 4485 PE SU7E SRR S b R AR B LA R PR 7E SDW e RS8R &R A tham, X
* - property R T .

S — AR AR MR AR P 44T SDW, BAZE & WALAI K

o R EERFRFERTFALREABRFBLTLARE, Mok LERALF,
R REFBATEAARARSHAELTFABRE, FLRRBLI LA,

e wRENFELTABRANAERFELRTARARE, ML%EATRER,

&l 8-3 B8R T/EFEIRIF » - property IR M. HRTHBHE LR L RIFELAMRIIERT,
3% 45 Bk 3k % A B (descriptor segment base register, DSBR ) iy P 2¢ i [6] X4 i i 72 I 38 75 B Y
I, XAHREBRRTT N —AXRAET SDW, EHIFEHEHA N Rik. BREHERELT
TR A TR R B F LIRS MEWRLRF L, ENENX B RES LR, FES
L AL E Li=L, BOLo

Iy

r

[ 1)

;ﬁﬁﬁ& parent

go e seg-id | Lo
WaTRAIE J I offE --JE: o

' BID
I L‘\L\
URRIBET L,

E 8-3 iRk Write Only #y * - property

Efa0p: i3 T [ DSBR ]-——

HATHR

8.3.3 RMRENZKFRIE

B, A% e X —2 R H B (kemel primitive) , X £8P BJRIEFE Multics I IR
b RRANER, RIMFIEHEIEET BLP 4K, RE, EEAREEHEL
BT, RA1EE Multics ZHEMEE. 4R, IFR—IEROZLENIEN. KRITRLIHR
PREEENERLR, URBREENE—AENEETE EHBTURS ENHERTE.

RATTHEEE get- read (BB FIE) KM L Z B HAZERIE, get-read JEH— T # R ID SH—
ANEID BERE HEHS . RIERGUFEE:

o 5 ID () ACL EEFMERNLEBFY, REIIM THAERATHH#E D,

o iR ID WELRIEE LR ID MELET.

o 7 ID B BRI H F IR E R ID YR ERFIBEXERE ID KR 255,

MBEXSAKBBER, BARAVE, WRAFAEXE ID K SDW, JH — 5L
SDW I B4 F S TR 2 ID WilR A B . MREHE D WlRFTERTEEFE
_A%HE: ID iy SDW, FBATEXA SDW iR M AT E . MRX=AFKHEFHEE—-T
AR, RARAFVRE .
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AT R E &5y —S7E Multics A% H B BRI T B IS

o release- read (BEANEE) : HBBHOTR ; EMME SDW H1, b&’fﬂ‘%‘i@lﬂ mMRARZEE
BHEREE, X4 SDW S AH#RFFER B,

o give-read( fLIFIE) : —MHBEBT B — Aﬁﬁﬂ@lﬁlﬁlﬁlﬂ(DAC) o

o rescind- read (B84 3E) : — NEHEBRESHHEITH S — D HEBR KT,

e create- object(QIEX &) : HEMEXNR; BIERGELIZLEENZREFZBRPTHE V2
BE AR, URBNEERINEBERIFEYE2EH],

e delete- object (IR AT 42 ) . MIBRAT B BF, £ FI7E create- object (BB XT 52 ) Bf —BEfH)
3K,

® change- subject- current- security-level ( (£ {A M RFT K 2K F) : BIERFLIKLERE
PREFERLESN; ZAZEENRERORENRERZL2ET, —HEAIRAIER(BE
) M8,

HEBRT, ERALHEBUEFTCININESESRERENAKFIEEY S, HRK, W

BEELARIT RS B R A SRR IR IE X

8.4 REM%

BLP H2 7 () 547 ] 45 B4 76 ( Journal of Computer Security) ( Bell and Lapadula, 1996) & &%
BFET o Mclean(1990) ¥ZEVEPITIE T BLP LA SO Uy [RIALBR A9 SRBEHE SR IR R . AP ST F
YEFEAR#E MLS SR i[RI o ¥ /@ BLP BIRY iV B 5 AR T R

Denning (1982) TEfMEE F G AR R TH M ENZ AP REREN TR L LB R AR
o Landwehr(1983) Q& TRPEARMH—HHE ., Multics Z2iE, THEZSEBEHE R
HEPES A R IHEH MU R 89 ER . ERMRTFHE T S W Saltzer (1974) 93 AE . Multics 228t

AR T8 S W Karger and Schell (2002) BEAE,

8.5 %3]

#3518.1 FEAPRBERAE alter(IB) FI observe(EF ) iR * - property

#%318.2 A5 BLP AP ERREZRBBEEE,

£7>18.3 E—iE4EXEBRTE Bell fl McLean £i2 13,

#>)8.4 BLP BAMEUEV RLURK KRS, RSB ARERRE?

£#318.5 HE4HXT Multics #ERGEH) ss- property

£73]18.6 RANHBALIN RWE (get- write) FIFEHTE (release- write ) AR JF 5 T 7 24T HY
Bz,

#3)8.7 PEANUEEA LA N RIE TS ( create- object) Fi I BR XE 5 ( delete- object) A RiET 7&
BERHITHRE, ‘

#3)8.8 PEANUEEAL AR 4k 24 A % 4 4 B ( change- subject- current- security- level ) I§
BRIETM R EH#ITHRE.
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BLP A B FIRER MR EN R LK, ERMLRY), UETHE B EAfE
ERMEEEX LR BB, BEEREZEAER T ERFEEARL, EXHFERKER
W MEHTFEETFREBOLTHAMN, FN, REEEFEFESEIZHNELRENEHFT
SFAEH AR

FERE ZHFRTESER, ﬁiﬂ@%ﬂﬂx%&%%ﬂ@ﬁﬂ(&ba Clark- Wilson) , 3§
55 BLP @A IR BRI s BART Lo . shAS B0 T IR AL R BRI SR RS A Y ( Chinese Wall, FEHE) .
RATRHAE B LA ELER XA, #an, Clark- Wilson BEIF RS i — 4 B A
EREAER, AR T A HRMESR, HHERALEN— R R 2R FZ K
FIERb. BINBEH#—H TR ABRMAWETENAMEROER, ENRE T —MEHE
B i M A R LR

B #%

o MBI R R R EOR ) Z R,

o N R LR EASBE .

o AU 14l R R EE B At

o THRELPH— LI RREA K ERATHERN

9.1 Biba &8l

ZEARBERIIE(L, <) WTEREEEMMROZBERSE, RREELTHH" R
PR LR R RR BTG S NS, FR AR TR, EWN7E BLP & F
—, RMAXCHCHEHTNREEET ZNELN. RIVEATHK”M“EY"REICH
SRR . RSN RE S BORTHERNM A

Biba H7(1977) & X T X AR RIEHAER, BAMT BLP FARSHEE, RIS
—BEFANBERS. BRTFEBRAMROZEERI BRI SOLMSfr O-LHE. MR
BLP A, XERAM—MHRINWZEERRE, AR, FEARNTR, AREES™4AM
AR KR

9.1.1 BMETERLH

Xt BLP ffasE e, AT A E e B R A AR RS, LUT B SRBE B IE T ¥ i 1K
Mt R AERE BT S, :

HeEREg MRS TRUBETE, A L(s)=f,(0)., (EMLE)

SEEEHE * - property ﬁﬂ%iﬁisjl«l&(ﬁﬁ)ﬁﬁo ﬁBZﬂé’lfo(p)<fo(0)H‘I sAUE
Vil B — R4 po

XA SRR R IR I v BLP SRR HE, (R Eke B HEIF X BRI
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9.1.2 FhETBMERI

MR- LECEERM T HREFNOFER, TEMNEEERER A 38 (adjust) ZELEK
SERWRA . SERMELH inf(f;(s), fo(0)) R L) M fo (o) BIFHIER, EERINMNLE 15
FEPEG A 48 I BRAR T L E o

FHE(RANYE s TAR(ER)ETZEREN LA R o, THROFGZEMRR
A (f(s), £,(0)), k¥ f()F fo(0) LBRAFA 89 T EMRA

FEREAKEPE s TUBRETEEREAN LGS o, SEHHHTERLANZ
inf(f;(s), fo(0)), kP fi(s)Ffo(0) RIBAFM &G THMELAF,

X A AR R BT TSR se MR B FBEREAR, MOTELERTA 0 £ AR
S B T RGN ZBIE R R,

9.1.3 ARAKE

A] A9 & Biba BRI UG A DY AR AE R . F 4k AT LAY (invoke) 55— £ (WNEHFTR)
SEVTIAIA S, XA AE R bk i 7 ] 0 E M5 — 2B o B X4 AT A R B SRR SR 4 1 1
7 tnRRATERREE A L5358 Ht: % 44 R % (mandatory integrity policy) , AT LAIIA

BWAE hs TRUARAZKs,, H f(s)<f(s)o

FHAAFERBRAF LAHTR, BUKE, —MENEETER-NTFROTRED
6, It B AR R—ATHREXMER, :

H—FMERE, RNTEVEELEOMERTR. EHERMZTUTRTHEMR, R
EEHEA—ATHRNIRARAR(ZENER), XPMTRETUPGHES—BHRE, BRRYR
MR T BAEREFHRPIR(4. 6.4 ) BEMERPIHRBE T, EIHEET, &K
AT REA T BN A BB HEAU ERE R R TR, AT LRA

WRE s TOARETZEREHN LR, ERRES (o) <f(s) AR
o, W& fi(s,) <fs(s) WHTRARA LM 5,0

RBR, BEFEERA—R, ROTLFREN AR EBHREESE.
9.2 FEIHRE

Brewer and Nash(1989) £ i it - E B RS B4 T ¥ A A TR, 43 0 5L AR UE
NE5ARESMEHALSSRAZ MR, BE— MK, hROFERBAZFER - THHH
HEEAHRERFAARBFTAN . 57 R LBHEYE T £ 5.

—ERBAESIRMBPENE BN

Bell- LaPadula 45 7 ()R A4 T B — 20 /MY 1R B o S BX 1 SROBE

o NEIMES R CER,

o SMHF R, TS REANES, SERFERRKE, B—XEBHER—THMILOLH,

WHREEEH O Fno

o F XF—/A B BT 3 5 48 T E— />4 8] # 38 % (company dataset) f, ¥ y: 0—-C
BHTENTRHAFARIEE,

o #] % 7 % % ( Conflict of interest) #§ i BFSe N FIZEM A ZES, B x» O-P(O)HHTED
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R E A e 2 IR R R SN A wl A
® A o BB A ] security label VB x{ 0. viod
® L) AT | Sanitized information ) 5 5B TS EME, A TOERE SR, TS
EHT R EIIREN S, slod].
FlAE MM P A (R E A BT, A LR, HERNTE
— T TET AN RRETH, SEUY. BIMSIAT—THEY 5« oMl N, Hy
_[Timme) SR b s AL o
" '{ﬁﬂwﬂ.mmiﬁsﬂiwmﬂﬁﬂa
WHHA se S W O OREN,,, =fudee, FEH FOALNT %5 R4 A0 M HRA
S TESERN R AR EAR, IS0 — T B R RS, F R R e
M F LT R O i fi) A A
o || PO e — e TR A .
o e A E I
FEATTT LA T LA Tl - properry,

EAR s AR ER A E o, A& AR R 5 T #fl’.:'-‘-‘_l’ﬂ_r.l', Horbod eylo ¥io)

el

AMER, 3 A SRS SR A, HAasd #Ha

PN B A T A B RS |

FETHTN B WIET LA S A B SR, \%%&Mfﬂh”
U, Tl A » -propery K EHIS D, %
Bl EEEM AR I B

gala'y,

O ol Sl S = S el s < R A = | . ot
EEEREEAR. EFrE - ERHTHHHTFCE .f/ e T
-1}, BT, AdE MBS A, ER—FHE N i \,I i A

s
|

Bk AH bt o BAFEHE, L% s ylo) #
plotyde ol o) 2 W el & o i A 0 M4,

R HA H AR S TSR, O a v R e, A
EEWRA R AT . -1 ST, mh LR RS - - propeny WA L.+ - property g
PEHL kA A L T o

i R R 4 1R i B BLP . SRS T T A PR A O 3 T e bR
Sk EFEE.

8.3 Clark-Wilson $£3)

Clark: and Wilson{ ISR REOCT (A M A T2 EM R, il sReT Lt ERTT (&
#FIFEEIES, WEFLE=R BRI RE, A NIRRT, X
L. R EEER RS T IS S M, s T RIS SHE, R
U R

* A8 —3t | Intemal consistency ) 3 TR A RS A TS T RS

o S8 Btk Extomnal consistency): # JE 8PS ERITAHT OB E, &AM

FEELUIRTFE RN, M. '

FTMFERNL ERE
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® 40 4% R 47 49 ¥ 4 ( well- formed transaction) . $HET R g8l — AR E B FREME;, AP
AT LA IR 38 7 i A A BRI

o 4% % % ( separation of duties) : F LA FIER A ERIERENFELLELK,

KENBE—-NELRZAPHRETFREER, BMERRRPHATER. MR, EHREE—
MERERESHN, Rk, BTERREHAEREPHRIIELABIA—IFF,

Clark- Wilson L5 IR FFAE A RIS R (BRI ZE P RIEHZE, FEREERRITEE
B, BEGTE TSR (E9-2), & X UREMEE R BB MR T E R K
TRE)—Fh % FAHLEI [ W4k £ 4% £ 2 (abstract data type ) ——Denning, 1982;, & & 3¢ 42 /X it
( object- oriented programming) ], XFbHLEI AT LGS B HIE RIS E LW R AP, Clark
Wilson EF]“ BRFMARESRIRIFIEEHMIE", XRX BLP B 89— 4 S1IEH.

GO

ik
B

h

TP

A
R SR TR AR
VT

ERAE
- @ @ -

B 9-2 Clark- Wilson #EH iy ) 3 i 49 Ze A< 3

7E Clark- Wilson R, SR ¥EREIRE “ UK — DR DL A 21 7T AB B FF i R ey — 4
BB L . Clarck ¥ Wilson BB TEE L2 5HURLERZEAMVX A, WRERAIFIEMS
UM BEERAXH MR T RARK, BRUFEEFREEERNESNAMNEILE
HERMBAL . SRR, BH—DEMXHXA, Clark- Wilson BEY i) i FI#RAE R
RS ENARENRF, T BLP PMifRRERMRN. BANMNESREREH, B
WHRAE B T8 A #RME R S (BLP) I 5 ML IT R4 (Clark- Wilson) 22 [B] 891X 51 .

Bk, Clark- Wilson BRI DI T LA :

(1) ERLHBRAFINE

(2) x5 HEEE s — dHLE R ET R

(3) ik HEEIT—HAE R

(4) BT — N EBREHFITHE,

(5) RGLABIE REB IE TAE

MR ERR D, R0 HT S BT N AR BRI (CDI) , REMALERN
A SRBHEW (UDI) . UDI F| CDI josk# 2 RSB —T5r, ERBERAL T HR2MHK



%= &Y 95

##l, CDI REEEIAHER (TP) ke, REMIEEEEITEERIFRERF (IVP) k%,

TR A AER MM (certification rule, CR)E X, XLLUEBRF NG T hER
2 SRR A N PR SR T B AT AR

CR1 IVP LJHfR Y IVP iz478f ff A CDI AL FAHBCRA (CDI L mRBHERE) .

CR2 TP UMsiEBIRARN, BIARN CDI 275 82w A ¥ i CDI, &4 TP 3%
Pila] — A ¥ E R CDI,

CR3  {la)$L I 70 RAT ] STAE 4 B R

CR4 i TP LB A—NRERMK EEF,

CRS {Efaf—/ 852 UDI 1E N¥ A B TP, B 4 W74 UDI ¥ # i CDI, E4 LM
UDI, 3 H ARSI,

DU 4% 3% 3.4 0 (enforcement rule, ER) AR T R SLHH 2 REEMITRILRGEH NFAE L
i, X E BLP S B E 5 EEEHA R0,

ERl RSO FgEF MRS (CDla, CDIb, ...)%I%, RFIRLEH T TP FKHEVRIE CDI,

ER2 RGN MAGEPFEI(TPL, TP2...)F%, RFIRLE T HF A LIRITH TP,

. ER3  RHELIAIEEB—MERPIT TP AP

ER4 HAERUERT TP RN EEA BB NRFIRPHEN AR, XTFEELFAREE
% TP ERPATHR,

BJ551E %, Clark- Wilson RSP F BT HLSRBEH —MERMBIHH (“HERE"),
MAR—A B 2R R,

9.4 Harrison- Buzzo- Uliman &84

BLP #RI A oA Uil A R sk B . WIBR F iR 53R A E H Mg, Harrison- Ruzzo- Ullman
(HRU) MR 5E T P 46 [ J ) 4% AR % % (authorization system) , Sy & HRU &), A
TR

o —NERESS,

s —PMRESR O,

o —MRIAURES R,
o —AMNHMEREM=(M,), 5,05 TEMRZRBHFE, BHATEK s WXHR o FHK
R .
4 75 #0 5 7 $R 4k (primitive operation) A FAbE AL | X REM VTR
e enter r into M,
e delete r from M,
e create subject s
o delete subject s
e create object o
e delete object o
HRU B8PS H T
command c(x,, -, x,)
ifryinM, 6 and
ifr,in M, , and
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ifr,inM, ,
then
op,
op,
op,
end
Thrs,, s, Mo, o, BREBEHE(x,, x)PHAMFEMTR, FEFEREFENH
AT M, RAFIRTUNT, WRFAANREBRL, B2EFHREFIVEBNGT. &
ML BOET - RIE, thindd
command create _file(s, f)
create f -
enter o into M, ,
enter r into M, ,

enter w into M, ,
end
R Ek s ARMB-NFHRXHf, B s BXHFREECHRRR) , HAMITHH B
BRI ITAR R (5 AR Fiw) o UM F R E s AT &R F 5 — 1k p:
command grant _read(s, p, f)
ifoin M ,
thenentertin M,
end
WREME#R T REMRS. HSHERENGREENTBLFICRT R, IR EHAME
RMERE VIR SR, HRU SR B IRS AR T RINRS RN L 2R, A TRIE-TF
R XFPERE, DR ERFERTARENVIRBIRAE

R ARAE(IPIFFERE M) Rk (leak) TRR r, FRIEWREFLE-AFLS cHRR
mETFREREY—ARERCES régfLE L, FEXNERRR, HhsHo, Eifre
M, 2RreM

R ARE(FFPIEEM)ATRBr 25246, PRABLREA-ARLAARS
EMERIEE regk A,

B, 7 HRU BB FRAEZ SRS EREARIELLBE(BH .6 7). KM, 3
EREEZRA A TF—MELERHFE .

EE % —AFREEMPP—ARRr, WMEAETFRRre)ZeRE—ARTHEN
j%) # ( Harrison, RuZZD and Ullman, 1976),

Hit, RARGE—REmERELRE, MAAETARBERRBEFRIIE. L,
R BT L F R4 % 384 % 4t (mono- operational system) , KRG T HAN ML RATR—BRKE,

EE BE-ABLBREGEREGE, —ANFTFAEEMfe— ARy, MMXFHRRrH
e fviphk 2 — AT 3] & 44 19 # ( Harrison, Ruzzo and Ullman, 1976)

R BRI/ DRER R 2RSS TR S — X,
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EE wRIAGOHEIIATRY, FRLAHHKRALGH L LEMETH G (Lipton and
Snyder, 1978) .

XX TR ARENSSRA THEZFRIHTENHRBEAR(2.4.3 %), gt
MERRGRAARAEROERRMR, BAERINLLEAMY B, ERFERLT CORATHE
), AEE—NRIEFA MELAZLENBERRER. NREETRIENT SN, BIFRH
KEBBNERE. SHENBENAETEMRIAFERBHOELMYE, HREKRTUREEK
MBIE“ Ret" k. Blt, BTSRRI HRNMARERAT 2%, MER
RAERIEFERKRHZE, BETRELERARBELZRELT,

2 B )|

ZeBRMNREEN(ARLLRENEREHANRSE) BB, RIEZLBEEY B
A,

9.5 EERKRHR

7 BLP 8, FRAWTLIESIREFEEN - TREZLEHNRB - MEZ LR T, 15 &A%
# (information flow model) %18 T FiATE X5 R W, WAIGE B BLP #8108 of U5 a1 8 f B
BERM. DEARERRY, MREGEINE y RBELXTF xUER, REIBIELTIXMN
MR xBXR y H—MEEM. WREH x, WHREAEEERM x Witk ATUXSLTFHRIELR
* EXME&R: ARE"Yy =x;"FEFy, #&m xfH,
o R XB &K HFMBEA “fx=0then y:=1;"/5&EFy, TURBAXR - BEL—
RIMERE Y = 1;" RAGPIT. L, WFRy=2, A8 x40,

9.5.1 MMFEHE

WHAZRNGEAREXTTUAGEEIEAMEA ., A—MRENSREBINERET
RARMNEEMBEAIXNR(ER) FERE . &ix, -, x| HER x WATRERME, Rp(x)Hx
Box, MR, 1sisn, W x B8 H(x)EXH

H(-x) = - Z{p(xi)logzp(x‘)

B, #x B0 B2 -1 28 H@F)?ﬁ{ﬁﬁ@_&$$ﬂ%, ]

H(x) =- Z —l—logz(zl—w) =w

B, mEREKEN w BMRARAGERNTEMSE, M- KEDw i HH 208w ik
BHER

xBlyNBEERASLE yRWEEN xNESRVFHE(KERH) WELXREE, Six, -,
xF My, o, vt AR RE By R p(x) M q(y,) MATEEERME, B p(x, y,) R x Ml y B
x, My, EHEREHER, &p(x, | y)Ry By, B x B x, HOEZGEBER, WAEy WERK x K
18 H,(x) E R

n m

Hy(x) == Z lp(xiyyj)loglp(xil yj)

i=1 j=

BE p(x, y)Rp(x! y)q(y) LR E

() == 3 a0) X plx ! y)logp(x 1 3,)
fER—ABIF, T LHARE I x =0 then y: =1;”, 8x 0y H MR, y HAHE
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EBRO, x KFMERTREMSE, &
p(010)=p(111)=0, p(110)=p(011)=1, HHtH(x)=0
Hx b, EPITRERWE Y, TTLRGE x BEME, x PRFEREBRAT yo R x X0,

1, 2 WEEEME, K18 4(0) =5, a() ==,
p(010)=p(11 1) =p(21 1) =0, p(110) =p(2 | 0)=—;~, p(01 1) =1, E.Hy(x)=%

9.5.2 ETHRAKE

BRI AR 2

o —ANELRERH(L, <),

o —HMTHBMITRE,

o AW : Y ¢, <c, MAFMNFEN ¢, WXTRBREN ¢, WNROBEBR; EER

ZHNEE B REIEE.

MEREEENEER, REARPHRAIE LM, SMEHMNTFLREEER T EXER
BEBH. HtESRRITHLNAZEBEMEME, L, E&IEH, ERNEEFERNEETERE
RERERE, BR—MATHENRE,

WA, RIMOBRAMEBREBBS S AL, iTE, FEEBF)EERRZE—-IBS
St BHEARRGAAERT T, RITTEERAF L5 B MEER L RFTRER (B IR MBS
SRR, HAGERSERITEBR R A, BB A SRR RN RS,

& ¥ #.( noninterference ) iR R {5 B MR BRI R, BNRHET —MARKE R KRR
FHFFMEMAESRS, MR s, TR s, WRAREREELWE, BoEEs, RTFHREREK S,
BT, EERMATHER REFRAE, MARRITRERENEA T EILERM,

9.6 HITHIEAR

BB R R T L2 RERA T HERN, RTEE— R XX 6 8T A 15 K —
By, B, ROTWESHEAE—FZFRBRE, M EETHE AR )5 6 AL M d X &
VLA T RESCHE RO SIS R E AT, BEE— AR DA M A AR L, EARERARN,
RAKE BE LRI = DEF) (Schneider, 2000)

o i SR E LT BB AE TR _EAED BB AE A BRI

o {5 B FUERE SE R E E AE T ME R AT ATIHRE BAXRIEE(BZRI.5),

o A FME SR B R il 3 AR FE 4 Hof A fE IR

HET, WinSsyLEEH B %, BIERS. 2, CORBA K [EI{F M EL Web [
S, XEPLEIME (L) ERAEMNET, HFAAESRTRERAENE 2RI TR
ZIRME . AT M H2 B (Execution Monitoring, EM)iXMAIH Schneider(2000) 5| A, FTHXFH
SR SCHE——I 48 BAR R AT S BRI S R R 2R N AF RN R AR 2L BARARIT.

HTLEREHINEENRE. $—, SNFABEERARNER, USRI MERR
Tk T RS R, WHEMBAEBR BRRS. S, fFSmeERiEfiRFnTAER
AT B RGBSR, TUHRSHERAATERTHER, BilXsrkAR EM L
4, B2, EMHLEIE— EARBITRIA RS E . HILAEKS AKERME RN RRE TR
SBART EM —%,
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9.6.1 HITEH

BARRARDPITR—RIVM SR, X5 T HETR MK T LR Bir. BEILHER
WAV RIBRAEF ST R . RN —BETHE D, £ ¢ REFTANAERMTREK 2 TRF
FIKEE, s RARKRERRE S HPITHIFI]. BLEHE p EXARTES EH—FH,
MR p(Zs) NENM B S WL 2RE p, HRURBKN L 2RERZ 2SRRI (BLP, Biba
o B A RO R ) o

RIFR—APATHES, — DT AT RS LI LRI p B — A TR KR
A E

p(X): (VoeX: p(a))

Hep p B—ABMBUT ERIBIR, S ERIRHE T — N8RRI R R T RIS A%
B (Alpern and Schneider, 1985) , Hf, MR —-NTRWBRAXRRHZITE B SMIREMAR
HEADPHMRARE, NITH—TEEG TCYHA—MEE. B, — M EL2RBUHR—
ARA EM P SLibl bl R o

R, HIEFANZSRBIMERIE, FELZLRIARHE SOy B IAT E—1 1817,
Bl FRRKMERBREFNAAAERTERINAFS EHS 5HHTHRENS SR
A7,

BAh, MARFARRIEERR EM ALK, EM AP SCREDLE X — N SAAT M P2 B A AR
BIRRKIEY . ZEERXFE—TIIT o, EENL2RBERRT - TAENL2RERETR
o', HEHAHERE, ZPTEKEH—1"ELL"HRE, BELSEAF. FH—-TMHRHEK
BIF, TUSE: BRAIE—AITTIFXH" AL KA S & B3R, — TS S
WA — MR 2R EILE IR EHHT. RXHEMRBT S, EM 88 T —MRTH
Tk, Bt —sEALERIEHPIT.

9.6.2 REMMEIE

EHATRETAERANNA EHEFNEER:
o AR, REREBRERENTEE, (HRUEMGHEEREN “Z2" BHELEEES
AL R )

o HHH BN FEITHHEEREASRE.

HEZEEMPATRESR AT LSRR R BFAEFTNXR. RIBEETHRENHR
REHMEREREXRZERBE. BHEXHR, FiloeV WA i FBAo[.. i]kFR, MEXNTE
—NH RS ILRATT, TR, WEH T g E2EE(Lamport, 1985),

cel'=3i(Vre®: of..i]lrel)

MR—NIT o BAEEN, BA—EFEXNR I, EZAZEABTRERBEZLNE
AT,

MR-NLZERBHITESAR—TKL2EBH, ﬂﬂﬁ&*ﬁ‘ﬂﬁﬁfﬁﬁi%#%ﬂﬂé
PAITRHARL£PIT, EORITEEITEH, XLBECEIE)RERE EM BSHELH,
WRRBEARZERBENE AR EM v SLHERN . HIF M7, ﬁ??ﬁﬁﬁ%ﬁﬁﬂg%iéﬁﬁﬂg
LK, R, FARAENEZLEBERASE EM LIS,

LR B EI A MR 2REH =TT, REGE—-TRITHEHA

o PifnlfEHl RS E X E et UBRABEEZNREMK NI PITHEE L,
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e FRAIRBAE R TRENIITES; B, FERAFERERLRN, R EM
St o
o T FITEREE R E X R etk MRS NRATY IR R, BitEARLHIEERK I
R
B RBRERHE (MWT; Gligor, 1984) fn] FitE R R L 2B, — BREAMITEHH
Y MWT, LMY R B REsiE R T A B g .

9.7 REME

LB T AT R A S W Landwehr (1983 ) Fll McLean (1994) #13EVE, Clark and Wilson
(1987) IR B SCREB K AIHEFHRIEY . Karger(1991) EAERIR T Clark- Wilson R ) F
HERERSEI, T M P. Lee(1991) [E/E I Biba AN —FREY BIEM T SHEHMEHT
SEPE Clark- Wilson R ) S B3 ] . HRU #RIA{E B SR 0 H BN EHENE, 4

FEREX . EAMELHHEIE, HS K Denning (1982) K2, I THEE, &S % Goguen and

Meseguer i3, Bieber et al. (2000) Fi Schellhorn et al. (2000) EEHR T B L LA b R
Ex IR

9.8 %3]

%3519.1 Biba AT LIHRB Z 2 RVERNE, 260 UT SRERE & N S BF .

o BAHS RS RIREE,

o BRSNS R BRI AR

o @M,

%319.2 /{REE# A Bell- LaPadula il Biba [A] B} @7 Al %5t fise B MR ? IREEZEF A
B o (5 P AR R 1 & AR D 7

£519.3  {REEH P EEEERIBA Bell- LaPadula HE4207

#319.4 P EEEAIFY « - property N 345 H 8 XA B U5 AR B FE AR AT 5 B 15 [8] 2

%319.5 HH— AR Clark- Wilson SZHE LI A BLTERE RS,

£319.6 4 xA -4 TR, AIZE0 B 15 PRISMBHBE. 4 RMA“if x>7 then
=17 ME y =0", HEFMHHEH,(x),

£539.7 N30 £EMBENIETIT—I KSR,

%39.8 A NEHXTRIMLTHRMNETERERET:

o AT LUEE R ML,

o 1+ REERELAN, HERNYAERIHHE.

A AR R PR BX N RRE, FILEEMNRIMBL ST HKIRE, B—RELERRE
BIX TR 7



F10E 2= WG

ZEREWAFPTELERFEAN SERERERSENRMRIE, AATTH.

(1) HCHE il 3 R/ AR 5 SR AL R Y AR AIE

(2) BT L RS

(3) MEMEM LA 2 BRI (3R 45) o

AP BLARESTBNER, ARRAS2 Mk, BRERXZHNAPHARELTRNE
XK, HHEMEZLEREE—HEL™ RAWE—EE, FEFERTZ2IFMEITTHE T
TE T RS AR .

B 4%

o THETE TG T RAR L FUR R B A IR

o iR H —Fh LB bR HER T 85 o

o 45 EFIEAEIRHE IR o

o W — LB IEE BRI

10.1 5|F

TAE I FAE 43R4 ARE (TCSEC, W H; £ BB, 1985) RE—HEB ZRTTH
BRERE., 2E, AMIXFEE T —SEmnE, RREEPEANAE. Relgmw
G- SMAFRENEE, BASH T4 XMHLFRE(CCIB, 2004a) , ZRIEEHFET ZIR
rhi B .

o (FREARE LI (ITSEC; BM ARKERE, 1991),

o & AT EHHEHL = RiPA5 4R (CTCPEC; M X A& e b, 1993),

B (LA R EBAKAHAFBRE LI, 1992),

RATHEE T 3R 1 F 5 RIS 1 BA TR A AR T

1. i

TG E— T ES R, MEHENHE, EEEATEHNALTFERE—BNESE
R, PIINBRERS; B FEPRES, IEEACHNAREERNESH=GHESEK, £
—MERT, RIOTVFRE—NT—BEEZH—RERE. B BIRE 45 % (security class) I
T BRIRANSL AR ME” 947 47 B E 44 (protection profile) #2 % T A8 LR B#Y. 7EHE FER
T, EREBMAMSHE LR T H MM IEMA R —4 . ITSEC BB 44 R HIE

FERHAGRNR MR TRLTEEAR FWHRFAENRE: AFARELEREN
HEENRLER, KIELFEREX S HEHRIEHMETRBRER, MESRREXLE
AEEA FMRERE, EEFRTHASHESHENELTER, M EH RGN IFMHE T HER
MRABINTER, BERNECECFAPRERNCLERTBTRLE R, EX—HED
RERRME SR, RIOABITFBETX— RS, WA ENHELTME S
ERPRLBFE NS ZERN L,

2. 458 B A

Vo BT I FHEEAZ AR 5
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® 34 (evaluation) : WE—NT=EEBFEBEHSANEZLENE.

o i Bf ( certification) ; V& —N(BIEMER) =R REEEHEWNAGE

o %5% (accreditation) : WE—(DIEHK) =RRETUALEG S BN,

XEREE BHAE, HARMAIEERESFEARRHREREXREMREREARRK
A, MEMAERENNGE, ARENSENABHRIHERAXHIEE,

3. WRAEH Tk

AR ETEH S G BRI B B MK, T X R B — S VE4h O 1 L 20 2508
A0

() BHEE R RERERAEHEREE,

(2) REFHEFIESTHR— = @ VEN =4 vk, B, T £ & 44 (repeatability ) F1 5T & I 4%
(reproducibility ) % b & TETRAE B b R ER Z H,

RLVETTURE M= &E, Wl URE SR, @6~ & (Geal) K EREEEm
A=, XM FELEEIEROTERSRENESXT~ENER, BRAERNIFMATUS
BARFEIMER . XERNFI{EHREG?

R (FHH) N ERE XA RFLENSE. XHFERNN, TEAESEITE
SRR, BRERAGHARMBEMME. M2 & B K% 2384 F # (European Information
Technology Security Evaluation Manual; Bt R 4kE R 4)E 1 JRRE— AT EE U XI 1
PUEE N — B, XWRATHEEREG?

4, IFIT ARG ALIER

BZATERNZERELT R FHBERHMIR , BARANRTTEEL. — ML
AR —ABUR IR T ARFHATRE), WA AR — A E B AARRE Al (I
RKdH; B4 L@ ITSEC 5%, 1991), fEXFAFTRA, BUR RIS EI BAAES, Bo
NP DL AT HAES (EE) ,, RITTUAERAABR T IHEERAYERBIHER
EHEFTURBERNEE .

AR BT HVEAE ER e S B — U 3 1SR BB RIS, BB ARIE— 1 R G m BB YLK
PR TEAE ) — BB LR, R, FEENENER, KRFEE %S4 £ (interpretation
drift) [ 474 %§ % ( criteria creep) ] G . AL AT REE ATV Z E 4 T HH RWER
248, UHEZBRWIHEERERIRANBNNESE KmBuES, BRFEE ARRIHRSE, B
R BB E A, AEEXEE, #THERERIRS

TE—ANREEEVURTRIE D, Kb AR R S — B (T E R, A
BEHE), Al MRERINIRRE B U GEME ML MRS R N T AR, nERERE R
WABBREE, HENRLNZFEHSSEEREN TS, TEMERBANERTROEE
BEMAH, B—FE, AMILHEE, ALK ENSIFEAEROIFHEER,

WEERNASIM YRR ER EDE . FREEE. THEImERaRXR. &F, X
FH G- . RBOEAEIE M BT T 87 S80S BTG S A — R E KR,

5. B ANER

RAVEGR BAFREM—A PR RERBELARRIE. BEMRIESHTHEARR:

o 3% 8k M (functionality) : R 28YE, Hlin A EVRIEH (DAC) . 3% i Ui 4 42 |

(MAC) . AIE. #Hit,
o 3 R (effectiveness) : M FH/ENELEER, AMEIHESEE? fln: AFETEREY
BB OIS INER E N FIRFE ST E— N nFaPkig - [B15 ( challenge- response) B 7
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o {ZjiE M (assurance) : VEAEBY5E 2.

BE B AR EEEN BT REX T IHEERG . Bih, £IFHEEHNNE P ERS %R
ER=AFE, ITSEC 8 X T —MRERTENFEZL2FRAIHEER., B, FE=1TFEWY
GLRYA 273

6. RAFEG I T Fdk B

BT XA BRSE, REDE BRI RS, AR A I R B EE LT . TF
£ R IEVI ] . A AR BE R AT . % IR, RATUERSNE HE=RMEH
RERMARIN M. AE—MEAT, MEMEHERBERERBRAPPIERH. A5
FERT, EEDE, HEETFPABAACKAZTENRA.

VEAS BT LA BUR 8 B9 7 $F B SR, ST IRl e T RN EICH#HTT. A
PRGERAEE, HETTURETSEE

10.2 HWREE

2 RV T AR R EIFAT 1967 2 o M TR L T TH Aok A 298 4 4 2 (HE
B, BB AL R(RERR) ISR E . BRAKERBEFE BRES B,
(BB B R E B AR QIR — N E AR S, BT

o S PURG— AT A TR AL 2 R AR BN

o HHENELREAFTREN T,

o UER—AHENE L RIBHE R B L 2RI

TR LRBERANE LB, BTREIEE(TCE) (BRS5.1%). HEATHH
IRl SRS R G T Bell- LaPadula B7 (500 8.2 %) , B & & V6 ) A3 B V7 42 0 2R L %2
LARIEHHZER . 31 7 S4B (reference monitor) RE T 3 HUR B AL A7 R MK 4o

BT R S ER M . M0 TCB LRS54 L i3 7 3 2B R . Bell- LaPadula 4
RS — A A B B R IE B R — A A B 105, (M4 1 7T LU B TCSEC 3%
the, (B TCB AAEBHMANENTEEA MM, Fit, HRRE—ELUARENYT
TESILR

R B I 1 £ B R B 2Bk MR, I, RAS RN LT LPR
I RESRL SRR R R . — TR EE .

(1) %2 %ok FAEHAIM SR B 093 B B0 B B0 U7 T4 0

(2) e st : AR T UMM R0 2 BB

(3) 24RA) : B ERBTEBRFIFIAIE

(4) Pt BAURE 5% SMEME A&,

(5)4Rik: EEBREAHREHIRIERE; BU L. WA BT G RNRE.

(6)%#: RRAAMAREEAMALBENLEURMAR LRI, THERE
WA SR

(T B RY : HRHUBRTRIR,

6 3 R SRR X A B 2 R RE A R 2 B E. B E AR BN, REELR
BB R 2 S a0 UM A B RIE Y . XU 2 2R

o D—R/MRD

o C— B RS (“HEAE")

o BB (T HRE")
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o A—A AR R

BEBHREFZINELRBEN, —MERANWFTETRADBEAFEEETRINMOFT RSP,
¥ BB R B R E 2T ML F IR & 2P R

1. D—R I H&¥

XANRF, BEATIETEFEERRIEE BRERR NN ERN 5,

2.Cl—a 2 &4KPy

Cl ZHWBRENER FER — 2 XM AR LB HEMFE, BIAANH PR/ SRR
B ERER(DAC), FRALANAE—EBEHES LXENHRYR, BERSLFHEHE T
B 5 63 T ELi Sy A R GLIA W o

S TFRERRIET S, TCB A A WITHFE, mELFA RABERIE TCB #{EREEH
B, A ARIE X B B ERps” T KRN, APRE OB XM —8F), @
EREFMCGERATRRAEERA) . WHASH . i CHSHERME, 82, CL ZREEANAT
KA, HAZBREBREZ LN,

3. Q2—F 2097 F R P

QEGHER P8 889474 fi &, DAC IR T X8/ A P s ihi B . MARLFE W
AR A fe3E . IR TCB HHEMMBEHA UM EATENBR(TREA), WEEASRY
%X % ., ENC2 RHNPHAFENH: LDARBELEXFHNHEITEE,

PR AL AAE R MM L%, HERIEDARAREEN. MRNARRENT IRH
B A

— YK, BRC2REFHLZEANSE R, B C2 HEANNELNARRSENESLR
BB EAH AL, 1993), KEB HAHRLE C2 I HNBRERERBEEETER
GEA, B, TEREEEIINNARE, UEBE Q #HENEERMATEEMIINRE
( Park, 1995) .

4. Bl—Afit oy &2 %P

B %31 8 FAb R 95 304 0 SC M58 ) A9 Bel- LaPadula 588% . S4 EAEFIXSREKIER KK
HAHIERKRLIN(ER4.7.3 ) REHRE, REMNTBUELFBIRY ., HAANERFH
EFRBNELFE,

—BRPRIEETREZ E, BOF% RS ginicd 00 & 4 b B 1A R S E AT LAY
SR ATEE . TR R LR AT . EEMVO FEETMLURASRS, W
URZES, EZ&I LHEEL, MEMES MY, EREFMFE L, TCB MBLUHF
—R¥ER A RN EURE Y, TR S AR, e, ESURSRRE—TITE
LEE,

JEPEEOGEIEE, ER—- T EERAREMMZRBER, WAL S1E08 E i
B, WIS, BB ERRBLAGETN, A LRI YRR TR BB

SR, Bl KBIXHT TCB &3 A+ 08K, Hitkh, RELHE LK Unix RERBPEEE
BEESSERRGRECEZT Bl BiE, Bl RHEMETEMNGERTHAHEARE

WMTEREEE N Bl %5 System V/MLS( i B AT&T) i £ 3k B 48 Hewlett- Packard |
DEC 1 Unisys 585 R A MBEER L, LI XA Trusted Oracle 7, INFORMIX- Online/Secure |
Secure SQL( 1 & Sybase) £ ¥IBEEH AL,

5. B2—#& Mtk ¥

B2 G M EEBE AT R AR ATEIME TR BEH L LMIENE, REETRHER (MAC) #-
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BEMYBREEANESN. — B NE2FREE TN AFOEAMAT, 3 TEFMIA
INELTAAR T1E% 42,

B4 SRS 1Y IE AR RN R G0 R 3R B TR B8 ( Descriptive Top Level Specification, DTLS) #8
ROLER, B4R RERREMPNERE RIS . TCB LAUEAE AR [E A #th ik 25 18] R & B AR
R, BHXR(ENMaB) I XRNFER. SO #1354 47 (covert channel analy-
sis), FHHMWIUICEREAELURE-TREEENSG., 2N ZESL: TCB AlE—ER
ELERFE, RAVEGEERENTE XENIX #IEREHLEE N B2 4,

6. B3—4% 4%

B3 R 40T LA & 3% & 3835 ¥ i% (highly resistant to penetration) , B3 KA FHIFEHRAIHES
BEEBAEX, DU XHELEEARE. FHHGEREELAL LORBERNSLELMEX
BEF, N EFLEIEBEERFER. LABLRGER WS T 145 % Z A4 (trusted
recovery) . B/ME TCB WE MR SR L LRMWERERXKEBRRETERNES . SARR
84 9, S A UAE T 2 R g i IE AR R AR IE A AR 4 LR AR 45 (DTLS ) Z BlIiE B — o

# H Wang Government Services [ XTS-300( 1 XTS-200) £ Fh A9 %2 0 B3 4%, XTS-300
B—EITER x86 WA HRM F MR AL LBIERL(STOP),

7. Al— T 3 E 45 3% 3t

Al ZHITHEEM XS F B3 %, CELERTENEREIBTEREEWRIEE, RBHNEENIE
AR —BEIEAHERSBERIEELERT TCB RERMERT . Al ZHNHERNT:

o TR EABR,

o AGIE A AHIFHTRRZ MY (Formal Top Level Specification, FTLS), 1% TCB g e X,

o HERIAN FTLS 2 8] 49— B HEERA (IEXNK, Z R ATRERITE) -

o TCB {ysCBLdE IE b UE A T F1 FTLS B—3t,

o B EHMERI (B EEMEERDH); BEFENREFELHZLTANE, H

WHIT RR ) BE o

o, EFERKNEEEEMSAENGERELSTARNR) BARIERER P 3 A B
(PEAE L) ERA—FE,

BRE Al =N EMEHEM, thin MLS LAN(3E H Boeing ) #1 Gemini 7] & [ 4% Ab 28
2%, SCOMP #AE RS WBIFMA N Al HH. REEE BIRER, THEEXL Al RHERHE
255, XHRHNFTELARGEREH. WX, BXHANBIE, URAFERITFESHEY
MELZHTR, WRIEEERRE=ROEERKTZERIERT, BLARBRELEH#F—-LE
X FEFRIME,

10.3 I %JI

#5258 NSA 1 NCSCO i jRE £F R . XLBEEMER LWV T CHEN -, KR
Fip g — MU ENE AT AIANBG,. B TFTZRINARE, REGESE—EBFRNT
5, R BPNBIESHAREN N T T3 %485 % 4 % #8) (Trusted Database Management
System Interpretation; Lavender/¥fZ15; NCSC, 1991)#1{ 7T 45 M 4 ## %) ( Trusted Network Inter-
pretation; I fZ45; NCSC, 1987) Byt Hif . X Eehnnk Byl 2 Al BB (ZE 5 ) N
PR RPRRR T K

© EXEZLWHXEEFIEIREPL,
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10.4 EFEERARZSIEMRE

HIRRBRE BB ARSI (M B £ R4, 1992) REfr2E, HE. ENEE
EEXEREZLSTMERERNRNER. F—TEEAAHAT 1990 F, GREEARAREWERE
(ITSEC) IERME N HFEAHRAERSHAEN B IR 1995 4 A7 5, ERRASCY, ITSEC
HEMETRA, XENTHE—BRARENEE,

ITSEC M B BEMEARNZREIN P2 THRE, BETLRENHES, BEBEANL™
¥ KB T, ITSEC BN FRE—ITRESTHEMESR, UMEFMNEZLTERLS LIRS hin
Ao FEITSEC #, ZHAEHEFMRIEHZ BN REITHET . MAT XL~ RNREEEA T %4
A%, JPfE%E ( Target of Evaluation, TOE)—ia5| A %] ITSEC 2,

TR R ARADE T HREHE TR FI AT BEAY B, TOE f)% 4 B 4% (security objective) #f — &
B T AN, xR TS NE2 T AR S, %42 % (security target) FE X
TR A% TOE WA H . EHRTHMENSNLLThEE, halfEREX R, SR
R4 A, TOE MELSIIRERT LA #bE S, AT 5| A E XK 2 4 % (functionality
class) & X o

EO0 3| B6 L MEMERFNFER T Z2EHITH E MM RIES S, B0 RFEAFTHHWRIE
M FE—MEGET, ZRESRIIE T REARKATFHENRE., #HEAEAEXELFB T
WM, FEEASPFARGEMERRCHFABA,; RIEFDBRFERRE, XIFTERY
EHH AR, BUEARBN FRESHEEZ R EEEE.

B RATHEEFRIEREE R, UREEBBELRSRGMIE, KMEZ TG HERER R
ARH. TEREERBDIAGERENEE, h ITSEC MR EEAR BIEH, BEHZHR
Ao IMETE2. 4.3 FRBEN LA RAST HAHBERENRE: AREEER, AP WMHAE
—NMAERR SR RE R EFH?

10.5 BEX#PiREE

PR LN T - T REENBEIFE(XRBERRAFEAFBRELH, 1992),
AIRAT F— 1T LROEE, EIFERIINEX LRETEZSHNES, BNRARE—-—EHNR
EtE, BEIARE RIS AR, REIER I E R TIRBERIREEZ BB R, S
SEF R R AR AP B B SR SRR TR B B R s LS . RPEE XA EE THERS
o #%i£ 8 ¢, % (descriptive element) : RPFEE XHMN“LZF", SRERRNE BRI HE
HIHR o

o % K &7 (rationale) : RIPELECHHBEALINT, SERM. FE. ERMBRK, ERREY
EBRPRIEE AR, ALY BB SO A= S SR 2 R IE R

* 3 #&% K (functional requirement) : E3L 7= FHIREHRP AL, XL RN LIS R
$R B o .

o 7t & #%iE % K (development assurance requirement) : M IR BT B KB TR B B, L1
FRIE. FERE., BEXR. FRRE.

o %45 4% iE & X (evaluation assurance requirement) : 58 B EAH A9BSR FIEREE

10.6 HEHRE
R TEAEER E RS FRESIA, WEIEB R ZE g%, ExX M FEL, 4R
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HIFHIRENERIESER—H. B, ARERLENSHIEHESED—E, BRTHERF
HREZE NS (CCEB), A TR (CCIB, 1004a), 1ERERA A B FRE 4k EE 4 B PEAS
FRUEB—FPSE S, XUBE AR TCSEC, ITSEC, CTCPEC MIBKISARAE, 1999 4F, JLRIbR#E
(CC) iR i N H BrirE ISO 15048, CCEB ik CC $h47& il & (CCIB) H:#%

FRIFHERE T SRR EN B, (XMHREMNSARBN—ERE, E& OB K
BHOH) . CCRABMATTHMARNE MM R, & KA B % (TOE) HR
A, CCHF T ITSEC R AKX BB AR IELR FI B P4 43 88, ZE(E AR EC B U E X
ZEEF LBRETEBRRE, EEXMR(ST)FERT —MFE TOE WELFR, WEL—MRY
ELEXMHHEIH. ST RIEMESTENEAEE, WHRIERDE X T E— NS S PR
DAk T '

10.6.1 RPEEXH

HTHRFAF, RPER(PP)HEPTELBH., RE, B, BRMIFREMNAT SERF
Bo =M PPR-NEGHEMFFTENEZLTRP(TER)WES, B I10-1 HHT PP L
o FAFBAERIZIF R ACH PP R HCHRBELER, —HRLFR AP H PP HRUORIE
K], EEFABRITUSRTBCH PP, FHA— MBS FREINASETH PP 3R, /K7
DIRBIFTLUT 8 PP REFIMSRFBRERSE. BREETHERR. Pk, A&, i)
BUtHEE. BB, BTH, LA RENER RN TTE.,

| SRR |
PP 4FiR
¥
s
i
—{  TOE %2 }{Emm
R s
rop R T
il F S F AR
—anﬁé%i——{ sk TOE RELIER K
IT RREZEFTR
PP B T
%24 AR AR
B B TR AR

B 10-1 JtFRRERP BB

10.6.2 {RERIUELHI(EAL)

EAL & X T—4 TOE W R EMELIEE L. Bt M@ X EAL,

EALI—# st ol  WHAE W E TOE, H#SUHI 247 — s iliR s A UL T BE. ¥
EARLERFKBFFRE WML, FERRAERDH,

EAL2—#£# ealiX,  FFRZFRMEIE AR 8 RFESTHIHKS R, HEEREX LT
ROtEE RS-, TRHEKATRENF OB/, AEEARNTRBITRZIDR,
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EAL3—7 ik B alidfelhit FEAEGFEARBEETHS. XHELEHBRFE, FRERK
TR SR A A LR 2 S0, XN R BI AT T E RN R IF & SRR B R L SC R
PITHRERERIT RS .

EAA—F £ E&W, MEAFELE FEENFEERBEZROEH M-I E2IIEE
(TCB) BT, AUHE N E2MFETE, BHERT-DHIHESEI. &%
EAIA B3 BN ME AT AIITHRBRE R

EALS—#¥ EX 3 CikitFniE FEHFEH - ITERXMNZLRBER, —MEEXHERE
TR FIIBEMTE R E LN EBBERB, LHAHIT—TREEEI . TPAERITMILH
BFEWR, o TXRPAEAERDE, R TOE ik H EALS RIEM B BT R HEA
BEBH, BT RIBRESRAMBIITERAASRE,

EAL6—% £ X THir kit X  BABLBRTFHEHRAL, VinEm (T RERES ) L3
BAESEME I, PG F LT EIRAR EIR, PEAR SN AT BRI K,

EAL7—E X THiEitfRE FEFEBEXNDEALNEEZRMEIT. FRELHR
BREBGE T 2T HRIMERE . M FEXOHNE, TLMBLHRER L, XM
BRI AY S TFiX AR TOE: % TOE A BB RENZLIEEHEN ZHIEXIHr.

10.6.3 WfhA=*E

SERFEAS 7 B (CEM) S XL T RAE ST " AHEHT R L FUEA M BT A £ | (CCIB, 2004b),
SERFRAMEE A B R (CCRA) $R 48 T % 7 Hofth B 5 o st 47 B9 VP A5 @9 A FT . CEM A A T {RUE 5 51
EALI 3| EAL4, RAXEFEIERMHEHEEN, EROEINRETINHNERBER, £XE,
SERARAEEAG FIAE T R (CCEVS) B CC #IT RN EREF. CHMEIAHAER
HREWRNYLRE, REUEAREFMBIELLWEER,

10.7 MRBIRAE

PLR I RIS MBEL — 5, BRERAXTTGNEMS SR TITE™HR-EA
FRi, BRNOATSRI KLRERNER AR FLIER, KRy R &% H SEm
WWAT. AN 1SO 9000 HIATHES RN —A~/A Al /G R 2 IE 0 R B B J A S8 R BLAR IR RO AL B R
EHEAFIFE SRR, —8 R, TR HEE T IS0 9000 &AL IS i # & t— &
RERLEPHHETRERET, R2HHUEERXKER,

BREMBBI AR FRERXRENRS A BTSSR, WRHEFHERBRE LB T WR
FLRGHHRZEHXMEY LR T, X2RENAF B REBLLABG? XRNAAH
WYL, B8, —HIEHHFEFIEREATERIE. Bit, REARES—FIFENE A
BHRE, RUE DM A SRR L EAUT A E T S RUEENR SR,

10.8 BREBRIESTA

EHEER, ARBITHEPSERRE CC #ITERLIE . TENREREMEEETH
RGN TR AT STHR . R, BRBUFEIIS, AMTREIFMESRHREHFAR. 1
b, MBS, XS CCMAZHMN AR, £ BB, BEFTEALE 10
Fo BEEHER, BIAHEE PCEZLPFHBN AT,

R BHOT N R BB E RN B RO, EEHRAS LRI BN R ERE
A4 (BCMA, 1993) AMERE . XMREERBAITRES C RAERIRERALLER
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FRENAG, HRFEREE . EFEMELN=ZFFE, AP EMARTIRSTEEHE=
i, ECMA BEARE IT ReUEREARFE, HEER T HRRN—FMAE, PIEdES
NEZeFEE, A2 TEZELRAGAREENTEE., ZREBUMREERAE, 0 1SO
9000, RAERELIFMEEH—TEHE,

FEARATTA SRS BRI, WA RAE (LT REAR 10% ~40% ) FBHEA 58 B B
8] HRREAMNKOH T E. HRIANESRNELEE

o InAERY R FIARHE I HE) LR BABR Y, BORTHRAERE B B AR R AR ML

o Xof 2 IFAE 7 ST RS BB RS .

o T B AR E

BiE, RLAERIESREATHNRERENEERE. £ TLRERT, FHKN
RATEERARWECE, WAlSBRAFARA, H™ms L, IEHFARREERNE LRI,
R, BAE SR EFRZR X7 K ES LU 6 8 A 8D 6 TR P
SERT AT BT S BN AT BB SRS RAMP J7 RELE — X REHHIT .

10.9 REMZE

MacKenzie and Pottinger (1997 ) R T ZS1EMEMEM T BRI B i £, Chokhani
(1992) BEHE T 4G K B BAR R Z 2GR SEBRR A T T o Schaefer (2004) HIFEERGR TR H4%
AU R HASCERBEA B IT & . & Al B3 PF44 B BLACKER 3R 45 () & %1 1% R 7] 7E Weissman
(1992) FEE TR, KXk T Al TRIFREERAE BHR AL & R BILE Karger er al. (1990)
WEEFRE. AN RLERIEMBEINELLRAENWBRBEFEETEHOH TSR Kang,
Moore and Moskowitz(1998) B 4E .

CTCPEC #5 A B R E MBS A AW MR . S TEAMPRAE . B SO B 145 7 & 51
T Web ¥ i H

o i1 &% P4k A http . // www. radium. ncsc. mil/tpep/library/rainbow ,

o CC ik 24 http.//www. csrc. nist. gov/cc 1 http://www. commoncriteriaportal. org/ .

10.10 %3]

%3101 ZRHEELBEBHIXNROEIE, YE>HH— RGO E L RO T E
TRAREEIF 1L, EREA BBRIETEEIE B AT BT R? 7 Z5% RAMP F £,

%5110.2 ZLe&FUTEMEETLONR, E—NEEFERSH=RNEaHEN, 4
ROBMIARATRRESUE ., BRI — 1 R B % 55 & P fB7E B L 3R B 4R
EETAEBSEER? ERNT R DA BREE AN ZAEETRER K IEE F2

#%3110.3 ABEAMTXET, WERNH T EAEEHRERA ERORNETILIH Y
R, MARA TEREEIFNEZSE, NREMIMENZ 2GRS, REEBIITA7

835110.4 HERERRE N EZLSEMWHAFHEFENELET R, RIPERERERE
EBR R X A E 7

%3110.5 ITSEC W% T REV. WHBEE N EEREAF P HEERRTE, Wk
B LAY BRI 84 TAEFNVRAS TAE? VRAS R T35 B A a7

%351 10.6 NP AHEE—1 PP(RIECE XHF) .

%35110.7 EEHGMUKBREGENFHMERE, BHYNREBEEEWNREM ] R
w2
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MAT, B7E20 #4280 4R, EMRSRAKLBMMP, /R0 RENT YLl & 4 % (cryptogra-
phy) T ENE LB BB AT HEILLRFES TCB(UFiHEE) . FIHEES.
B EMER VRS, ZEERMREREWERRIE, RIS, BHEAENERZERL
RANEN, EREVEREY T, 748080510 mEUUR B BALE 89— B B Ll

HPI20 42 00 £APHI, HGEE T H MR, FREERT AIBRAATEINZ2RE
MMEN R, BERERGHTRESR, EAKZRYE. KEBAFHER, RERBRET—
BEHAREAMNBRZ S, TR KB R ET, MHRHSEMATERRORER, LR
RETENE L, X—DTEE, AMITEBENTERED T ERBREE, B, B
BRI EIRBEE S, BHEFEARMARZLSH RN — N LERHHRIRD .

B A%

o TRRIEARR BT B A RIS

* T AFHENESEE

o IR FES AR FIRR R, DL AL (E R I 78 EAR SR B IR 26 3

o 35 i SCRPE R BRI B LR 2R T

11.1 5|F

FEEGENL T, %% (cypography) R HERBENERN¥ER, F A5 47 F (cryptanalysis) 2
ST R A 3 3 (cipher) 92EFL, XA FERIP R T HEBE. BIELREEMBERITH
G, BTFXEFER, AEEHIRERE -EHRNEYS,

HRFLETLE—TTHEFR, X TRFLERESEHANRUSTLOENRFTRY
ERE B TABHEE, RIMERIEBRERIEEBEATIENES, FHERITEN
TLFHHRMFE RN — &M, '

11.1.1 |[HRSTEH
BREEERLTECHCHRR, BERLMRTER 11-1 FHRKER. WA Lk A

B — A RELWERER. MFR—AARE, B [, 5 B

SEABHTRAMEE, EERENNER. HBRERME

AER%, Bk A B RRIEEN. ENERPE R

ERZABENRER, BRESEIERELNYEEE

PR T —A&ZLMBRMEN, EXAE, HR50EH Bl EfRES

HIETR BN LNFRAERER IM. X FREREHNEE, ENLBHERERHH. R
i, SHYEE SRR A R EB RS,

EAHRRREGET, &5 MIRS 8 2 0EF RN AW ARERRE— BB B S
AELBEFHERTIANRR A ABBHEEETLRES VLHRBR, XERFAEUTFTH.

o HEMFM: MERERETHENNAE
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* BEA AN STRERMRERA T RIS R BB T %

* HERINE: HENEBRERFEZFERUATRIEHERFENENZBEN T E,

BHTALEREESENE, RAESHREERIE T ARSI RTELBEFEUTHHEN
kB H—hE, MRHEEFTEET RRENMIL, YRAEKRIEHBNEEEMRN, BREIE
THEERE, EXMELT, FEZEEMEETMERERNEE, BIETEENREER
MNP ERE L, b, FURBRARSUERYT

WENAA, BREFAZMEEHRAUETBYNEZL2TFAETEBCHMNE, HEABRERE
S EHEBMANERED, BEKE, ENRSTEES RN BRI FRESd R
EATEBHIFESRIETR B, EfMRREEA T BRITASHAMEL—%, F#HR
ZRRARETARER

11.1.2 #FHHsEs

IERMEEFRHNES, ERTHET, BEEAT - SHRELHNRLES, Blrss
LEARER— K, HR, UHHNETHERE, HAFEHE —BoRN S 7 R 24
RGN AR I, % 5 R A B BT —

AL, XAMBEAN R TR R F AR AT SR, 2
TERINHFR— MR ) 35 AR (insider) , TiARRE—A AR .

¥, B2 FRNE=AS5ERAR—ARE, Mif— (e )
NAEERE =) (TIP), flln, — R E. ERkss K112 HFEsEse

B, R E S B K T % A IR 4 ( nonrepudiation service ) & i,
W,

ITEZERXEEER, HE EA£M4TRE (law enforcement
agency, LEA)ZEfFABHE, EAEIREMUTFAE, MERR |4
B (5 RS 4R (0 2 4 A AT A 4 Y P 2 D B3 15 O AR
BE, 7R 11-3 hE=HRE— A BERERNES, BH
BABRB— AR IRS . EXF ETFI0R, S4aks B3 BRZLAEARLHE

(key escrow) IR %53 R A TMFBEFNES; FHRE RS B BT ABSIHBTHRE,
11.1.3 #%f

FEERFINEERAMMERNMITHE R, URSEIIEARBHRELRS, REEEHAH
FIELA 44 4k (security- enabled ) i) Web NS 88 8 # E- mail 7= S8 F P D BB BIE L X R M
£, BEARWTER, AN EEEN, BRUA - SHEEMEINHEEERD T ED
R i EMSRETFHIT LM, RFE—ILHR, NRE L4, SRARN. FLYUBRESEE
F, MH—SLGRMLERE, UBRAREAEARARNATHEITUA, XREEF-RTELAH
MR, B BEME P A B,

FRBELEABHR AT RE, NRLHFENREREERE XA SN, HpH—&
AR ARG T ER T USSR, WA —imm@ il T B e it B e 71 FraB ik
FWTE., BAAFF R B RENFEHSH, BAE TERBREN LR,

BRFBEHARPMBTEENRE, EFEBTHRPEANEATEE—FERFHINE
7 19 {40 Kerckhoffs # X MREN, ZERMNMFELLTAPIEEER, EXBELHXFRER
AESHBROAHP AR, AXFHFET, BREL EHHERMNAFERNFBOHEERMBE R

-0

LEA
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RN, XEFEBE-IS5FHANSHTMHNECHEETE, HFELHEBFNSSHE
EASMA,

HW, WE—BREFERE L%, %47 2 (key management) X HBHLH ME SR ANE
B, RabZAb TR T 30 ]

o HATEMILAER?

o EHHEREAE ALY

o HHAMILIFHE?

o HHERDT KT

o BHALIR LR A5 817

o EH BRI SR

B, BRT—MEF, RMOIXEDHENEZ S, FEEHEFEEETREILRE T OEEE
1, ITENAK P RER VLA LR X BEY] . HiaEHk e, FRKAPHGERL
B, EAZHBRILHENELRSET, FRELZEERNRES, BEREENIGEEHEIFRHA
ByERRY, TARIEAIIME IR BEFBIH L,

2 5 # )|

BILILTENREBARZLRBAHRT R, FHRE—NHENH, BEFREEEL2RE
HACHBHERAE, MRELELRTITENLL2RNE, FEEEHRBLERNNEEERS
Rk, Mz, FEESIETBIES, BEHARITENELPBENARA,

11.1.4 FHH

HEHHEEN T ROBEANHERER, ENEAEERBICP, BBURTHHEAE
HRBEABMRY . BIRENH TIHER SN EBIERE:

o IEHE

s BFEETR

o SRV A R (CEHIR RS, Bl hash ¥ o

HTITREBBIOES, RITEUMRAIFRN B LS. HE, RIEHRE—EXTER
BEAERER, LUWEREEHENARERM.

1.2 #izH

HEZHARSHEERRE T AR FHEAERM E, XEBERTUE LEEENRES
W, HinEABRREMS LR(ERE) . AT, RIPRESEFELRMA L, BEE
4R U R

L m BB, EEERRRT, BRIV m R K (modulu) , RFEBBER LEXL
TN EHXR ="

a=bmodm, MEMBa-b=Axm, XE, A ATEFERLKHE,

RIMMBE“cMbEmER”. TURR="HITRE-IFNXR, CLBEEESUTRm
FMAe:

(a),={b| a=bmod m}{, Osa<m

HAT1E I B a mod m MIER AT RLEMA, WANTHAIEXNHE. AT LHERATIIH K

PR :

e (amod m) +(bmod m) =(a+b) mod m
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e (amodm) x(bmod m)=(axb)mod m
o Xt FH—1 a=0mod p, p REH, FHE—TEHa ', #faxa '=1modp,
XNF—MEER p, U p ABHRENE CA:

ApRAEE, a2 AMEEER, aBpHREAEZLABLTEXAGORDER

n: a"=1 mod p,
% RL L REER, EA—AUp FENETTENRENLERp -1 WET.
EE AFEHE—Aax0modp, pREHK, Ha =1 modp,

XAELHATHEHSENEREL. XEFEERNELEEERMEXY, ELBGER
ZH1, RBFSHH T R BB PR — R RN

o & # % 5] 4 ( Discrete Logarithm Problem, DLP): BE —MENEMNER p, E¥ o F{H

y, BEHER y=a"mod p, Rl y BB #s 8, A~
on RAME M BEBE m, nfla, RBE—TEHD, HEWE b=a"mod m, b3
M a B n RITHREE m,

s AX o MEE: BAE—NEHn, RHENERET,

EBBEHEREEFLT, XEREEFEZHFBEEENSENERM. AT, HARXLERE
BT S TR R R . RIS, R p 3E n BHE/MIBE, IRAERBERA UL GEK
HHEEE AR AT EERRRS, HAl, Z#H SR URBRESIRUBRENERT, —
ARERHEFE(E Y 1024 %L, MR, MRREBEZH TERZE SAERKEE TS EEER
T, ERTUMEHEROER . KERRROAEEMMHE—FEH, XERMAEEBRRT p
n BEWCH T #H— LB RXMNEE, RUONSR-BERILHEESERHE)

11.3 EEEREIIE

— A EBERFER A, ERANERIRHRER x B BB E RRE n B () B, X3
EARFTRMB AR, BARECRAMEMEVLHER, HEREED; HETEHERE
BHE x, ZRREHITE b(x).

AT PR T R PRRT x AR BOR B T A F e R E D8 X RME e — ik
RFE=HE. F-TRARBORETHEREE 2(x), HEARERFHRESEBLERMN
B, B, FFEE CD-ROM L, ATRERFHRES, EFTERKE, LEIFRFHENE
HITHE . BMAENRPHREE., TERFEFAEREMBENGL, Bk, EAAREX—
MR REE RIS AE,

11.3.1 HRFMEAFE

ERIMOPITE, BEEMRERSRBIME, WREWIMAA x, x, Hx#x', EHA(x) =
R(x)RSE, BITREE DR, EXMELT, BEHEURBERENTNBRREF, X
BEFHRERSEERE,

R RAERRI RO EIRTRA BN ILRKE. MREX—1 n FEHK
y, WZBLE x M h(x) =y ZRIHBHEE 2", KT, WRLUEIREEHR, MAKRAE
QVHMARE A~ AR S ER MR, XNERERET £ B 4 # (birthday paradox) B, 1€
mARML B m B, BGHATE, BB, SIHENRSHEERE. ERXIMLR. &

mesoo , MAESERIR OB 2 AT HR T BIE T, [
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11.3.2 BIERAE

# 4E 44 ) 5 ( Manipulation Detection Code, MDC), HFRA#E &b A E K &2, ¥
FRTREXHESEENE. ARMNAENA, £ MDC FHERBRAR. L2fEPkE
— A R M — AT BB SR A4 LU T LA R
o T8k 41446 1 ( preimage resistance) (£ 61) : HE a—MEy, ATHRIEWE h(x) =y B
x, BEXETE ERARITH,

o % 2k Fink 44 45 M (second preimage resistance) (554 ERIEMR) . BERA x Ml h(x),
KRB FHI— 2, Hx#x', #18 h(x) #h(x), REHTE ELRATITH,

o ¥ % H 384 (collision resistance) (SRIRGLIEH:) : WBMEMBE A x Fx', FH7 r(x) =
h(x") Bor, XTEHE ERAFITH.

MDC HEHFIE R, ( Menezes, van Oorschot and Vanstone, 1997)

o 3 (yos A % # (one- way hash function, OWHF) B H454E. BitE M., Bl HiEHEM
%2 KB TTIE SR '

o 7 5 4,465 F % # ( collision- resistant hash function, CRHF) BB B4, Hit &M, 2
KBS PR R R B E SR

N FIE 7 RBOT B IS R DI R HAR R -

® v&-F {& (hash value) ,

® 5% 8. 3% % (message digest) .

® i B e ( chgcksum) o

BE—-AREBRESTIRER. EEERSY, REMERBERER, HUMEBHRITR
KRB (CRC), CRC B—MREBES, WUARSTEME, B—FHE, RERMOERERRE
Hemr=Gt, (HES EEH CRCRITE, WasBiE HEmR AR (MDC) RitHHE,

MBS ES R p Fl g B, BEf(x): =g modp B—HFERE, X RBARAHHKK
% (discrete exponentiation) , 3 7 KL B EORE, HRABMBILE 11.2 F5 4 433t DLP ( B EEUA
B, EX—EHNEETUSANEREEFEFRONETREAEAEANERE., A, BH
REHFRZFIRARE, YFEFELBRKENOBEN, LHFEmMRALBHE S,

e e 7 R I AU BRI Y . MR RBW R LR RS RS, B
HEEEENGA, —MEEKENBA x HaERETRMIR x,, -, x,, MREF—T
BB AEXPEERE, REAEANTEFCRTEEHKE. x MEFEN T LES R Z K
PR EEHG. 4 h 2—N(EER)WHLE. HE

ho=f(x, | h_), HEFi=1, =, m

HE b, 165 x WS AE, E11-4 FiR (755 | RABKRE) -

%

1 T
T e

B 11-4 A REE

—“va<——><
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11.3.3 HBIAIER

7% & 3A 3 5% ( Message Authentication Codes, MAC) 2 7% B B S I8 F 2 B R 4L T{RF ( % 38
BANIE) o MAC B A (BRHE BB MEBTSITESES. Bik, MAC B WA EH
hash eRi%Y, IExN#bili, MAC RA%4 k fE0 S50 hash BB b, BK. XPMHEPHE—TBA
EEE EBAEG TR, N d it L s e .

stTFAEATE R ki E, A —ANEME(x, h(x)), BHEEZRLEIANBZY L
1ant, sHETHeImA x, A EERH, R () HRRZRTHE,

HTINE—NEE, BRELAESERERZRTITE MAC WEREY, FAXiHHE MAC,
AHEFHWE = F A REHIA MAC, ff i T M A HMAC #4 3 J5 ¥ ( Bellare, Canetti and
Krawczyk, 1996; Krawczyk, Bellare and Canetti, 1997), B[ LA MDC Bk h #S H MAC Bk,
HAER TR L FIHE x, HHE

HMAC(x) =h(k | p, || (k| P, || X))
Hep, #lp, REFNME, BT REE» PEAMES SBFTENTBHRKE,

11.3.4 REWBFHEZE

RATEEER LW FHE % (SHA- 1) RUHAMH BEER L REREITH . INMBEBHE
FI F % E 0% % %447 (Digital Signature Standard, DSS), Hfthfyma# %R MD4 (R R &3
HiwhZedk, £ W Dobbertion, 1996), MDS (Internet Yy AR AER#E, RIMBLAPZEHS ) F1 RIPE-
MD, SHA-1 AJAREIERE LA 512 AR BIRE, £ R —1> 160 WM A E. S UEEIER
BBR R T U N LB AR, RATERHPERE T AR MBRZ B MERED,
WARKREHRA— 1 REE, REE—10 8, UHRBRENRARKEN 48, HE/5 64
AT BRI E AT A SR KB . WIRILROE R 74 32 HRmEE X, DL AEERBERR.
A =67452301
B = efcdans9
C = 98badcte
D =10325476
E =c3aze1£0
SHA-1 ) FE 45 sREE— 80 B AIEIF P AL FE 512 USRI A, 8 20 £ — KN FB R
HH, BEEM— 160 HAFRET . XERHE:
(X, Y, Z)=(XAY)V((1 X)ANZ) H:=0, -, 19
(X, Y, 2)=XeY®Z H+r=20, -, 39
f(X, Y, Z) =(XAY)V(XAZ)V(YAZ) Het=40, -, 59
f(X, Y, Z) =X®Y®Z Htt=60, -+, 79
BEFREMNS ., SRR, FPNAR R MFE L, FECRATATEREER, BINTE:
K,=5a827999 HHr=0, -, 19

© HEEHEABI(2005 2 F), CLRET SHA-1 FHmEEE, REKHMHT SHA-1 B A TH MM A
R, HERASF AR REERRE,

©  7& Eurocrypt 2005 M. Daum Fi S. Lucks #9ZF1EAI%5 R EF 41 T 3H€URE postscrip Xf KB KT, K postserip X1
# AAE] ¥ MDS P 7{E.
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K, =6ed9ebal H$rr=20, -, 39
K, =8flbbcdc HH1 =40, -+, 59
K, =ca62cldé H9Pr=60, -, 79.

HESRPOT R E, TA 2 WiEHER a, b, ¢, d e RABRE BB E{ERBKL
o MFHE—NEAR, MWEMAMMKBEA, B, C, DFE, 512 AR AR IR T 16 132 1
FF m, FEFERTEREE, BENY R0 132 AT w,:
w,=m, Her=0, -, 15
w, = (W, ,@®W,_;@W,_,®W,_s) < <<l =16, -, 79
H, #5 < < <s BREFLEE s i, BERNESRBBPAT FEHBER, HPmkEhR
232\12-%::
fort=0to 79 do
begin
temp=(a< < <5) +f,(b, ¢, d) + e+w, +K,:
e=d;
c=b< < <30;
b=a;
a=temp;
end;
BS, Tha, b, c, dFl e FEBMABRE N P EGHES . ELET —MEARKE
&, XNERAEMHRBEEE,

1.4 BFER

FEE11-1 F, HEANEEAHS 5% A B RNERRRFETHAREBAKKIIRHEE
R, WHENERFAREREMIERE, HE=THARANARE BETEZETHENHE. B
M, EE -2 METFESS, BEFERREEAERKGETE, AREXTERRBE LA
fefIEF FEIT 8, AEXBMERT, HENERLFRRE AR, BT £ 2 (digital
signature) SARALET o

BTEL4 T REBPERERE . S2FEARIEEBRAR. XHERNRTFELE—ME, BN
RTFXHAE, FANASLEMENENBE, IRGELEYH. REEAFHNIHE -1
THBRE—R, DARRIERS. RIEBEEYEAERARRIEESENEA, B_E—
BRENELT, CRESEREN BT UNELPRE LR, BN TELRIEA-ERR
B3k, E1-S /T MR FEENRER, EXRPRASEEHNATRA N,
TROTEREERT TRFELTROFAE:

R ; : Bl %
Xt it St
prye : g prova ISy P>
........... RABLEY AFFRAER]

E11-5 ERARFEATRTIEE
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BEHAIUEANES A EWRARERT, BRATHRESLERENLIYS .

BrPEAX/ATENME, 2MEB (SR 1LS 7)) BRFELFTROAREKE, 75X/
P, DESLAEFNARBIEFRAZ AWK R LG A0 NRIEESR PG H S 2 BH NS,
AEEMBERTT ERTAALE, BUZERLEFEEMARMTEE L EELHORX B,
XML RMRIE LR T ARMEAR BN, MERY THEMIEE, BHELFRTEN, K
FEARMTRERGHNMERNA T HNE. BAFELRERLRTHEMN, XL, AHEL5
BB RN,

11.4.1 —RHEE

AT EIME N BB T RMETEF. A TRE-RKEES, RIUNEFE-FHER
FRPCh RATLLT (Lamport, 1979) o KT X —f n fLMCREES, BEVLEEE 2n MEM X, F0 x|
YERREIRE, BAREAR) Y., =h(x ) My, =h(x,,), Isisn, EREREAH. HXHEm
MR s 1B i WM B TXAH:

x, H¥, m =0
S, ={ ’ _
x, Hi, m=1

RER, AREFRERENRS, Hit, XHE-RKEELMHK. BIEEHELH, HiHt

TR
{y,,o=h(s,-) K, m, =0
Yii=h(s) He$, m=1 -

Rl R, BIEETEMMAESER S — B E y, My, LR A RITEE 12.5.1
o E B XA E

WA, BR T KB IR A ME AR M R K b A — e B FUE R E, W LUK B R
FRARESHEE, ITREAHFE - IEBENEFEAN/IARBENRIETRH. XTRENEE
AURIEEAEFHELFARRIEHEAAEFEARIERARESL. A TEE XN, B&
RN EHRAE MAC, RIEHEEMMAIXE L, ATRIEXMESR, RIEENELEYL
MAEBEFENSLBHENRIEFES, FHEAXITEHRER MAC, IRERZERIINE SR
THE,

11.4.2 ElGamal £4#£% DSA

ElGamal % % % % (1985) LI T EZAEARAMEN. Hp B—DKH ., &EYEE
HEH. ReR—1MLp AEMP-1 B, RaeBAPANBELEL%EYH, Hy, =g modp
FEXT R A L RHIEF S o

BREZEZHEE—TEHE m, Osm<p, WRARKNE, RETUNA-MNEEHNBRH
BRE, RIEX B BEHITES . AT m#El7E8L, AP AEET NSk, Osk<p,
DifEifgged(k, p-1) =1, HH r=¢"mod p, I EMHE:

a*r+k-s=mmodp-1
RBARHE so BEGT(r, s)XMEBR AN mHEZ, BIEEFTE A NRIEEH y, HEHE:
y - r' 5 g" mod p REME
X F-NEHYZL, FX:
y «r=g""*=g" mod p
BoL. XM RNEZLE5EETHAIEEREMER, HEFAENM TEHIHEE, FEELLM
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FEHRNESA T RERM ElGamal 2 HFRIRAEHKE ., —"XENEL2BERRTFZEREE
(DSA; £8#H 4%, £RMFELHER A4S, 2000), EXANFET, AP ABREMAHEL
TRETRA Ko »

(D B®FE—NRY g, WE2” <g<2'9

() EE—NEBE , (0<t<8)FI—IMEEp(2°""™ <p <2, @18 q BEREBRp -1,

3 #EFa, (1<a<p-1), FitHB g=a"" " mod p, R g=1, WA—IHY a FitlT
BE, GX—HHELUp IEK g BIEERTT 8.)

(4)EFE—1a, FHHR 1sasqg-1,

(5)itHE y=¢" mod p,

(6)A MR IBME a, AHH (P, 9, 8, ¥)o

ANTSCH m #4784, [/ SHA-1 HHERFEME h(m), JFHERR—1BE, K5

(1) EEYLH R — Bk, 1<k<qg-1;

(2)3% r= (g" mod p)mod g;

(3)HE k' mod g;

(A)3+E s=k " (h(m) +a r)mod q,

AN mIEZRERET (r, 5)o XINEEKHANLHA (P, ¢, & ¥)EFUTHEHERT
R .

(HBIFlsr<sqgM1<s<gqg;

(2)HE w=s"mod g;

(3 & u, =w - h{(m) mod g M u, =r - w mod g;

(4)3t%& v=(g"y" mod p) mod g,

WMHEMNY v=r BRI, WE SR FES LB Bk (elliptic curve digital signature algorithm,
ECDSA) 5 DSA #2/l, BRERFAMBEME—ESSHETARLURE p IEHE ., 7 ANSI
X9. 62 trAEHF T ECDSA i#47 T ¥,

11.4.3 RSA %¥#&

RSA RFAEHKZBE Rivest, Shamir and Adleman(1978) ¥ — TR A1, BRI
ATFELZFME, RSA RXMEENERSTIHFEZRXTRFZESMAABBBRITHRRER
Fo ERSAZLZFRT, AP ARERNERp Mg, UR—ITRAEELEH e, WE ged(e,
p-1)=1fged(e, g-1), AHLRIEFAM BB n=p - ¢ MR J AR, HEHE

e-d=1modlem(p-1, ¢-1)°

R4 W SCRY A m, IR SCRAK, TTLAR A% BR B AR BRERTEL. R
FA— AN EMSEERR . B R(m), UEF1sh(m) <n, AELFE L, IMEFERIT
KEL, RIFZETAECKRHNEEN X, TEEm, AP ARTXERES:

s=h(m)* mod n
BIFEFEANRIEFH(n, )HKE
s 5 h(m) mod n REEHZ%E
S F—AEROSARNR, XTERRALEY, BA
s'=h(m)*“=h(m) mod n

O lem(p-1, g-1) LR EH., — %N
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RSA Z2 5HRANBROEERMER, HEAAFNH T ERMEE, FM— AT RSA & LEK
BMTEZHEF, L, EEADNBRINHERIFREBRE h(m) BEERBERN—MEN
n BEE. IO RIBI—1 160 LLAFH) SHA-1 BREEIRIG— 1 1024 {7 i B HOK B — 1 HR I 2E
B, WEBEERFRAFTEESE, HREENIIT RSA K77 M REEHLS 4 77 R (proba-
bilistic signature scheme, RSA-PSS) .

11.5 m#E

EATRE T ARiE Mm% (encryption) , ERARIPEEVNEENE L, MEEE, Lums
2 (cipher) , ZEMFEHFFARIEHT , #5830 (plaintext 2 cleartext) MMF, WATH eK(X) RFTRH
FHAKMENHAX X, ASHHNHBREHFHME (decryption), A NEXPKEH L, RIHA
dK(X)RFBAFAFEHAKBENEX X, ¥ TEEFH, ~THENNEBELEXEREAERNE
X, EHENEHAT, — RPN S eI X8 1H B SCH A B N 4 B AR R 2330,

BEHMEEEBEETEMER ZREMNFT Y, BENFELRRXHE, REZVHEERIE
ZEEHHRAIEARARNME, B, IMREEFRERAEHY, FHFAETFARRESNE,

MEEERURMERNGHR, EXNFRNEREES, mENBREFEAERNEH, XMEHLM
BR¥, A SEXER B, MITRRRERAONMERE. A THARSSERLEHGE
H, SMEENTE-ITMFNEH. P RENEEHTERI B ToZENERTSF.

3F st #5 Ao %5 J % (asymmetric encryption algorithms) , 43,0 i 4A X 3% (public key algorithm) ,
MEMBREFEARFANEH. MEEATULAT; BEFANREDEN, LHARE. REE,
XFENEHEBEERMELHN, ERBEN AHFUHRALTRATTN. AT XOMHREDR
GRANATEERSE, RINENKELREN LT XRHEHES, MIUIEENHRELDREN L
T X ERRA

EFHEMERE T, BHB, T2FHEAFRAER ERNEBEAFERESENS, XMHELE
BHEIFEMS R, MAATHRGEMURRAEE, ¥3E, AHRATFN, EAFTERE. 4
PRERAAMBEENE — OO, TRETEMEEREREXMmMEEH XY, BE
RER, AT ERNATIEASRE AEREHRAURKMEE S, M, @#—G3X8. 3E, KRiE
EAPIMPRSREE SN AARRE—ENZREAZANERE-TFENES. &
12.5.1 45, RATHEBXA T/,

TN B B AT A4 B e m F B (block cipher ) F1 % A2 % # (stream cipher) , K43 BB H A
FRAEo '

o 3 R+ EBEMERKWEIER, RRMEFA—IERME R 64 ik, mE
BT EBER T IME BRI . RINFERFMBEB/DOBEER, wBMEANEFY, #FHA-1T
RN FERE, fl, SREEE, FIRERMN—, XHXOEDFERTEEMAE
To —1 16 HBRIRE— N KRG ? mEE B ANREESRY?

o T4, IMFHRMERAR —FFARMER TR —CEMIE R THRINEF[EBIEL
AL BARINF A, HNFENELEBTHEORERSHRT. EXHEXLT, #H
R DES( AT X) B FRimESiue,

11.5.1 ¥EMBHRE

H 4% % 474 (Date Encryption Standard, DES) R B LZeMEBFLES FHN—IEE
B, DES F 20 i 70 FRIF LM, EHEEBUFRPIENERESHRE, FEEARRE
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FUF

B AR #E & 7 (Federal Information Processing Standard; £ B #4498, £B A K4HF44L, 1977),

DES #£ 56bit # 44 Hl TXt 64bit B SCH N, E— P HHYELT - FERBRFZT T B ] 64bit
THEFH. SKEBEHIBRMER—#E, DES ¥ T Feistel JAH, Feistel i #2875 K B HTEIF &

HFEBERLR, i ROBRE S RELTT L MAEES R,

L. =R,

R.., =L®F(K,, R)

Hep FREMIERERE, K REXRBHARHHFEH, W
B 11-6 Fis . XAMRMER NN R AT LUE A R 2 B8 R H AT

R =L,
L, =R, ®F(K,, L.,)

#£ DES RISt sR ¥t F 1 32bit i A Ri 4 JR 1, 48bit 3k, 3F
i/ 48bit THH Ki #IT N FREE . XANHEGERZH 8 4
6bit Fidk, EN1H1E8 4~ S & (substitution box, Fi&)WEA. &
A~ S £ ¥ obit BB AR B K 4bit . SEMBLELL P&
( permutation box, F#£), EXF 32bit M AHATI B, HHK
B F SR,

DES Z 347 16 # (round) XM ZEHE, BRHREEHAARD
48bit FHH K, X FHLE M 56bit i) DES 4T A R 1M,
EH AR SLER P AEN, B RO D ERT—
WHES, IP7', B11-74H7T DES WRER, RITERTHH
HERBEENAEY, YRAR, SEMEH,

20 42 70 4E4R, X4 DES AR THENEE, AfIBERESR

15 EME . R DES FERBRMEFHEE (AES; £BH 4

&, AEFASHEARHS, 2001) B4, DES ZX4iH, MHRED
FFEER, BNERSMESRAIE, X DES 21 TBEIBAR
kEFHFEBER, METHEHXD, &K, AFELTHRS,
X} 56bit WEAB R M T RBROZMBES T . LIEWHWHERBERSE
KK, MEEEBLABBAMHETUGERAEZNERRE., EXEX
HFET, RBEEEIE—/ Sebit WHARRBERILTEPRE
AR, MARILTEREILNME, ZEFEATT BREHBHK
AN, MALHEBRE, EFERNEERFERT =1 56bit HHK =%
(triple)DES, R BT T 58— DES M s REME, AW
/™ 56bitDES %4 K, M K,, #H FAXNUAS P #ITME: C =K,
(dK,(eK (P))o

2001 4£, Rijndael & ¥: ( Daemen and Rijmen, 1999 ) #i Fi 1
AES, EEBPH—FRE. X NE W LUE K/ R 128bit,
192bit Fi 256bit H9FEFG, AES {# A 128 (I #9 % ImEk T ¥, Rijndael
L VHRETT 192 A1 f 256 M EUERZ E, HPPERERNIKE
A AR SL TER RS,

ik R A TR E
L R,
| S
F
L R

+1 i+1

11-6 Feistel i

£~
N

M
ol

& 11-7 DES Hik
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11.5.2 BRin#EHEEN

Bm#ER T U TFERSENMFE#RR, 745 % 8 K (electronic code book, ECB) R,
BAPCREAER S BEABL NS, AR TERRXTHAXHELS, MR- HE X2
HEHAN, XHMEIEOSHRETRP. MH, TERERPIEETER. MERKNECHRK
IFRECERE, FEREBFCOLER, REARRETCEHER.

FEPE 11-8 f) % #4344 ( cipberblock chaining, CBC)#EX 4, RiE KIS C,_ 7E/MEATHM
(MR F— Xk P, B

C,=eK(P,@C,,)

C
Jan\ ' )\
P~ e d "

11-8 SR

Hit, ERMARASIENERNECREHR LK. X TFH IR P, C, AEWLH
i, XTERAREETRREN, SEERENMNAPR, IHARLTFNLZEEMG, XHE
—MHE, VIR BEA L, LB RIREEE SRR I BB SCR TR MR, TIRKR
BUOEADRBESE B CR, X C ERATXBEITRE:

P, =C,_,®dK(C))

MR—AEXRFEWER T, IHRPEBERAER RS, BRC ARRET ¢, #
THEHE)G:

ﬁi =Ci—l®dK(a(i)

P, =C@dK(C,,)

EERRERE UKET

Hr th B4k 4 X (output feedback, OFB; 2 JLIE 11-9) {8 F B 85 2845 K MM &5 28 1 S5 4 i 2k
RES. X MERF, BT/ T BB E TR MR T S R B AT A TR, e el
M AT REE TR . RFARNMBARRTBRLERRBE. BT ME— Pk, T
CR BN R — D TR GRAERDR) . M BRH LB R BB TR ER.
REABESMERLMRA ., SANEEXMMENMBARNBEYE L, BREAEERSE, EHXR
C, f535 PR UL S WX BL A B SC Bk P, R o T o 3 T LS8 iod 7 X O 7 B8 A o 85 3 M e i
B BB

o

e

HEEE T_[—\

A 11-9 R
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% 7% B ( cipher feedback, CFB)#¢X ([ 11-10) 67 BRI E 25 R A R S BT XK F AR
FE, PSR L REBERERIR T /MNOER TS, EXFHEX S, SR ESIRER
BB - BAFFR. XITTFESHATHEME, EXTEXHTRPFMET —HIRSF
(BRE) . MELBEWEMR, EXMEXT, BREEXNMEKI BRI EEL. ¥
ik B ERFRBES—NEXR, ROREVHARER, FHEROEHEIRIEESH
EmE, HIIREMRABAFARPEL, FRmE RS B EI0R.

1 CL1CL 1 C | €y C.,|C r_J
e 14
C. .
P[] ; Ware p
i U~ \L/ . i

B 11-10 #H R

11.5.3 RSA m#

M RSA BZFEHRMNELSBEINFRVEALERT . 4 RSA FTASIMER LN, A
FARBERIRRp Mg, —MRAERERRE D, WE ged(d, p-1) =1 Mged(d, g-1) =1,
AEMFEHHER n=p - ¢ IEH  HR, WL

e+d=1modlem(p-1, g-1)
T BLTER R, ERENRER-NDT B, ITHHEEm REHA, KkE
g
¢ =m’ mod n.
BlE A ERRAREES 4 LIRE:
¢ =m"*=mmod n. ,

FEFXANEEM R AEFKE. EHOKRTRMALYNEY, & TR HBBUN
RSA” HIATH ATRERA L2/,

1. % '

RSA B— MR FHE, BEFHNKE, HEHS R 1024(3F 2048, 4096, ) LLAFKA
B, Hxt—&HBHTMERREE, SHURAYRA (padding ) R EHBHKEBIZ T RKEHN
B8, EATUNM—EEdE, YRF—-AHBORE, BEETURERTHEIEF BEFE
N EARERPEFTHAL, H—FE, HETEEEEEFAH, PKCSH v1.5 BRUFERTE—

¥H4E D, TR .
roo i OZT PSTOO l D ‘

BANMEAFHHHEOF2, PSRE—ANFEOFWREI nl - | DI -3 AEMERMEN
¥, XPE—%, BIE DRIESE HS—TERN 0 HFT,

Bleichenbacher(1998) & BT —A 4Pt X R I R M RSA Ml WRBEERES
ERBERBERBEE R, XN BHBEBEAA 2" A FQEICRB R AL, KB R
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M ERR SSL (S A 13.4 1) . EFRIAMZXIMBER—ITLERY, BRER—-RS
B, WEHEBRRT —MIENSEES, REARSBEET N TRENE L. YREXK
B, BRFH|ERN—MERER. BREFHBRFEERTEH, HHPTRELVUEAWEE, XK
HE-—HEEXTLE, 2°KRERERTUREE—NWEHA T (EEHT, 10{ZELRMR/MY
BT,

HTFREXIMEE, RAERX fﬁﬂm%iﬁﬁ( Optimal Asymmetric-Encryption Padding, OAEP)
PR FIRAE AT RSA B HHT IR HE, OAEP RIESIAMWER, BENEMHECHERL2FAEX
i€ ¥ ( Bellare and Rogaway, 1995) . ST, XA EHEMARLE, HEA LUMBEE (Shoup, 2001),
HHRe, W EX&HBHK R E (Manger, 2001), HEXABE, XTFHERLSITIHHR
RFELEHITH

2. 59|

EMEMER R ARRNEEREE EREZEN, Wi LERBNRERIATHEE . X, 3
FTEEMREEIN FHERTH

11.5.4 ElGamal ji#

#£ ElGamal AT BB LS, p MR- IR EEMSEEMER, Bk g 2— 1L p IEH
EHEE, #aBAPANBDERERY, Hy, =¢" mod p RHAMKIAIMEFEH. WIS
BB, FEENRBE—NFp WER, ATHE-MEBRm REGHA, REEEE—HEN
¥k, itBr=g"mod p, REIMTFHEXL:

(¢, &) =(r, my.)
BA ARAHEAEREEH o, FTRIRE:

P
XM TR, ﬁiﬁ&ﬁﬁ%%iﬂ%ﬂwﬂﬁ B—FE, WREANHCRMEE, HEMN
BXRHBEAHFEIN ., BB NNATNE K. BILBWERFERS BN SEHEY
SR

11.6 FHHHEE

EFEFHEENBERE-IAERNZAR, FBIEREWEEER L, i EKHT
ERAER, —MEBREERITLE:

o 5 35 4> 4 (empirically secure)

o T {ERA #9 4% 4 (provably secure) ,

o . &4 44 (unconditionally secure) ,

ME-NEECZLZETHEMNRE, BARINNEECELZ2RZ24, J&%H‘Jﬁﬁ?&ﬁk
BREEHATENGRKE, RREFEVZEEARSBAZA-IMHRERQEA BHRTE,
BROCLEFEYATBENE 28%. REECHEHKE, DESER-ITELRELNEY
BB Fo FEAOHTE, LM EBMIYE, SEMBTMARHES T EHMEK DES €4,

TIER G LEE, UPRETHENR—EREMAA, BEARNES. TIEAKHE
SRS RIS HELGEHARRN . MREFE B IEZEDMBRT I —AFE— R E X,
MBI — N RBERIMINEZHEEILFREATEEN, BAXTEERRTIERALZLN. XME
ORISR, (R PR L R ) 1 A B R 4 AR R 50 .
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“EOERER—ENENES. X TCRBRTKEAELAEREIIN. R, X4HE
BARXEFRT2REEARY. R, ROFIF BRI E &R MR ERIT R
Blo B, RATEBHTEXSIBRENRPEEILEPAFHBEK, REABXE—12KIR
Ko BERHERIOWED . B RGUR 5 F 0 XM 7 R PR X5 AR B O 2R B, BRAE R
A ELREN X B —E RERN . BRRAEBREBTERBIE: BBEMALERERIRE
Bk, EHARARTREA KRS, BARMAHAERNE, X—BR4TETREERENER,
AW SR EREER AR BN RTFN TERRET TR

AEAMEZLERATREHA RS ST ERENR G E IR, SR, KATUFHEILEL
FOREBY TR SHENESN . A&t 2B RREH IR, MERLEHELROTE
BES. RANKERARBERRMMAERRN, MR- IHLEEEEFXRARBRTH
SCHIR ISR, M EERER SN,

T R BRI EL AR — R A (one-time pad) , RIEEMBWERE—NRIEN
BEPLE I, XEEH QAR FXRACHEARNCRREE LR E¥ERAMR
R ST AL R BB, R AT A B SRR R I

FEXOEHAM = VX OEHAMOEHR = HASC

FAEAEHA RSN, Tk R AR W2 X T U X RERER, T HAEE RE X
ARt/ 7Y BB BA SCA AR RS I

EE! EEAGNELFEBESHBR. SR ERMBRERABR KSR, K
HEEBIXE OB BN ISCAR

3, @I, = PI3, O HROWI X, OFHM = 3, @H L,

HRE S BB B R EAR— N EYER E BT, Venona TR XH
R B B R TRV IR B E I

BEEBRA—EXEENEL, N, ERAARIBMERNSENEHERENARER
B EE B A 5 W R KA Enigma AR XHRAKREANHAT. Hit, ¥4
EEHNNZLRBBRBNEE., F 12 PR THATEBUARENA,

11.7 #R

J55 Preneel et al. (2003) B R — L FEAREE, AERAEPFFSHEEMF G HH TR
%, REFMBERORTERE. RIVRAMTERE-GHEBT MR L, % Linux BFH
T, ASREEHFEMER, AROHEZHBTOREEAR, R11-1 ST HRFBER. R
HRARMBEROPITER, ENENF RSB, £ 11-2 LB T RSA MpjA ECDSA
AR, FRUSKARNABK(EAR) %, RSA INEM RSA B4 A AL e =3 RFUR
I E R A BRI B KRB . ARBENEARRENSS.

£11-1 BHEEHONHREAREOEENE
BHEIEN AR BHEEN e

RC4 7-8 SHA2-512 83
MD5 7-8 Rijindael- 128 25-30

SHA-1 15 DES 60
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F11-2 FAREEHRFE2EENEERNE

BEEEN BE B8/ AR FHITE(FH) FAKE (L)
RSA _ OAEP M 2. 026M 1. 654M 1024
- L% 42. 000M )
s 42. 000M
RSA _ PSS Prees o 529N 1.334M 1024
ECDSA _GF(p) EF 4.713M 4. 669M 160
- B 6. 085M )
B 5.061M
ECDSA _ GF(2"™) e 5. 809M 4.825M 163
11.8 RERE

B R EE I LB, Kahn(1976) WEFBBLR—AURFNSEH, B
BT HE ARG W E NS E T LUK Menezes, van Oorschot and Vanstone (1997 ), Schneier
(1996) MEER KRR EFELZENLEGH . EBFENNE, EREF-TMEFFENSEH
®, FRETRKENEBERE, AXxEdd, RKATUKRIESAETRIIVEENFTFHTHIEZ
HIf5 B Differ and Hellman(1976) RATFFERARES, RHER—MEENEL. "W LE Granville
(2005) HRBNE X FEHPIRMATE BR, AXRFHRMESEXM KR, TS/ NIST £]18H
Ay 800-38A, 800-38B #1800-38C, A 3% Venona {46 LAi[5] http://www. nsa. gov/venona/

11.9 &3]

%3 1.1 FEBNEHATRITERALZSHNME E#TE2EE, XS ERD?

%311.2 FH¥FEYPHELEL, XTEETLEE LRIEHKN?

%3111.3 BREEAR—IEEME2"REENBF B, BAHENZEEAESHET)
55 FO3ER M PR

%311.4 BMDSABHMEGFv=rBIMNERES,

%311.5 AEEE» WEEN n SR —MEESGEE, 81024 BT 2048
HHER) RSA BB EAXBENPITR W

%311.6 ZERSAR-NMREBFEHHELEE, B0 s=m" mod n, HBBEMRH
BEm ERAFERNEN, shBmfiAathEss, URBIRHEE,

%3 11.7 H—ASOMEAKTIASED DSA B E, X XBITERMAE, REXNWBHE
HHFTEL. RERXIMEHBPERATAENER, AEMHEIESEENESES?
L e XAHMIER, —MERGENNEZEESLNEL, FHEXGETULEERE

HELBERAWEB,

o Xy B IE RN E, ERBEEMES, HEENEHEFERN, MEFE

Db, BrarE X Dol BRA EHIAL

o RS E R AR ML AP (M0 RSA, BA R HER. :

%3111.8 EFBBRAMAENRECT et H RSA? HEMFHAREHWERE, LR
RERERE, YEEFERN, XSFERTSEER?

#3>111.9 #£ ELGamal £ B d, MEBERILE k BTFRHNARRM SRS, REHREE
4 FE AT LA ey g ik 4 7

#73] 11.10 NP-complete [njE 2 HEWBE BB E LW A EEM?
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FHETERZR2RNEERAFFHERRNE, BTEANE. RFELREHBNIER
(MAC), Z5FULAFA ERMEH. EAHEERY, S5EFTERETELH. ENKREH .
Hid, 25EFEHREFEH. XTLLESHAFREREA—DFRNEMAF DK PINs 1
Tk, REEBIEEAERSZAERMBELRFIRLHE,. XUBUHREFATRRERMY
BN, BERFELR, RITESERENBFEEMER ERTERAEENH.

LXNFRR—AFEAN R, BAZXREMNE-ERKRENITHT - HH2E,
HEET BT BEER L SE B BT 1R . B B FE U B 28 M BUAE. R ITRHFK S
XBWMTAH ‘ '

B %

o BIH LA BRI 3o

o iR — S FENFEHRLIIL

o S BRK A GIEEEIR M Ak L,

o SRR E RS B T LA BT B LR 2.

12.1 5|§

NPHERELNFEAERER R, ERNERCEEEEMFE, XHERBRT
FHOEE . ARPSSRE S BEHE” E IR, X0 UBRBRETFERERBRMEH R
i, ENXF AR — M RRFE, o K%Y RE L E K 4% % 4 (session
key) . .

BEANERRH TSI ENARR BTN FEELR, EFHEHES, RIITRE
2B EAMEFBMEENEEL, FA%M (key vsage) IR FHEME ., BT . HFEL(H
FAE) FEEEEPRIATE, EAAMEF, BRITREEFAEXMENBFELER -
BN, BAFANEMATRN . AFZFENEATRFRPERBEHNZEEH.

12.2 #AEIFAE

By LEFAHIE AR IAMED I BE, 118 H OB LRAE “REMERIE
TEXCER T, SR ERNEE S, KT IRTURIIXEDE, §K, BRFFHAREXST
INERIBGIET . WANEBH 3 W FH T BRRELHS R BRI B PE TR, 20 it
80 4E4%, ISO/OSIHEHR(ISO 7498-2; B FRFALLLLR, 1989) IR M Sia L AIAIER A o

HEXEINE AAEBFHOTFEARALNF L0 S0, AU REBAHBELR
MrEet R AR, XFRSHA RAA—AR SRR ZH

75 19 47 90 £/, EBRbRE{L 4L ISO/IEC 9798-1( B FrAF AL R, 1991) F—Fh T
BB X T EINE, ZHFEABATELSENEN,

EEGAE  ERRENHAF A ERBEES M ERFRG S0, FHRNEREL
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NIE R R0 6] T P AR B X

HZFRET, THRANERER LT LRESTEESN, EEENE R, ZRESSF 2%
K #| (dead peer detection) F2EK,

ERFINEF, N—FZEBOAE, AL NES, TEIOTEBEPIAL,

12.2.1 ZFBIAE

EfHRARERFE, BOFTEFHTHCEINZLINHETES. AT EFRES
PRI -G REBRNEZLLERREN, BEEEXTMREXNRWE WA ZK, T
SEBELTOSHANE(E3I E), YHPES - FUEEEEENAN L TN, O42HREA
Aw. X8, RATUERSNEHEGEEANRMENZENEERZL2M, FEGHA4, EX
FEBAGRE, RFEH -TSERRATEN, ME—~THARNRE P, IHATEFERER
EHHNEABRRARTSHIEEL,

EMZ L ERPHOSEXBARAR— I KE, BESZAHAXER. 24 %K Z (password
sniffer) BF, XEBFUMMNEEGE, FHEHEFOSMEMEZ2HXELNEEL,
A4RE— N ESHRRE P ZIWHAENLH . X B http hERBT. EEFFILFRS
a8 FiB1T. B WAE http FHRBMF 8. AT RIEXNFF 4, hitp hilE T ETEF AR
FARBABENLEFA(OS) HEIAEILE . HBFIALE, A A&F FAIE(Basic Access Authenti-
cation ) 135 -8-1F 5] 1A 4k ( Digest Access Authentication) ,

HEEAVIEGAES, FEPRLARMEOS, YEFRERK—-ZAFORE, RESHEE
401 RERWEIR, REFFREAMEFE (BEXR 64 A RIEFEN) KEXAMFT R, REEH
B P mER CHBEOULRIFRE . A RIAERERUBI X k%, BIEXHETT,

® & 3. GET/index. html HTTP/1. 0

® JR4 &% : HTTP/1.1 401 Unauthorized
WWW- authenticate Basic realm="SecureArea"

® % F %% : GET/index. html HTTP/1.0
Authorization: Basic am31dXNlcjphLmIuQy5SE

e R H#. HTTP/1.1 200 Ok( LA B BHER3CHS)

MR, SFEIRHAEIF RIS &% 04, £—1 R # - & & (challenge- response ) Hpil H fif
AT —/N N2 hash W A(— R MDS), HIRGFEHERX K WWW ANIES HEFE — S8R
#, BIETBA TS (nonce) , ARF R M FRBIERE —1> 401 FEERLFE— MM, SERIRER
SHRFFISHE. FPmA— " EOENEE, XAEMNEHETHXHPZ . RERRINFSS
{8 LA R Frig 80 “ R —IHE” (request- digest) , HHHEINTF '

BHR-WE=h(R(P & | T | FB) | FHS || h(FE | digest-uri) )

Ho o digest-uri” ¥ B BT iR 49 URI F145-F http 75K F M HiL” . #E RFC 2617 HEMAAHE TIX
UM BT 0 AR

RiBEF5E B Needham and Schroeder (1978) 2 fy, FiRF~R REHEH— KM HE,
FHSEBSGEITHPREREENAG, FHSTTUR—MTHE. — o B2 — Rl
¥, FISEELE—FERLETAN, H—ShERFALETRANFIE . EREAFREH
T HRREEN ZTFERBHNEBHFFS.

RADIUS P (BB INER AP RS 35, RFC 2865) st — PN Ed 04 RELIEBAFIA
PEHBIF. 5 hitp FHEFRAIEFEL,, RADIUS & T —/ Bk - IR, HPF OS5 K& LIE
X RAEE,
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12.2.2 WEARESL

HBARELNS 5 E R LG IR A% 43 89 o 72 BU7E 0 4 % 47 & . (key establish-
ment) , XS ERAEBEELILEFHYIT, %M F A (principal) , 5 5MA] BEE B BRI
IEAR S5 28 TRREME =07 . AFPIEI IR EATUARHAMEEHR (4 2) FHER—H
W = RS BRI M B 2 BAREY, B M T2 # =¥ (trusted third party, TTP), 4 E /A
Benkss, BNLHEE TIP, _

Hit, - NEEEMOEFEET SN ER T HFEXE—1 58 %49 (weak key) 74, X
MFEH AT ARE TR AR — N FHC BRI AR, VR B T & H A R,

s MBS T —NHEH, B—HS5HELZHE?

o Wi 5 AT AR HI B O vE R 7

MENFARBIRATHEGEREFHN =4, FEESEEL—I1BFH, XELHF
ARBEERT RS, XFEAEAIRFEHES . Bk, FHERRSTURES - EAXS
B EA AR it 1Y ST BR % 2 AR AE BT 1 ) STk 3 — 2P X 4> FF K ( Menezes, Oorschot and Vanstone,
1997) o

o HYEH: BEA—HRIBE—IHEME, AR CEEMEERSEH—F (550,

o T —B . WHHSERBEEMERUEREHR —FEETAHENER,

o HHIANIF: BE5E-FTRERTRITMAIHNE 2524, BARKRNWS5TRE®

VilaR E R E 4 o

o BYWIN: BH5E—FTHRELE_S5H (TRRALEHIE SN BA - MEENEH.

o BRFEHINIE: ST EBRA BHAEMEHAH I

B 12-1 BR T EEAEAE X RIMTBEEH R A RB LR T4 — N 5 BHH
WRERE=ZFER, EEETIPG? EEEBRNERERN?

(&K ) AUE

= Xt S LAINE (1SO 7498 )

— FAAR L —————[: FEm
E EEIAE FH-H

wHHIA
BAFHL

— SCAIAIE (150 9798-2)
e 5 R

A 12-1 AIENEHEMRARE

12.3 FHEILHN

S H AU R T R ST 41 W D PR UBR S BB M. AR, BRFUSCRREB L T XX
PRWEZ %S, RNEFTEHXEHICRERERENRITHER,

12.3.1 SAMEBHTHBN
ERITHE— i, AKEP2 GATFERFSAAZ#H MY 2; Bellare and Rogaway, 1994), F“ B
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My A R BREME, FEAKETF TTP, WA A A F B HER KB KREH KM
K', FESNMHUPETTERFNEIBFIS), 2FE n, Fin,. EEER- B
R (MAC) by, MI— A HHR BRI 1o o AKEP2 &—AZ22 ML

(1)A—>B: n,

(2)B—A: B, A, n,, n,, h(B, A, n,, n,)

(3)A—B: A, n,, h,(A, n,)

HHE—%, ARE—NHBE N, BE_LH, BA (B, A, n,, n,)FNHEHREXACH
Bl n,, HEFHR k= by, EEZHP, AMEERHAERN h (A, n,). AKEP2 #EETHE
B E R (B BHIAE.

12. 3.2 Diffie — Hellman i

Diffie- Hellman #r% (1976) B— B8 —B . £/ A BB BEAREE AT, i1k
BN KMAEYRENERp I— 1L p MENER TE g FAARE- IS aHER
#%y,=g"mod p % B, X BEHE TN b, HEEREY, =g  modp KA, HitH y.. WF
y,, AT ACHEN aRITE v, XE-EN

y.=g*=g"=y,

S ENFHLZEHH ¢” mod p, XML LB TR HRZE (SR 112 ) M
B, —MEEGITE BB B LEE T L ¢° mod p 1 ¢” mod p H13K78 a # b, Diffie- Hellman
M ESHR B RS T EEOTRABMN L2 HRTEREE.

1. man- in- middle =% #

AR T —A4/PHEE, EMS5FHAMEHEC RS EXEREN., XA Eg
F man- in- middle B P RHEE M FH, EEHEBCHAARMBRERFREREZ L, HA
ER-MIGEITREIE A, FEER—FE, MEBITA, REMBIIGET(EI12-2), £4
AFM BEIBEIARENCEYL T — M EEHS, BEfRERE MM A LZHH g mod p, M1 BHE
#H4H g” mod p, EHEPYIEHMAE, BBRBURTE A F B ZREIBER

g*mod p

o §modp
(a; @ @

g'mod p g’mod p

12-2  3Z47 Diffie- Hellman #41{ T ) man- in- the- middle I

2. station- to- station

3 T #a4% Diffie- Hellman Pl &£, SAEMIAIE, station- to-station i ( STS) ( Diffie,
van OQorschot and Wiener, 1992) N T H X417, BT Diffie- Hellman Z#HE7 T — P HEEIE
FEK: =g” mod p LIS, HGEERAMBEREENZEZAE, REELHEE. ETEHMHR
, S, FS, BAMBRELEYH, S, M S, RAEXEFEATTENEL, BDUPHLER
T

(1)A—B: g*

(2)B—A: g", eK(sS,(g8", 8°))

(3)A—B: eK(sS,(8", &)

FEE—Eh, A WRLIAT—#E&ZE— Diffie- Hellman AN HIE, WP " 5, B %R
— AR b B HSEHEH K. = g” mod po SBH IS, A BT Diffie- Hellman %4
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BN ABE K, ARRTEBHEENE NS, BELBRESA. ERE—RHEZ
&, BEESBENBL ANES ., STS B—MEHA—, b AEB R AE T A ST AIEmM
BROFEHAILE,

12. 3.3 Needham- Schroeder il

Needham-Schroeder ¥ (1978) R— M FHUEH N, BB 5H A F B A—1RHFE S
HESEFY, M EATESRESEZE—AHY, RAXMKRINERHITINE, EHEFES
S (BEVLBA) AR IE B T . eI R T AR AEWT

oK, HAMSHEN—ITEH

*K,: M BMSHEEHN—-ITFH

*K, TEAMBZEGERK. B SUEN—NSEER.
on,, n: ZHIHAMBFEEMFSS, '

B 12-3 BRT MLk A NRF % S PFER—MATH B
TR SEFER KN TENER, EXNMHIHEEA PR
d, ANSHHRETLSERY, HEBEHEES B, BIKE
FERR 452545 B PR [E 4 nonce n,, A BEBHIAX M REFHE
BN EBEER B2 R%HE, MHRRERME MG
FHMNER. ERERET, BRIET A YAEFEARENE N
R, EHABTES Bh, A RAT B — Ry 23 Neednam Schroeder X
s R B RERE
AiE,

(1)A—S: A, B, n,

(2)S—A: €K, (n,, B, K,,, eK,.(K,, A))

(3)A—B: K, (K,, A)

(4)3_"A: ek, (n,)

(5)A—>B: ek, (n,-1)

3. Denning- Sacco = &

R AR A GETT, FHEKNFH K M K, KR, BAaEXFMicERNRET,
Needham- Schroeder BpYSCHL T B & 8 B4R, Denning and Sacco(1981) BB T — & A s & (re-
play attack) , BT M B A BEHHRA— I CMRHSIEEHA K, o X TFEDNUBIE 3 2IF 0T
I HERTIFSIEFYN, 1 BERAMGEITHE=FNE. BAFEHEFHEFHEMAD
MM ESEEA:

(3)M—B: ¢K,(K,, A)

(4)B—oM: K, (n',)

(5)M—B: eK, (n',-1)

XE— B HM % 4% & (known key attack) , ZEGH A — M EMBHIHSEEFA R
—AUE 4G, =T B, Needham- Schroeder AR BLEHEH

(MR—AEEFHILERAE) EARREBHKIELLHN, AL © 3 2 #7 8 49 (Menezes,
van Oorschot and Vanstone, 1997) , ‘

FHEHA B FHIEERIGE.
4. TEGTERE
WAMMLEIRHE, i ESEFANERS KEEANMRX IR, XELEEF. 4
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KEAREN, RARERPLUBHRET . A, RIMIRFESEZNSERFRLE, I
RLEFARERPEFNEFEAMRE ZHSEEFS, BAXMPURERT R L4954
R (perfect forward secrecy), RIE“EXMATHARE R HNSFEHHANREL —HEL
R

12.3.4 EFO4H) password- based triY

7t Needham- Schroeder thillh, ¥ &E P HRFH/MEE - HIEFTH, EMNREXEZTH
H. Bk, M RGHULIRER AT LZLERBEHANER. IREZEPRESH TR E"H
KBV RIRFHFH— DA, WARMAGBKEAeicErLEZaE, B, ROXEBTHEXD
SHEBER, K5, RIOVA—-ITO04 PERME-THEILFENSEER K, REAXINSE
YR N2 LS B

(1)A—B: eP(K,)

(2)B—A: oK, (H1E)

XANAMBRE - EE, ERESHZIAREFRAT, AEELSHEMO4S P, BEFE—1
FEFEBI - MRENSEEA K, , ITEHRARBEE_-NMER. YHAT -HEBEXH
AR, O4TFREEEEWBEERET

i %4335 ( Encrypted Key Exchange, EKE) BpiS{R] P43k % 3% /™ 6] B ( Bellovin and Merritt
1992) . EFEAMHFEMBREERAOS PAERBHXNBEEHTME, FEWHED T - MOHKNE
R, EHGETTP, ERAFTET—TMHENAS/ RPN K, K" EE—IHEF, A KX
P TIER (IR ME) A K, 85 B, EE_MHES, BHEIENSETRS K, KRB
A, BREK(AHEME) TWE, RSEP TMECIFME)

(1)A—B: eP(K,)

(2)B—A: eP(eK,(K,))

ER%GS, BRBEEXNMUASZIBEFRIGE. 48 MBGET=EF N BEAX
HARRKREBHEGT . TN IERITEARMET O MEHAR BN EMMER
W54, ARV LASE Halevi and Krawezyk(1999) EAE,

12. 4 Kerberos

Kerberos 412 3% E B4 BT 24 Be (MIT) 7E 20 t47 80 4R 4K A9 HESL 4K ( Athena) W H F 77 & il
KA, FEMERD MIT WRRZERBETHERE, ERCHNBECZEHE T MIT MR EMEE,
WHET SO EETIE, LM SII8E. B Kerberos 75 B i f& B 1 B M 7£ Miller et al.
(1987) MIEEFEFE IR

RAFEFRECRBEBERA SRR, wRFFHLT NEORAHE, $4

B, STETEGES, FF, ARG EISH: FEEHERRGEFALARF

B, STERIAPFRBRTERGRIR, AEKRBABIBIAARS, Wi iB R i) W AT

A,

Hit, Kerberos i/ Z##EZ T, HIL M Tlktn#EC LR A Kerberos I T4 i X RGHIA
iF, [EEFEKE RFC 1510, ESMARSGE T, Kerberos #2 R 57 AUEE P (client) , AIE R F S8
£ 3% (ticket) I P RXL LM FBFHBEEILH .

Kerberos 3 [ F Needham- Schroeder B4 #p (B0 12.3.3 %) , 18 DES X FEIXT PR
BRAFEEHAXNE, AramoSERAERF, EROSREELMEHITIEH, RFC
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1510 44 T Kerberos 4 5 f— MNMEAMIE IR, B Y —MIBGEIT A EELRLERT & H B9 48
EE%, THEAEBHEREIE T Kerberos i B P H— SR, FA(UEE T G217
58 RET TETE o

Kerberos B R THZE YL C LRAF A, IREEH BMUNERF S S, AP A FHAIERS 2% S
HEANEHK,, IMEHARAAP KOS ED R HRECTESIN. K 2 TMEBASHEE
HIEH, K, Bl SOENEAMBZRFHANSETRH, n, RBHATEM nonce, T, X T A
mHpp RS B, XF B M RIE R ticket, =K, (K,,, A, L), H¥ L EREHERP(ERHN
FR) . EEOTHENT.

(1)A—S: A, B, n,

(2)S—A: eK (K, , n,, L, B), ticket,

(3)A—B: ticket,, eK, (A, T,)

(4)B—A: eK,(T,)

RTFHE—RELE, BPABSBARAPZMOSERFILC L%, AR &0
A, BFPUK A BUGEFERZXL B S, F—RHEBEET A WIRIR, RS 85694 7 nonce,
FAERUBXERRE, BE _$P, SEACHEREPENA MES K, (IR SAHEA,
PSR IR ), PSR K, FIELE ticket,, S KU K, FIMENHREHEARSEEAR
EAA, HEEEREBA, BEPR, FHKNAWOLSEBE, HAATRERENE T
HHE. ABHLEEY K, I nonce, EFE=H1, A RRREMNER K, (A, T,)% B
BAK, BEEE, HHAREBLSEFH K, BEMERETORRFSESAERLEK, RE
BEMNH, NHABREAER. SEBMNAZHALIEE A M B WX NRE. EFNEF,
BHAESEEN K, T InEMet R T, R[E%5 A,

Kerberos f# B JL M E # #% F IR % 2% (ticket- granting
server, TGS) 5— A AUEIR 45 288k & 30 8 W . Kerberos
iAIEMR % B (Kerberos Authentication Server, KAS)iAiEFE
B FIIFRNER, BRERM - ERESBERARM,
H B aE N TGS KIS HMEENE . AR5 257 o th ol &
F 474 & %« (Key Distribution Center, KDC), TGS kK
R EARWRME RSO TRAMEMRE. B 12-4 BR i
Tref1&— 1 KAS Fi—1 TGS MbhislEfrm piress pygp B 124 Kerberos MERRUHAGH R
B, X8, K, KAS QI2MFT A M1 TGS ZHIMLEEH . XBHSE A noncen’, T AIE
T',. L L, REHKEEN LR, 234 T 238 (ticket- granting ticket, TGT) ticket, MR :

ticket, ;o5 = €K, (K, 4, A, &)

Hr ek, fi B KAS F TGS 3L %4,

(1)A—KAS: A, TGS, n,

(2)KAS—A: eK, (K, ., n,, L, TGS), ticket,

(3)ATGS: ticket, o5, €K, (A, T.), B, n’,

(4)TGS—A: €K, ,(K,, n,, L,, B), fticket,

(5)A—B: ticket,, eK, (A, T',)

(6) B—A: €K, (T',)
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12.4.1 gt

KAS % Kerberos U #9#%Lro —> Kerberos G (realm) s & — M — M EHEE, HH#H
Xt— AR AREAEVIF. N T HERFIZT Kerberos, F MM KAS M, TGS 578D
REHER, IARENEALAHZLERRFRAEESHNE,

Kerberos RARPALEREMAMMSN. BN ELKB A EHARBBNELSRFHEL
M. Hit, RERRAXENERTHTTELERBURERTENRBERXLEE, FRMYE
5.

— N EEEEI R —BHR, T EHBER P EITRR SR, ROTFTEAR
FREAE . XRENERFSHEARFTBRSEFERXR” . EXHELT, “BIE BT
HENFEA. EARE, FAXZEIERLHR L, FERTHBEMNG? MRETHE R, MR,
ZEFELE, TR, MR, ZEARFE, WATER PHEFIREPGERED U R, MRS 28D X
BEH—ITH—NER. BHERBRT B BRI,

tan, EREUER, FRIAS A, ERENECHINERS S KAS, B8B4G R, P
WIS 2% B IRIE. AP ERE L YHEARF UM R, KAS, 5 KAS, H-PMAEEMNXR,
KAS, fl KAS, H—MAS{EMXR, XEFEXRETERN, M A RNEKR, KAS, H¥H R,
FPEE—ATGT, FHHXA TCT EF A BZR—BIEES KAS, . KM, KAS, JEIR R, =4 —
4~ TGT, FHEKXA TGT #[ A WER—EBEXS KAS,. KAS, 7y B RIBRE, HHERERE
% A, HWRM B IR\ —TURSTHIBHE, A Pr8REE P RE A XKRE

12. 4.2 Kerberos 1 Windows

Kerberos B 22,2 Windows H & 3EAIIATE MY . Windows 333 i T Kerberos 4Tl , 341 &
18 KDC A5, 3517 Kerberos i E4RTI BRI AT B R HLER . 7E Windows 1, IAERFE/E
ViR M B R A B Rl . 7E Windows H, UiRIEHI X AR SID, (7, RIMRLRIA“FEH"H
PN EXZIEE R, Bk, —NEMAK SID L BFHERIEE S, Kerberos 4%, M7 RFC
1510 e X, GFH AR mA FHREER N E F %4 cname 11— 7] 3% £ K A E S
., 7 Windows H, cname {R¥FH ¥ M B F UK (B0 diego@ tuhh. de) , AIEHIERFER A
SID, Microsoft /&) SE 31 Kerberos H 4075 ] LATZE Brown (2002) B1ZEVE SRR F,

12.4.3 Fik

EAGARGEF, HEBL, ZBEARAFTHE L. BPTUESABT RBFRK, REELRE
TREBTDEF. ATHEREBMEET S ERENVTR, TR ETEMEXOVIER
. EMAELT, BFRESER TR, REUXMUREERY S LiETT, X5
FEFR N % ik ( delegation) .

LB R EMERF, RELRFZRNFAETRRET. E—M2HXR%ES, AP
AR ETE ARG — T EAFAZHBRE N R, MREEN A EFESBRY, BE
FRLATREMBUR PRI RIAUR , JFEON T —2edRAH H R AR . Bk, RATREEE X
BRRS: ERETAFPACAUERNTEZIRILHMR, UREBHRTENGEREES
TR U7 A PR B

Kerberos 7 Windows X fF AFRAHEIR. HHBXLERBMRER, RITTERREG,
2 5% Alice 1 Bob, FTIA, 3 Alice 52 Bob 2tk 5, Bob 184 Xf it iR 55 i I 52 i AL
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PR, M TSEHIE Bob TEAT AREIE, e AAHKH AR S B iE 4K 2 £ 48 ( proxy ticket), FfH.
3 S B HE FOAE N A 2 TE B 3C LA Bob, XRS5 HEAR AR, W B A% E &R Bob
BT Alice fBAEMIET1IAIE, B0, $LBA ALY Bob TERSU 448, MR Alice Hi %A %138 Bob
BEEM A, H]H Bob BIIE—-3] ¢ (forwarded ) TGT, ¥ H ¥ 53 5K 52 48 FIAE B () 2 36 B 445
%% Bob, Alice ¥l ) 51 ZUR 4 Bob, Bob BUAEME R LIt I & X T RR4E, Brown(2000) %
FERRRX — B . MBI TR IBIRIEE" . FEG M2 R OK- AS- DELEGATE & B {51E 1
3/

ZRGHENFEREG? AEANX—-ZRHEYEHEN, SID A& TUEHEHMR, KARAA
BT AR RE B FH P LA K R SID T 5 — TR RS EE. AW, H—1HAP
Alice ¥ i B RIRA B — N/, ALY TR BHFEHRDE & (EIENERNRER
AR, HEFEEEREARFN, FHBRT Alice WILFE LK,

REBERELLNBMETBAENMARF AN BEAR4EY., AR f#HE Alice Hi#
2 Bob # AR SALEE , —BRBE, Z5U" Alice 55 Bob &R 7 5 “ Bob # 5L Alice” § i R %F
S5IRIRF, EHHENEEP, TEERITEN, MARAWES), EIELMEREHEE, B
HABATRW, RLFREZEL A NEREREMN 4. REBAEHTEVZE AR

2 55

Alice 1 Bob B2— M EMEMEBE, MM ARFHRIREFHHE, BEMITHER2R,

12. 4.4 #5H

e 3 M B9 RALRYE? KAS 71 TGS MRS BB R EFHMATHRIEE, LAFEDH
MR EARRAEA R XDWEMBN T —-KMEE, IXTEABRERRERZEMN
TGS #ER —HEFBF IR, MX T FACERENRBEPHRUNRAER. Flin, KAS REE
HWH KA —RYEFR, X TOCTTOU [[#H 54— HT.

B, RABAEKR—NMEHFEMRZLFH N T ERIFENRB, R TGS FH T —KE
WA RMENERE, TANASEREDRE TGS, Fit, TGS @RBEXMA/M FEERREH AR
W, SR, VIRAURAESEE - REKENEWE, AR TGS #HRHUEERA —18E
B, TAGAERSEREFCMNOEE, 2RSS BT R TRE R H 0T
BEREBEET.

12.4.5 NG

KT REIFE Kerberos, RELLFBEH ST AEMSCRIZERE N B 2 IR BE B T MR E
ERCHEFDELBE. TEIEL THESENRIER.

o 4B Kbt R A e R EORIA . L, ERNRETERSENNMRYE, WA

B S LAMMRY, UBTIERE . BENAFEY B B HRERINE,

o BHRIEBRE RS —WRHAHERE, RENIIHERFOMRLER, BREEHEZER

Ko

o R 55 BRALAELR . KAS BEELREF; HREWABT/E TGS, w7 Emitiay, TGS

XA A f AR ER T B o

o SEHH (AT XFRINERR) i Kerberos R 55 8% CGAEMR % S FIFRE R T M 48) M. 2

BANSIEEAEEAZEMNELEREFERN, MRFFBOEELFCETUTELE: R

BEARERA WD TN,
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o LI-SFHBIA O 4 ORI FTRERY (Wu, 1999)

o FAMBHRFEE NS B, B, VKBTS LRI HLEH £ 4P Kerberos
B et, RE Kerberos i THEZERPLAN E, XMARAKEB, —BHPE PCHL
AL H P LIEY LiE1T Kerberos, IRABH KR ET .,

* ML E P ERERASBOAEN . — MR E K% — MRS AEER G B =,
XA LA — D AHAIEAR 5 25 IE 48 AR 45 B, BREBE— 1 N BmBEE ke B
HIEE . YERXTHE, MRS 2577 LAZESR B P FE 7 A AT 245 2 BT 5 A B BO 4T AGE

BE4bh, # Kerberos AT Z &M SN A SN X LR A FRREFEEN, i, Fi

Kerbero £ 4 I F— 1553 WIBEDLEU A AR R =L 4, XHRTUMBAES BT R NEERIITY,

12.5 2AEMigHK

STS KR A T — MEEENHAY . A F B EAMBECIIARRELEL WK IEFH R
LEEHRNSSERRG. FR—-NEAFEBEPEXEENEE, RNVBLEFHZEES
v, MEBT TRLEERNMNERALXEF (BB WEEKZE, #iM, EPFHETFR
Mo BAREN AT . RELIE—NIEAENERSFHNEANRE. B8, A TxRnE
%, B5F AT B HEGEERS SRUBEX N ERE.

12.5.1 iE$

Diffie and Hellman(1976) &8, HiXtt— A3kt B3, AIRERTUERAP A LS
B, REEREHE 1+, 1978 F, FE—M¥4MHEY, Kohnfelder ¥ X#E—1 B 7 ffE—4
RAEABAEICTE, ERPETAELZFALH. X LICREAH NI $ (certificate) , #EF &
MBABRITNER, HFELZFHEH, X, IMREHEEEHRMAFE, KITUEIKRT
X R,

EH: BRLIRGARFTHIA, CEV OB NEFEF—ALE, TOEHHKY

&4 . AiEF KR AZ B (Ellison et al. | 1999)

R PP BAR, FRATTAT LUK 45 E SO BT84 308, UK — A 14058 Bl — s HAt
R E. EERADEA. #8. 7%, SH(D)IEBRELFMEHA. ANXNRARMARE
EBHBRARRE, BEIEBHEET SEIUME. BEUEBHEEHSBEIUALE.

12.5.2 {EHE

EERSEFZEHAE, ARG —LEHMBERNEE, RHART(ER)IEFHSS5ERET
o ETSE5ERBANRETE . MEFHAE(Certification Authority, CA) REITHEN A —1%
Fo HENMAERTERITIEBHRE, RBEE—1 CA, FHf, CA{UFHEIT DIEBHAL,
BEFASRE T CA LA EHBEAR EMEF EREERFR. CALARFEACHRASH. EFELL
UAZ LA (4 BT A AR EARFHE B F R RER S EM. BE AT SARKEF L#ET,
VeriSign IE B RFIME XN — M F . WAREHEELH, CA RFREFRNEFREHE—,
XEEER, EERNLFEEBURATHSH RS, XEBE P E—FF0 B H &4
# g% (Registration Authority, RA) {7, MiH CA MEBEFRERITIES,

FH 248 % #4% 76 (Public Key Infrastructure, PKI) iR KITRIEHIEBHERARAEATZE, &~
FIBIR R E AR PKI, EH A RER

o EIEBFIE B
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o BRHEE LB . K. BBIMAN KBRS

o REM L LHTR,

* KF ID R LIRS

XEEHFITERRE L . EMERIREBR— BBl PKI, E#—F THRZET, HRLM
B RESREEG G M A PKI#R,

12.5.3 X 509/PKIX i 4

AKX, X.509 ji4ds3 BRAPKIFRERNERT ZH— KA, RPN ITUT #FEEA X 509( E
BRAREALMLE, 1997) R X. 500 B FH—34 (CCITT, 1998), % H FHEJS 8 IS 9594-1 R H,
X. 500 HITEAEN— 258, BT EnA. HHEL. TENS) Mo BEE, ¢
RELHRAERWEIFEE, X 509 EFHELH(EFH L) HED X 500 Mk a (XKrHETF)
KRR UA B X. 500 Hat B FH AMIFR, X 500 5ETSHMEREHBUEWE

FEE, AAXBELMEBEMRTEEAEALEGTESLEH G K4, FrikiE
(A A ALELR, 1997),

FEX AT T applet BFFIF ZH B FRS T RONNA, —FARKFRERNSEEY.

HRFERARA, X 509 VI IERBHMER (WA 12-5) & T Sy RREmEN . ¥R
REAER . R MEFBPT BRARE —PITRFIT, XMEBUHEES, FkFHY
BT AN . WE Y R LI T ALTEE 43 Y8 F SRt

A (v3)
3
BXHIEID
ETEBF
HRH
ThEFE VREID
ETEWE—IRR b iER . B/ B
FEE—RIR TRE

B 12-5 X509.3 v3 iFBHER

PKIX EFE#R X. 509 PKI( Housley et al , 2002) , EEELUHNT BFRMFE X 509 v3 F@E M
HAR . A43iE - (public key certificate, PKC) & M AHAM —LHMBKFER. BHIES
(AC) &N FHRMB IS, JBYEIE 3 b B HEAUR ( Atribute Authority) 3k & 47, PKI 2EEH:, i
B, NG, i, BEHRCIE. BH, 7, SRNEFANEY PKC HRBNEFWRE, &
AU BB R 8 ( Privilege Management Infrastructure, PMI) & AC, Flf1IFF RITHIBHENER ., £
k. AEHMS 5 E MR ERNES.

X. 509 #1 PKIX £ U4 0 H.080 PKI, b TH B4 fin eI Ua R, ROFUmE &4
BFHAEE, R ES A EFMBERESFH - REANEFREREXFEH, 57—
AT e R SPKI, 253/ 40 2 Rl 186 ( Simple Public Sey Infrastructure; Ellison et al , 1999),
SPKI 2 DL #4145 7.0 PKI, SPKIEH HE:48E H4HH 5 R (UFRIEHIBD -

25

BEAPSH—, IEBHTHRNEN. EITRS IR SHCFHAMBEENTE, RE BN
B ERBRTEXFAREENINREHIR(ERERBRAEESHRBERT)
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12.5.4 iE¥EH

MEAR LR, FEREBELREZLAWIEEEAEAR_Y, EHYEFERIEESHKWINE
#hr o BAEFRAT IR RS, BRI UFEEZRIPONES. A, WEREERRE
BIF AN IETEIE B, Java 2 WESERRE—MT

ATRERMES, FER - IMRIEEY, XTMRIEFHAH—MMEBHER, XHYET 1
EBs. Ba, REE— R E 4 (oot verification key) , RWIEFHNELHEAEHE -
EHRIE, SAKNREENKEHRRBERTFPEEN —HRBIEFH. MRERIIEMUHRAE
EXMER" XFEHHE, FAERERBIEFHTRBREIERE, E—-MEBTFESLEHIAN
A%, RAUHACEENIEEREHEREH. —THCEENEHTURAEASEENA
R BHIE

EHBE—EHR. AANIEBIHERAREEEARAERMN . REXRERLETHIE
FBR—AEBRE, REF KR, — I BREERPRBRAECERHLH —F5, ERBEZKRT
RBEBN . MM — MEBER R, FEAFIURIEE AT A 5 (SR8 KER.

75 shell A FFAA BIEBAEPEAL BIHERRLBIA . MR—DRRIBIE S RE T
8, FPEBHAIM S BHIER, HAEANHRGALTA - FNEHEHRIT. XMEITELE SP-
KI 3T, YR shell BERIREHE, —4 CA R RAT A CHIEBERZ /T RITIES.

AT, RAENIEBLAEESRFHORBEER. MR- ERINIESHRRE
W, FIEERASZNIES, HHENNRANRENR, XMERBERAIESRITHNG, B
S — A SRR R BBR S . — 4 6t H] B A4 (Time Stamp Authority, TSA)gtRE—4 TTP, TTP &
B — SR BIE N RN A ERS T HERNIEE. TSA R&KE B HIER K X4, TSP,
PKIX f6 () BR EMUFE RFC3161 A #R

12.5.5 K

SR BARRL M FAEA C LM FE SR R AP ME B R T R, MAXMEHATRARZA
B, Xk, X509 FRIBMITER: IEFH #4H #F # (Certification Revocation List) A #A M
RS THRE TN MRERKERTHERE KRS, WA CRLABEFELT . MRE
BHLFET, WALERWE CRL, BREMSERBLWTHRE, TUAELKRRESSSE,
it CRL ATRERRAE R Z R T . MR, EH I L3754 HRFELIES &M P (OCSP, RFC2560) X
REMPGHITE R, 20k, BESAEMTERTEREFBIEHHLIHER X THREkX
%, SEESR—IER.

12.5.6 HFERZ

FELLARYAEERSHAFHREREENAC, (RRBARENAESHHE, W
REAREMNERESER,) YHEFHFRAPTXLEESFHEHHE, RRE- T SHARKTF
B84, BESAEI—MMERITERRE R, AT, HFEAUNERTERHFMANE
SRS . FEHESCRFIA AR T2 4 IR 4538 % BUFR1E & F 2 % (electronic signature) , T &4 K
¥ARFEAEN - MHER, AEREITRATURGT,

MTAHTHEFELAEATERRETFEEGMTALE N, — M EENOATRERALT
S8R (1999 4E 12 A 13 B X FoR T84 MEREELRK 1999/93/EC 1§4) o XS RT
sEAAER—ANEARBOE, BRFBAZMBFELEL ETEMRFEL—BRNAT. KH#EH
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HFEAHARAIESBER. SHAERSE(CA %) NETHERE(FIWEEF) HE—-SHE
REET. B 12-6 il T M EERTEAMRS LHEZL2EMBAN,

ATF

S
HFES
¥y
X R
o}z 224 fo—
REZ
HEHA

E12-6 RRFELETHTFELME AN

2 %
G, BFBRRPABAEME—TIEERERERM L,

12.6 TA{EITHE—IERR

IERIMIEESMAAFEBVLE, MRRMNWBUMELR TEAMNKGENOTHLEE, BFTRAE
HEFELAT, BIMNESZEBEERENERS . RITTESNEZEFYE LHERER—EEFE,
BEAAEREREBNEERERNR? XRVEFEHTBEA(TCG) BREHE P —NEE, XER
HER P B AR B R O 42 9A ( attestation)

B8 B9 7T 4% % & 4% 3% (Trusted Platform Module, TPM) 27E TCG %[ T& XM E 2K RZ L
FROBE R, 7E TPM b, BEAFRE M ERERREFRIEF 6 i ¥ § 4 B (Platform Config-
uration Register, PCR) ¥, Ilb4F, TPM R EE T — 1 A% & F $ % 47 (Endorsement Key, EK),
XNEHARREBBRMN ., EK £2—1-2048 [LARHY RSA HHAXT, HPAHATIRA TPM FFAH
HRMBERIZXE TPM MIHE . MIZREBHE—1 EK BGE THIER TPM, —ﬁﬁﬂé% X H
TPM | REWIEH LB,

TPM BB H— MEEHEHIREE PCR A, HEMEA TPM RITHIEH SR AFREN %
HXE, WNHETTUREMSEEER. I THEIEHAT EE, TPM BRAE TIEAZHEH
( Attestation Indentity Key, AIK), AIK 2 TPM 7=/ ) RSA &2 FHXT, TPM FE —4 TTP
HIIRS, WEtRFTBMAE CA(pCA), KK/ —MEHHE AIK BEE FHIEMN TPM iEH,
TE BN B PSR AR R IEH . TPM #12 f9/2 35 EK FINE W S5 3540 AIK, B2 4E 36
4y k%8 pCA, CA L EK BRER FEIEA TPM, 7£ EK il AIK Z BRI BLST, 3 HAEH
Cert,, ;R [E 8] TPM, iEBF, % TPM 7E—MEH 1 AIK, FRAE IR EF PCR KA AR,
BASTREARIEAGEFH Cert,,,

(1) TPM—pCA ; EK, AIK,

(2) pCA—TPM; Cert .,

P!

(3) TPM—» Verifier ; AIK,, SAIK,(PCR), Cert,,
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HATREFE BB T A REIERAAR T EENITARMT . HE—NHEPIE WL HARE
BT EK, X, A WIERIARRBEER. XM RECKER TiH—PHfR, Fln, B
B % i8] (Direct Anonymous Attestation) , JRT, SE2BEAAEE, HAEHMNERE ML 8
FARHECHMWE LR EW TMP IEH., il T X EZ S HirmREFX, #lw, &
Brickell, Camenisch and Chen(2004) 8)ZAVER, LA K Camenisch(2004) f)ZEd
12.7 FERE

Kerberos B 4013100 4% 72 Internet RFC 1510 ( Kokl and Neumann, 1993)v, S RHBERH
AW B TE— 2 B Kerberos 22443 ¥7 7 Bellovin and Merritt (1990) ) EAE 8 FritiR. Kerberos ¥~
BEET EHEAESTIRE, Flin, @it SESAME( Ashley and Vandenwauver, 1999), OSF DCE
{7 PERMIS 39 4% A% & M 3E 4 ( Privilege Attribute Certificate, PAC), 5 Kerberos f{tl )£,
KryptoKnight £ — M EF RS, AXNREFRERFHBNENEHAT K, ELHATEER
AR N R et 20 tH4d 90 4UIE Bl i R

RS0 E R, PKICX roadmap (Aressenault and Turner, 2000) 1 SPKI R M E R
(Ellison et al. , 1999) B ZAEEBESHITIR P A EL, E—TEHEAFADEE PKIFIKNE
B EI-Asa et al. (2002) W3ELEH B FTRIE

12.8 47]

%35112.1 £ hetp BREAEPHLF, HEF PR EE — D BE RS FH RN A —1- base64
IGR AT, TRl (IRERE) .

%3112.2 [ER AKEP2 PR LA XU LA AR B R B T IAE .

£:3712.3 [k STS MR T XUa L AR Fn B B IAE

#3112.4 EEEfTHE—NAM A FRES B ZRIESHET AL R - MEHL. P,
FRT ANEG, n BHBRSHZENBEIFESS, HHE b 2B HKINERS & B

(1)S—A: eP,(n)
(2)A—S: eP,(h(n))

RULA XU A 5 8 2 AR FEE R B S,

#3112.5 RIFA EKE hilBAA S EZ ELAREEMBER

%3] 12. 6 RiEHA STS i A <414 Diffie- Hellman {f}Y —4£32 B man- in- the- middle ¥k,

#%3]12.7 157 Needham- Schroeder 43S H UMY, S5 A fi B EREE LA R
B &iEmANT A

#3]12.8 %} KryptoKnight thilfE— i8R, 3+ BiTiE 3 e Kerberos k3%, EAH W
SRR H B

#37112.9 Htit—> Kerberos {3 B SE 6 LAE i AR B #E AT U7 R, B T 07 /W17,
FEMHLEHELH, R FER mEi P 5k

%3)12.10 AFLFHFOESHHETIEROMRE, BAMXMIER, YEARXHT
KA SCRY B A BT, N6 A shell #ERIEREFRERL?

312,11 ZE-FHFR, FRPWOIEBHARZRG NERR EREVRERHER
BF, B shell RSl REEARAYY

%3112.12 ZE-THE, FERPWIEBARZRFEIEHN. EENZESRTAEST
FEACHBRIE? EEEF, EXDEFE N HOMUUER 500 A HERBE
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P ERE TR, IMEERES YL, BEZHNRERNTEE, BRNEEELRZRAH
RH, RATRBEEHME LA EREBTRAN RS, ACRESL WP EREEIENE
PR BRI BARER E 4. BEilk, MELN UM TN, RO MK RiheE
HFA R

B %

® THREZAMEXT MR, FEMRMELESITHTEIE LB mHKE

o DIEA ) Internet %4 HMY Psec I SSL/TLS N, A-EMELLILMIRH,

o THRMBNRERRAELZEAR,

o TR BT KL FIAAR KW R S 09 BRI [R .

13.1 B|§

HEIMERA TR RGP T R AEREEEEOEMEE. — S LN ABRER
BRENBEEREST, -1 0ES8EEFIIEE L, BRRHTEH, FRANA
FF. MEMBLLHRE—FMNERERBRENEE, LHALEBENERMBRIU KL E
MR, PIIET AR T HERE. —MFHIRERTEREE B su i, FEHRS
BARR M), BN BOGETRES, B8 XA S KNmEE RIS,

ISO/OSI %&£ # ( B FRiF AR, 1989) F L% 4R 4 (security service) SEH | R %% %4
B o FARS B % 2 HuH (security mechanism) RHFT, $RALHIX AR 5 BB HI KBRS K B B
¥ BEMIM, ME. BFEL. TREREDES, FBREPE - FHEE. ¥NEXs
IMNER FREAZ LW L HZETTE, N ERNELBUASZARE, XL —a
Sho MR EARRES, MHRRR T M EERREESE BN 50508, WHRER
B DIMSCHS N Y — S B8R 45 SR T RE B8 56 T TH B AR IR B B9 15 8.

AEER, HEFRENEZERBEHETEEEBI, #— 5 5858 R Uy 175 5 PLH (B &
B MARKIMAL ., Bt HE4 RS KRR XA HERRARMEZLT R 4
A NIRRT E] R,

13.1.1 RippEE

R% T E T LLRE S SR E 569, Bshm VR WEE, MTE & ULR LW
WER, BATITie M 27 (eavesdropping) | #2-£% % i ( wiretapping ) X &% (sniffing) , MK & E Lk
ERRBABEEN, BEESNTLREREEESH, BHELSRERIHARMNE(SE) RE
RUEEMEERE, UAHEFEHE. B3RS, BehHEwifdxt /i 8B,

FHBEEBTSBRMEE . BAFHERERNNETHEL, NERL R%(DNS) &
KA T IP s, FERIRKE P ONEH B R E Wbt EHRE RGP, KEMHETHERZ
F#H . TEM T & (squatting attack) ', WMHFHEREMZEFE, G FEEsimEEN
MET M, FLEE—hiE Kk ARERM LI AMERGER LT,
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BHELSRETRENMENRER, SFEAXMERRRIIIE. kA TRETEDWY
HiEERERELHBN, FHAXEHBRENREXT AN UETAENSHELS. R,
X I TERREFE AR RS oA X, NERERR S RS R,

13.1.2 EEHER

R 12 B, REMITERRESHR. HEEREZAZEMLE, RITREEZBXM
THEEFRNE . BRI EFEIMERFHT. ntemet HRFXBRFR. FE ALK
TR OERRBEU AN RRTE U Do T LUE S U305 4 78 IE 5 B9 0 45 B R o il B
ARERRS . MEMERMILMME, ZEEE KK LEHFER, LEMRMELE. 25,
EZEIMMRMMERERE A ARALRA .

R TSRS E - REFOBRRFAZ2RBERER, EE2o+, RITATLU
BEAR N FRBRMBARAINF. i, RITTUBEN FARERHENIMSE, M{URE
BRI EE R KB NER. ERME UM LA BEREE AL, £ 13. 1.3 P,
BT —MEMELNE2OTER T BRI, RITTEZAMEFHLE, by k&
5% NAT, 2%558 Alice 1 Bob iz fTITHIEMY, FTERIMITRE.

13.1.3 TCP &g
5&FPHURS A B AIEZ—A TCP &1, Bl A REERIHTHZSETFHIL

(1)A—B: SYN, ISSa
(2)B—A SYN! ACK, ISSb, ACK(ISSa)
(3)A—B: ACK, ACK(ISSb)

SYN 71 ACK R¥IZ B C L PR EBH T, ISSa f ISSb & 32 i [FI 5, EfIMNXRE
ACK(ISSa) =ISSA +1 #1 ACK(ISSb) =ISSb +1,

BRHEERREHEENRNKE, MAEAEIBPARENED, HiERAEEAR
MEBIE A AT HHE . REFFISEEIN, XMHURRELN, BEEERAIEAHERE
BB —HHFIES. Bk, RFC 793 $EE 4 4 SRk 32 A i BasRA3Em 1, B2, Berkeley
T Unix AEZERHEHN 128, BNFNERMEM 64, Hilt, BBERZHEIHRBEBERLEET .

BAE 1985 A XA AT IR R A By (Morris, 1985), I EL7E 1989 sG] ( Bellovin,
1989) ., Biihi#E C Sefifbit) BAR B FFth— P ELHEER, RNESI—1F55 ISSb, Ria, Bk
EaH A, RE-ADEFBIBAAT A Biatsa.

C(A)—B: SYN, ISSc
B [a] R
B—A: SYNI| ACK, ISSb', ACK(ISSc)
PEHEM A, CAREBIXANE, HEME A ISSb R BM HFT ISSb', Kk
C(A)—B: ACK, ACK(ISSb")

MRFNRIETN, BHMAEE, RERECAEREG, CARBEIARM&ENEL, HREE
WA LA A 7 B ERAURSAT A% o IR B 77 0T LAZE Unix 3R T84T, 7EMCRSE TR
HETMAEEN A SIRBRHE (B R.6.7.2 ) o B rsh XRERETHABIEAI P, BREM
— M AMEENE RO RERRIET K, XHREFEHN.

LB KRB BT E R B FRARFE LM TE TCP 4, AT B MBS T, EfTX
ARBEFERFENEVRE T —ARBRM e, FREM, MREHRE nternet HRZFEHE
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Pl, B KEEBIARAREZA A TCP BRI T sk AE, — N EFHRRFRE, 5%
SRR T Hbhk fIAGE . FFRNEEH —&,

13.1.4 TCP-SYN #tiZi#&

FERIE TH— SYNBZJE, B RFMETHHE ISS 73S, REIEFRMAEK ACK, K
ZTEfEH TCP SYN BZ B KRR, B KB/ TCP 3R (SYN &), HEII A 5B
B17, HP B RFF/ZB T ERFITERORMR, FUARENERKFERRIIE. #BK TCP £
FHUAFRS BBSEFREXRE. 168 TCP LEHRFBEH N —&BSr, C BB RS SYN 3
Bt A, HiltARELEDRE B i) SYN-ACK @, BARREHEAGERITIFHER,

13.2  thiigitEm

ISO/OSI 5 )L EARR (B 13-1) R E MK RER, 2BEERXNTHEMSEE S
RETHYFROHZBES, oBEREGILERMNERT 2.4.2%

R . 7 TR A0 5 2 M5 T 1L FR S T A2 I 0 Sl
k. AT, FRMGREREEMIES0E LN, ERNEL il
5 AT DL SRAS B S B A, VAR B PR St 452 ggg
BHKr, IR, — S P AT B B 2 (R A B AR AT M e
fIIMER, prom—

(ESYERERI | N R0 % % % 4k (peer entity) ] N 2B praere

N+l BHERINELE N B LRSS, HARL%E
TR 13-2) . 4%, NEHNRRIEREDNy 8131 SOOSItERE
EH. XEH—A TR EE DR 68 AR, NI M E R N RSB R
(protocd data unit, PDU), N EHMGEN M N-1 EREHERAER—A N 2O PEIRRET, &
KBS, NSO 5T AT SR A B 2t B AU AL, FEX LS B Ak 2R R A A
B N -1 ESBIEET((N-1) - PDU), X8 N-1 J2 PS80 2 5 i 5 2 P 4R Sk Fdg
R (5 IR E 4L N RHMUERASTL((N) - PDU) o [ 13-3 £ T MBI ML .

LB AERUTENE

LErEE A e
Rik#E wilE

B 13-2 7ENEHBRIERE

ETHEECHERE EENEECTEEDS
(N-1) -PDU (N-1) -PDU

®13-3 4#E—/1(N) -PDU
BN EEREERLE N}%ﬁ}i)‘(ﬁ}%ﬂﬁ N-1EHEERE . BREENDIEBEREER
BRELHI, RELLHIUREAN, EE—FHBRT, RENDICAERNRE TR
RN ELRE ., EE_MELT, BEDIBARHNE ., ERAFERF, N-1 BHil3
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B HITHIWEL B — 1 LB T B R 2R T

RIE PR U E (B 13-4) , 7R A E KM IUAE telnet, ftp,
http, smtp( Simple Mail Transfer Protocol, {8 BLERA/EHHIN) KFE
SET ( Secure Electronic Transaction) X & i, £ % 2 & TCP
( Transmission Control Protocol, {54 %) 1) F1 UDP ( User Data- prev
gram Protocol, AP MM B 0) X Wi, ENMBEEHR P hil, -

TCP #1 UDP i fisi O SoRARRIMUBIE A TR T, ¥AMNRD S 13-4 Internet 5} B &5HY
J&21(ftp), 23(telnet), 25(smtp, KEME{F), 110 (pop3, iR

F), 143(imap, #HAHRME), 80(http), 443 (hups, &AM ) & 53(DNS, ZEFER). ##E
(Fy ) B R ER RS AR,

TCP F1 IP DL f UDP FIE B ICMP BRI Lo B d, X IUR B RE A TG
ERA P BN TR EEY, REELEREXOLAELEE, 4K, TCP/IP g 1= Hiff
M, FEREBRRNEZLE, HERNIETS5 4 (Internet Engineering Task Force, IETF) B £ % H
¢ 0 22 2 PRI TE R TR (Requests for Comments, RFCs) 9 By# 4T T #r%Efb, IETF XF %
KR REZ 2T TBIT, FEATHHRNEZ M

13.3 IP&%

L2
Y25
HFRERRZ

IP BN EEETRE L4 P Q. X IP Uit 2MEEN IR IESET., B 1P
MAERBR AR . P REEELREN, HENEBERERN— DR T H AL {7 1P
BARREM LK, B 2BRECERGER M, BAIRRERQHINE, WREESE
s, IPv4 fES4 RFC 791 15 1981 kM, ZJ5, BRFMAEAR, &5 IP hilRERERN BTN
E3K, IPv6 7E RFC1883 i BBt . X431t IP RePLH MR, RITESEXMRAE,

IP 1% 245y (IPsec ) 7E RFC2401 AN 4F . IPsec 7 [Pv4 R TTZEA), {HIE IPV6 1128
HEKH . Psec AEF BN EEMH L LVLE, £ RFC 2402 iR 49 IP IAIF R 3k (Authentication
Header, AH)#17E RFC 2406 9 ik i IP #t 3 & 4 F %% £ #F ( Encapsulating Security Payload,
ESP) , IP R IEH LR 5 HLH

13.3.1 JAUEHL

P AESRK RIRY IP AR SER MM S, HERRPIEE. BWEbH TES ERFRE
BEFEAER, 20 42 90 R, MEEEHMH LRV UMENHART IS, 14, XEH
HFRH A EWEER, B R A ESP kL Psec MAAT,

13.3.2 HERLFYUHH

ESP REHLEYE, BIRFAE, BIERBE, —LBHRY U RBRHEH RO EE. ESP
A(E13-5) 88 T XL,

o 224 B% K3 (Security Parameters Index, SPI) 22—/ 32 RIEIR, Wi— M FARRBIR S
47 TP M5 P22 2 DhSLI0 % & 55 2

* FIISRANTLMNS 32 Ak, & —MHHME; XMELFBEREITA, Tl HbE 1k
Flrab

o AUBIPRR— A SR PDU MK ER,
* HERE—AEMNE, EASMMEERALORE, BENKESBHAIERRY
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ERERS

BB
s HAKE,

o T—MRLELHR PDU IR,

o IEEHELL 32 i KRN, KERZE, A8 — 128 %# (Intergrity Check Value,

ICV), i ESP 405 5 A iE % 3% ( Authentication Date ) HHE15%,

SPL fIFF 3SR T ESP B4Rk, A BEE /G K2 ESP iyt B. ESP m] LA AR
Ko EEHEEXT(E 13-6), LERBBHER, Bk 8 TCP 5¥F UDP KHESR, #iH3 4 ESP
B, T P IRSKIFRINE . FREAAA KN EVLRI R R SR mPIRART . 4R, B

W AERL L Psec,
EEBHHS| (SPD)
1S
HEBIEE (EE) ch% .
) s (oass ) I
R
WEHE (%R )
& 13-5 ESPH
BRIk | (pmey, | TCP | BB | Fi#Pw

s b KEE N T

B 13-6 fEHEXT Xt IPv6 ER i ESP

7E 8 i 4% X (tunnel mode) #1 ([ 13-7) , SEEK) IP HR R 5 LS —E S NS P iR
WEBT R BT . JRERAEE IP B 3R RIS IR IP JdR 4. TP B IE R G AT LA R O IP P g TP,
BB A FT LA FIE TPsec B KR EHRX EXBMAFLT . KM ENATEILFF Psec, M
KATDLR—RDT KEEE B A, XFMRRRUMRBIMRKN LS, MIBRARNEE, 5
—FE, RINEEERERTHIEE, E8PEREHXT PHEERATR, SFEREREME

e

Ak

S
RS TP i3k (HRAEA )

TCP

8w

B IP

BOIP k| Fordck

ESP

BB IP Rk | Rk

TCP

BB

ESP ﬁ% ESP tAiE

e

AIE

B 13-7  BREEEUT RN ESP F| IPV6 {4
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13.3.3 HEXH

BE, BENIERIE— ESPAXARRLANEERNBENEHA(URTHRLRE) . X
Fifs SRR TE— N B 2 KB (Security Association, SA; RFC 2401) 5, &4 XEIEH AW
R EVZ BRI R M RER, XTI ER R RS #HTERE. MEENZE
BIXEEERERNERREK, 81 SARP—ITRNBE. Bk, ZeXHEF el
.

— A EARREK R B SPI(AH F ESP % :L#%4) , 1P H g #bihk LA X 2 P (AH 5 ESP) 45
WRME—E L, ERESREENR, B8, FHANMATRN IV FHRKNEBRE. &4
— NSRS REES O, SA BRARTERREREREHRK, E3hSA K
TRTFAE SA BB (SAD) b, SA BREMEIFER, Hlm, IPsec RIEMNEZRKIRE, B BE

PAZEAR R B H ) IPsec PIRFFIRMIZE R . B 13-8 FimER — AW E E2 BRI EN
AR AL — R AR E

Q  wwmrsa FE SA 0

: B i JE R ;
AR AL X CEED

B 13-8 SA4E

13.3.4 BESRMEFHAIT BB

MBREHEHHEMR/D, WERABRKEHE SR P Z2ilM EILMEHE, HTLF
TAIE SA, Fahinss a5k Rz —5t 2 R4 M % 4] 38 8 ¥ (Internet Key Exchanged Protocol
IKE; RFC 2409), —MEHIMRA, IKEV2 EERE F. BRHE S BRI A AU MR8
AU ENHER, EHREEAREGH - ENEH. HEX2EREAABENEFBARNES
PR, B, AEF . FHASHR IR, MEBEEMMAC, REBRABL, —F cookie HLH (R
EF http #) cookie B ) FIRRE M ELRFHHENRNES . ARIRREBREURNATLE
eHE—-EREEN, :

IPsec LB RTASECR R BEHAEFEH. — L ABFLER, KEWH, IPEZL2BIUTE
KBREHEH, 81 SARE—-1MFYH, FENENMMEPEEREH A,

{ESP, AH| x {transport} x { Zik3&, HHE!

IKE ERAYEHRER. BWE—, BB SA LB HERERE S0 A RS, DR
REBEHEFR. IMTMBRASTRALEENTEARE., B—NENHIE R TR,
—MREEERZSHEIEX(ANER), —FHEFRARZEX(HER) . EERMPRERE
BEZFMAENRER, R TEEMBEEIR) BAMMECEEZRFRPRET . ETAHNE
BRI ASMBRINEREMEN —F4, HFRAESRPREFER, R, EHERN
SA FigE S, EE—WBRETHELEERIER. F-WEAFBTEFEE_NE, RE
£ %t SA AT ABATEIS T -

IPsec JtHEAEFINF AR &5 QIR SA IS EFHN M THEHABTHEDIN, Hit, Psec By
REBEASSGEMSHNBFHATEHVAE L, NMELER—FMEFHETERDIERE, XPT
PLER e AR MM T A S5 P £2 MU T A,
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13.3.5 |IPsec %%

Psec SRERIRE T IP HUARIRAI L AL B, STHr IPsec B EHLA — 4> % & K% 238 & (Security
Policy Datebase, SPD), SPD £EER I HABM XHEIER. 7& P FHEHR X4~ 35H0 SPD %
BBICED, VLS TIRF B fobht (FEE ML) | FREDN, WO5%, —MRERH—RE
—2H SA(BE — T BHIFT SA) . HH Psec RIGMLERMEILN, KB EATFRBITL,

13.3.6 /g

TPsec M A TP SR T HMB SO, MEEAUE P Wik, HTEAEE, L
EWUARERSE, EEAHENE P BERPEINER (E 13-9), —
T, W A% M R VA R R E R E S, RNEEXLM b
B P B IR, TRAETER 2 B 4SO AR FE AL 2K £ 4

R R 2%, Poec REENBENORS, TAREAE | hegn
B RN AR RN AR RS,

HF R EEMEWE PTG EBERAE, Psec HiNTHLLRTHIE | 882 |
fRAERATRL, Psec ATLAKBEA ) LRIV ME SRS, FREEHE g 00 baspy
HEINT RGTFHY . Psec B ML A BR AU B SA BN, IXRE—3K, BT
RHERANT SEBETNREBNTE, FEERR S5 Psec RARPE N2 M KEREZ
W, TR R R T R R — B

13.4 SSL/TLS

TCP MR AR N R Z BT R F Y B (F . TCP B—Fa RIS Ry 1H n] ZE B,
eRMA A EEELRI AR RAGRFEEBES, FEERFEENHSE, TCP AR A
A A ML ER, AISEBIE T bl B SEARAE, B2, TN 13.1.3 F5aiy, enfF T
BESZAWHEMPITH R, TCP SRZBH S WHEILAINE, ZREREMILE R, XK
FREZSLERFE(SSL) UM HFIAM. BEH Netscape (MFAR) H &k, EERP WWWHE
2 RFC 2246 %4 3y & % 4P ( Transport Layer Security Protocol) ( TLS v1.0) B4 | &5 SSL
B =R R, TR, XA USBER T AR R I SSL/TSL. RFC 3268 Y TLS & XL T %
T AES [mEH %, ‘

2 IP il A% 9, SSL i F i Al 2 Ur LA TCP il Z 18] ( | BRI |
13-10), s, SSL e fkEAE TCPREM B, SlnE BCHA \ SSL & ]
DR OEIE T3, R TCP —4E, SSL WA RIS FITH 1) & TCP 2
#EH, SSLA#RAEUFBHRTEBEEEFERMELS, fln, 218 IP 2
FRRAT. BRBEFANRE ., XEXNEH. IEH. AP Diffie- i

Hellan B, 0 12.3.2 ) SAMBHEE. H THOEBRE 550 s wamivs
HERNARGEIE, — 1 SSLSIERLGFEE N EE. ARENK
BIRAER PRS2 [ A9 hup 1.0 &35, KA hERE A XM E— o EZEE L FTH
. MEAEE, MUERSERH—TEEET.

SSL B SSL 2 3% & ( Record Layer ) #1 SSL 4% - & ( Handshake Layer) W32, SSL id %2
M EEHRERESR, RENAEITSERSTHEHREE BT, WNAR LK,
SSL it ZERM—Fp AU 5 IPsec K fR S, 7E [Psec &4 KBXH SSL AR Z B AR 42 A B 18
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R,

SSL & §- i B SERESNEBESH. B 13- 11 #H TEZ P MRS BZEEE R,
FEESRREBRTER . R TEARIAX NN, RNAERSRRAEF MRS H00217d
. % /A ClientHello { B AU METT, IHBEET— M REVE . —HRIEE IR E H &
BYUFNER, ~TEUNEHEE.

Eanb] iR %5-2%
[ ®Poibelo Mg | '

PR35 hello 4 8.
(iE43)
(RS IB/BHZEH)
(EHHEER )
AR %52% hello MR
(EH)
BHEATBR
GEFEIE)
BT
SEEL
B RIRATE R \
[ mmsE | L sogE |
A 13-11 SSLiBF BN
Ml1: ClientHello: ClientRandom{ 28 ]
B EEER:

TLS _RSA _WITH IDEA _CBC _SHA
TLS RSA _WITH 3DES_EDE _CBC _SHA
TLS _DH_DSS_WITH _AES_128 _CBC _SHA

BWEEREL. &

AR 55 38 BN 9 95 AG4 s %#E TLS _ RSA _ WITH _3DES _EDE _CBC _SHA, RSA¥HT
F4AXH:, CBC Hg=A% DES RME & H, SHA FIfF hash ¥, RS 354 FH—4 Server Hel-
lo B A —MEPBHERELK

M2:  ServerHello: ServerRandom[ 28 ]

EREBRFE.
TLS _RSA _ WITH _3DES _EDE _CBC _SHA

Session ID: 0xa00372d4XS

TEH: subjectAltName; SuperStoreVirtualOutlet
PublicKey: 0x5212a593...

Issuer: SuperStoreHQ

subjectAltName: SuperStoreHQ
PublicKey: 0x9f400682. ..

Issuer: Verisign

Server Done; | NONE
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AEERMNGEITH, BEERREFFREOESR. ZRIEST 2R THLZE F5 & (subject al-

ternative name extension) , & FUURIGIEIE 4, RSB 4 B— P BEHLAY 48 517 #Y PreMasterSe-
cret, MasterSecret & T H B R 48 F5 .

PRF( PreMasterSecret, “master secret”, ClientRandom || ServerRandom)

XH, PRF 2— 5T MD5 il SHA R A RBMAEL R, (K5 | FRKEK) . Master-
Secret FIfEMIE I T LM HHIRATHA «

PRF( MasterSecret, “key expansion”, ClientRandom || ServerRandom)

& PR FIIR % 28 E R BT ) MAC FiimEE 4188 e W B A8 8], RIPANE P B S
BEEENFHSEPIRSRBAE A WEFRNEHRAFN. X8, S5ETURESH
KA1 &R B MZEROME A, HEMITEARSE R 4 & (reflection attack ) WM, G
TR HBERAXINTCHNEET

& P PRTE S PreMasterSecret XA BIRF 88, THEAARENENAPAENEAETERERE
RS 2 INEATF B (RIE, B URR% T BI44S PreMasterSelect) , ZERATBIFH4, Hik
B RSA, AFF#4AR 0x521aa593. .. , ChangeCipherSpe 14 845 1 BEJ5 B9 IE T R R LA I &
BRI EEE S 5RE T MDS fI SHA W3 B A ERMBE =B AT HE.

M3: A: ClientKeyExchange: RSA_Encrypt (
ServerPublicKey, PreMasterSecret )
B: ChangeCipherSpec: NONE
C: Finished MDS5 (M1 || M2 || M3A)
SHA (M1 || M2 || M3A)

R % 2%/ % PreMasterSelect, RJ5 MW B8 i MasterSelect, FAXFXM FEFPHXRSEE
M ARTAE LR EH. RESKRIEMNBIZHE LM hash 5, MEATERHESEE:

M4: A: ChangeCipherSpec: NONE

B: Finished MD5 (M1 || M2 || M3A || M3C)
SHA (M1 || M2 || M3A | M3C)

EPRBIEARSBHE PR HRE. IE, 25NFHELT ENARRTEENAE
FHRHEH,

lj\f_ﬁ

SSL/TLS & — MR FIML, ZFFWMARSBAAERHETBA, FLLTmHOmERTH,
HATHEINE, 4K, SSL BREAMB EHEBRMELIN, FA K ERMINERHIF
E. SSL 7ERL A UMY TCP Z M T -4 %2R, BRMARFLAARBERZ S, XH¥,
B AR RBAERNE, ERHAATERELL, fli, FA—/ SSL ZEHEIFFH Pre-SSL
FARRFF ) TCP e3P, SSL % S BN ML E M SHRR MK TCP FEHrrny,

EPRAR S BLBRPENUENELAFSH(RE Psec SA), HM, Al SSL(RK IP-
sec) BUEM X LK Z R B . BINF-KERTHENLL,

Z e H )| '

FREPALZIREEEFENE T HENRY, ERTRZARAMETIRIEREN
T HEEBA
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13.5 BRAE% DNS

1 %2 ¥ % % i8 1 DNS(Domain Name System, 34 R4) MEENMARER. I THEfE,
RIVFBERS DNS ZF 1 IP dphb . X5 B s DNS ZFRAR B 22484 . DNS )45t DNS £ 5
X R FG TP sdik SR 1) R 2 RR SR 4R A TP s hik F 7 (9 DNS £ 8R . il 3 S IhoX 15 BOR B F 48
W RO A st , B R REEE A U R R E EC RN, IR — R SR
X LEHR AR ENHRFHE, IMEESME.

JE A DNS ZEM B T —Fple 3 80 J5 B BHLUE K 9 . %242 DNS fig %5 (DNS service,
DNSSEC) IEZEARKIIERE . %2R E—H E % DNS 7E4 [128 8 AR R0 & SR i B wp R 7= 1
HIRI

13.6 B

FEEIL R ER BRI E R 2, ED BRI KRR, R Z I 29
BEGEHARK(HEALIE), REFHREOMELIE), TLUHELS KW,

Bk — R R XU Z BRI M A E 2B &,

B K RN HAN R SR Z R, BT % % LR E AT PR R 24
Wi, Hitn, — AR AESET ) RED FBITH TR 8 3 P2 8] 2238 5 K 3K o

B S BT RT LA S R 4t S AR P R % . BRI FTR RS BB B L B K3, T REREAT
HERHRT . KERMELR BB ED KERBRFHAD SHRENG T B K& IR E
REBIVIRIRS, ERBVASTRIEAF SIS, U PIER &, B KHRTE 20 f
290 ERE BT IARAT, XiF, MELRBARERP ACH PCHl, ERAKREPLEBE
ZE SR o

B K I B A — A AR R RS, BANER P4 P 58 = 07 AN BBV [0 AR 45 KRB 2E P9 R AT
BRKMEE. BITHEERE A EEBISE RS WUTR, X8RS X HAH TAERERER R
ERBUNTEN . B K0T DL i & # & A M (Virtual Private Network, VPN) B oy U8 38
5. VPN QBN EAL TRRA EEEENNXZRNELEE, IAEMNTTRZEKE
BAERHFUE S AR I T RN BRI EIPR. B K ik 81 W 4% it 8% 2% (NAT;
RFC3022), 7E/A3% IP hik/s i FFRAA st BRI RRLER , I PURRER 45 884 A S Bk B D9
At

FERANMER, RITEERDIARSHITHKSE, & OSIHE3 Z, RITAR IP ik
E 9 TP #sht . 7E OSI A9%5 4 J2, RATTA TCP #1 UDP M%i 05, ¥ E 85 kHkBER N SREM
%, BXHARKTERM. f£OSINET B, ARSSMARFRKNER WA, B
R, MRER, AT XH, REMGRSR, B, APangEn, %, mxRE2RFH—/h
oo EH, EMGKNROHLEEAT LUAREHIX RE QTR , R IT RS GBIER N ERAT,
R BRI B L

13.6.1 83IE

£33 387 OSI f9%5 3 FI5E 4 EIAE. XAHUM B pc i fs BT P L 6 AL VR IE L By Ko, R R
Z#, ZANSNABE M, SRR EM NN T F IP ik B 57 P ik, MK TCP #
UDP ¥R/ BARNE 105 SUAEEHL NI AT LASE 3o BXRE B k3 7T LAY TCP/IP 53 38 KX 2
FREE S ML TCP/IP iRk, REFELREZHE
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AR BB L AT AR ) (), EB A UM AL B Bian, MF P 5 fip R AR T
ftp iR %5 B80S, B KR BRERR A RS H|HNX M ERBEENBEEL, RINFHIIRARD 20 &
A RRERARN, BENEE P HREFTER D 20 MAKAN, BRERIAEIISE X
ﬂmu o

13.6.2 WREaTHERE

REEFH) AL BRBESHOFRF QB ER, flo, EFMEXT TCP FEFIH
(SYN, SYN-ACK, ACK)-#xX, RNUEH Rt —4AF @ EHE—-TE. ZE—TEHEZ
FRIERS. BfREPEEMSRTLU AL T . REBIIEZFFRBHBEAT MM, TN
R RO, M, fip, IRC, H#F H323,

AL TRV LA B AR, T EAEM RS, A, EREFREHRERMERIEHERE
F&, MARARPERRY . Linux REu0 A iptable M%HR S5k 2 LA SN . AT LASE
MR IR R 2 B S B BRH, SHTLIFE TCP M IP kP MED|, SBAMBATLUEES K
ME

13.6.3 HEEHERE

o B R R S, (R FR B BT B MNP T R B,
HOBPER. AFNEEQEN KEMERZER - IER. XM KREXBERET,
RHTFTEMPELIFTEAT . ENREHEMRSAIESESS, HEMRER.

13.6.4 NMAERE

B KT AN AR AE L, REBRITE KR LR S E P ES. H—1FS
W PIRT KRR, B KRR SIR &5 4% — AR R AR, KBRS —ZERMANT
B, —ANERARIENT LT IR . WAEIR . MRAFF S REER, RBRERE S,
%, EEDIEFRES R, B AR ER L ABAEAEE, BERSHRINEE R
ZiH, BT AR BR I, A, EEmaaRa.

PR KA ¥R PC LB, MARFRETUEHRNE HNERFRPREKAE
#lo EXAFE, MARRERRTRNEL2ET, EFRHMRELRSE. ERM, AXE
MNENEENLE, EEUEMRE. EXHE, CABREEAXARE, HAERETHLY
RRGREEREHREN T . M TELEIBSKE, ENERES, MERER. b, FREHN
FMERPORSESE - MERS S, Bk, ENERNRSHERK, IFBREHIHAEK
E5o

AT B HMT AU AEE BESHRARE, BN ERSHBEERM, s, it
S8, TR AR AEREGE T MRS B RIS .

13.6.5 PBHUIEERE

TR R AT S, (RS — 2 BRI % (& telnet B snmp) , B E 384
EHEARBGERROS ., XEFFHNE . IRESICHH - SHREHUNRE, BFEFRER
RBMRHEREAA T . REERRESHTARER, TR EERKRNE, W hop,
pop3, smtp B SSH, XR—FEXZ MM, MRARBHUT - LRTENERTE, REASHEE,
RIEHRTT LA X ML RSB REEEEENEERIN T EEHII R, BB K
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BB R0 B R B TR R AR A
o RFMNIEMILBIHKER . hap, fip, SSH, DNS
o FiF IAEAT s 7 BIBR AR 4528 . smtp.
o VT MABR{EAR % 22 B 4FM . smtp, DNS
o AN EPBIHREAR % 28 : smtp, pop3
o RRIFEIRIG
o BT A R '
X7 LB AR E B AT %x%’é‘@ﬂﬂﬂ%ﬁ—’*ﬂk#i%&‘m@o

13.6.6 AN

MR {4 AR 55 A% 0L 122 T B 7E 0 BEL B R T B K A7 R4 AR 95 28 7% T EAT SRR U 1) S M AR 2 Mk
R4 o R IR B ERAL T B KSR IR o LSRR B K35 RRAR I BB A4 AR 55 25 MU R AL RR o R4 AR 55
HNTE TR E R RYCER . BRI KB AR RE i8I R AR 2
R e, BB CR MBI E . fEh—F e R, RTLUGIE— AR MY,
PR IEE A X (Demilitarized Zone , DMZ) . ] LA FITEH AR 55 7 Z M By A 3% 69 A BB A 51 3B 4R
BUREESR (B 13-12) o BRTERAFRF RIS, MTRS 23 M 2 FRIRS B OB EX M.

MR AR 55 2% C INTERNET >
— :::; peB s

i SRS
—
T

DMZ

B K 5%

HEBRILE

! } } |

A 13-12 FERK

13.6.7 RREMEE .

B KA RER T ATARZ B . HBURFS TRESERAFWARTE. MELHE LB,
RAEXFRFFRLT . STWPTICEABRMEMETRANI . IRBEREAFN, BAL
FREHRFRLBRTEYS. EEMNARREG K SENEESMBRENE, B AR EE
BRAERGHMARFHORR. S XKBRMRS A htp 8980 B0, Hilk, FIWGED XD
ERRERAREEER B,

PRI, BEE S — R BRI AR, AR KRR B T ROR R EE
BERRT ABATH 80 w5, XAHAMILFRAERRD, BREL M MHEED hitp BKiE
KSR K. FH— A AR REE R SSH thill,
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At AN IEMEERE, HERS R hups f1 SSH FRPARIMAFHRY, XEH
AREBBT JORMER T o 75 —Fh07 B BAEBT S8 T X 2 B AR HRE X SR N E
M REN, XERBIBAAEHH KBRENRENELEHNORGT, HERFTELR
SHAMBHEEB ARG EN . M XS IERFEMSER LR EBR AL RERS.

13.7 AE®&W

FFOLR AR BB R AR, B, XA IR BB i A M, (BREPSE
o, XEHHEBRAKTEN., HENIEFRXELHART, BEERSEH(EBFRFLES
i E B ERAL) . BB KX RN RMELT 2R A FTEARMIER /M EE, HEEN
EBTAI B R, B BT RES M BRC B4R IR, B RBEOTE, MR BB BB, i
B, XHFEREARNEEREENER, Bk, 3 TRUNERE, TURBEARENAS
( Instrusion Detection System, IDS),

—AIDS H—RINESBAERBAR, XBERBUTUETH LBATUEMSE L, X
PR R — NP REFHEEHE, SWEHE. ARME. MERRNAHPRERNGER. A
REWAFREE: & AR (misuse detection ) F1 7% # A (anomaly detection) , f&RR2% FI# %l
GHHEE, FEREENENH ERRZERT. WME DS | RN ZREFEFREENT L
HR, BN, IDS A SHRATEZHBENEN. CLEREF A IDS & 5 KRR ETRGHH
261,

13.7.1 RiFA¥

REESHFEN — I MEREZ2RE, WEFBWRD, BTWREE(B ML, B
FITHT), MERIEHERFELS, AATUBRI - I RRAZL2EHNHRATIR, WAEEENE
ETHER—F, LAY EFTELRFTNEN. INE2EARRELZLERRE, HHTH
BT o THEHLE 23 Hma /M (Computer Emergency Response Team, CERT) 4Rt TR 47
FIEEIE, a0 CMU (http . //www. cert. org/) , SANS (http://www. sans. org/ ) FIETE T I iR #4
BRI ELER” (hitp://www. securityfocus. com/) , BF E BB MBEMHHIE] R,

13.7.2 ARSI

R AR ( misuse detection) Fj T F4R A E 448, BEEHRHETTARPISER HROREE, HBATLL
RAEXMHPRATRATMRTANES . IEREQREE -SRIV LB FRMORE, IP
BT LR — KR oh Kl HBGR N — 26, RERRY—IK SYN WEZ B MR EH
TCP SYN 8, ABKMARGEREEBBIZLRIE, LI WG B R ST W

BE, RERENEZSMEBREEETHIGERIEERRE R, FHRRELE B RANFH
o IDS | KB EBFTHBCEMBREENES . APREREEN. ZEECAHRFML
WITELERBRKMEA, MHBE T AREUMERZNEBIT. £5 & BRI (2005 ), FAKN
Al ARKEMAZEREETRAKUK . XERGERERNETEORE DS,

13.7.3 REKRN

ﬁﬁﬂ@ﬁﬂﬁ'ﬁﬂﬂ(é‘i%‘ﬁiﬁ?ﬁﬁ%ﬁiﬁﬂ)%‘Jﬁ%%ﬁ%&*’lﬁiﬂﬂﬂﬁﬁﬁ%ﬁﬁé/\%o B, £
EX T AEREL, EENMRESES, BRI ERNEENER]RERELNIT Y. W
REHHE, RRHER, SMARRNAEATENERERSE RN, BRENE
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Ao Hilt, BEEFEFREOEAR, WHTSNRHMIETR.

H—JiE, RERMARMRET R, TRATIR—FEER—KAR. E—68RTLE
MERREERKBATERR T —RAR, WTREREERRICHD. X7 KA BEH A LU
M Bejtlich(2000) 418 3], BEMA—ER=ERTE., — MK THETUE DS WRTF“ &
o7, MEASKERNE, FHERYRLPRENDHSHN A ERNEE, IMEFARSEE, —
AL RO BB ] A — 22— B B IR ], E R R MR R B A iR, Hu,
RIMBIROERE(BRER) (REAREERERE, L EBRAEMEFRE) MERR(ET
BHATHEEFRTHEXNRRZ A, FEEEERQWE) .

13.7.4 ETREMNABRURES

HT M4 H) IDS(NIDS) 2FEM 4B FH BERBGERHE, — MBS BERBLURAERET, X
BT TR 2 PSS HETR . BOR RSB M A BB AE R EER. B =/ ANEARIAG
PIEEBGEARAE : R RAART B, BdAERHE (P, RRHOAMES), U
ESRESHNHERR (ERAS P XEEHAL), Snort B—FM7EFF IR X hB& 19 —F
¥iAT NIDS,

13.7.5 ETTEHNHANBRURS

HT EHLAY IDS(HIDS) N EHLAY H BT P AR BERIE. B 10T LUK IE X8 R 9K
BB A LA R AE R RI MR s (R B AT PRATPE e — 287 af 1] AR IE M A MR O AR 1E (Bl 0. 5
BFPPATHEV SR ERAR) . —4& IDS YIS D iTE S, LREBRau O Bifnl ot = B iR,
REAROETRLEL DS 85, AR —FEAET ENHARKRI RGBS, TRERHA
R W7 k454 NIDS F1 HIDS,

BT IDS iR C S L, FrLL IDS o] LA RME— /N SChdma il T2, {E2 B 3R AR
AR ER . — B E T BRI R IDS M BT, {H R B R A I 1 C B A B AR (AR 1P it
ib) . T IDS EFKIRMK, AR BEK, . M EERK E-mail 1K - 8 H K 3048 5
S AR A iR %5 Bk

13.7.6 ®iE

% 4% (honeypot) R FIRERIUL HE MW . WERFESNEHWM—FEE, BIRHGELH
AR, HEAETHRENTRHFER. HEX, S HENBINIEER L ESIEeE—KudE.

B FHAX-ANEETRAR, AMMEETRERMRIE HEA TR (Spitzner,
2003) ,

ERTUEARBREATSBGEENRZ LY+, RERXENERGEREREELN
W% FEXFERT FUEEBMNERD, ERMCRNIEERITAMBAER. MH, RS
RSB RHIRA BB EM, RAFkE. AEUERSEMEREN TR, EREHERER,
BEZHOARSEERT . RERXENERERESHRS, HERBEHEE. AHESE
WXEAREE, ERBA, FANEGESHRBICEREYES B ZOGE L8

13.8 REMZE

X—ERABRXTMERZLHEXREME AR B LR, Ford(1994) i Stalings (2003 ) 5T %
Ho R T MR 224, Atkins (1997) 88 T AR &4, Cheswick, Bellovin and Rubin(2003),



154 FOEE -

B Zwicky, Cooper and Chapman ( 1995) FE B K 35 5 6 BB B i B 3F 1€, Ptacek and Newsham
(1998) B3R T M AR A B B A BE AR BIE,
(TRFEMZLSHBRFOREDEBELYRARASNT . AN IRESFHNMALR: hap.//
www. ietf. org, 3F IPSEC #3447 LL7E http;//www. ietf. org/html. charters/ipsec- charter. html
Eik8, ETF M, BMERAR—#F, BREAKEL, X TERMEZLEHRKRE, EELW
M, BRUAMARBIEEX A R, R IPSEC 30 SSL/TLS MRELHTHCEWE, BARKE,

13.9 473

23] 13.1  ARP( @M MI0) 58 4 bbb 0 IP Mb bk Bk RSOk . XFPEK R v REREE B 18] Tl
B, B— ARG AYRE T XRL P ML FEE ik #) ARP BERF, RERFRBILGH
HitiE. YARATEIRY P ot Bt N At RFE AT EREF PR, A% ARP 7F
R, ZERESTEECH IP b MEFat . ARP #F5R Ay IP bk 33 R BT BB S b
BEWH R, BT AR R W ZBS X4~ ARP 3EK . ARP #KIR ) JRIE R 47 BRFr By A AT LA A R Xt
Hi ARP K37

%31 13.2 R — P EERDSE XK TCP #F UMY, X fE# %% TCP SYN 3t
Yitio

#7351 13.3 ZE /¥ A(a example. org) M ELE T AR 5 28 %% B IR 4 b. example. com Pj[a], &
FI%E A AR AE RS 2ER B i IP sbhit, RAHIHE RFB/VEFHBA K P Huatk, B2
BRAHEAEAIEAL RS SR B IP ik, EEREE -4 16 NFFIS, mRKRB—1
EHNFEINS, BartBaRESNEFECHER. HUMBNRLSHER. B BEHEE
] A B934 RS 2R R 5K B By TP Huhk A9RRIRTER, RIAT O3 B 34 IR 95 4% [\ i — MR # B
BIMhL . RKOW A FISAE IR SRR B A B B TP Hht, XA BEREZRKEEIABRY? (2R
&2 LA E et A E#)

#3] 13.4 XJF IPSEC M SSL Ri%, BT MM T EABERELM. I T EXMBBH
RER, XL ETFERBUREM I E 27

#3113.5 MTF—AELHE-mal REM—GEITESL E-mail REMPLE, RS ER
Hhsedz oegE? MAUERESREIIT L LRSS BENEBEXoREEZRFMAERMEE
BIRF -

%3] 13.6 BRI EBIE MNP KEE, B P REMNRES.

%#313.7 HENEHEIRENER. FHASRPARMERZII NI T, B XEGE
FPREMEA TR R E N % EARFE AR k%, & TCP/IP B EMAREMWE
TS 4R 3 fa] 82 v B K B B SO BE BB T 7

%3] 13.8 — /" AFIAK bB‘JEEE%Z&%‘Hﬂ?ﬁ?B‘JH‘H&‘@ﬁJE%ﬁ%BEO BE—1NEEH
R EHE R B RN F B AL B,
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FERIL )3 FALKE & 7% & (computer worm) R 5 R E KM FHRHE, EE EHEAKN
B R P RAEROK R, HEEL2RABESET AU EHAE, —sidEE
R RA R, RBAT BB RS 55— e rd WA B T & 2 BT R IR
WMRZEZT, B AL A K AR (buffer overrun) RIAEIEH MM T, £ HC K BIRHTE
WA BRI b TEXFIERT, DodE & A AR MR EPRET— 8RB, kT
RBFFHIRARRMS, TEHHBRX BN A DR E, EREFER T, IMENR_RERS,
BELA-NRENRENNR—HRERBEN T/, FETENRGHRLRACSHR
KEHET,

ERXEP, BRI ZBRERERRGE RRE, #3FEEEREE RLRBxe
FHMNE, FERRNOEEN, M BRELLHTENBESELENRRE,

B 4%

* MR- RRHATLHNERFH,

o TR MR P B

o BB RGERT, AR AT AR B RG M E T AR

* BUEBEREH—F%K,

14.1 35|§

STFMILAITEN, REREERX EMAMAHENGS, ArgsRfEERsE8N
PR W TEEINEFNERITEN, RAFREEZEGT RS A . MEREN TR
M ER—TERK B, BACRATERIIRNAA, FABRT L NEE KSR
B, IWRKAEBERIHLE - LEEMEA, NTIRPSITHRENTZRENIE, FaZ
RUBREEEN, BERMEIFAERTHEMT B2 ENRE,

14.1.1 REWMATHEM

BHRREESRENRBMRGOTRERX, BEREMNZBAXERERARAZL, TH
HAAEKRREESE, BERBEBLEHLMA, KRS ESHI. BAETFHIAHNETT
SEITERRBRA AR R AT R ERT SR, R K03 BN 6 FE s
B AEORAFAEER, EENRXERAEHENMENT, EXLHFER, JHH
SEREBAFREHNG. B, FRHMATEN TRAZLRWANRES. I THRIEREE
s, ARG AMAKM RS (BRBA RN BHER)

14.1.2 EBEEFS%

WAHBSE O ARAEERG . BERGMEEL, HENEZLTRABMANTR
STENETHE. # F AR & (computer virus) B—BREEBHIT AREH ORI, SHEAKA
# (payload) , BEES —BMAMG L. ZMAFATLUERMEEN, LMBR—&RFL, REHE
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BT, BAURAENTR, . MEBRABSCUHNER. TRIREEIEACEA
AR, & % (infect) P, %k & (worm) RS A R ERHARRRBREF . KARKE
WEHENZ L FRAORE, FFRPBE IR RFFE. H-BABESKREENEENHE,
FRATRES I RIA XRFLE NS, HERFXE, WEHRNERERER,

#i847 K B (Trojan horse) R—B A RFEAERN—FEF, ENERFXHPHRAER
B, RPORs CEBESITXERF, E4% % # (loginc bomb) & X —Fh 7 R BRIUA &4 BT 2
HEHR T — BT

14.1.3 B¥E

By, BERENTENREARATEBOA, iTHTELRENEREL—BHF
SHIBEHLEBRE., MEMNENRYE, REBEHT -MER, BEEAERBEADT
BHLRGH, BN white hat (R ZF|H B O HEBAERBIRAIT £ #F; BFKN black hat
MEBEENEREARRS S, CEAR— LA RIERBRENRA, TRAXHAHREZEE
BERKOAR, BHE, EENSLCRIGREEATL A,

WERHEHRRAT R EHNERN SR, AARMNEZLRRE(RRBIHRE), mHA
EEREIT B RO ARMIR. 4R AR T HE R E RIS M B & SRR B A ) F (ankle-
biter, script kiddy),

ERELRAERPOABTER—MEH EHKR, BROBOERT AR, RFELETERN
ELARB THREZFRBERENARBRERABE T RMEE N, N, RURHARBALEE
W ENER. RITRESHEEEN KA ARNISPTHENRG, TMEHERMHRE. Hik,
BEARNE SR : AEAREEERXMEE

14.1.4 IRBHIKEY

HFRELEBANPAZ —. KAURBRE T - RBREEFHUANRLERNRLE, K
B T REHI— 5. HRATREERARTIRNABLHRELRE, HEPAIHMT. B
MRER, REFANESESRLZARLERR, XUR— R, ARSI HIFENR
Y& R GRS FXT B0 3 Rk B RV — 2B AT B AN A Z B A LR MR BT, Xt
HPNEBIRE N RERES BWELHE, RAFSHEE.

14.2 FHNYF

FEKFHBRBERESETAROMR, SXF 5L SMER KRB &2 E N 7B
EREERWEISFER, M TFXEREYHRENREFFNERLRERNFRRROTR. +
AHIE—RER S —ATSE 0X BRI % (—MAE URL ), RBIHYR MATERAMRRLYE.

14.2.1 SEFF(UTF-8 /1)

RN RERE RN ABRE, NZEEIAFREAXRETER, W A/B/CHE—H
VAR, FPRASAIERRA. BLACIEM LR LUEE A/B/C/input JXFE IR H
FMIRET o XFHBREI P 2R AR B i gt . AT DA B RWFHMA ../ BEEA
HHBELEA

S/ /o /.. Jete/passwd

SRUAIE 430 . YR —FRRESHEE, T & & AT AT R4 A B % (input validation) , 3 Hig ¥
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EXEHRTAE ../, BRXIEHFARBRTLU—FKERT

Unicode FFF£ (RFC 2259) ity UTF-8 4% R L A TER ASCH it/ R 4 L5 A KY Uni-
code, ASCII £ (U0000- UCO7F) it ASCII %45 (0X00 ~0X7F) k&R, Fif Ik ASCI 4
#RAT U@L 3 ASCH 745 (0X80 ~O0XF7) SRR o HiFBHLI I 5E I T FiR «

U000000 - UO000TF : OXXXXXXX

U000080 - UDOOTFF : 110xxxxx 10XxXXXXX

U000800 - UOOFFFF : 1110xxxx 10xxxxxX 10XXXXXX

U010000 - ULOFFFF : 11110xxx 10xxxxxx 10xxxxxx 10xxXXxXxX

Hooh xxx fif & Unicode HFH —#HHRRPRAEEMNNL, HiN: BRALS U0AI = 1010 1001
BLET LAY UTF-8 4RfiB gkl : 11000010 10101001 = OxC2 0xA9, Hf5 £ 45 9 7T fEfY UTE-8 5
A XHERE) Unicode FAFAR, {HR UTF-8 S tL 4 BZEKNT R, HEFVH UTF-8 1%
ABERWNE, N FARATBEINSHNER, UTHRHE " BERH=FFTR,

EY T TR
1 FY 0XXX XXXX 0010 1111 2F
2 F 110x XXXX 1100 0000 co
10xx XXXX 1010 1111 AF
3FEYW 1110 xxxx 1110 0000 EO
10xx xxxx 1000 0000 80
10xx XXXX 1010 1111 AF

B, EMEK OIS PE - T RASSIZUTES: TEZARFHAIEEN Unicode 7R,

HEEBARRDPHAGE, — T
(TP Huiht} /A /.. % cO% af.. /winnt /system32/
FFiAE URL S S BRI B B % C: \winnt\system32, K % 0% af & / {1 —FH
UTF-8 4it%, Bk, .. #0%afl. . RERT ../../ . HFRXANH, BEF—FHHl, Ak
#E—T X1 URL
{IP #bitk) /BRIAS /. . % 25% 32% 66.. /winnt/system32/

BHAEX URL it 74T R4 T fH4, BiSeF Z#HE HX A F5:%25% 32% 66,
M i #R4:183] 001000101 00110010 01100110, EP ASCH E4#F &% 2f, B4 X4 URL Hbfk 5k < 4
W IP ik . /BA/. . %2f. . /winnt/system32/, BUAERBAH BE, HRLUREX S URL #%E K
TSR, %2f BRIt H URL B EHERGE R B R C: \winnt\system32, FEREFPRE L,
MER T XRE T FROER,

14.2.2 E¥BEH

ERET, BERRNE - ERNES. MEHBNRES, BERELETKE
BRI ZHHBERERN . HRABRFERDT Y. BFRIHES T, ERSNERFSBEM
ERSEY, SERMKRER(REKER) . WRITANSREL T URRHEE, Bas
RELRH (overflow) i, TEXFMHELT, EBRRIFTBANWBEITERAURRERT. &
wm, E8 MNENSERITE S, FRUITHE256 9izH, FriF255+1=0, 16 x17=16, 3 H
0-1=255,

RS BRI T —HH AR RAN . BREM(BREAN—OG) REH T X MBHK
S, MRFSMEO, HAXNTBEHMEEN, ERAERKN _EHRR. WRFASMLEL,
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MAXNEHRE AN, BEitE - n W Z#RAMEAT IPATUU T TR
o HETAM 1 U0, AR OB, JRGHE Z#H n FRR. XN T8 AL - HHBHNS,
X—5 Al LA 255 - n R,
o RIFFEX N EIZGR EEM E 1. X F 8 M —HHEE, X— W LLE 255 -n+1 =
256 - n L, BT 256 XA REFNINL

Hit, - R HEHMEMBE S RAEEMEENEGERR L, RARERIINGERK
B0, M- SMBEGTEN T REZIRERBINGER, thin, XT 8 7 — #HBEm
B, ATRESBE127 +1= - 128 f1 - 128/ -1 = -1 XHMER, EHFSHENLHSHZRHER
HIEHE, — N REIEBBAT BB M — Ul OxFF=2° - 1(X/T) = -1CHFS),

HERPERZ RIMHELR TSI AL 2RE, THN—FATRELBE— T HRASHER
AR g size il sizeof (buf) FBH LR, sizeof (buf) & iR — M EIEKE size _t KIFTAFRBK
N, R R R — N A R,

if(size < sizeof(buf))

R size B— N, I HEIFIHIT sizeof (size) WHERFEMB —MHHSHER, Bok
XA B S . BEWBRTRES — RN RS, 0 UNX RERE 0T K
A — S UD R A (BIZE— 5850 WRF, B3 UID >0 B X R B R 8
ila); B2 UID GREERBB— L/ SHEEE, (515845 A 0x10000 25T 0x0000(4R!)

HEHEFED, BEEENABERRBE TER, wi: Fb=20, Ma+b=a, EHEIRE
T, XMEMSHRHHF, ABREALHNT . XFEMBPERFLIRE LI EKEF RGBS
EEFXHBRE(ZR14.41%), BETHN—DEBFAE, XBABRERNSFAHEH
- EWRFR, FARERNFRABREGRRZENKERTMEMXAHLE,

char buf[128];
combine(char * sl, size_t lenl, char * s2, size_t len2)
{
if(lenl +len2 +1 < = sizeof(buf) ){
strncpy(buf, sl, lenl);
strncpy(buf, s2. len2);
}
}

E3R MRS, HHHEEBHE s1 (118 lenl <sizeof(buf) I B i B len2 = OxFFFFFFFF, #
# stncat BT, FEZPRBSwE, REWT: :

lenl +OXFFFFFFFF +1 = =lenl < sizeof(buf).
HENEBOFAREHRECFMB AL, MRMU2Y AR, X v Z2EECMNREN
il bit $, XFEMSE LM (BIIEEE) FREE SBE T RIL T RIA e 0 — 48R,
HERFRMFRLAAERFERGHE, ARG ANEHZEARKAEGRA L
A% 49 2 F % B (Ashcraft and Engler, 2002) ,
Z ¥
MREENAFEARNIE, BATUFHRANERSILFSER. MRITENREN

FHRMBRRERN, BAGKRATEAR. WRHFESFIC T HASHRNITHN SR TR,
WLEERE-TRETEARAANERR, IRENTE, BAKEREITHRE.

14.2.3 ¥4
HEBAFANEEYGTE, UEBRARIEXEZENERABIRAKENBENE,
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2B BERNFRBERE TSR, (XERBHVFEEANRFRETHLHSE
ROMRBARBEERLBAANE R, RERBFRAAFBEMOERN, MABSUIR—LE
Rt KR, BT ERARTIN, HLHBREET R,

ETENHFH, BIREE -4 FHIURM 32 it AR E, WBAKHAPTREY
PIfFb it SR AT LA AT 7 2R R

TRMAE[ KT ] = FHEN + RFIS x TREK/D

ISR O 3t £ 0x01720314, - HLE 7E 0x0010FFO8 A fritik E B R . RATHLHR
EitH B aos b FR ot 2 (A A B R

0x10010FF08
0x001720314
Ox0FE9EFBF4

H HE LSRR 4 B ERES 0x3FATBEFD, -+ i#tHIRmR K 1067958013, IR R AERA
RBIHANTE, RITKTEERHAMNRS HIE 1067958013 405 AT Hirsiht B1E

14.3 HMBFRT

ZF (. WR)BETEEANBERT, RIIXEXFMERRE, UERATUSE
HRBIEN], R, MK SEDIUR(DNS 84, IP gk, - ) KARIERBA B SR
Wo ARERKFUBFERT . B kIR ILLEFUUER & QDR E . 2R R E FH ]
ADTRIBRE 4, WRE— P ERER BT, RESNETFNEAE—1NEY, BAKE
HERTLELEA - TSN N B FRET L LER, MXTEFERBLLRBHNE, 2R

- BEEBAN. ROUXHERNERELEEBR., X444, URL RE P REA L MRS

Fo

o X4 c:\x\data = c:\y\z\.. \.. \x\data = c:\y\z\% 2e% 2e\% 2e% 2e\x\data

oI TEIP: ab.c.d=a-2¥+b-2"+c -2 +d

o fFFEEHE: Bm T A— M XHFRXHES.

XEREN FREMEHBIFRAOEHELORT T, BENE AL ERS Napster
SRl SRl AT ) . Napster SCEL T — b BEFLN, MTMEE T E TR ARG TRES.
Napster f ] P B2t A [ R R Bl 2 F ok s X sl . XBR—MEYHTFREE, BAH
PYET R FRMEEFEMH,

THRRIMREERARSRKNENXHSL . EXHER T, myfile F1 Myfile % F F—4~ 3043k
REMH, E—-PRREGXBLZBRNERNXHRGES TR XHLERNERRETHIERE
ABER, (BRXENBERY L KA1 Apache FR IR 525 H HFS + XHF RS L) BRI
U —FIRA M FELTIFA, . Myfile, B BERjA myfile, ZRAREIMBRH, &€
SERRRSBETER, FHAXHRESTIAXERTEIR, MEARX T FRENZZ DR,

KT R HIRA A B, BB 4 76 M SO U 6] 4 ] P 3 2 B RR 40 A P AT AL 7€ 4L ( canonicaliza-
tion) , MBEARBRICFE - BFERAREREL AL FHLE, B—RESTFRARE
% % (canonical name) , {EfAIBHE— M RIE AR HEHENHRTEE, MBAERMERH,

X H

AEEERIINLFZLERABA, e ERBALRRERR, L AERERBEBA”
Howard arid LeBlanc(2002) , AL %R R E X BIAG FHEAENE R, FA%
BOKEE, MARREATIFFENZREREE, BREABENAR EETAFELRE,
T R {5 PR E R Ge s Uy 42 81
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14.4 AEEHE

AR B R o R B IR B B SR R R B B . 0 T B MBI
Yirah SR A F ERTRRE (0 7 2R S X SO B AR R . FI LR, BREF MO TF 2 BB 2t B
B, RN IR AR EREGBNTE, BAEEEEOHERS
BATERERMITE ., NSRRGSR, LR EB ARG P £,

ERFRHES C M CH Wittt , BF R AT BT B S A SIS, BARE %
KLNHTE, BRUZREFEEACRERBERNGET, & Java R —
CHECRE MR 2 BT LT 2 % K S4B 5 BB K, 56 LB T g |
B R

B 14-1 B T~ MBI AR, BRBRNERILHETR, & |
&T MR AR B, TR ST — S, MEESL. |
A RATIBE SR, AR 5 77 AR M i A FE M, 38 A P77 09 A PFFIRAR
Mk (P2 TP, EHABAE TEARNEER, BERMKEN 141 WEEH
6 bk b FE A,

14.4.1 ZdXEH

AABWRFOHES BERABD, BRBRFERE. A% P, EIT—1T8BF,
NERB(ZHX)RESELEE TR, IRBE—TEENEEDL T HERNEHRR KD,
LARTHRAEZPXBHYAR, FERAPEAX N TR BB ESR, MRXRAF
XBEESEAHMTR, MAXNLENERSYE, TERMOE UG T RESRG A
MR—AHEEEIRERTF - EENEAFE AN ERERRE U — LR MR BIE,
MLABERREWNXBMRESIRERT . SIERIMNERHRZEE AL (R T T —MEHRITHR
BEE)MEZLRE, FhXBRHERL—BENEANREEZSRANEE, RITESHRAHLE
FRULH I

14.4.2 BRAERL(VMS)BR

BF VMS RGN —MRATERFRBEF LA —/ Wi, APTLEIMTHrRFEM
AP 2% FMMNEREROAFRE L,
Username/DEVICE = <machine > (/& /H& = <HliE>)
ERERGEN—DIRAE T, FEERESH machine WKE, RBENEZFET 132 1F
PR L2RSE R SRR SN BB FHIL AP LLER R4 —ME S PLaR L7 ki
Bffi B S HtRER.

14.4. 3 finger [

BEABITFREE 1988 FHBMMBHKE. EARKHST, WKRELELE fingerd J5HE
FHRARE—TaREENMEH AR, BAZETT UNIX 4BSD i) VAX REEH, —&K 536 (I KHIRXE
4 fingerd M B RSBARBE R R RRHRK :

pushl $68732¢F push'/sh, <NUL>"'

pushl $6e69622fF push'/bin'

movl $p, rlo save address of start of string
pushl $0 push 0 (arg 3 to execve)
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pushl $0 push 0 (arg 2 to execve)

pushl rl0 push string addr(arg 1 to execve)
pushl $3 push argument count

movl sp, ap set argument pointer

chmk $3b do "execve” kernel call

RELTRLE, HAEREDFERFE, K0T LT execve( " bin/sh”, 0, 0) 54 T,
X& 4T TCP T H— & PIEFE shell ()% 4 ( Spafford, 1989)

14.4.4 i

X RN P X R IR IRE . N T RYARFAEOEAFE, THE14-2(4&
BB T — M E#EE . %R function (int a, int b, int ¢) WRHFAR x M y BAAKNZ,
EMURSBEABRE £, FFHRMRERIIFHEAME, RERERE, REOWEH, B
MZETHRR, Bn, SEHEREPEXHEMBREEHEWK ., GXMERRRRMEZE
ERFEFTRAER )

SRR 5% WP 20 1 OB

c BIEA c FIBA

b MIBA b AIBA

a A a BB A -

& ERAE R A3 Bt N_‘
B R - "
AR x N BTy Bl
FEER y y ROZ8 b X %5 Y i

B 14-2 eSS

B R P H ARERS y WENABE AN, MARGERTERS y —ME, EE8ELS
4y WRWRE, ATIEETEy 2 ERN—BAFEXE, ¥R, BdiE LR ARR ST
it R E AL (E 14-2) , BEEOE, WRRENAEYEELE X E EEMNE, SR
SREXRHBERR

MFHRGHEME, BENEFREIR—FFTX, FRRAEABESEEDREIRK, —F
R ARBEABEEE - MHAZRD, IFRTUEBEFEERD . YRGHERGE
G T 2 i AR BB U AR 45, IR AZEAURS MR ALK NOP( S #/E) ek
MU AL B 1L,

14.4.5 FAHITHIER

RITHSTE14. 7 FHITRBFR A HN— R R. XL, RIMNRABEE M EERN
BB RS . {f A R T $44T 44 % (nonexecutable stack ) {4 & Af LABF 1E B AAAS BB B kR R 1 2%
RBOUARLHFRESZE, BRERTURITROERFBIEIET .

] AZESR El Ak i T 75 A KO i B — N AROT B0 (BEALAD ) TS, XA I AR [
HATT RSP AR (Cowan et al, 1998) , FERFIZHI, REWSKREMEEHRE LR EHHN
(F14-3), ITHRAXMER, SFERSRBHTHE, XHE—K, GHBEENBEANZES
RSB IMA BN R,

© ERTTRAERITRREXRSHERE, WREXT, AEREEY LIRS,
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iR 21 E SR B3R ] B

F®HE o H E AR HiiE R Wi L TR
JLAwisEE Zx -

HtrgkeX

Bl 14-3  FUEE AR BE/RAR AT REAO U

14.4.6 HEEEH

B FE TR R BGE RS TRE, StEITTREORTFEAT KENRPELH
KN WRERN ARSI RS EM—BNFXE, EPHRmX b iRouEEL . 7254
PEMAHMERES -REMXR, FEE#ES, B—BREWXEHEEE T RRERE. MR
HE— A mEE, RAFBRTEREERLEAREZMRERE, HRNPFE-ERERIIHK
TR, X TEHRERE SRR,

AT EHBNPIT, EERABAEZREEWERHARERN — L3R, XESHERTD
WREATLIIRBIAY, Hin: IESCHMIEET. R RRNEH . BRI AEREZRRGHEF, &
IR, EXTHEABHEN () X, RERE-MEBREY, EEA—MEE B
SCHHRGTRET R BB T iR E R SR REST, HP AR AR O 3UFZ 2361, BE, BFst
AT AV BARSCEE T, T BB & R AT AR BAR AT B 8. BR¥IE4T int (+ function) (char *
str) RFBRFRBSEUEARANEE. PITH, BdEHHERNERRSBEER, 41 %n
RPN T RPURET R, ARA B BEE E XM RBER ST IAT. RBERHHAATE A
WATHYHE

BERBEATUMERN— T SEEREERTF, ZHEERATUFHEAER Y. IHIETE—TH
PATHRR ., BLHR, BEFEAUMEITT—BRER(RBR), XEEEREZER TN BREHMEK
Ho it FiHE R shellcode (/bin/sh) i B2 HMEER . XF AT AT H, EHITH TR
HARKIS L, “IRUH" BRSO B PGB, MAERLARITUEANENRGR

% % #)|

HE M ROE R HE BT

14.4.7 HHREE

ARRZL(NEZL)WIEEBHREF, FRAMM NIRRT, —ELRHF
MR Java BFIET . B Java MRIR—NHEILH . BATRTTLIRIE— 5 E X RIR LT
%o Java EHINLEN AN REAFTHIHEAT FREXNR . BESKMBIEKARR AN
TR a2 R RS AENR . BERRERESFIE, SF—LXRFRATER.

—/~% 2 R% (type confusion) Wikr, FJLABRESRSHEH, SR EHEAR— XS, K
h— MR EIRE . BN RRSHBB I RX NMEREBHR=TRE, W
m, BRA-AAEHNNRA, K8E Tr, B—BEERIBA—NRAER Un KB X
BT RIE MNP R —BREW X MR, WATENR A RSEREE Un —FHE Y (B
14-4), HEGERARR), — M ABRBEIEREFIRMMERSE, FATUBEERB S
X%, KERERHRSRE, BRENMFHAEET . Sun TLAE#00218(2002 43 A 18 H)
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AIE Java BRIPLPAT LR — AR, 7E 2004 ERORHEE, B4 &t Java® RSB RIS L —
= &

ROE 4 K
A Tr
RilR WHFRK

Bl 14-4 KEIREHR

P52 7] 3. 085 A ) Navigator EF — MR, XM RAA G AN RBEEE
(McGraw and Felten , 1997), {ERXAMIAZE 3. 06 fR4s L #i#b LT, Java B A4S
BT, MBHRRT, & XEHERNCYREHER, BN EFER_RUIASTLN. BFR
HEEXWELZRRAAFUX DM ERF LY. IERASERRNEREEE. HE A Java
7P TUEMBCHEFHRAN—NETHREARMET, XERTUEREL—
Java BUHER,

GovinDavajhal and Appel (2003 ) H#iiR T — M FIFEHLAFEEE IR . SIS TT A0 K BB B b2,
P B SR R A — N RS . FEX MRS, — MRENLA AT RR AT B R
SIH, XHFERATRRER—MERMOR, ATEIXANBH, RITIERGIER XK A f12 B,

class A{ class B
A al; Aal;
Aa2; Aaz2;
Bb; A a3;
A a4; A a4;
A ab; A a5;
int i; A ab;
A a7; Aal;

}: }i

Bt BT

(1) ARE BHIFEBXMEEHRANTFX, FHEAEME x CHER A H— I RMmp0f REE, #
4 B HETA K A SRS XA A MR,

() AW BXE, FERAEH A RRE, BRREH - AFEREEN NI, £X
FROG R ERR—RATRITHE, B—MEEANSIENFRERN TS,

GYBRREL MR FRa bW i i b, BB THB, BABE—NA LB r, HHIEK
Br=ba,

(4) BI—> B REWIES q, HEE r i BFBRIEN qM3IH, thi: g=r b,

WMREANFER, B4 r RS S x, T ERMTGAT LGET A st x + RBENTES
B q WME, XM (offset) MR A R MEIILFI TR b B 5 A B KA 1tk 2 (6]
—BREEE, HE, BNFEAFER, ReE r it x@2', FHREN(x@2") + iR
538 q WE, KHAEFHAFEAR, RBETEEE A MRt x, BAERINMTE AL

© Adam Gowdiak: Java 2 f—MRBUMIZ LR, 762004 S DRAEFRERETHL L LW EFFITL.
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Higstp, ERAET x, ANA - BRBHIEE ¢, EHEE x. XH, REBEBEAGER
BT,

Z 1 H Y|

MEM R BER LB NEZ MR 2ES .

14.4.8 HIAHEREER

AR, —PNERANFRETUBIMRE, MERERNAFHXE. BROUTHESBR
H, X—&oUETEH—MIA IR B E TR, EXEZIRRNRERZRE ICL &
VME/B #{ER G, FHRIEZ IR ZHRE.

VEM/B 7E 4 # & R P OSCHE B AP . STD A BTl B U R R HEMR—B
XA HRFEAANLZLBEREBNRT, BAXRSERSM . ELBEIXATFE,: STD A%
Vil M SR . SRR, REXHF MR REIER M &0 F M TR, MK
REH. QIE—HAFHF: STD/CLASS, L E#H B4 REA MR XA R E LR R
WEAFHRETHEET

Fif . STD/CLASS BR T #E SRR, BUASWARMBKENT . Bk, X FEME
R : STD/CLASS BRMARY, XTBFHARMITFHIHEN, BARMLERN, HTHE
HRRTIRE, . STD/CLASS B 020 £ AL Return 88, B ABBBE R, HN Return 2% S8
B O #F, MAROSHN—IBS. AFNEEXHS, O4RED B4 16 #HLHR
REK. FENE, HROFEEBUT, HAT-IARERANLLEHNEOA,, AR
HROAF . FERHIZLEHNSERBRRN AEZL”, BBitEIISABEHRITH B,

AAPRBT T —iBB&K. FF: STD/CLASS RN EEH & L8R, HE-BEXEHA
HHRT, BERERNT-TRERSBANEEEH G

XA BRER N BEIIT RERE, Mifih B W ERME VMEB 25, BitftACHA
RBHPLLEH#ITHT R MNRE, AERESRAABRTHNE, BdRS EMTXEA
WEREHENS, BRRBEBRREMA X, 8T —2%KH The Mad Hacker Hj7HE . HE
fE BRI HBRER T, FEBWB THRER, $HAAROREXEE 1971 FHRREK) . XRXKHE
E—REBEAR, 7£191 £/ T HR KRN,

14.4.9 AS/400 P a8 CHHK

AS/400( A AR SE 400) A H R IBM M —KBIER G, EEMBERITHOPEHBEV PRI
17, HBIANRLBRZEH. 7 AS/400 R4+, AEEBAESIRBRERZUTHE. #iE
AL B 4% v 4% (machine interface template) HLAFE T BT, HFAZH TRIEREN L LEH
ZH, HIBEOERENHALEN AS/400 F 2 HEHTRAKGER. HE, FTXFHEAR
G, WATMEEHE(RES) MR, AR ERZLEE,

IBM E¥LEM BB A BIR RIS EO®S, HEHA— N ERRER A EIRE
YR OEETH®S, RBELEXBEY, EERERENE-NEEMSER, —BRHEHF
EEERTREREADIITE, BiRSFAA - MEIEREMSHREEE BM BX.
T—SREEFEERENZEYE, AS/A0 EH P SMEASESHFH, NREFAREMELERK
BT, ERPERENRAZABTFERSEBELA A TRZEPRENR, SREBEEER
RE—B, XTHERLESIHE, URELZLHET AS/400 HERNERERELL FEHFHEN
A] PAFE Park(1995) Hh R 3,
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14.5 HIEFMRE

T — T RAENE 2R, BEAMABTEREZENHEERE. B—TMURAEH R
MBI BTR, XMHRRSPITH, SEhWTERE. TERFFHETLIEHA, fEARA
AT EZ B M RE AT SRR R EN

14.5.1 nEERREE
UNIX BB mm i g .

login{-p][-h<host >][[-£] <user>]

Hep-f TR E R, AP BRLEA DS, M rogin GERER) @4 AR P EXERA
o XE&MLHIMEAE:

rlogin [ -1 <user > ] <machine >
MZREROTFPHBEAXNRSTHE ISR, HESEBERFRREBEE 128
PG FENL, HL Linux F1 AIX SRARNSRA R FHMEE, FEEKR
xrlogin -1 - froot machine
b S
Login - froot machine
B, TEHEMES L, EA— TR EREAIRER. XTAERHFHEAGSNESIIEN,
BERMLESHBRARA. MEBEFHBENIEEEERR XIS

14.5.2 M&

MAEERFHTEEMENABRFEN—MEBEES, XMIES A Perl, PHP, Python,
Tl 8 & Safe-Tel, 23t M % 42 v (Common Gateway Interface, CGI) 2 —finictEiE S, Bt
— % & & 4% & (Uniform resource locator, URL)#l htm! X BRI AT F . XLBF AT LA
AR B — iR R CGI BRIEE BEN, EHELITRIIMAREES. B 14-5 i T CGI
RIZEAFN], &P R%E—T URL # himl #HRLIRE 8, HE— CGI HAMTHMASEL
XHE RS ERRSBAR A RS BORFET URITHRF . M4 RS 28T LR M
R, W4 8% 6,4 (Server- Side Include, SSI). {#if SSI, 7EMRSF 8% LIRS AT LI HE
ABamA, XFR SSL i, MEFWMER XM ICHE, XEREGMSRSBIEME, &
RHLBEB/AR—MRESRE XL,

E- 95k MR 55 &%

AR A

K 14-5 [R5 8MAT CCl A4
—AMEI B A BF BT LA COI A BAES RN, — M RB SRS 35 A4 AT HEBUXFE -

cat thefile | mail clientaddress

e B thefile EHFIZF, clientaddress &% F IR ERF ok, — B ERHHA P AIEEE
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A user@ address | rm-rf YERNAREHNE, RF IS IAT

cat thefile | mail user@ address |rm-rf /

WE, EEXHEARFE, RS SMERETA A R MBR 308 . SUERIEAE H b T RAEE
MR —kE, X CGL AR AR R X AT IE 08 . SR IRIERRR, IREUB AL 2o E ik
M AN AT A . SST A RERAEH MR R . SSL AR RIEHERE .

<! - # operator argl ="stringl " arg2 ="string2"...... - >
B JE WIE R R BRAERT 5 exec IS4 cmd k4R 1HEAY, SSL £
"< !-- #exec cmd = "myprogram myparameteres’ -oovee >

fle3k yRATERBE T # 4§ #8 myprogram myparameters to /bin/sh o (XX A] DAL FE MR 55 2R 89 2
/N5 7 B Options IncludesNOEXEC 25 H. ) B R AT LIk B TRF+, R myparameters £
FE—A~ shell ¥ L FFMTE, WHTURTHRATF - AHEXNBFHSH . AR GRIEETERRE
XFEHHH R, BERT R AE P shell # LT, @4
unescape "stringl; string2"

1% A}y L " stringl ---string2"” o R Perl XREMMIAE T, Ve SR UM, HRWH TR
By o 0 TR PRI R B P U, R —PHARBRARE, IEAN CERT Advisory CA-2002-2
PR —FE

14.5.3 SQL &

SQL £ & M —FEUREERIET . MRS LA ER 5 MR+ SQL & iy ki
BRI, e MY LA RHENT, BENHFEA, SELERBEAFEENRITE
B, 58— T T KX & P REE R

string sql ="select * from client where name ="' " +name +" ' "

FEAMEERATEZL, select * from client where name = ‘ Bob’ fiZ& #f], BEY— 1 H &
ZHiA Bob” OR1=1--8F, B SP XL

select * from client where name ='Bob' OR1=1--"'

I ASH WHERE Ea)H B, BEH#HT—LE8 L&, “name = ‘Bob’ "F“1 =17,
B -- ST RERNRER S FETIRA. SPRERERE, FTUUXHMSEWIANRIER
0, BNEPIRBRERSEER, 5— T EBEWHAR: Bob’ drop table client --,

Ve R—RR AT HE I, RATSd il — Rk EFERA, HEAZL2NFARATEN.
ERMOEF D, B35 (HRER—NSH) T WSS (ARG REM) BN, XHERIAH
RIS AP, B, IARSIEARER, BANEERIL—RTE, RARLHUHGE R
AHAEEFR.

Z 1 H

REREE T RO A R A ERR. TRKE LS ARERK, Flan, ERRNKER
rA, HREZEHBEA

14.6 R&FH
SEAN IR SR, TR MG R S T U AU RO, BRI T

O #UFEREWRE TE ENBESTERRE LT X SR,



® £ 5 167

TEHMN . BBTE Java serviet h—HE, HHEEZNHE, REE N SABRNHBRTELZIRE,
BUIRR - EBBE, XRWTBREN, AEHEEE—ITTEWB LM XESESEH
EZH, REAARESRARBREXMNMER, X MEMTER LI P B A E TOCTOU (time of
check to time of use) ,

A48 b —A1E 20 42 60 A K CTSS RS (— M EMR D RE) B FH R HEHF, 1A
HIEEE B 4N T 46 ( Corbaro, 1991) :

¥z, ~MPRADLSIHRARREREL",

REAFATHR? FECTSS o, AP E—XNE - THCHRAF. B—TAPERT S
BAE, KHRETHSAE—EA4 L4 (scratch file) o RMTERXME—TEEWLTF, Hn
i SCRATCH, HREMAHRTEEHRBHXHNET . XE-MREEMNEITEE, B4
RPE—KAREST—MARF, HOEMASREES AP MARNERTIE, Hit,
BHANIE, RRALBEANRBFEG—TUERERF. TH, REUSEER—THEE
BCHRMHF . ZFRFEL, IMAPF2ENREERRARNTE, €R—16E, st

AGEHRARN TAEVIRAZER), XBEEETHSOHE, BRSO HATX A S (E
14-6) ;

welcome welcome welcome

hello! HE hello! R igP/hEVZ I.\ R
passwords hello! ! passwords igP/hEvZ I passwords igP/hEvZ ]
igP/hEvZ igP/hEvZ }J igPhEvZ
1. REHE 2. g4 ) 3.RFHE

Bl 14-6 7E CTSS 3L EHH M

(DRGEWEHERFHRmB—KXMEH : SCRATCH: =MESS;
(DRBENRETHEAME O 4LXH, SCRATCH: + =PWD;
G)HHEB=EAREEHAFTHEBY X, FFURITHE3) MESS: =SCRATCH = PWD,

2 55 3 ‘

J&F ¥ 4% (atomic transaction) & —FEEVER —FRah S, S RPERAE RLZAE g — A B B B8 T 1K
AT HXFPRAEEDPATHORR, FAFHMEMBRERE, XF SR F B H  c s,
EREBETEFTITENTROTER. SIHLHEHN— R R K5 T3 E Java 4 B ¥ ( synchro-
nized) REBF, 7E Javah, RPFEFEFBREE, FhJava REZEERF, HEXTELLE
B[R IRTE. BMEIEVLIH AR SR,

14.7 B

RATTRESRMXT R AR, 3+ I RETTHMEIE, XIULR FHE WRFER
IHEF MBI RE b, XL ERETTRIZ K E %8 fe4h T (penetrate- and- patch) , # 52 #h,
— RN TR RPN — R B R, ARERENEAT, BEEFWEAER —BAE
FIRBFME, IEF, M4, 2, HEFRA, WAE(FREZEB)REL MO ERTHS
HMAFRBPITHETFES.

BURLPEAETABESEN D, RINVERNERIES S, RNFBHORBINEF, RiF
AR S (A0 canaries) , DA RIRKEF R MBECE S,
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14.7.1 Bhik: B4

REZ R i M BGESE R EHE R R BE & i B R R R R4 12 5 45 B8 7T LABY
1k Intel ) Itanium b3 EFRA — % VA TR E MM BT R B. Lee et al. (2003) 1
BT A M7 KR 2R [ kB2 (SRAS) A BB 454 . EBA-RMARINHIE, BELEEES
REEFHRFRF . AREBUR—LABEEES . HE, XREERTHRENNESG UM E —
SE . B KT REARBEIE S T/E, M AP RTRBEEZLBRB.

14.7.2 Bhik. EKBRE

RATET LA A — B LRI RP B BT ES REILRARAE. 22 L4 (ype
safty) o] DMBIER AR &t B — SRR B S8R ( Cardelli, 1997) . KB LLTEF EEE Java M
C#, BENMPIERRL S, W LISP BT, €427 LUEN shAR 3 5217 i kA
iF, HIFRHARKMNENEERNBERERTHEBANSHETREERY. SIEXUR
W B THBARBKAE #EE, BRESIFBERNITHRE, BNEMEN TR
EE%EMRT o

MEFREME, RULZLEFEROUUE AFTE” . WX THRABMICH AR, X
REXERGE PITHRBE", FEHEERETMERE, BETRULLE, RIMEGR
I ERESNEY, BROFE—LER, MEREMIEHLRNL L, MAGHEITEEHE —
o | R BRI AE L BRIITRIRHR (B0 14. 4.7 F) . EMEREHFHER, LHFGBE L IT
HeXT 5 — A BRI (IR RS ) SRR R BT 4. Bilt, RAOSFEERANRBZLR
Hx FLREMEMRER, HEXHARR—ERREEN.

14.7.3 TaBh: EREWEH

CHl C+ o, fER—NREGFERE, RLFREE LTRSS BRONE. CHE
B AT A S A RS, 0 steepy, sprintf B gets i R4 BREH . T LA stremp BRI :

char * strncpy( char * strDest, const char * strSource );

MERSHWRREBREFEESHE, BARSHA—HS. MRFHEARSZER
HiE, GRBRARET, MHURSKREBRENERETREBHA. RIVAELLKRERNRE
AESHWEREHEN, EXRLHEE P, ELABMNFZTRIFREFULLIFEE, L
strncpy, _ snprintf 5% fgets, PR¥Y stnepy BIUEBAINT .

char * strncpy( char * strDest, const char * strSource, size_t count )

FAESNTRPEIERE, EASIHARRREHER, FELDTREF T, HERIE
HERERK . ROFNERESHOERNERKE, 8N RESMBE— BB T ER
RIBHE, XTTEES LB A, ARMBS M ERENTES BT ZALZHEER, HAXRT
BEL LB T o MR TR RARNKE, BARBTREATE, LEHBR. TRk
B — g AR R AR R e R 2 A ) B

14.7.4 ##: RELE

ATREGEESEY, MAHLAESHE, BErFBRiLeTHEAsRE, ANREETRASH
HARHS, FARIFHWTEN L2 EE, Ashcraft, Engler and Hallem et al. (2002) MART X C
EABERATLHNIE, BTUMER—IERER, ESTRMEBHE LSBT ERUERER.
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AL & FR— PRI
“AAEREERE-TELR”

WR—AAAEHAERALIR ENREMEREALANE, BARSEAER, XFHE
AT ARRE SRR teinii, mRABEMT RE—ME, MEEILANE, AR
FEXF AL A REE L A R . RMNBERRE, HE-THHILEC Bk, oM
BL AL SR R I BRI o, AR T AT LUR 22 5 il R BB i AR e ] B, (Bt R R
RUERBEEHOHRA, REEBLEFMICRAENR—~ERER, EXLBRFRABIHL
Ry, ZRIERBHERR EFRMENILE,

14.7.5 #3: Mk

LB BRI R PR — N TRENES, —BRAKIEH SR ERE. A2, FF
MERRE, HARMNLTIEHEREBHEHERE. XIRERERTNLTNEHENRY, 7R
e, PERE—EZLMXTFENSALE, MO RBRIERAHRLI, FERAREE
JEdE . IERUUEARITER AR T, FRIIPEHRYUFEEN,

£ & £ 93X (white- box testing) 7, W iXZFFEHERBHS AR, H A S XL
fEERBTIR ., BEWMR P, MiREFATMEERT, Z &5 X (black- box testing) i) —~F
B W 2 %o 18T B8R AR ML ( SNMP) $/4T B 24017, X R H Oulu R%¥Z2&BFHTHRK
(£ W, CERT Advisory CA-2002-03) ,

2 %3

RIAFRFEHE AR R ERMEAN, R ARBSELYMEN, Khrt, MiE—
MRERSBEBIMEARMERED, ELRHEARRBEERNEZ,

Xt 22 2 B A R A — T B R 8RR S48 28 A (data mutation ) , ( Howard and
LeBlance, 2003) , BHERTRMBFEORZNFERRABE. M TFEL2W R, HILK
BAF ARG MAIRE EIREA T BN R EFLEY, BEEEEHELT, HR
FREABSENIR, BAFEMASHEE RN ARETENE, S XEig AT EMAEHE
HE, (YRBREMRYE, RERERTEFRMNMIECESEEARERSEET, XX
HRBUESHEZMER) DERIVAASREBFUAE-BUHE, RAEEZRRELZH
R,

MTFEEARRYE, FERTAERLSFIBUT -BEREHE, BFURNARCEHFAET.
WIR KR B A — B B SO, R XN CEFERNTE, RARMERTRSHRE, mE
iR E ViRl AR LR fE. LA, 7F Windows H i) NULL DACL, R#&# DACL Kyid,
Vi RS ASERE, FEAVESER TR, BFORARBHRESRT, IEVERSZR
file WE AR, XERTLUUIEEMANAERET AR, HERERT S B UTRIAY
. MREBHBFRET, MiX—TakEH4, HEERIRES AU HEER R SEZ K
Wix—TRE, BEXEREMN S,

MFREEmE, WARANZEEES(RELE, BEEURBAFERNE, SREMFA),
B, HiRWAS (EBE Ariane 5 KFTRIIATES ), SHRRAE, BHABRKNBA, UEEHME
KBRS A (FAARNOBRIERGAKRSE, IHEH TR TROEE) . ME b
RZ AR Em ALK, REMATENFEL, IR TNARFERBEERKENRA, MEWA

& W hup: //archive. eiffel. com/doc/manuals/technology/contract/ariane/page. html,
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BB K AR B R EERT, BB XATfek 4T i, Graff and Wyk(2003) , ik
R Sun tarball IGIE . X FMEMAE, SRR ZARBZAHGEITHEEHEE, I
FEHELE, TRONE, B ERBYHILE (FRIRA TCP SYS Z R WRBE), MEE
B

14.7.6 £#. BRIRMNEBE

FEFRFER T, TTLMEFRBARARAN , M EBAEHE, 2 H—ERBRBFRRETHE,
AR AT LA AR AT B AR RGBT TIUB TS, IBABFthRREE A, YAEHRR I REREME
18, o FABRRARR, AEAR P BHBIRUSMIBIR, AEEEIREARATENLRE.

7£ UNIX 1, % #5442 5 (sendmail program) A] DA} 87 5 B A AR ) &8, BCEBRFRER FR
G E BB E A NN AREIA B RR TN A, W0RAE R 4T SAL bR 4 BC B RE %
BRWE, FEMMUETEEEH, TATERAEHERBIERY R, BAXRMEMSBA
Mo NTHBXA B, EEEERFPERET — A& (debug) HHM, LXK
BRHE, TERRAENBPHAF SRS A ENABRTFEBRARR EPTHORBHIAE, XM
R AE 2 DR D 1 5 e B B — D T

2

i, KE—-RERE—ATFEOERTERN, MHAE &8T5 R SR & fk AT KL
WTE BORRAE o N Z 50 B A R B R AT A R i — 2 32 PR A D RIAUBR R B R AR BIALE
T. 4K, BRUBFREE-AHANAEZTHEAN. AFEFEFBEINITERRE,

14.7.7 RMN. BRERKREK

MR IR RRIAN, SOAHEZEWHRN, RNEEUR—MEERE, HF
BB F AT BFLEIERG KA L, BRI R T E X b5 & BK B
B B RS . IR P A R ERAT 3, BAERAMEFEERE . RIE Arbaugh, Fithen
and McHugh(2000) {2 B7R, ARBURANRFBRENE, MEMNHEESEKRAT .
Bl14-7TR3% B TXRERRE . HTHTFBENIEREE, WER—HER, BrfilRftTes
ﬁ%&%ﬁﬁ%~%ﬁﬁ,%ﬁﬂﬁﬁﬁ%ﬂf,ﬁ%ﬁﬁﬂ%%%ﬁﬁﬁo@%ﬁﬁﬁiﬁ%
— AT B R IR IR AR A AN T B4 M7 R

)\ | | i}

1% | 1 |

t_E i t 1

ﬁ ! ' 1

J%] 1 1 i

< t, ... BEEaLE]
' ! o AT R AR
foot o i 18] 1, ... BERIARATEE

B 14-7 ABHE G A (fRHE Arbaugh, Fithen and McHugh(2000) 578 # . © 2000 IEEE)

14.8 RERI%

ETFHERGELENE, MECHBEHERE, thin: Viega and Mcgraw(2003), Harward
and LeBlanc(2002) , Graff and van Wyk(2003), Viega and Messier (2003) LA B McGraw(2003) &)
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Fle, BFEE L BERBARY T Foster(2002) BiEART T . WMRRM B E 5 M A E
B, IAWRTTLIEE Stoll(1989), Shimomura(1995) F1 Dreyfuss(1997) B)EAE, X F —Mx 1L
EZis, TUBEREMBEMERNES . R LUED CERT BRI EEESHNEHEE, A
R R 45 Fo L6 R 3G (20 http :// www. securytifocus. com ) B2 B84 B B SR B E B B RT3
B Phrack Z¢EHEFIHE THREREMFEHEART . SHXNTBBOTEBSBMA, ATUSE—T
B—RRTIHHEVLER K KR (Shoch and Hupp, 1982)

14.9 473

%3114.1 TEIMENRSLILG? MRTLUMNE, MaRAEZDREFRER? WRER
HRBELFSRUMARTASHER, SRSUWEG?

int i=1;
int c=1;
while(i>0)
{

i=1i* 2;
c+ +;

I

%3114.2 JFAE14. 2.2 PSR ERRN FRBIGRME, S0 HEREE.

%314.3 XF—AMBEHHIE A M B MER, # NULL EEFER 5 bk T
R, XRBOT AT E R 47 ZRIMNEEA AR USRI B B AR, bB‘JTEZ&bX%
f+awg?

%314.4 THRXBABRATHERWX, BETARK? ’?Fﬁ%&ﬁ/\lﬁlﬂ?

char * buf;
buf =malloc(BUFSIZ);
memset(buf, 0, BUFSIZ);

%5114.5 UNIX 244, AIMEAREE SREBNHABFRNITE. —MHAS—IER
W, ATLUABARFREAETR., AREH R, EREFAAXNELR? BFEIFRE %N A
258 R B R IR 7

%3114.6 BEE—-IWHFESE, EA—IWER DX URAFHFREHBS AR, FAM
FTFEAE frontlink S A/NN S M2 R PIEASTISER B, WTLLE unlink SREGEZ FHM
FURPERMK, MREF TR, BELETARIIEDT, HEREMASZE, MAZELEEMNM
SIRFBER, HWARKESE T AR IR?

# define frontlink(a, P, S, IDX, BK, FD)

[1]FD=start _of _bin(IDX);

[2]while (FD! =BK&&S <chunksize(FD))
{

[3] FD =FD- > fd;
}

[4]BK =FD- >bk;

[5]P- >bk =BK;

[6]p- > fd=FD;

[7]FD- >bk =BK- > fd =P;

}

#define unlink(P, BK, FD) {
[1]FD=P- > fd;
[2]BK =p- >bk;
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[3]FD- >bk =BK;
[4]BK- > £fd =FD;
}

%3114.7 7 UNIX REPEE MRS RO B, WRENAR/MIUEE, FE
BEAERR PRI 1 3 B BT BRI i TRl 4 A 7

#3114.8 FEUUEKAHRESWRE LRI URARKMFM LM, SR T r 5
18, IEZCR BUIRLLHE M R (5115 (P B B 44 78 I P I BE 8 18 BUBRAI R R — 2 8 70 RATIR BUR L
%% BRI 7 2RI ER A A AR TR



B15F FEHRBHEH

FEERFRMTEMKERE, BRBEHREARELZLBRANAP ERFHRERFNELR
AR BEBE T EEREE, EFF % LET. BTHSFAL2BRMR THMRE. i
HEREESAEFERANGEEEARRENERNE, RIFBRELBLETENAEE: YaTnE
SRHNRERG, BETRETIAFKRBE MBI

EHREFBHNZ], ITTEREEBREER. ~LHFHNELFFETHLLREROES
EZ£HE, HEREEZHNERNEL GBS HAROEIL

B 47

* FER BRIV TG

SR TAURS U (RIS VB I3 SRR A SR

* MAEBRMREPTEE —ERIGE, ATETRBEOURER S,

® 48 Java BRI NET ZLHER,

15.1 35|§

ERHEMEBZE, 2PN ZENETERATRABE AR RS BENEREN, BEFR
(FE) MR F o EPATIHTE, RS HMNED X E P SREIAERET B2 . Kerberos B R4 XF
RFFE M — N EEAANERSF (S 12.4 ) , RMXFMERLEHTE 8807\ (HUR)
ELRENE, HHECEMRFREBIE SR, L EMITH, &AM S8R F (ap-
plet) ¥ i & PR IAT. HMRENEABEL24ENE, BEFAEEMANmBERER
ERRERZEREFR, MEREREIAN—REIIT. REBEITRARPHROEA, XF
HAFERELDTE 14.5.2 Wi, &P IR % 554 3% applet 3 B AT RETE cookie R HFEL
EREBR(SH 15.51), BAa, THEMBKEAE T BB R?

o BIFMPBIWHN T RRC LB ER, EabW T H#47 £ F 3L (applet) it A TR R A B AT LA

MBS ANTERME,

o HECEEBRIIE i, BalSITRBIRASHE S, ILEAETERNE R LT, X
REFRIEHEEFEIATEIRATERE ACHER. Bk, ZPAREERPA
T LABT IR R B BT 8B KB 1B R A 4R L3 B0 B o

CHANMERBRBTEFR, ZAWNEHEECREHITLLER, APNAGHESR
BEBERMEZR2RBHMHEE

o MW T /I {FiHHEE(TCB) —4 .

Web LB £8IE T — MR KEFEF, WETRT R UNEENTRONE. W0
4, FRARAZMANT B ZRAXMEFR. BE—-MURRNERIIMEBSRITET ., B
ANBRA RN, RENSREBEIRAHTH, BZAHERBEMNRER N EEBITEIRE
HEERRZ, FEAARRILITEERERNEEMNRE, EFEM LEBAEXRERXE, KLH8
R TS

FEEN—TE, RINMLFTERBERE TR ZEUABTHARKEFERERLITR
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SREERRENBHRG. FP5ESEY E SRR A BT EE, /652 R5 0
wEBTERYLSRIMRY .

REFTHEMEEEWR“ENZLRE, BREECEHTELEN AT RERXF—-FiE
B, UERNMABAEFRZBFHVRERHEE . RRHETERER 2.

5. 1.1 FiEEHEHIRNE

42 R RERERP, EAEEFTESANENTIRER, LLRBENEMAVIE—
ARG, BRXBAEE—EHMBABE, BEARMMEHAEE, Unix F1 Windows T
F B4 RS HI R X MR FESTRERN, LT A T £ 44945 19 42 4] (identity- based
access control, IBAC), XTI R B KEMLRZXRARCIEN . XF7EER TR
S-S EEANESBERERM L, MALF AR ARK, RAAF) W LAgE G B Y 3
ik, HIHEFICRTAPWTEEERNITN. EXENERT, Z2RBERREHEANS
%, WEEHREAEA P NS HTRIE, AP ERARG. 7 EA—-ITEBELSE, EFHER
KT B i s A,

XEH RAANBRBAGREHOTREEEFTMERR. HRANERBY, BRELE X
FHE S LA R AN RE R IR A E RS FREN T, FTE AN REHERE R
Vi3] (ACL) , SEiEst R i) 44 B 7E ) UID (Windows H1#9 SID) o B A SC i 45— PR
17, SURGESEHRERN A SHMBS 5. FrTATE RO RERE, mk. 5. ;K
1T. EIRBRLERBME, BT ELE— 5 M (homogeneity) WRRE, F—AHRE XHHHAK
MBS E 2R

15.1.2 BITHHEXHEEHHRE

mMTHRMER, SR ANAE X RER R ERMET RN RERMEX. TH=
C THEERETREBORER, RIVEARERZEBBPXNER", BERIMTTHENARE

BHNERER T TR, RREFABAENT RERE X, UEERIFIBRX
HOFHE SR BRSO UE (B 15-1) o BiShb, ROTTRRELABIERN—MEREKREX,
bean, FERATRE R R M AT 4 IE M — 3P4 BUE R R R T BAR N A BB S KB X AT A B A ],
BFRIMNEFE LA & XN R RIE,

=

s AN L FERA M (K2
W ID, £ D, FIEHE ETFX) HHEsR
AL, (LB, E%
1D, .. -
WA KRB I PG
%ﬁﬁﬁ&%ﬁ%ﬂw
a 3
il iR ﬁg%
AIE

B 15-1 FFECIRBE T Ay el

HR, RNABAEIRESIMNEROKER, REREERAXNHRAHRHINEL
BRELRR. E—MEBTIEFTHRSH, RATATLIRERTH # K4 T (required permission) &
BEAEA ARG H T, XA IET] DUFR b 38 4% (authorization) , ‘B H RNFERUER A F KTFE—4
W, TRERE—ARERMDIRFATLARER I,
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AT R, B 15-1 5 LSS EE TIMEMBRMTE T E, Bk X
BEHJE i A ) A AR A4 SR SE B o

o SRERE S (PAP) i E K Bg

o SREE P RE 5 (PDP) PF A58 I 80 5 RS IF ELDR SR AR

o G IAT R (PEP) PUTTF RIS, BH SRBE HuF &% B PDP RJE $hATH32 OB B B

o SRI% {7 B S (PIP) RAHFHE R,

15.2 BEFREBAGHEEE

AR LR EERRIER T —8, MR, SINEFRS, RFRMNSETIRENT
HRALEFEHELAN . BRK, XERSEEBBRBINEZE, BARTMELN—IPHEKIR
B 7€ 8 55— TR

o HATFMFINIRKIAITICIE, FERATOTT 4 6 200 e L AR BUBATT B 53 455

o RATREMBE X F AL P AL,

o TEHAWA — L5, BRATAREEA LR, BIMEIRATAT LATEBIA £ AR 24 5 5 4647

R, BATAIBBHARTER K (GBR) Mil. BANMBIITREEFERARMEERST,
SFEOREERIETERIMEE, RESR, IHFEAMHENEL, XEHFRFEELE
B ABAEEBHEE, SHEHRENLEMSHEEAENLREBRS AR —F.

ELERIFET, REZLEBNHF FOREBRRB2EH. Hit, —MERERFERA
HEFREHOE RS, R, SIHNSSAEREDR. 5. JUTHR, ME—TRBNR
JF (applet SLE A ) . UiRIIEHT B R E R T BAT applet P R 44T ¥ E 47 #9 applet 2R,
Java YW & AT AR RERH T ERAEETRAP SO0 DS . TR H 6 F 8 &5
WMTFRYIESRE.

o KBk REEXRAAEREEAER? REXRATEBHNE, BERLNHEA URL

T#EBE? BATTURXD URL SHRE MR, REEHLEM FE XELEK, —
A BRARBIRE, AT LUK R B R SR 2 OB E Sk B BN R M,

s RBER: REESH - ITTEENBEEHTTHRFES? AXE, FERERSHE
B BIMNELTF T THITR BB EREENRBHAT SR, B X IR —RIE
W, MARMENMEEN A EBENREK,

o {LEBERIR: ARMERATTRREA T REEF—LHN, FESTHNABRFREXERN
—FRB. TEEZRIAY applet i hash {H, REREXREAE S/ applet 5| FE b, [
H, XEZR—MRERE, MARETHAR LAXT applet AT EHIUE BIBIE o

o RIWKY : BEIZTT—1 applet W EHTFRBHF LSRR, LNETEE K4
FRETVEEERNERBIL, QB FEXARTLBHUENIEEAR - TA BN
£ . Bit, FEEFRBERE, FERERIEMREWIE, 5N EREEE QK
Ho IRASRRBRETHFREARBNES, HEFANZLBELE L ELRBR TR
BHEZRERSE L,

BA VR X P SRR E TR VRHES, RS rI PRz & T 248 6535 9 3 ) (evi-
dence- based access control) , & T %2 RKEE M, FrlE ¥ ME WAL CHEIFE (. NET RiE
£), MHBEBGENE T ENNIRIEFRE YRS,

15.2. 1 HRRKRT
ERRREATS. BETHHNVIRERN T, APR-EMA, APERE, —PHBHREZE
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HisfTEZRAFH UD T, Z#EBAUIRAGF A NER) UID SRk, &%, ERITIITER
g, WAIASWE., YHERENNEK, FHERSEFEHSITERRTL#ER UD
Fo UNIX F# SUID 72 /F BB iX B 5 — D B B 1l F

FERETREQVIRER S, —DNREBERMA S A8, TSR ERNEA
PO R A BUE, FINTEBOF T 893 B0 0% B B M B0E A B a0 AT, ERATA
/AR E—NAMERERRART GG RFE, RZSAAERERMATERER, "id
WHE L BRE . HIMTRE], ¥ e AUIRIRRR M, HRRBSHNEH. LRI g WK
B f X EHERER RO(E 15-2a) o AT IRBUA XA TFE? XHELTRTORBREL,
B RS B S A RS HR R WUTRGFA . B ¢ WTLAARER T fU5A R B9Fa], HRE, ik
fAA g, ¢ BEURIRN R(AE 15-2b) . XA U5RIR S BHAG? R EERRIEL, Bh g
ATREC &4 f 1% 4% X s & (luring attack; W NRBHRBALE, 2H5.3.5 %) AA
(HIAREE), B g HBEX MR, £ EmIPNREIP, RATEMU RS H K B 5% A
TEAEBA VI

Sl ] ;| [ ms
PifEl il
uﬁ]’{:‘%‘ﬂg ” “KEI{%E,‘J ”» “IEI%W ” nm’{%—ﬁg ”
a) b)

B 15-2  FEFAER TR bR s

I, RITVEIRE A BT AR EHME4, BREXHFARZAEHILRMEE
XU AFTERLEMPAR, BMNNRBIATHMIRTTERRARI XN
2. Bk, RA{EFHA4HFRRAEBRTHRG, MRS THAENELHFATmHE.

Java EHIFLA . NET 3@ A &2 17 o &R 1A
AREEEARBMIRT. BRE—-1TERAARE 8
®EAE—IEH N, @A a Rk £ < FBEGIFE = perm(£)N perm(g)N ...
A, HMEERTAERIEN, I THEARWIT
Al , 2] B BTH 3 K (lazy evaluation) {34R R 4T B 15-3 BRIEEPREIOFTHE
REFER, YRBFHRFRI—TZEPHORE, BRARRB A (stack walk) FRHAERAAEREH
FRIFE, B, EAHEAXKSITATHEBRFRARR LA RBIF TR E(E 15-3),

0 R B B B BT, FEEAMGTEZRTENAR, Bk, @R RAEARER
T FAUS A AT 8 2 (assert) o AT BT S M & 76 MATAR DT L, 2438 A 304451 [0 B 9RUEH o
BRI G BRI AT S NN T MK I (ZERAEHEEENBREAEXMFT),
MEREERMFITREEN S, BREHERERTTE, BIFATATEREARZERRAY
(ELE PR

BB HR T AT BT 5050 % 8 B R AT (5 3844 77 88 £ FH b 477 35 30 A4 ok 508 T o4
IRESTE MM B ERs . R, TR FE R G TREAE T AE, RIBESTHER KT
AR EK.

15.2.2 ETFTHEHEERH

Wbk 2 BRI AR E SRR RRMOFERE AT . REERE, HTRLNWER,
R R TABAR R L Ll AR AR E Z 2 RIERREXER, 5550
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EEMAWBEA —E R AE AR b, B IR AT X R L Hh & 2 3R B AR X 38 I i R 2 4
HHL

A AR B i (tail call elimination) R1RAASE — &, BMEE R — 1 BB RIS K
FERA. ZEBI TR

voidg () void £ ()

{ {

£(); //tail call }
return ;

}

—BfO AR, s BEAERET, B OFBESR, $XE, fERRE] g (i
% . FEBPRBTXHENRERNER. EHRARKE, ArENRAMAETREERE EA
BT . ARMWEA TP, ibfZR—NREFT p MR, BEF p HEAETS ¢
WRANERAREREER, BREFERE g MRV ERE, RMEHABAMABER, #%
WIS T £, X RRSFH— N LB DIREI PO (B 15-4a M 15-4b)

AME i AMEH fHH
PR EFERER . R R BEAHBER
g, P RE £ g, PE £
f £
TiE a4 Vi IR) AT BER 1A ViR ilEI AT BB 4
a) b) c) d)

K 15-4 REmAERSRWE

B4 —FE, —NAEHEARETERE - M SHFT. E ERKRAT, iEfHFTp,
g WiE A p, HBEEMNAAERNEERXNFT . AMEARAMER, HEREHKEEE g &
R b 3F HETEAL, MEARAMAER, BRRGA TERAN SRR LRR., £XE,
— RS PARA R R AR T (B 15-4c fIf] 15-4d)

R T EEHERFEL IR, BEEEETH R R R A # 4 3 JF (eager evaluation)
LRI BB E IR, ERETH SRR S, KR ERESIFT S goesaH
BRI b, S —DRITRITHRB N 87157 D MM D=DNS T B EH .

15.3 Java &2

R THE Web bR, F P AU ISR R B AT R AT B s B AT AT B R 3
(applet) . XZER A/ BB applet K177, applet 2 Web K38 o ) UL BUAT O
K. XAERERBRISLEBATITEER, Java {13 & (sandbox ) fRi applet, [F&} applet {3 FI)
BEEOEAHBEERRE. AT EFRABMEARTHRREHRERHIH, ReRglHiE
HERE .

15.3.1 HTEE

Java BRELWE MM REIES . Java BRI HHRFRMIL THLER TR, HRUEIHFR

FRFEE . Java FHEMICHE T RMAM. BETPEHEBRIE R LT, FHHHLEE

BREEFEEUIEMNES, T — /1 BER, RNBBSMBHIEHERGRME, BI15-54%4
T {8 Java applet I SLAIAE AL, applet [ Java IEEH/E, REERERF VEKAERS S
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Y

FI5#

b BRARE L LB ARPAT, R Java MR EHRAE B C K Java L, Java BHINLA 3
PELFM. FIEHRES . BMBRMLLEEE. B ETA0N W ESEM R T AT T X7 %
g, REENHARLFEHR. KT applet BB L 2RI T .

( Java TG )

| Fommies |
]

e e M35 3%
NJ% %§ """"""""""""" : applet Web BIIH

; applet

| yrRRIES | LCEm)

ELﬁﬁéE&% |

..............................

AT HATAES

_applet I --------------------

B 15-5 Java PAFHERI
e applet AEEVTBI P B SUHER S

e applet NEEIRIFR & . BFEREF AL . PLESECEXRHNER
e applet AREEESI LK ARG HF—UNREFEEREE,

o applet HEEH IR EF A" E O,

o applet NREE N FI AR GER G B O MISREHACE Java BRI, -

15.3.2 Java i1 4R

BRI Java BB RS TRERNZ LR (E 15-6) , HXMAMABTE, RizRE

applet FHEHRBTEY & o M Java L 1IRATFE, 17
WRRBREH KR H . Java B4 i) &2 g A R4
L P B P, R K H IR T 45~ 3 77 {57 applet (7]
o, FFR KRBT LA — #8 5 #Y applet) BN A AT B9 R

Gigh, IR BAMEREEIFAR - MHEHE
FRiR, AU R GRS LE R 4 ] RE R AT AE T AL
#HER, XEEMTBEY & HMRE . MM, TEH
B —-BHSEFRERERESBRE LA FEH
R, ATERERENELRE, FE A EH K
BREHR, AR-FFELLEARAMAAGRITEAREY
BEREF

15.3.3 Java2 LR

A AR A2 (applet)
BRI (Al{E) |

SEEVIRIRR & FR I 75 )

& 15-6 Java | LR

Java 2 TR 2R ME MR IATHIF, AETRENVIFEGHER T 1R
TEHAESR, RRTEILT —ERE TSR, Ee RN PR PR B A R B X
Fhor AR AR IS SRR VT 15 Al . REFEBSEFRGEZRPOFHERN AR, URAT
WK, TUSEMAXMIERRERE RS, RERE S BBRHNRE.

fErp R LI RER, RAOTATLUF RN T Java 2 BT MR, XM EIQHE U AF 5
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BERRE(FVBEIES), RV BRRFCEMES), REAEENRBLEE . WRERE
EMEENE LA TR B S % Gong, Dageforde and Ellison(2003 ) i #1E

15.3.4 FHHKEE

F—ERLR R applet FHEAMWHEES, ERARE LESREMRHEISRS 1EEK applet,
Java applet BTV HHE, EAFREA—BRERE, FHBEKLR (Byte Code Verifier) 43 7
Java K30, PATIEEGE, HERAEHIERARF MBER ST XSG ERSRE, DHRRIE applet
PRI X &R PR ED, RERRIENT HEHE:

o KR IER AR R

* HERAZURH o

o FREMER T IEREXRNSHEOF AR E T ERMEER,

o BA B BB

A X EABSE I 5 B R A o

o WA VIEEMERAE, A KX X RIMEA R,

FHBRBRHFEETRERFN AR, dTRESKIETABN(RE) TEE, Ui
BITRABTEERE. FYRRIELEREMAHNEZR2MAE, FHib%E2E0IRKBUETTHRK
ZENH . ARFIEREEREAMRNLRLBHAEE, REBRERIIERIENFTH
KB RE S5 4R A AT BT B AR ARAE

15.3.5 #mFL !

Java ¥ 52— T Kt % 4 (extensible system ) , (L FE#E 7 2 K RHRA I (F5 ¥E DD
). ATEAYHAFMERMET REORARE, KB EERBRAER, H =ML
hn#as. He, 31% %Mk B (Bootstrap Class Loader) B AR B RYZ LI RGEE, XMpHTK
BN REEA VTR (EmE R FAE AN BRARE . 51 FRMBBRMFEHRH,
BEHEEAREESMCHRS, FHEFAEB GG RRR S, T RISMEBS B L]
BRI, B A2 %49 8 B (Application Class Loader) fIlg /1 & L #92%.

KB MBS, BERFHEXMS, EXEHBTFE-ERHRPB(ZR15.3.6 ),
Java BHYIEEERM PATRERRERZ S, MSTRREMRL, SRNEERAFRTERE—
WEIE A . F— Java BEIPIEIA R IR ER EZRIEAATFHRELZEN. EXHREEHE
Java B H WAR BB RBRTHR XM BEAR ERHMNERSH . KA RIERAFTRRERSS

B-MERHERRBME SCERNEMBE—E L. Bk, KmMERARKIEA T 2
BB TFESE . WSS R applet BB 0 BN EAS P AN B A FHPTIR . XL applet A REA S
HRZFHE, ERXERAE Java BUPLIRFIITIHEETHRE, RNZREA P 8 TLH
AR, I, APAEXKEMERTUBBELEFREIERRABENGER RS
MR Z 2R

15.3.6 RE&

ZRRBHARREMN /AT, FIMRT RERENI X LEHFEARFNORE, FITH
WRE (BF. BIF)%, in(/tmp/abe, read) F/R X UK RIEA T, FAIHETFHRB(R
AT ), ViR BRI REREFEIFA . Java RERARBRNIFET, FREFAEBRTERD
258 LHIF A, BT LAE SCRPE R AR O 7T
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BN T ZE M. ARFATE R CFR B implies F1 equals J7 3% X, AllPermission
Rk BA &I METIE, I REEHERXHENTEREVFT A 8852 B M1 50 TEME
&, BRI RIRARIKEEZE . unresolvedPermission 2 ARLE i FR AR AR A AT G L5, o, &
VFFEAE Policy X R A G FLLIF AT MR MBMIER . AT ZFRFRIEE, FAI SRR T4
( permission set) TS,

FRIEAESE M 2 BB R R 4B (code source) , {045 URL(ABREIR) AT 8RBT (L
BEBEZ)URNREKAINBERSNEA, R AE—FHEBREMTFER, 8- 1MEEMRWEH
AR AR T, P BENE, FA, EnEBBN5IH, BTFRENBESTTHR
BB BARR AT, RIPERE — R T & £ (immutable) %R, — B EATH B SR fRF
B,

RIS RM X, R X TRRAERE - ASRIMETHERERT, £7F
ERGFFIR T 2R LI REFNET L BNEEEN LY, BRI RBEUREEE
MEMAF|FOBF X 3 MRARR TR, BRRTFEZEERIF, WRXHE, WRAM
KENEBEEE BT RIAMFITARERH

15.3.7 RL2BHEHHF

Java BHINLP A5 FIGHE SRR L 2B HE, AHEERDIEZ AP 0N SRRk G A
HREETA BRI, BRI AAT 2% IEFN checkPermission J5 #k ZH KX MR E
T Al DME e — S8 S HERIF AT —RBAEA, WS HERMFTHET ETX—ERM.
PATHER T PATHAR E M NA ., KB HEERH checkPermission J7 ¥ 4K YK iR A 7 1] 42 ) 4% 19
checkPermission 7%,

ViRl 4 B X Fr B AT AT S — MU IR SR B . R T EBRREFRT, DiREfSmsE
BAMPIT LT, BIITHERR, JFETRRIEE. R ENE NI EEXIN -2, ME—1
ENBETF—MRE . BPEE XENAZFENET., BEANRENERREITERT
EFXhE T ECRBRIF TR E, MWRERTHFAE T EYHEET T RHARTAAT, W
A E R XN EERE XY BT, 155 R Z RS aniE A& e vT LU 3 A do-
Privileged 53R Wi 5 AT, WMGEHERB T . #— P MUGAERE A TAES 5 s gR M A
PUT L F XA R NS

15.3.8 /g

Java 2 LR AT EERA HR £ 47, NARFHETEIERBE T MABEKXE
AR WS VR AR O BEIR T BRI AT, X AR E R AR F A T R &SR RE
WENARFWEEREN BRI EL SRR BAMIIHAF T, REH SR T HEr M
— ViR, DURRELRE TN —BE. MARFREEALATRELRMNINALN., €
37 R e B 1 e 42 B

Web JI ¥ 28414 Java RINERERGEZ EREPITRL2NH. — BRI TR
Y TRZH, iR ARFTAZNKE, A NE XRETBENRY RS
53, WAL, Java FERREEM, BER Java UTRBERIT A —-KEZLIIET. BEHEN R
B, —HELRERELZIFBETRER, F 4 BN AR ERALLHEXRKT B, KEHE
B, WhEREL ARG SO AR AR U R 7 B [ %6 5 4 S AL A T A
FEMUBUMIS BRI EEERE THESRTUMR - REENEEHA—TTEF
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&, MB—NERWENRER-TRERES. 5 Java REMHRH TEIEAET =,
15.4 .NET &R

FAH A NET 2R N B EW—8ARIE . La Macchia et al. (2002) B4 HLAT
B7 NET %,

15.4.1 BRESETE

BAIBEFBITE(CLR) B— X B EMHEEIES W CH, VB, VI#, £H C+H+ EZEfTR R
., BRAEEHME(CLS)MET NET FHEFHERTR. CHEIENIET, ER—MRER
EMEBIET . EFMEE L, CHEEHNRITRELEN Java ESFERTRBNEKZ E/,
F . NET M{EfT—FiE 5 w5 AR ER B 95 7% L 4% F 18] & & (Microsoft Intermediate Language,
MSIL) {5, MSIL 5 Java U5 MMl 72 MSIL R BATAT, XML T £
(justin time, JIT)%i%2%, AHEFEMBFETAY, PEELKEE, BIHTRIRELIE
HEERLAFRBRRANRMMNAEEFENN R, AME LY, AIEFEM Java BHIHL
i

#% K 4% (managed code) , BHIFHA . NET ERFETHRZARBSTEEHONAB, A1
A (native code) , N ZIEFLERY, EIBRFRIFE AT & HILSES L. KB A%Z
AHBEFEAES, EAREFETE-EZIE. REAEIARENAREZ2KXE, B
R EHEAI R ARE S ERENFERABLAT. BEl, RENEHECLBHATREXR—
MEARSASREELEM.

#2 A% (assembly ) RS T EIE ST RBKER LT, EE KA (metadata) 4T IF
BER: BFEENSK. SIANEFRE. ATRE. RN, 8N XHRIITHED, BR
EKRAWER (. BREHE).

15.4.2 ETRESHHIRE

NET & R FRBKIRZS, Bl La Macchia et al. (2002) e f92FRE S B %
%, BAKNBHENRBSEARNTEE, BHERERTRERROET, AR/
BEE— RN, R A TSR A TR, R RaEEame
VEATARED, LARIREEAL TERA 2 15 0 A0 AT Ao AARDIR & T Rl i FT 3R/ i, HEBI T
AT — R RRT .

HFREIHRELIATREBNES, Z2ERAXTREEOERE, BURBTHA
B PO R, ERFER PR R A, —EEHETE R TS, W
RN URL, AR &4 BT ARIE IR R SR L B,

15.4.3 ik

BEEMIERTUEETRALTHNR, WBFEFMBROFERYS, B URL, BFEN
hash {8, REBEISHRESL, BAFSEL ML L XiF, 2R AT UG FRAEF AR B FORAE N E
XEERERFRIREGIEE, ERXTFERM A E CRB A EXLUEE, AR IEERE
TERFEETLAEARWFT, SE5HTEELREHNITFITRELXMNERBRF.

TEHE R T IR, B ARTEMNE (TR E £) #4E, JEhPhi CLR fIEEE
SR (i [E) R i, SR ARERBRREAD, XFIERKRNY E £ 824546 (host-
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provided) L%, E{EARTHEERBMBRINSE ., 24 £ 424469 (assembly- provided ) JE#E i BLF 4 5
CHEMAMABRFRENLEYE, ERRESRE ERENIERE. IERMEFEULRFTENARZ
BRI, NARTFHASMRNEFE, EREPITRBMABRARE, A K. NET )
WAABITE— MR P

15.4.4 BEW

BAFRARAAFEGTENEFEUARAMORTEHRTE, RITENAFLEERFE
BTGB NBCEE T, BFRERENBERTRTEES, E4BEHE ADRR
o XMBFEXLUIGE LA . NET 2R K, W 4R 37 4 #7238 b 9 B2 T 4 1 18 e sk
Wo MIMEBELMEH, EX MBS RSP ATEEMOUES,

15.4.5 ¥

AR A5 18] ¥ 7T (code access permission ) {4 1[0 B IR 2k & B AT Z AP B BRAIEMFE,
ViR HEFRE D, . NET 24242 it an T X Z0 A5 17 /a1 BT, FileIOPermission 324t %f {4 #% H
R, T, HMABRESTT, EventLogPermission #4414 R B4 H B MRS ML 547, Printing-
Permission #2417 B ¥TENHLAGIF T, SecurityPermission $£ALMT 54 T . HEIFEHEEMRL. Bk
BHFA, BELLE, HREXAKHANBRFA,

& 4% T (identity permission) UKD G M AIENE, XHE—K, 31X EHE HAES G K
REGRESBUE AR, SHiF I MEFENETE. BEHK. BMAE. I8 URL F K XM
X, PrincipalPermission {XR T8 G4y, ©ARFREGIGELFA, ATFETHHHLLER
o N T RMLREEIE, A ST EDHRE,

WAl B 2R BEARITE, LENIFHES R PR E % 2% K (security demand ) 3
FiRe TEPATH, TLERAEBREFERESFTRSOSEN, BRRVEREBERTEN
TTHEAN, BEdERETHEEVTURGMWEE, BELEETERITHRL, SR%Ee8ERERRE
FRIRRIRE AT . %4 09 (imperative) R RBAMRB S, EHEEFELE LN ELBEEDNFE
KT LB AL T B A B

15.4.6 ZHE=KEE

ZERBEEREBIERAF T, RIBARWEX MRS EEST, —MBASERAR
MRS, RIEFRIRA TR LR B A RA NI, ERRNRE, RARSEERFER
HRHIERETRSHENSE Flin, oL K KBIEEFEEERRRE PO, RExH
FHARFHEE hash BRI FCREH R HE,

AT XHRHER, RBHARERRET. FTNRBARTHMR, FRECRYFRIBA,
it He M b X 25 4 (exclusive code group) IERCT &, XA MR IS AT B A H A (VAL 4 — i 1A%,
EREAXMUBARBIIFT, BL2M, F4fESu . 4, P88, HP . NARFR. K5
ZHEE-IEFENFITE, —MBHRK, —MZLEUERFEINER. EREES -5
LRMEPEE, FRALE.

15.4.7 HRIBH

—KE KRETASME —KERIFE, EESNER T, ARERENFIERTFERS
PR (R A B SRIAEERSN) , B TRERZhIIE, ERAEFERNFT, XMBEAY
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B Assert (Wi &) BAEFTIBRL, Wi BRAF AT LUK & VF AT SR MERRUF3E o Deny (FE 48 ) Bt R AT LA
Hi i E R EE ERIE. ZREENRKF+LER. RARTRNELR TREFT
B HAR TR B9 T # Deny BAE%541 .

15.4.8 &g

NET {f F#0 Java U 225 HE, FERBERARM CHIRBLLIRT, AETENE
RIEPEIES (L) RERHR LR Z L, RBMIEAFSERERIRE, #FAABRTH S
MEENE. REPTHEEGEREREN . WREZEKRBARETHKT®, BRERKIFA
BRMARKNITR, LEEREIN . NET EREBEUA R, HERNAHT, FHZsHIERER
BREE, HABRFERTIFT. £REH, BXBRNELHFEE,

15. 5 cookie

BAE, A TRTREN G EEHNEZEEVIREH PHEMAEMAMRE, BTRiITEHT
HWMSIHEHENE ST, fEAFERE T8 htp PS8BT FRAZ 8 HIML S0 S0,
ER—NEREHHI, FrE R hp FHREHEYE - LMmOES, MEEIRER-TMEF
o HIY, —HWHXHBRETFAEAEEHES, LR TFEFLBHMIT, BRATHRX
AR R R BRI B A% . hitp 1.0 T SIEVLEIR MBI AR, WWRREHE—
TR XA T E R A B BRSSP S 52 M AR 55 25 o (8 7T 3 s A XN,

HMEEEEESNNARF (NN EWY) ZREFIIMIBSFHORE, UEEEFIRE
bR A hET, BRI S M E PR R B RRES . A TEHAXN B, BRWRAONK
PRI HPRSMRIEN cookie (B 15-7) , XHEAR S Yl 13 IRA8 X 1~ cookies K15 3| H F K& F i
B YRR o R cookie, B ABIEE & 409 http 218,

E-Inb ] fig %5 2%

B 15-7 {REFER F 5 cookie

RIBRFFH cookie FIIFLLIURTE], SENBMETHEE T MR —-FHFHOBRE, RERLE
A LA A cookie RAEINE P AR, B E N bitp HRFMMFRMEFBHKR, HE hup BHRHNEH
HEFFGIEARIFF o PR 550 T REZR W 83 RAF K A K cookie, X cookie {RFF T % P
TWiE AR RS BT ZSIANGER.

cookie £ K Z A BMG? cookie RA[RERERAMTERM . ENIUREIE WAL AT
REG, ML) cookie K& 1M IR 5 B BAER. BRERFMBERMIAFRT cookie H, HH
cookie HE— 4SRRI, MRS 88 LUK IHRILA TR T E MR cookie, ZEXMIFR T, AL
TEFWMLEE IR, RMRITAEAR LB ASMK L. BliE T seR— MRS, Edelg
EPEREX, SERARRS RN EN cookie E R KM BIMEE T HRANGEBREE
PR, BhEBWATRER— 1%, Bl EEN B cookie 5k MR 55 24515 B4R B A #4L
BE IR . BN, 24BR S5 BREF cookie SRAF( FH A R B LA U, %A 3 AT E 3 2oL 56
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RaRFBERKITIN, XFBEFRN cookie F &, AHEFTHRERE=Y, CEIEIH
B B IE W% P # cookie, SRJGHFHHEMRAY cookie MW AERE .,

2P s F LA SE S U B W AR SR 2 ] cookie WM LAMRIPENTE T, 7E7EHE cookie BT, WK
A LAERFT , XREHER— B AT H B A 5 B E cookie ¥ — FIBH 1F I HIELTELE
R MBR cookie IBEEEAL . AR 55 25 AT L@ N2 cookie SRR B 2, 3 FIiE 24 A9 AIE W BERY
BRI EE .

Hogben, Jackson, Woliken(2002) #:Hi T — & B4 B cookie ¥R P3P, EJ Platform
for Privacy Preference, P3P {3115 Web ¥ & A] LA Bl = B 9 FIFR B0 XML i RIESHR K
#o R P3P AT, RAEXTFTEIK cookie HRIE A SHPIT. NBARAEEXREGEH,
EENFER TERAMATHRPHES, HEAEREEANABENFEFRAAB AL, 55
RESREENAFRBIEESFHEANBRR, YAPHANBEEEEERBO RS Fof, &
SRENTFEFRAF. cookie ZEAFHWHLE LAFRTHPNEE . X MEURKEREX THAM
W R i,

Z 3|

MEARESENEAR, ITHXHERERE SO ENTRIR OB AR, Fatxt
AYMFEERTREMNANEAR, TEERMTEBREG —BAXTHEERLZHLNIZE, BHit—
BEBMULEAEERPHER(REZTB EMHRERE), BERPEILEH, RExk
MLEITEFT B B P A — & BB IF %,

15.6 ®ELNHAEMIgHE

TE 1B B TR SR R, 7 6 0 O A B 7 S 3 52 R 3P O AR B8 b, AR W M B
RGE, FATR LUE N 4907 B R AR U R G0 ST R . A B R RATTAT LA B &
HR AR o TR 7 45 50 AT LA X. 509 B 3 H 7 12.5.3 it it 00 B M Bk
STHR

ﬁﬁ%%%ﬂﬁ%wmmem&wmmmmm;WHRKH@LZ@M,%—%&%%
FP B AT R0 SPKI B3R E B SE I 8 sh 8 F 9 8 FAUUR A A8 X, iR
AR HHALBIETAE A S 4, B, EXmiREET, &F0UR VT (B K
bt RIS EMB A RBHN, KRN, AREFREBNLFLFRNE—EAL
BY, FEEREFELRHME—H.

LR A REN, RITEENRMMABLIRS S HEK. BT RELHRSANER, &
TIBBEALFEE — 2R MM~ FRR. A4IERERE TRIFOBILX A MEN T 5,
BEBLAE B A S/ RAG S ERR KRR L RME—RY, AT hash (B RN, RITEHAH (KA
S84 hash ) 16 M LB FRZS A AOME—4RiR. 78 SPKI RiBH, XAEMH4 (key) BIA N L A
(principal)© , i FIRAEA % 4 148 BRI 45 58 A .48 Bk 2 16 P 0 4 2

ERNHACGERWHAGTMAHEERATRER, BIESELAE LA EMEE, B8
WEBAULIEAL, FTRERAN. ROESSEHHEBNEE, CRESTFHFNEFT, B
M, BEERMAER, BMOHLRE. BENERRELY, RETHNRAEE, NRESES
&R, TEBREE MRS TR RIFIR (ACL) R, SHHEH4 P 048 F 4558 8 —
A, Bl CA RITMARERESERIT. £REI15-8,

© REFREEM. THRME 4 THHELRR,
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VIRAURBIR A4, ARG RA S 575 25 7T L i 5515 50 I ¥ W7 BE B 480 T 4 A 48 2
Tk, BRMTEREFTHEAEN, BAE L REFEIA O, BRENE— XS
HRE: —A key BHE AT L BN —MEA T HIT
VT, RS AR — R R B I AE T (})
B keyo FEXFEILT, SREMIRI R EBIEN & T mﬁﬁ//’
Wi, AN — R R — MR R R I 5 0 AT . _
A A — 2 BA AR C ——— [ owmm
EAGE BRI R 5% (ACL) A HFMIIEE, 1 A8
REERPIOER ERRTS, EHREETEES
9, TR PSR A A AT, ATl
(UL TEREAEA MR BEAE B, E 5 RO I B 2 T i B B A B ST . PR A 81 B phy —
A5 TndHHE R . < RATH (issuer), F{&(subject), ZJR(delegation), ##4Y(authorization), HZL
81 (validity date) > , KATERAGIRERIFABHIIEOREEFSell”, THEAMXEN, &
TR A AR — M A, AU B A6 VP TT, 7 RO B SO RS T 18 F T iR 2 4
SHE. EBRREEREAFA S TAEARA, W5 T4, SRR R 5 8 i
& R EEREY,

Input: < Issuerl , Subjectl, D1, Authl, Vall >
< Issuer2 , Subject2, D2, Auth2, vVal2 >

& 15-8 SPKI HHiAIE

IF Subjectl = Issuer2 AND D1 = TRUE
THEN output < Issuerl, Subject2, D2,
Alntersect(Authl, Auth2), Vintersect(Vvall, val2) >

SPKI B—AUFEH N .01 PKI, E£ X 509 f— A BEEHAE, EOMNFEEEEA
FEERERMM, SPKIARMEM T 3L B SR IR, miitgm. Hiy, RINLAB[PITHRE
AR IR X SR RF & 45 K8 B AL RN o N BB B4 5 AN 6 1) 25 90 25 AR R 41 ORI

15.7 {EEERE

—MERVTFE R A (R 4 FHE ) HR— 851 i) % 3E (credential ) . FEIERRE 2
M. R2RBERAERTHRVIFEFREERLEIE. FTEZEIMHER: CBTEERNEIE
£; MRPARNRETERNEILES; FERENRILIETES TCRTHERIENEE,

HETHOHTRESR S, F5 e MESREE K EIE, RFIEROEIER £ /Y
A& A R TTRERREWME T RERIER TR ENE LA ABEEE. &Y
TR, MRFAOEIERPRAINEA, BNELEAL, I E5HEISSEEIERAERE
=B

FEFHINR T, ZRBBEAM LR EREIET 2B RE S, H M7 a2k 5 59 B
BB A TREMA FERM TR~ XY XHPTBEEREESRT —MREFRF
AP, ARFRE XA VIR Y RERRS . Y REANXFREXNEFER, BRXWTRER
FHRIEBMRBEARS Y. KB X WEFEER Y SRS BRI, ¥ ERE X L3407
FELRHIEBRE . X B ESEER Y HRERA

fRIEEHE R Blaze, Feigenbaum and Lacy(1996 ) 413 — @ M . B R IE B T7 IR 42 1 J7 i
REW. EATHINE, RITEERE L —LRE, 78 SPKIH, FEALURAH, BT
HEREAFEEEITHRE, BALERIERITIHRERBAF, KRR 74 H
RL 2 T A HERTE TR AE L. WE R A ERITT R 4 (predicate) b, WiE AR EME
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REEFEH, FEERPATXETHORFELFTLUAN S PAEEMNAARIER, BEEFRWIT
i RIEFEE, MIERESBAUTH, BETUEREMEZ2NAEEST RS, A 78R, R
PLBA L E HRI PR E R ISR, REREHFELAHKE, BNV EEOESH ., K
REAMGHOE S, ENEZEMR(BER) ., FEXARRBRTEZE =T EIERNRIERE,
BB AER, EEMGETXREBEH/RT —NEMIES, PolocyMaker B M5 EEHASR
(Blaze, Feigenbaum and Lacy, 1996), KeyNote B— N THREMNGEITEHE A (RFC 2704)

E—MEEBEHAATEE IS VREE, YRIEEEERZMNAE=T70, B
— AN RSSO R T AT T 5 AT . TEVTHET R IER I RN SE BX WS EERER
, FEXRAREEETARRTNEALER, WAABEEFIEFELHNEME, HEREEAGE
XR(ESEELR) MEAFRRESFEAETEAGSNREF AL FLSENNES,

PiE R R S (N — & ¥ F £ (compliance checker) B} # 15 4£ & # 7] % (trust
management engine) ) WAL, HIAHIER r Mi—RFIWEIE C, I EAEFIE T XA R B I &
B\ A H KR P, (Blaze, Feigenbaum and Lacy, 1996)

AHEHERER”. ‘B, "R RE T ERATEERARENR IR, EHFIEFHH
HHEMFSERESNELEL, BE—AHTE. KBETESHFSHRESRATREILR
BB, RIMFAREELEHPNEATEBRIAZESWEEGSESHEE/RWIERMATE S ERRE,
MEHMERTFERMEL, BEEFELMIIANKRE? RASE THENFELR., NAFEME
AL A BT ERE EMIEEE S E R — AP T LS| 54 4 R IR 4 (credential
chain discovery service) B,

HTHXANRE—NE RO BEEE, Y5 EBX R — 3 5 28 3 (federated environ-
ment) : HILNHAEE, HEEMNHBEHFANLT LK, XERAHAERARME—1 R
RELEERE . FRERLESRERE, AXENEET, KRR BALREAMIME,
PARARFIE MR % E AW

15.8 ¥R EIR

FEEA B, BFBAETE(DRM) #7E% P LS T8 IR, X% 8 0 U [l 42 )
WHHHEMM, RELBITHREABAREFTAENENRIIRE. XN FAHFRAEBER
GishkE, MR- NMRERSZEREHNHTEE . 20 BIRRRIUEd SR & 7 B8 U5 ) 12
ARG SERM

AT EZHXABir, BERRINAZEUERBTELBERE, RN FRE—ITHEARETF, &
PHLH T RERBREA BRG] . RETEARF TEAT, ABFRMEE BER—GH KB
BARENWERE . XNHRAUESITIERB A AEFEER EXH., (BR12.6 ),

MEARAEER, XERBEFAER, —HERNENTTREAERNETEEREESH
FRREAREAT, BREEFKENEAR, [HRERAH MBHRE U SE BRI T KR HE,
DA RST ESR A AR, AR B, DRM B &R —A F R E RIS —EE AL
AT —MA

15.9 RERE
EHIEE LA X Java fl NET R2MBVFER, "5%E McGraw and FeHen(1997) #l McGraw

La Machia et al. (2002) HEVE . X 50 RSB B2 BT LAZE 5 McGraw and Felten (1997 ) W E 1
£ TR Java LR M S BANEEE, /85 DRM [Fiys, # IR ME IR ES&
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&, AUBE Grover(1992) (WEME ., HATMAXE TREBAVHERFRIES LHELFEQZ
¥, LbAn Fourner and Gordon (2003 ) BEAVE, MNP S WK, LN Besson et al (2004 ) iy
e

15.10 &3]

31151 HFYENERNELLREINL, FNRZE ENELMEXERERER2/TT?

%3115.2 AR RGE R R cookie TAFMULE cookie 774K HRE HIIEI ,

%315.3 EE— A HBRES cookie RHESIHERSHNABRF. — M REHEEATES
HEENEMAP T XMRFEAABRIERE?

#3115.4  SpHr U Rl U AR R TE P W A R D el R R A

%3115.4 TLIMEARFEN hash HEREFREBRFENRFELENR G, AHBEXWR
FE& BT S mERE,

#%3315.6 ZE—HEACAC NROBEERE, WBREERBRARBERMERARBKRE
bR 7 PR BE

£3115.7 HEWTFAER. TR OERE, ARG 0585 BT 3R BT 1A
AU ST R R VFERT, BR4 SPKI Hi/E 4 Bt A Be T FrX RER SR o

#3715.8 HH—NREEIEEMRER U PR R AR5 =07 R RS

%3115.9 HAREKETERPETHRELWBHNRBEARY., 212X BHREXD
HARERRREE? P R e ] LISCBLA AR B HERA T BEL I R B 1 o
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BRI ZMATHBHSIFERHEARSESE —ARRFTFINME. GG, BaIRFH
BEAKEM, MEEHTARRMEMBARIRFE ZHMH. BIIRFIHRTHOE2%E
o HPRAERRETEAR, BdRLatmrEBagE =8N, S— 1 REWEEN
BAGR, RESENEFE, FEHR—TEEARNE, RALKEBEEAENY, REERAR
ARHEE A BT xRS A 55 2 1 My B 1] 42 1 R R 28 L SR BRAX Y R P Ui R O A BB R
HAH — S IR TR A EHEOLT, XA SRR AR 55 9 S 4855 % 28 4 b I 4% IR 45 T [
RIEEE AT, LAEHERF . MEETH . RER{BHLZEWEENE, XWTEREHESX
FEAREKER,

B A7

o FRFHEE BB B IR B BT H 2 Bk A T

o BURXT R ARSI IR S M EEMRT R,

® 45— e fE A ALE BB T i

* ETE TCP/IP M B E BN L LT H,

16.1 35|§

F-NHBEUBRHFIREEMA T ERERS, BRTENAHEURFFMEBINGE, £
PRNENEH, UTR-MEREENABNALR, LRI TREAE T (B EE) K
HEIEE, R ELTRPEELTORERE: I AEE - NTRHEBENARELE—ERR
B E IR0 BB ) . FEREMRE R . T IAERY T 82 A B AR - B B LB SO Oy AR AR %
MBS BUER LM AES R HER. ARFEESRENEME, EEMSE | ZRRAKN, &F
TREF R TP SRR B LR BT

16.2 GSM

RTRBE R R, RO 1982 4 557 T BR YN Hf B 6 {5 < 1 ( Conference of
European Posts and Telegraph, CEPT) #9835 M 4 21 % = 3@ 12 457 B /v 4 ( Groupe Spécial Moblile,
GSM), RHEE _NBINMERLE. XIMEFMENRITERR: REFWEERE. KMEY
LA, KEMBTHRA. XFEREY . XFFRB3sIR4E. 5 ISDN AR R
F(IEHBMRS) . 7£ 1989 4, GSM FAEHE3E B BRUN B (E bR AL By & (ETSD) 24, 1990 44
#i'Y GSM ##% Phase I, GSM W EH 4 A LRBINEFE RS,

MR RBOS I EXT GSM B AR L RAZ N, RATAT LAE 74 B A% — 2 GSM £ R IF BRI IR
R, — A EPREE RS0 HE R 5 R & A E R AR WL LA K28 R 580 A ) 0 4%
Fik, MREEENFEARBERERAZ-NERE 243088, IMEEFEB _TILLh
FERFH, MH, BELHEAUSRZERIKE S B & M 4% A LI 57 UT B 3 R 28 AR,

GSM X EZLHRRN T LB FAVER GRS HRBAER) AXHEFEGURILLE
SEMESEENRY ., —BEAEBEHMNE LEE, MARETINEDREY . R, Xt
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XMYEE LM —E AR, CHESERERENARRE RN, X MERLEARC,
16.2.1 4

B GSM I P #f R —1)3 & W %-(home network ) i) — M ITH & . — AR %8 iE K 1 R 4%
BFR A 35 W 4% ( visited network, IRFRMIRE W%, —4>#5 %) 35 (Mobile Station, MS), RiF-#L
HH # % 3% % ( Mobile Equipment, ME) F1 B / 3% %] # 3¢ ( Subscriber Identity Module, SIM) £H Ji{,
SIM B—8B et i, BAEMS b irmEBEREURFEFHEXMERH. SMUAREESHA AR
fhAERR N ABEE, B ABIEEURBESBIREZO N AMI . RN EHE %35 (Base
Station, BS), # %)X # ¥ ( Mobile Switching Center, MSC), P )2 & 41: & ¥ % & (Home
Location Register, HLR), AiE ¥ . (Authentication Center, AuC) fi %5 # 1% & F & £ ( Visitor
Location Register, VLR), HLR fil VLR B A P M FI@HE L. NERLOEBEAFAMER
2HENER . NRIFEIETT R /9% 38 AR 57K P HL (Service Level Agreement, SLA)
REH,

GSM A fdn iRt R E R 3 A P AR (IMST) . A P #1 HLR/ AuC 3£ —/> 128 R A
FIAEEH K . SIMER K, IMSI, TMSI(UGEMARE), DILKRT64 AFMEH K. . Bk A3
A8(JE T ) B FTE SIM H, PIN(/M AIRFBIRS) i %F SIM ], 2 =g ASE TR PIN 75
B, SIM g8 . "TLARAS A##% % % 4 ( Personal Unblocking Key, PUK)###1,

16.2.2 IGERBZHAFAFRR

YA MS BAMEE, Pl —ERIAEC . R RIE g — 1B E /1
PR, BIEESME, APNTanA REREE. A TEH-PRIFAFRR, JHMY
MS 1 GSM MIE/EDIHAILBR BE R A 46 26 RN 19 IMST, B, — e st 30 A P 4742 (Tem-
porary Mobile Subscriber Identity, TMST) ¥ 73 J& B8 15 15) £ W 4% L) B g FIZE MSC B3l i .01
BAVEE., MSIAARMGRLRER, VLR F7E—4 M TMSI fl4x & K 3% 47 3% ( Location Area
Identity) 2 IMSI f9Bitsf { { TMSI, LAI}, IMSI}, ¥4 MS # A% —/ MSC &, Bi&aE— 1 FH
T™MSI, MR EEBRF AT, FaBIAFENEENESERTHRSTELLLR EHmE.

2 B 49|

MEBEEHEPR—ARENE, RN TFRIMS KL, BERRSMBEB N ME
;MER.

16.2.3 EHRHEX

GSM i FAXI FR B RS HAT I R FHNIE, BB EAAFImER AR, HELE 1980
EMBPOREER, AATFBRRERNR— 7GR, B 3 MnEE k. WER®% A3 A
ERSMAFERE LRMERE A5, UREFAEREE A8, XEHEEAX GSM IZH &K
MERRAATN, BERATERFHERSENTET .

Bk A3 R AS BRI P MR EMGILE, HL, £ NMEAMATLIESE A OB % A3 1 A8,
REENMS AT RERDAURE. Bk A3 1 A8 WFEPLO 4 RAND MI%H K, itH—1
S AU RAE S RES M— B4R Ko B ERIRAERKREZ W, WEH A8 7500 BRI, B
¥ A3 1 A8 A FPEEILH GSM/MoU B8, H e i—MEBNE P COMP128 . XANHKRL L

© EHAEEMRRBEIES, FAERMFIETRI— MR T BN RS, R4 R45EH gR R I LR
BFEHHLH.
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YRS, BTREMN SIM RHGTRES K, idi. AXTEHRTUER RS, HEXNRSE
LRGSR T Lt A3 1 A8 L E TR mE R, HHE FRIA SIM R HERIKMHEH K, MK
o MEMTHHMATUAER RS, HERRFRUEESE A3 R A8 HEAESH LT,
AP M ET A ERD: AS, XPMEHRLAFREL. ZBEAP RS AS/]
MELFEMAH T RA AS/2. REXMERBRAEE TR EAS, EREFMRA N BHE %
HEZMRT - :

16.2.4 FAPRHMIAIE

A PR E I R4 b & A P IAE, —RIEE S MSC/VLR JE5— KR A, sE—EH
PEREVR RS BT, Han— R S S E A AR BIE R . R P R E R AR s
LB BFFEHTHERAAMEENMER, 6T VLR MBENA R EHHEHFISHA
VEREAR A & 3AT H P IAIE.

B 16-1 #R TIAIES B P (5 B AL ER AR . M ME E| VLR WHRE R & TR AR IRA:
TMSI 5% IMSI, VLR f TMSI Bt 3) IMST, 34 IMST 33 & & F M £ %4 HLR/AuC, AuC 7=
HE— SR ET B 128 EARR) 04 RAND JHiHEMAFFS RES = A3(K,, RAND) #l—1-64 Lt
FeRg M FPIK, = A8 (K,, RAND), =JC#l { RAND, RES, K | #iX%| VLR, VLR 776 T
RAND #1 K, , F¥ 7] RAND o4 a3t . 4 K. (UM X AR

W«—— TR ———éh— & FM —| HLR/AuC

TMSI (IMSI), . MSC/VLR IMSI,
RAND RAND, RES, K. H‘fSI
K ———=
' K, RAND
AR A3/A8
SRES — RES

T RES, K.

K (

yes/no

B 16-1 GSM I H P B Ak

£ MS 1, [i% SRES = A3(K,, RAND)7ERI B4R51F (“44" & GSM FIARIE, H
C AREFES) PO E I MS {6355 VLR, VLR HE SRES il RES, U B ME T AN
WIERI . FEB M, R T EEESS B AE, AUES .0 LD =084 [ RAND, RES,
Kc} 3% %) VLR, VLR UK BT A TR AL,

16.2.5 m#E

EHBOAT, FAMEEMEETERN AKX EHBVS BME. %M&E@%#H&%%Fﬁ%
MEY, RERBARNFBPARENFERT . MRLE, BaMS RS MG KRES
FR% B XRNMEEER, BERSMNERSETRESERE M EXRFIHER, %%Eiﬁ
TR B

% &% 3% 7 % ( ciphering indicator) 34 ME SAMBERFFZH N AFIRICE. 1B MSERER
AT LGEAT R E SIM rfo 7 B B OHE 18 (EFAD) i S E B2 (GSM 11 11) . JR7E SIM #13%
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HEILE, WHEKRERSE R RATME RIS, B XS TR —A 4% (GSM 02.07,
7.0.0 fAs, 1998 kKAi) .

MEF L AS B—A T 114 eRmid minE . S0 uinEaAHNESR K. PRERK 22
ECRR IR R . REOERA MY Z RS, EERNE S LRmE R EMAT R, EARME
B, WHPH— RN ED R ERBSE WA AR, ERMERT, — AN
W SO R TR OO e B B A L SCR LU SR IR IAR HE, 64 LLAR B H RERM HEW,
FEAHEE AS #—PEL THREARE.

25|
Py IR 48 )2 45 5 S BT R RN B B AR R 1Y .
TDMA M5 (22 th4%) TDMA B15 (22 th4§)
K, &{ A5
114 HA AR 1mwﬁ%%%ﬁ
114 WA N TCERHE SE *€ 114 R ST
e }___._.

B 16-2 M MS B MSC # GSM ihns

16.2.6 ETRBERIRS

GSM RZit R T B A& NME, X5 B LU TR 4% T 142 8 69 R 4 (Location- based
Service, LBS), MAMMBERBMLTEGFLR . WA LR EMRSE, HRHMENI RS SBHE
IR B SR A MALE . EF B EZOX R R R MR, MRERFERBNEMNHER
BEH 125 XK,

16.2.7 NG

£ GSM I BRIR — BIRAEAR & LABI SO 7 AR, B EeE — AP LM 48 ) £ Z i
BHBR T o BN RRBER RS BERME T, HEEITENE, MBSO &%, F55
TR R A R, BRBERBIREXAME. A TMSITUAE - EBRE ERIAE
Bafh, HRAH#ETRESM A ATIE R IMST H1REE, iEBEhR&MA IMSIRER BVIHIAIE, H
FREBAEFBIHENIE, FURXFHEERE TN, HEKAETLIBIEH P53
FEHicR, APRIR(IMSD FRER R (IMED 2B, XHBRHERRERMT I,

AM15%¢ GSM R4 % b i = BRWAE T8]A 2 FF — Lo % Bk LUE T XhX S8k #hAT A JF
BEFE LA B AL BRI £ %8 1 7 09 8 L IA DR T B A8 R P X B D M 45 IAGEE

GSM Z 21 BUEITFM LA BHE AR Z MR R % GSM VRS ] TR B i BN R (reve-
nue flow) TiAREIER, AR SWIREER AR 78R %7 3% (roaming fraud) 1, 54 MR
R4 rHr . SIM RBGE BIESME SRS TR b VERE R R ITHRIEA % (R Tk
W), 1BRIAJE R4 LF A VESRE B A B R 5 S A RV B (B eI ) o« X B TES
FMTAHNEBTEAL AL NS, ERERBENOFERT, ANBHRIEHEREED -
K ERAENHRREB SN, XHFEERLAREGHRRERRREREENR. BRI T
FF 18— B R AR BAR S5 I 0 AT BT 78 B9 S S A R IR PR R Y, SR 1) I 43 1T 7 SR At AT T i
ARG, HREETRERBXMVERN, FRECAHKRT.
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XRA UBRAER AR L, mAPER - RIENEREFERE, NEREERRRT, W
F TR B R P AT R R P A AR R . GSM 2B R B &% FEMALH R VEREN
BARUBAOHR, NETHEMERRPRRMEAR

2 5 39|

FEST TR B KM P I E 2t , AEZMN AR LG

16.3 BERABHERRSE

HEERBIEERENB LA T 20 g 90 FRY . HFH— N RAKRBEABIIEFER
( Universal Mobile Telecommunications System, UMTS) ., @ A% 3LEE RENIAELLESEIG S
YEX B (3G Partnership Project, 3GPP), 3GPP i E bR S 1E4k £ ARIB( H4< ), ATIS(dL3%) .
CCSA(HE) . ETSI(BK#H) . TTA(#E) . TTC(HA), H—MEABIERR KN EH BN
16 1999 £ AR, BB SEERANELEHE GSM 3L, 8MNHPRAE - MEARPKR
#Z—EARE AR PR, FEPBMNEMMER ORHE—NEH. AP REERNED
W 4% 8% AR 45 38 JF) 43 41 G4kl %5 45 45 ( Serving GPRS Support Node, SGSN) &R R % o

16.3.1 BREWHWE

76 GSM h, MR AH BB INE, B, X FEHA IMSTAER ERBE R T X
MFERER, BHREFERSEMNBEERNFRERKA T—MIENEKKNIER. HTH
xS, — M AR R IR BB A MMM EINE, EAJLMREBBRXMETR. B3
WA UIER YA R A FANBER, HEX NN EEAMERATITN. v RAT
MIEIATE A P68 — B R DM AR BEBE 1 R S M B o Bk 3 (U6 245 o B IE O 2R 0 RO IATIE 58
B, BEEERRLENEROESENBDRGER. WH, MEVENGHEREFE LA
S RIRRG . ZETH BB AT LR AR B S R IME R . B, ERHBBK, BTieH
R, BUEARTTRETERIEIK

16.3.3 W R FABIEE RGO MBI B . Mitchell and Pagliusi(2003) 85 T —FMXF
AL E R BRI

16.3.2 mMEHEZE

BA RS R AAERE S 1 A2 DAREHEREE 3, f4 5015 BARK. K AKA &
¥R MILENAGE (k% , HALO -GN 128 ALRR KRN FHF— 1 128 LLAFHEH.
T E BN MER LGSR N TR R E LA gin L. BRABIERRGERA T KASU-
MI, FHEHAZA 64 LLIFHIBA 128 LLAFHESIMY 8 42 Feistel 5, KASUMI g 7L AR I
f OFB #RX M AElk, LIR A FRRMERI ) CBC-MAC BiKKZE T, A vERBERR
GMEERSATF, FFEHERKET T BRI

16.3.3 UMTS AIEFIZE AN

JABML (AuC) A A (USIM) 3R —4 128 WM EHA K, FHA - FALHFIE
SQN, X T XA R#ATRIZ, EH.07=4E T B RAND F1— A% XRES =£2
(RAND, K), EF LS E H—4 128 iR EH CK =f3(RAND, K), —1~128 HAFH

© 2005 EHEFRI.
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BYHP IK=A(RAND, K), —/ 48 ILIFHIEX FH AK =f5(RAND, K), Jifj RAND K
MAC, LIRJFFIS SEQ, FMHAEEH FTE (AEFEHANEMMN) (H 16-3), INEF.LEE AR
AUTN = {SQN@AK, AMF, MAC! 3 &% Ak & { RAND, AUTN, XRES, CK, IK| %] VLR/
SGSN, ‘Ef#fif IMSI ) {RAND, AUTN, XRES, CK, IK|F1%5H P& 5% RAND Fi AUTN,

A ®] RAND fl AUTN J5, USIM H5EiH5H i AK=f5(RAND, K)#Hl SQN = (SQN®AK)
@AK(E 16-4) . #25 M RAND, SQN 7 AME 31575 2| 1 2B 9 1 B AUEAURS XMAC, H5%E
1 MAC {EAH HL 8, X AF FTESE RAND fl AUTN £ % 2 A A IE 07 £ . IR AL,
USIM st P TP, I3 VLR RIEAHE . BN, USIM B4k8E thill K2 SON B &
BB E ST, IR ERKT, —IRPHRESHBEER VLR +, Bk, BHHANEH
SR I SRR P B BB T AN Rl % R 55 R 4% R AGIEREL IE T IR B Tt o

AMF SQN RAND

R} | |
o b {A A A
M/l\c XliES ClK u¢< AlK

16-3  AuC HikiE [ B i)=&

AUTN
A

RAN SQNG)AK AMF MAC\
—~* b
SQN
R e
ool !
RES CK IK XMAC

B 16-4  USIM H1B3A3F

BJ5, USIM it RAND #{R#F&4H K 118 N RES %4 K FH%4H CK I IK, FH-Usla)fi
B #1748 VLRIR [ RES, VLR it t# RES il XRES JIAIE USIM( & 16-5)

(=)= s -

AuC

oIMSL (IMSD),.... 7 IMSL ..
: K
K RAND, AUTN RAND, AUTN, IS
XRES, CK, IK | SEQ K RAND

| n -
1 l l RES XRES XRES, CK, IK, MAC
SEQ CK IK ’ ’ ’

& 16-5 UMTS thgiAIEFI 2 8 B



194 FOLE 3

16.4 #¥zhIPve R £M

LA RSB E SRR S WM EE1T R A BUER LB R AR, GSM fil UMTS
%2R RS VTR SR 75X — T P RATE AR 3h ey IPv6 Ui 5 — B 3h &,
HiREBUE A BN, HATAEARAREHIBILESRTER. EXFNELT, MR
FBIMERIAIE, (HERITE G HE, 3 TAEHR, HAVLIRERELBORR &
P RS, LR P bt BATLIRE— I FHMX Ak RER, #BA—1 PKI(2~
FEEARRIRHE ) R TIXA A, HELRIBRARITTLESHERAK PKI i A XFE AR
P EE ’

B, BREMNERERRRMNMEE, AELKMEN H WERT, — N1 R0 H
Hii. Alice ATREF R A & Bob RAGE| K4 Bob KK B . — MBI A HERFE NS
BFOLE . Alice A BEFSFR Bob AL F il i B LIBUTHE 45 Bob HBEEHAL S T 1. XM E" R
WA, Alice ATBEFFK Bob RAFFE, UBUTH KEL Bob MEEEKRT . XPMBtd AR A
A A YT Bob 43 Hi )X Tt B A9 R BRI .

AR — R4 IR &5 B, Alice AT BB FRIB7E Bob A B, XHATREAR MK EEMES T
Bob,, 7E % ¥ s & (bombing attack) F1, Alice HlE TIFEHE R, HKHKZE Bob A E. BH
kB F Alice f%F Alice WL BEE BEXFFL T ASEEMA L. FEKRE T, HEMH
HeRR T R E

FEHERHR - RERRE, FEFEAREEREENZEE. RN EEBIA
HE A BERLIE R A . B BCE WA EIE 2 G R ERBIW BRI A TRESE. N
TERAFMHIMNE, RITEE - HBEPORAEARER WiEH RS EE AR REL
B, [HRJFEME P RHATAE, REHAXBEAIRNE, AR TH ER IRz 8.

2 B A

BB T ZRMM AN . 7EEE KRS, 75000 BE7EA R 5205 R AR F 855
(. 7€ IPv4 P NAT () Rk #) , HRESKSIET YRR R H B BE AL BINNA
B MFBRIHA, BATTLHCARRTA B A RPN I KRS

16.4.1 #&3h IPv6

5l IPv6 PERULE T — N1 SR — M B —1> 128 HER 3 IPv6 Kydbhk i 64 ELRFT
RIBTE (A8 ) Fi—4> 64 LFy3E D IDGAR ATSOR RN BB AN —MMrP) . BT R
IPv6 Hbhik [ 2 15 s M3 R X 5. #3075 H 72 )2 & 31k (home address, HoA) H A LI FHERY,
AECYMEEINTRMEREEABEME, HRBLEE - MERERMEREIES BN
AW P hk, B AMEAMAEE - BUERER P Z2BKE, XM RERGHR 1K
£33 . RFC 3776 FE4RLH FR (R MIPv6 [) ESP fyfl i, MIPv6 7EFHLANA i fU3E 2 ] & 1%
1B55 o MY £ — 237 B 7 st 0 48 B S 5 ol s FR R R A, B FE#E X ik ( care- of address,
CoA) PR A] Fht i, IR — DA K B BVIFKISF T FETHR P k.

16.4.2 ZRHBEEH

B 315 A B VS TR ik S 3 st O BK B BOA R B B T AN 9 5 (binding ) o BT ISR R 4%
&, B ERERBRMNSG FEMT SHE[08E, BRI HEFE—1 28K Z (home
agent) , R FIES BT SURE (S AL A T S ER B A8 A2 ¥ o BB BT RUEAS S0 B AR E HIE
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FURLMONBER. EREYAEYEZETEHTHERS. BEEFEFRTHEEE D
MR B S MEET A a LA HERE M FEER, G UFER I 50 45
P BB R RS E B B

EAR L, BEEHRE—MEERES, ERWLBEMY SBIT, WRPEEH A
B, BHERTEES HEFRER, SRARGEEMN, ZLEE, 0REM—A S5
UZE(BA)REEE, XFER—RE, HTFXNELEEE—BENYEBs P KEK
M TRIES H(IETF) M TR # ., HEEEBEEHNE 2B IEA Psec, XMNEUCRA
TRl EMINERBR—DFW A, FERENORE, BB TELKE, [HREERE
PP (IKE) h i BE— P ABEEREBI R UMY /£ Intenet FRA BT LHRAFHHEFR
(PKI) A, @RS BBl R AIE A S RE .

B, A TIELAREFARZAN T RERFHNCERT EE AN B3 Pvé K
ZEREEHYIE REC 3775 AU (E 16-6) . B E MR R H Aura, Roe
and Arkko(2002) ¥4I . ETBRMLLBIRE: BHEALHB P HELKE, IV ANEPR
EWRZH, W, EEENEEM TR XA L RIER X 4 IR &5 B

VAR R 2aHoT (K, i) &5

la.HoTI

1b.CoTI 2b.CoT (K., j)

1

BaAk
&l

3BU: HoA, i, j, MAC (K,,, CoA | CN|BU)

B 5E
B 16-6 #zh IPv6 S EEH

XA, BIWAEERERIBAHEEABEFTR(CN), RRET ALK
Home Test Init( HoTI) {4 8 FIEH £ & 448 {51 A Care- of Test Init( CoTI) 1§ B 17 (B 1a F1
1b) . BET KM EEBNER, Home Test(HoT) i B & —1> 64 HAHY A3 iz Mt 4 M (local
keygen token) K, Fi— /N A BN A b X BB T AWEABFIES R (EH2a), 85—
A 64 HHFH) care- of WG LA K —A care- of FFFI- 5851 j Y Care- of Test &3 B # & 1% B FIRA
YA E (B 2b) . BHHAFEAIFENMEMERITESEEH:

K,,: =SHAL(AH#EMLME | sT5EEMR4 M)
PAK B 96 HLAREY MAC IAE R 4552 BT
HoA, i, j, HMAC _SHAI(K,,, CoA | CN | BU)_96

XAMBVMEEE T IMEFHANREEMERR T L TR G H, BETABXNEEAER
W ARBIRBIA . REREA N, B K MK, 7T LAZEEE FUSURHE . X4 ml e gUR B
B—Fp R #1(nonce) , XNRWETEHEFY KL LHR SN EHERR, £BEELFME,
INEX M AREEHEEEE LA LA RANEFEEANENBFZROERTIN, W, —&KHEHR
H—B &1 (Gollmann, 2003) , ZEXMEBRITAT, HEEF VIR ML T 4 & A 3E (location au-
thentication) , X} FEIUrEELEK, HABRFRNR M IEHE R, XM FERE. W
REBIAFREFRNBE S, TLRAFRIGEERRFFEES SMBERAEMES.

H TAHBMXT AT DoS Wiy, MU EBRFBMZELERAN. XKL, BAELECHER
HK MK, BFHNEANER, 8MEFDTAHE —TAXRSEXIBH N AHBET SEH
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K., NTFEARUAHEMTEER, BMEETAEMRRNEERBS=4EFIS, ML
W RTIRFEHA(E 16-6 FRERS| i MK ). FEHM MAC #iht 5F) 64 S P EE,
K,: =HMAC _SHAI1(K_, HoA || nonce[i] | 0)¢,
K,: =HMAC _SHA1(K,,, CoA || nonce[j] | 1),
BEVTAESEENAEFRFHK MK, BEIMEERIIBRENHAZEEEHNERES.
B 30 5 7 AR RR A XSRS Tk B BU ESRIVEE . PR B B X HUIE 4 IR 95 Bed
BB —HE . AT LA AR A — 4R LA b B9 95 5K (81 Rz 3 i — 4R TH B A B BSOR ISR B 8 IR 5 T
FH. Hik, BUBERE S AT, Bah3T &0 LR — &0 B F et 532 28 st M 3c i
ik, {BREEEE S LA BRI BU MIAUEXR [ R —4 BU #FXK,
2 B39
rwEfEEeY, —BRANEINTHBEE NG ERS . EBIREP, WHR. A
THBE— MR HBS TR LERE, MO FEREGTY. AT A A #R/E wT LU7E
T RE o

16.4.3 UEEr AR

A ECHNE BT R A — D bt 2 S WK, XATLUES T #—ME BRI E
BEXAMG EH AT XA bk, 753 F 8k (squatting attack) 1, Bl F BRI E BL X
PorE Kbl RICERBE LT ZE &AM RIS Bt .

BITEHR—NIFTR, -V EBIEHAC“WE 1 PRI TR, XM FRE—1
R TAEME= T OHEANES, AEECRABRELRREBNE. B OBBRMIL e &
Bl T — o8/ FEAXE, FERAAHMMAEEIER—1 IPv6 bk F4E D,

J TAEBST — bt A B, FHMZAEAHETME. FERSAH—RIRXESERF
T Ko ﬁh%ﬁﬁﬁﬁwwtﬁxzﬁﬁﬁ“%ﬁmﬁﬂ%ﬁﬁoﬂm%%“%QMETWO
I B F AR A PR RERE (PKT) o

% A 4 7% W3k ( Cryptographically Generated Address, CGA)7E RFC 3972 B 411588, Aura
(2003 ) 4334 BAEFT IPv6 sufit . ZEXFMER T, MAEMKETBEMRKIZE62 iy, HI#E
O ID 5 2 WRRE AL, T X—NAERbat & P, W ERLRBIFRGFEAXT, W
WEE—Arhge, BI&E 5#0 D AEMEHAHANEHN, RIS 62 IR FEN RN
%5, ENFEAREETFH, MERERE MY KBEMRENIT R, — g E
BT —ANEESH Sec3 WHNTFSBE), RFBEBRBAED ID MEZAH 3 ML
%éﬁﬁuwwﬁm%ﬁ%ﬁkwﬁﬁo“%%PﬁﬁﬂmﬂﬂHmaTw?ﬁﬁ

Hashl = SHA - 1 (288 | FRATA | hEITE | 280
Hash2 = SHA - 1 ({8338 || O, [| 05 | 28)

Hash2 ) 16 x Sec BB ZE i B LA S S N % . Hashl B AN 64 WWAFRA TE#O ID, BRT S
17 [ 58 Hedeah, X 59 ELARAT . HEHI R B S &R 59 + 16 x Sec- LuAF IR THERH
Y, HTHEI-IMHFEERERA Hash2 §98, bt A # S 5688 iU R MR HNE T,
X R— A RENLEY 128 HARME . ISR THERERTRI—AHE 16 x Sec- WY 5 —
AREME(ENB)HENBHE. hRITBWHERTF, m%ﬁﬂﬂ£H£¢W§ R
getm, Y=REMERSRE - MERBRE.

BEEVENLERREEMN, 7T RIEMEFA A ZE KX R %ﬁ,ﬂﬁﬁﬁﬁWAWﬁ
B, NTRIE—NEL, ROFAERIE—154, MR, EHEERFERESXTHEXE—
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R, BREZRNER—MUNE B RRE, EH4A LR L BGEERE 8 C WA AHMIE
PRSP O, ik, B4R ARRHIEREBGE, AT BEXF R T, REET
— ™A1 R [ B e AR B S R R B B

16.5 ZTZ&RiEMN

TR M (WLAN) B R7E LI R — IR AR, BBOR B4 3081 2 WL IEEE 802. 11
WHERS, XN AT HE2FARRBEIN EENFMEXEMETHNERNF. X, 7
= PERBE R TR R A PR, NS ENER RS E UEHEEN
o MH, LAEHRXRMENBIRENTIH, —MRZEPPERT BRI RAREHESE
AP FTAEMNREHRMS UATRZN, REREZRNREEI D REBEZF B PE,

FTLL BT AR B XA & A QBT EEMBERS, Bah&mEs
BAERSHBEMSERE, 78288, BIAMEEER. AWRHR2VHEKE S R IEHER
BHREANEA SRV REREE. 8MEARBAE -TREFEFR(SSD), —MFRBLL
RERXHEA A S RA S HTEERERB K, —MITH TR RHEMA SRR H, MK
FEHRMMHBBRBE L LG ABASBHENRL,

HTEHNELBBME TR, ARMEER: AT BEMNRSEFR, TEREF
HMEENEEENTEN ANIR S ERRR . RS ERREBEUIRMLANBE, XF Tk
BEREAARR. BREFHRETEFSREERF, L FEETREEILERE, FUEA XK
LERE. B, XWARKTEER BT SE TR ERNGRE MRS SR RARETX . Bk
ERCREREGENE-ERERIENLEMATEREA, WHIEBEERERN,
75h, ERAREEINVIREAMEE, RAFIRE MAC sl b &0 E B s KA
W%, XFPET A FIAES XFARIEF K e, BuhH A 0T SR RSN EERE D
BN MAC Huhk, EESRAH— MK MAC ik 17 E#.

SRR, EUTRERMBEIEMEEREENTENSREM EREARMR, m, SSID #
MAC #fib, EHBRT, BB —MEEN, X&ESRLFEL 2V B ZaIsiE%,
BrEA, ib% P RE— XU R R R AU R IR & #E TV R Z BT & P # T AR — 4
EAI SRR, B 16-7 PR BEHVIFENIERA TN . FPBEBRAAREET web WY,
BB S A% AT LU DHCP R %5 88418 B — 137560 P sk, X% i web MK A5 35
i, #YE DNS 8¢ HTTP S REUF T, @il HTTP SiE & P AHRE P 2 EHKTE, Pk
BRI 4 web IR ZRIEE AR R P 2 MERRZBLERA P RS IMER S (RADIUS ) #4714
ik, —EZFFIRGOAIE, ViR RBUAT DA 5 P om g R A RGE B T S B e aEm . &5
Vi R B B E R R — NSRRI, XX RBEGZ 2O TEESS

——— UAM ———————]

[}W” . / N {]
T T \ J

3 # EAL Internet RADIUS

A BAR o P

B 16-7 {§H UMA # RADIUS FR % 28 f944 2 i 1)

16.5.1 E&EXWEME
7€ IEEE 802. 11 940 {6 8H A 0 26 % %5 il 2% ( Wireless Equivalent Privacy, WEP) Hipi # 281i%
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FRBIPAEB IR MEA S Z REHEE N EERZEYE, HFARAENS B IA 5,
INERET— I EERE, MENTALRZERARETH TFHITREABENEMAAF RS L, MMNE
FRTEBEASR L. XRAEEE TRABREXIRE/PHEE L, REEHRER K TE X5
AR F AR BB

L EMERARESRME, ERBFHAP, FHREEER, BrgfRAERHNED
X RRSHNAXHREERMERN, BMNAXNERENSITHRETUSEAEERR
BSR4, IR FHE., Eik, —4 24 tLEFRY 4 4 40 2 48 (Initialization Vector, IV)
k@ mMEREYL L. RiEEMFBWEILE 40 tirE 104 LLIFHMEH K. B TEH—TNHB
m, REHETE B 32 WEEMKRR M CRC -32(m), 24 RSB B> E—DMER
HREBEHH RCA ()64 LLEFIHE K' =1V || K, %3, M ILA ¢ & (m || CRC-32cm) FAHH i L
R

c=(m| CRC-32(m))@® RC4(K'")

FEXF R B EERAEKE, BRE TS CORCA(K') = (m || CRC-32(m) ) FIt%Xt
BB, ATIANE-NER, BARUBEXHFRE 11024 RN BERASEF. ZPALE
HHWEEMMAEEFGHRME DS, HHEASAEX R,

X EmMERFEAG MBI AR EENRITEME, B, CRC-32 ZEARTREHE,
BPRIE R B AR AN R RA BB BB R, YHE-TMRBEANSENER L
(R KEE, EARMMEMEEMREERY ., (A XL EMFEE L EHEREREFHA K
B m I EEBRNT BRI, 4 A RHAXHBENNS, HFHEITE 6§ =CRC -32
(A) I (A [ S)MAFES, AIZHRTRBI— X ERIMNE mDA:

(m || CRC -32(m))@®RC4(K')D(A || 6) = (m®A || CRC -32(m) ®5) ®DRC4(K’)

= (m@A || CRC -32{m@A) ) PRC4(K")

B RERMBEEKBRHO KD, REFH K RFLEARE, MHEABHAFERFEH K'Y
ME—A B RBIHMU NI IR R B IV, BEERTUMNE—BLERFE, HIWHBARAEE, K5
SR B A R A IR B T M AR AL B R RS B M.

IR BB E, 7E RCA B LE4H T ik, Fluhrer, Mantin and Shamin
(2001) #R3 FRFH K WIE, HFEXMHBIGEMBUERS S8 T, XA HELT—M—
PIHBUEES, Hik—4 104 EHAFESIFIEL 40 LR B A ERRA, ARG ETEK
MEERERREESHRE, LSBT AR R BN EBHEE.

16.5.2 WPA

TN EMBELET R ECHEL BT EEEAHL KK, WiFi (RF#A (WPA) #AE—- MR
EAOTLEDE, INHETAREREEMNETFENEIERL, MAFTEXNELREMKE
SERFRNERIT, RRNAHDNERECE XL B EHS Liafr, HodaxtviiE Mg s
& P EIALE LA R h S0 8 s i A ST BUHF T o ¥ & A IE P iX ( Extensible Authentication Pro-
tocol, EAP)J&—N7E RFC 2284 thif i BTl , XFrL EIAUE 7 i) IEEE 802. 1X, 4
ME KR, Kerberos, —RHEO4, IEHFAPIAIL,

HT REBEHES, CRC - 32 #nff Michael 8915 B 5¢ B M/ 1) 75 ( message integrity code,
MIC) i, MBI BHKERFERMBPME, 5P 48 ok, 168 %47 £ %4 #%X ( Temporal
Key Integrity Protocol, TKIP) @& T HAKRRI . B mMIIPAFTERNEN EFH. HH
A%} % B % 44 (Pairwise Transient Key, PTK) R T X%, HHARKRPBAHKRIRMBASH
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HAE. 4 WPA R ABUEILE £ %41 A B (WPA- PSK) it , PMK 3t A] LA A 4 4 4= 1, o6 ¢ PBK-
DF2(RFC 2898 ) #47 F it 5
PMK = PBKDF2 ( passphrase, SSID, SSID length, 4096, 256)

WABHE - EHEEA 20 MNMER) . BASNRES ERENIRSERRBKE, XM
AT 4096 Y5 RRIR Fl— A 256 RSO . 8 PTK WE BR RN £ %41 (PMK) |, B4
# B MAC #uht, DA RS A BT MR & 724 49 nonce, nonce DABASC 5 AEH

WPA-PSK Xt FREBEH M IERERET W, UZEENRR BEMBKRMOME, kEEs
ERTRBEHEL. #BEF, IEERFEEG, HFAHEHMNEE, 288 SSID KEF SSID KK
B, M PTK'S| PMK' GRS %40, BiEIKM MAC #ink, FBEMEGHTE— 4T HE4H PMK', B4
BHCRAINE H S AEEFS PTK'RE ., WREREFA BN, 5% HHERAAE T
RIEWM,

M FX it ERBEE, WPA W& HLH BT SEIA BB INE AR BRRER K, {HE WPA
7t WEP J5 [ EBRA — & s,

16.5.3 |EEE 802. 11i - WPA2

7£ 2004 4%, IEEE 802. 11i RFSREFAULY T ELRRBM Z LB R 2F it X
MAZF XK WPA2, 75 CCMB BRI, Fn#a% RC4 2% AES FTEUR, W0 1R A iy
CBC-MAC BAM I AR . WPA2 ZRFTEE:,

16.6 W5

B REL A BLARGH—FEA, RWEFAENSAREMPC, 8. Bir. ITEHL.
FAUMIL Al S B4 09 45 BE 2 A8 £ (B ATk 10 K), B AR T A A B 3 R (Personal Area Net-
work) o Bk H AL M E AR IR EAETEEMRIE, B RE ML LB RE T i st
FILH, WMAPERANRE EEA—ANF PIN B,

R T BB 2 BB ERAT RS, FTH PIN B4R 128 IS M S m . SRS
RPN B & Z B 8E HARAIE S . WATE B B - REA LT, 5 GSM AEAML. 1o s
BEERERE AR E R PIN B, PIN BB, DARRBEE T4 MBEVLIE 0332 5 gy # ik 4
Bo BANERVIER MM, HREHEFERERS RIMWRS (RS, HEHS).

B F (Bluetooth) Z2E R RN NSRRI BIH 1. B F 9255 59 R FEE 5T 5 R A B 7 R iy
e, VRTEFEHEE, BUERERRFHZLER, SXETFHMA, RITLHHHE B
R A B A e BB B R R ) 59 A T EAT BRI B PR Tt o 48t Bluesnarf 33 F iy AT DA MR S5 76 15
I B SC B R TEBRPE Y B8 BRI AR . M R WA R ) HE 3E SR B4R R
AR B B W R

16.7 RERZE

Ziﬁigﬁﬁfr@liﬁﬂ%@%ﬁ* FEEPESMRERBEMNBNZNE, AFEENE
SRR EBNZLREE S5 AR AR E FEM K. Niemi and Nyberg(2003) 251 T %
F GSM 1 UMTS #4054, GSM #r 4k i ETSI % 3 (http://www. etsi. org) , UMTS #L#i B
3GPP &2 (http.//www. 3gpp. org) , TCP/IP [ 45 v {) B 3l [w] FH 45 78 4% 0 IETF L AE4H 348,
XEETHE B HEPR AU LATES B 89 IETF B35 53R 3 (http://www. ietf. org) , TR MM Z 41
A4S W IEE 802. 11, ¥ 5F ML 61 AY'E 5 4 #2 (http://www. bluetooth. org) .
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16.8 #£73]

%3161 BRERFEURLAZLEE P ORE, XEEFREATE—S00F AT
BFULIT R B e i TE . AT AR A AR 15 R S R SCRE A9 1] B R

%316.2 Kihg—TXREA EFEHH RG0S W HALHER BTl R iR,

%316.3 Rin—1 128 [LAFE) MAC Mokt SO EFEEREN 1:1000 #H B INE. X
BB H0 1K 4, 2K AR 3K LhAsns, B THABBRTEA - MHERARIERES 7
YHAFREE IR AIAE 1:100 W RATREH X R Z D7 EXWFAERET, 4560/ 32 LK
MAC i, ATBEHENES 7

%316.4 LERMEBECKBILT - MRENTAESIENRISE TAITH P it X
—MERT, SEEREFRERRY . WX MERTRPRIMNBLERGERENELAE
BT 8T, X IETF P YA7E ST R AR BGHTT 0T o

%3116.5 RMMAHERITHENES 1 28, #HN FIREGEEEME Sec=1, 2, 3 HAfHHS
NE, HWIFTHEEIR— DR CCA FEN HERFHAM?

%3116.6 HEHEEBAIHF—IRILHEATR, &HRLL1IMbivs i IEEE 802. 11b f¥dE
R, Ri£ 1500 WG, BEHELAERZRKNEE[MHLRABITHRER? WRDHLDE
RREVL= R, RABGEE H5E — WK ah R G R 49 F k)R 24 (346 FR A (9] 840 3 4k vl B
)7

£3]116.7 WEP 853 R OISO BH SO R BRGESF I LA o 4 R 5 4 2 i 5 LA W
Xfek, fARM?

%3 16.8 MR IXBEMEE, EXNKE D, WEP MEH P ULEFEHKEZEIK
HEEEN B,

£3116.9 4l — 8 UAM TR f] EAP(RFC 2284) ) 802. 1X L& 2R %5 2 18 )
B



FI7TE HEERZE

— M BEEARERARFHEL&RE, CEARAPREGEE . BREEEZ2MAN R kT 0
AR BURREE, ERRHR—EUH, ILEREETERNERNRRTN, EXRRETH
MMEEREENREMBERFER R EX 0 IF R -, RTINS B 805 6 U7 8 57 3% % T 0 B
HIERT . RENBENRF AR - EENRE, BRRI]—EERELRAREH E&
R L

B A%

o ST E R G TR R 2R,

* B EHEEM MR REXRBIEEN T RERZH,

o MG BEE F RS B LW EE.

s REAFFEFEEBREPNEREREWRERE PRV Z MEEHEELER.

17.1 35|§

YR ERBEURLME RN T RHSINES . #3# AT 2 £ 5% (DBMS) LRI AL ERH
HERPREGRERHIT, WRMNFELHHFEHREELENE, BARFRABITERS
(FTAER SR ) {EREMBE R HBIRFE P, NTEEFEREHFRNORSHLE D, . KiE
EHESFHE—ERMANER, WAFPTRIHMICR, ¥RPREMIER, UABSFHITHBK
LFk, Bk, MRBURTE, FEENZERETREINEZST SRS EENER. BEEN
RLEAERKRGMA, BAEARTRERGEHR S, T EHRL HXEUk N AR,

RERGEELE, AP UERRERGHNREORAIE A, MRS, SURITIF S0
FTERME VIR, XERIEFER—NHEBBTXHHNE . BWYHBL, RORTIREEH R
ERMBERGHRER  XERERBTHRASORG], XHEREREX, HEHFIR, K&
ES, ERIAMEBTXHHART. IEMOERIARE T —SEFNELEE, MR
—MEENTEEE,

BEEFHRABHEEZ L, HEENRAPRTHESEEEPRIABTHXHRE. 3
FEPRARMEAREEEENRRIME, Bit, KETRREESBBLEERTK ALK
NAR B RERIRE , XEMLEASE, —MERRANATRE TREEF. £RHEE
B, BE—E LR IHREREN, BWUEZ, A -WRRZH, BEENRERERET
AP LA 17-1),

Xt F P . bOEEii

B 3@ A

5 260 O X:0b e
O P -~

PN ERIHLEE

m17-1 BEEHLELEAN - TUER LM E
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HAEEX, RPEEETHHEREELUFRES, EIRKEEF, KRAESEEMETP
BM—ERERIEFHRG . MRFNERRPOEFLERE, XMTEIRETITH. HE,
AREZEFRESMFZARBNER F BENE, T ERE— &N ERR,

o ey B FPEERIRE T RBUE.

e 2 F: BE(MIM)WTRAMEATRELERAANER,

oMM R. Fl, MER—NEEELETHEHNELRNEL, MAXHYEFE—FEA

YRR G ERRBERNEL.

o Atk BIEMFENES SR ERERKIER.

o THuME: REME A ERSRTHULREMEL.

BiG, RABAED IE—REESRE . WRBEEAFEHERANSE, BaRPEEHR
SEBEEER. AN, —KEHTEARZEEFELEMLH, REHALENFHE, X
MERNIIDEE KT RESRBRERPIGER. XMEEEE 17.4 TEERATR,

R E S L FERT : AFZEET LERRERMNRHBEET R L L, SR, K
MEXMEEWR RBHER, MESARZW TROEEEFEZENEME RN B HRMRS. W
RRRBUKHEOBUR, AESENGEEANSHRE, MARMNEENTIN, Rarkbams
BUREMME. FELEABARBHEIN A, ERBBEAERBFERNRN, RIFIRLHR
#EL.

PR ETEEE T EEABEH BN RRENFER. I, EEFPHES, FEOELLE
R, SATK/RRCT, MO B AR SO B0 R RN IR R A R R T
o BEENZLES T e ARFHB AR REE,

e ¥ ¥ — bk (internal consistency) : H(HE FE o ) R AL X MAF — LB SE LRI EO MM, Bl

m.: EERAREKTE.

o $}31— B 1k (external consistency) : ¥IEE P RFM KT LIER, L, EEEEFH
FEF RN Z S LR EARAR B, YAREEFEEENEENNE, ZFEFEEASR
REBRE Bh Rl S — AR, ERABARETESIFEREEX

PRFFHUE FE ) — 3M 4R & (consistent state) , 33X & HE LR REfHE—
S # M (accuracy ) ,

15 2.4 WA BRI, SRS E RGBT RIER o
STEES 2 L. SUEEEERELIHE RSN EEEL AR e
K, XFERERERZFAARBUATAEY, BIEEEERSG L
ZEEBMERZEZ AN — S HRBHAIER 2, MIRERIER BIERLPIE
G HBEEBRYHER T, RRACESHABRERZEEEHE/MB _—
BRBUERHE, BUBEEEAKRS A O M #RITHRIFRE LM,

H, JEEEBREWVUENARS, FA—-TEXKR2EWKT
Ho BT 2008 TR B BIRENRLERET £ ARH
KERE LY

17.2 XEHE/E

TEA R IR B S A o, M SR T E R R RBREE , AU, ROTAGEEX

EENERETEANESCZ2LERRT, FURRAHXAREEENHENA. FHNNTE
A[ LA Z% Date(1990) .

B17-2 BEELZLHME



HIESE L £

£ A¥EE APSIEXRBEEEREEMER(RER)EEH—FEHEE.

BAE AR R PSR BAR R —F R, MARBEELFNYHEAS TR Xd

I BN BRATIHE BRI & 215 MRS E 2R

BA L, £RRED x- xD, Tk, WHFD,, -
TR n (v, -

A, MARZICIRA"

TEE 17-3 FRR R AT BE R — M RATH BB E M — 8. XA Diary BB H, 512

name , day , flight , status , BMNRMTEEW T,
ename: FiAMABHI 4%,
eday: —fEhFrARE, fn: Mon, Tue, Wed, Thu, Fri, Sat, Sun,
o flight: fi¥tS, W MFERFEEME 1 ~4 MF,

e status: 2% (business) F1FL A (private)

, D, B n A BHPRIE, XRPH
ov,), v eD, i MEERERETE D, THATHITREF
RN F&. BN FERARGTEMEMNE, BA— RO ZERFR . SENEXREHE

Name | Day | Flight Status
Alice Mon | GR123 private
Bob Mon | YLO11 business
Bob Wed | BX201

Carol | Tue | BX201 | business
Alice | Thu | FL9700 | business

Flight Destination | Departs Days
GR123 THU 7:55 1-4 -
YLO11 ATL 8:10 | 12345-7
BX201 SLA 9:20 1-3-5-
FL9700 SLA 14:00 2-4-6
GR127 THU 14:55 2-5

TE 3% R YR F P AR IR R AW EH AW EE T RV EMILEIRES (SQL) (Inter-

B 17-3 Diary i Flight fI% 5

national Organisation for Standardization, 1992), SQL & & BIELAT —2o41E,
® SELECT: \—AXE DA,

SELECT Name , Status
FROM Diary
WHERE Day = 'Mon’

I8 [ 45 2R«

Name Status
Alice | private
Bob | business

¢ UPDATE: E#HXAFPHFE,

UPDATE Diary

SET Status =private
WHERE Day = 'Sun’

EEM B WA IRT AR ARITE

¢ DELETE: M—/ R & R HIBRICH

DELETE FROM Diary
WHERE Name = 'Alice’

M Diary H1lllEx Alice FT& (11T o




204 F17¥F

¢ INSERT: ¥ THEAD—1PEXET,

INSERT INTO Flights(Flight, Destination, Days)
VALUES( 'GR0OOS5', 'GOH', '12-45-")

FEX R Fligths A —NTLH, 7B Departs MR E AL o

FEFRARERT, BETHEEAFTEEROER. RE XA B BRI ARARSERE SQL 1y
5k, b, BOMNAH— AT FLIERRE et BRIEE L Thule , REHFT TSI
B

SELECT Name
FROM Diary
WHERE Flight IN
( SELECT Flight
FROM Flights
WHERE Destination = 'THU')

(RREEHARER, BEMNMKERTH], BHEBENEFENTINR L, ERPH
— AR R BRI — N TTEGER) . EXRER P, XEFRXGEEELBRAOEE
s, B(ARA)BMERRERS —XERER, EXREEEREPAIRFEERRMELN X
%, WTF.
e A AL A BFRHELERRER (real relation) , B IHMENBEMRR, BNMMILFE, W
FREETHMXER, FHACIHA 8 CEENOEEER.
CHLE: WHNSFHRE., BIhEMEMLNAREN; BENARFFFHERE,
o . BUME—R, EUEFRASHER, WERBESHEMNTRHAMICEHE XK
#, HEEIEA B B MR RE.
e FMLR., —AHMNER, ENTRELTHEBEELT, B ARFEEERER
Eal:0
B4, 7E3% Diary F25 WHELL R AR BY AT RO HR B BRI T -

CREATE SNAPSHOT Travellers
AS SELECT name , day
FROM Diary

17.2.1 BEENXEF

ER—AERD, ROIUFA—FERIOFTRIRPIH A KTTH, Ao, SRR ERED
15 SR B —AMPRIR . U T BRZERENE B X P H M BB R, TiB—FE, WA
ER A RS R R A S B E— AR K

F@ANALEPE—GHFERRIERR, AARTHIRLMHIRT OO FMA
o ME—i: AAEATHR, £ F RGAAABAELAMP K1,
e B/ME: WwRKAALSHW, RL2LZHAE—HNIR, K PHEARARTES

7% & Diary ¥, name F1 day MEARTUBREEXBF (BRENBEN S, X AR
—AHRATE ) . 7EXRR Flight 1, FRZ flight number,

BAXRUFE - LR, BARE - ARSI REMARN T, IREEEXA
FRITTEENE XM, YD LRFHERRFES — D RRPERRESBE, BAZR
VERAR R AMNR, 1EXABIF o, % & Flight B3 %52 F flight number 3E2 X R Diray #)— 4
Shet .
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17.2.2 SsS#M4HRN

TERFRBAEEE D, W LU E 552 8 4 4 U S 55 Al 4R 1IE Py #R — 0¥, 0 EL AT LUK Bh e 97 1
F—FMHCHAMN) o XN P % RIS HE R X MABRFTE N, HREBAEPFEANRE
KRYEEITEA K.

LEZEERN AAXAGIRMEF, FAFZRG - NERIZTHO-ATEH

REE,

XA AGFRNBRBEAXRPHFATH, EEEXRPHXLITH SHEP LK
RAREI R, IFERMNASE—NBEEF R — AR R T,

SIASSRMAN HEAFTRFOLIERERGIETIE,

—ASMRER T — X HADE AR R 5] A (reference) , — PN ARILELHIMBRERE —1
S ARPAENFREBINE, TR TMNAEENTHNTI A,

BTXFARMS, RIETEEZHIEEH AMTEERN, XS 8EANAEE, B
HENERIEREEL T ARE T, BRI, RaAXEEREENEET mER.

o FE¥E . BB RNEERA. ARMIMEATH, RITES—FHAN, BREGANERE

business ¥ f& private 3B 1t i F7 BEBOKHEL S A Bl Diary X&) status BT,

o LHAE . ALIEIEES, RE—SAN, REEERNNSGRETHEBHHTiT

Bk, HHEEEE17-4 P Students X R, REBESEX—FKAN, EEARELT=

AMERT, BRIR B RS R BRIAE 67,

o —HMME. AEXRPHRIABHENESFUHFAPHHERN T E, HiENEEX

AFERAE -, EROIVEITFH, RITESREBRFDTHHBHREES BTN

PrE KA H R —B, Alice ML KR —K GRI23 fiBE, SN X5 ZAHAER —f

PR R —B, i Carl BlEMERE K BX201 i, RS5ZMBER—, FA=, &

HECHELAE—B —REXEMHLES A RBRKEEERN, TR LR E

A XFERSE IR

BX M EREM N BN A EER.. BIEETHERLS N E MR X s gL R4 T HAE,
Hetn, % %0 AkK B (integrity trigger) RE—FARMHEAREEPRHENINR F, REENR
B BHENRF. ME— L4 (UPDATE), # A (INSERT) &2 M #% (DELETE) #/E K
B EI R RE, XNMEFRSHEME, ATHRM R,

HIRHTHEEMEEEZ EBENPRERZS, RITEA ZIEEHETERANRIT,
LIEAE— R AN T E R EUR B SRR, RATEEIE— N FERHRE. BRPER
HE BMAZE (RNER) $iEAHN, B2 THPHREE - mtE S8R ER.

17.3 HiEliEE

ERPERGE, BEETERERAEREH M o R R EE, EFEEXLEH
BRI, RELRLIZE B A BYCRIREERE, XWNBRGHIR:

o BTFEAXR EBIBI BRI,

o S A¥AE, . MERRERMSE,

REIR]2.4. 145, YREEAT LUNBEAN A BE R an T SRR A& R U7 Rl 2l -

o BRI AT R #RAE
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o BRI S R BER TUE SRR K o

ERFEEEERGEY, MEARENENEEERN P OAERSEE. 5—07H, EAXR
HBRERAERPBEEPHRT, BdRERBENER N TRBERY, ROE2ETHEHR
PATHORBE N E S FTE. MR, RISWES, GROREEERORERE, NERED M %
B, ARMARSEREE S EEM,

o TR RIPBIWETHIAETFE

o —Eit: EEHUIRBARTUN, ARFEMEMRE—-EHNM,

YR E P R RLZAFE B VTR P AR T R BOA AR R R A TR, XFENREA 2
TRMRE, AR BORE ST TER, [RetdA R AT LS 8 5E 15 1) SRR Y 7 ¥

17.3.1 SQL #&#EH

EA W) SQL % RN PO AR LB, BARYE = SeAoR B B s DT
o AP gtk BUBFEMAR . EERHRD, AP F0ERIAE, BEEEEREIGTE
BHOMERHER, EEZBRERGINEN S HIME,
174 %4k EIELEHE (SELECT), E47(UPDATE), #ifk(DELETE) filfi A (INSERT),
o xtRFk: R, WALRRMAENFI(RYE); SQL3 H—HHEA/EXHBELXBEE
FEHET o
FPREBE TR EREE, FERBEEEREABARERTAFERKERE SH,
BB, REEEAFEEABRNROAEE, FERNRMBENREXTAPH
AR AR, FA P b e B T R A AT LI R B o DR SEAR B A SRR 0.4
(BRE, SERE, MR, 78, AHER)
SQL L2 MAB KB F B RSN E LR . 0152 S F AL AH M % SRR 7
RS :

17.3.2 BT MH

£ SQL H', {#F GRANT # REVOKE #AERH AR, FAURINERERERIE. WHEMUL
BB E— N ROFEREZ D, ARMKEATFH, RIOIAFPRDIRITIE At fil Zoe 1L LA T &
IR B3 Diary KAWL

GRANT SELECT , UPDATE (Day, Flight)
ON TABLE Diary
TO Art , Zoe

FAAL AT AR B M B o

REVOKE UPDATE
ON TABLE Diary
FROM Art -

FEARRRIMR, 76 SQL ] LIE T $h4F GRANT %, REHBCLRBRNMAPBENAR
. i,

GRANT SELECT
ON TABLE Diary
TO Art
WITH GRANT OPTION

HERATAL Art B LUAE 48 Diary REVFFAUEE T % Zoe,

GRANT SELECT
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ON TABLE Diary
TO Zoe
WITH GRANT OPTION

% Diary REFA HIEETH At FPUREEE, BiE b At 8T R0 B0E #H.
P AR R R Y (cascade) , FFELA T XBIXAME M, BRRXHNBRERTHLERFSD
3 B SRR AT

DEZBIRRR : — B SR8 T U R SR AR S, RDGE R 48 A X R AR B
RYIE TR, (B TT7R R4 ) A X S B o A AR R B0 1R B T BB A . ARBES A — 1
FPEBEIE, BATUERAFENFRESHRKIURT, IS EE N RS -1 &P,

17.3.3 ESHREH EIEE
MERMXRPIRAE KR, SQLIBFY, QWA KB NIHEIELL T 8.

CREATE VIEW view _name [ (column[ , column]...) ]
AS subquery
{ WITH CHECK OPTION];

FEXREAEES, W LGRS HEABRAR PRI T RREBRAER LRI HER . R,
WHELRER, TLHESHAURXERENFTRBAEFNRT. ERBEXTRNTE
AT AR AE B 2 R . MR —NETBRINBIF, RATAEHF XK Diary PHE—~NETE
FrA A RATHIE,

CREATE VIEW business _trips AS

SELECT * FROM Diary

WHERE Status = ‘'business'
WITH CHECK OPTION;

EITHE , ViEE ] AR B 2 BT R R R B R B AR G R BT R —
TR, WMENLHRSIRITKREREUTILRE:

o MEAEH RIS, I EAVFENL R AT R MR E ERE L — Byl i R e

o YRR REAE IR T SURBRI SR OB Y B2 SR B

o MEREB LI ZE R A

s ZEMMET LINBRELIHE.

o BT LIRE 5 M EH 11K

T i) R R RO U TRl ) T LGE S an T LB Sk o

CREATE VIEW Top _of _the _ Class AS
SELECT * FROM Students WHERE Grade <
( SELECT Grade FROM Students WHERE Name =current _user()) :

R B AU B FR e 1 SR 4% e I AR X M A B RBTE BRI A, EFEA
LA W0 ofe 7 AR e R AL B 0 R P BUE MO AR AT Ak -

CREATE VIEW My _ Journeys AS
SELECT * FROM Diary
WHERE Customer = current _user());

AT LA R A PR N R R, RSBl e B iR g, eRt, MERRKNERR, @ XA
FR, ROUURFRETHRRXFMOVIEES, G URFIBERERFHEERURORT

TR OB
ﬁﬂ,%Eﬂ%%lﬁ%%miéﬁ%oﬁﬁm%%%¢,ﬂUﬁﬁﬂ@ﬂ@%ﬁﬂﬁ

Thule #5 % BEHARIC VLA R ;
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CREATE VIEW Flights . oupioenrias AS
SELECT * FROM Diary
WHERE Destination ='THU' AND Status = 'business' ;

WA ME RO, BT RS ERBERRANEZLERS, BFEASE R
ARIEE. BR S0 A El A (INSERT) M 3 (UPDATE ) #4k 804 FE h B 8B R, BN
LR T, Wk, FERATEHFNRE, BAEIHHEEASEEPNNHESXRFTTENR
B, b, — I HED, NREACTRARSXRZNERE, BAXVEREARBEHN. H
K, BMEREETUESHN, RSB T —wEBNELRE, — MU Diary $¥E A Vi a1
F 474 AT LUE T business _ trips $LEIREF B T @SS

Name Day Flight Status
Bob Mon YLO11 business
Carol Tue BX201 business
Alice Thu FL9700 business

AR R A R SR VFIRAT A8 53 F T A BR AR R R L R

UPDATE business _trips
SET Status = 'private'
WHERE Name = 'Alice' AND Day = 'Thu'

MR ARGFHIE, B4 Alice RIUMEMNRE FHAH, BLE, EXHELT, B TXHRE
i B B T ¥ 2 (CHECK) 311, IRAMA AT RE N EFHRE. NRMREEXFEET
( WITH CHECK OPTION ), #B4E#i( UPDATE) #13E A (INSERT) #§ R 885 AW 2 P HE € 93X
WEERT, MRKGE (CHECK)#{EZB T, MARAIEEIE S (blind write) ,

£ SQL 4 KRt HERMUE— MR, AR UEERRE—1BF. YHREEEE
© B PR SRR A B AL E R P B R Bk BT, BBAKRRERE S —FTR
FERAN T %,

ot A0 B B 7 ) e A 627 SQL B9 FR A1 Z M ULEA . SRR T EE K= HiE, ARSI R
S—FEEERANWES FEHRGER(EHEET), RIRBEETERGRUEBEENZE
i, AP EREE TR ITEIR, Mt Eaa 5P MR —&ET.

2 B3

HEIRGHEMN—EET U RBZEAM, ZENESLCEZINPEETERREHRFE
BEH.

FEARIE, RMNAETHRENESANE, XEFEEGEERY—MEEHAE2IE. A
R, MEVHBEEHREZA,

o il HI AT BB AR IR A M E R RE

o YR ERE N E CRHPEEH Y, SMNENBRRMNPERNEREG?

o SEREVEA—BME, MAREAFED, WEZEITHESR, WAlEARMRENEIRE.

o WIEEEHMALT, SRLMAXNTSL (I TCB) A BEEBH YK,

MEES TEENESHES., ENESRENARFNEERY, MATEXNREES
BARGMIEMER., EHit, RENE LREE X EEESHNERTEN—TT, ATIERATE
BT R B FRFE R

B2 S E BN EN A BRI DT B, MERATREEARERT., Hik, #©
EE LB TRARMES T, . EAHERPRETMHALEEEH A, KT REER
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17.4 GitHEENRE

EEHF, ESHEREEFARRIRTBEETEHLERE. RHREEREESN
FHEET, ERELN —KERFH—NREG) #TRT(RE) EARERFEEH. 7 SQL
i, AUT-HRERHK

® COUNT: —3I{EK .

* SUM: —Fif{ER B,

* AVG: —3{EHFHE.

* MAX: —3|" B KHE,

* MIN: —Fjfh&/piI{E,

GEit AW P Y & #4789 (query predicate ) 1§ 19 2 FIR TR REMTH, & 4% (query set)
RICEEMEAMNTH, ERETP, SiHEEES BT ReRE,

o BUEFE P S — BB, ETEYESUREE. BHXEHETMUIRRA ST

o B EEMEIHEMRAFEN, HROETEMNBHOMA, XEERRRHEED,

EXMFR TR FEFEERTEKN, RiTGsmrEr, OGRS EHUiREHFEREAS
B, HFEER, RIMWERBEEMFENIA . £% 8 EME I B, EERAAERER
IHMEAERNELSR. ERTBEE S, BAEEMERRNEERRAENARE. RITEEM
Rt R R B AT BT L2 A

Name Sex Program Units Grade Ave.
Alma F MBA 8 63
Bill M CS 15 58
Carol F CS 16 70
Don M MIS 22 75
Errol M CS 8 66
Flora F MIS 16. 81
Gala F MBA 23 68
Homer M CS 7 50
Igor M MIS 21 70

& 17-4 Students X HEFE

B 17-4 B EREE, BEXTHREFESHT. BT ERTHEMF SRR L,
HAFTA B EMGITHHEERER AT, 5 LRAAFERERK, THNEHTH EERRE
KT B ETE MBA 4 B 555,

Q1: SELECT AVG( Grade Ave. )
FROM Students
WHERE Programme = 'MBA'

EXNTFFHRE L4 Programme ='MBA',
17.4.1 BREMMER
G BEEZLENBAIEESNBSEREMNENK, BERVE-FUELSR, WHEE
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PR —AETREHORNRENBRE, SEPTRNEREAR, KESBARESIHH
B RENERERTE N TEOERE. YRERN DA 2 BURK L BEE S E L
kR BUEBRATE R, RMEPRERE.

BERBIEE LMA—FXR, PIIRE, Bk, R UE AR RSP RE R
BENVIN, BE, —MIEETUMASRETHAR, RFEXMESHBREEI VI, #
B LML 0 R — SR ORISR P, TRAE ) — SRR BUR . BE BT M — A

o HiEUGE: BERMMABGAPITELREN, XEMTE, TAARBIRTRA R L 2.

o AN XFBELT T SN REREKNER.

o BRI XEMERL S —FE A RARE,

o A RBMWIA B ET: XAPYGE LHBREREHR T —28, ERAZARFHEARRR, X

HWEEK, UrERENER.

17.4.2 REBEWE

AR RAIMA ARG RN EERRBEES, #FHEBOEE. BRERN
5138 Carol RITEH A —ZXAE, BLLUTEN:

Q1 : SELECT COUNT(* )
FROM Students
WHERE Sex ='F' AND Programme = 'CS’

Q2 : SELECT AVG(Grade Ave. )
FROM Students
WHERE Sex ='F' AND Programme = 'CS'

M QL BATAEEEAREFHHBEIRRIE a4, Mad Q& EK{E 70 B
MRS, HAERBHRT, EERNRED, RITEXNEEGTURES M TR B
HAESGITHEREST — RSB RN TEN, EAWAFIT. ERERITTLUIZ I EEN
#e, UNEAAME, TENEMEEENERSEREIMRITBMEBHIESERNER D, BA—H
KR, AR NEEEREAMNICHES, THERMEEHYEHR,

B, BEXEAABE, BREMEANESHENIELFTREEL=ATTR, &
WNRF T

03 : SELECT COUNT( * )
FROM  Students
WHERE Programme = 'CS'

Q4 : SELECT COUNT(* )
FROM Students
WHERE Programme ='CS' AND Sex="'M'

Q5 : SELECT AVG(Grade Ave. )
FROM Students
WHERE Programme ='CS’

Q6: SELECT AVG(Grade Ave. )
FROM Students
WHERE Programme ='CS'" AND Sex ='M'

REIRE R Q3: 4, Q4: 3, Q5: 61, Q6: 58, FIAHMMEEIA T THARGRIAST K
8, U EMRREEILR, B-, BaEa N 4R, RITITHE G Carol KV AL 4 x
61 -3 x58 =70,
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RATRE SN X HITFRIG &, B4 Carol RITRHILRPHE—— N4, HETUMEHE
g, BERMNKEEFERAAREN TR, FREERS. Bk, RITTE—TBEE.

AT A TOLEE FE HAT 869 B 147838 T ARk A 1 448,69 3 A~ 18 %% 4 (individual tracker),
—ANi8 JA #9318 95 & (general tracker) & — /A4, T A AR I M RAF T HGEE,

B TR—AHERERE, RE—NEH, XMEARE—BHRERINEERMNTA 1.
RGBT, HITR Name = "Carol'c HAVEAER RV T F RV NOT (1) X HH8 FEAE th B9
&, BRI BER r BRI ERERZINE—TH, HERIERNEABEAFH, BLAK
AT A # T EARNERKMEHREBR, NTAFER. BEMEENRLAERNERSER
TR FTA MBIE R R & . FERAITHIBIT

Sex = 'F' AND Programme = 'CS"'

B3 Carol AN BB F, Progamme = 'MIS' BIF LS EBEE TN —1 . RITHKLELITH
Eify:
Q7: SELECT SUM(Units)

FROM Students
WHERE Name = 'Carol’ OR Programme = 'MIS’

Q8: SELECT SUM(Units)
FROM Students
WHERE Name = 'Carol’ OR NOT { Programme = 'MIS')

Q9: SELECT SUM(Units)
FROM Students

HEE Q7: 75, Q8: 77 M Q9: 136, Bk Carol —EEEMBBT (75 +77) -136 =16 I~
o GREW . ILVIANETHBEERE - EERBEE.

17.4.3 3%

SHFFHIERIGE N ST ERERMEBRELZETHN BEFTARET . BNIRIE,
BRARREENHBARMBTRT, XSHEEFEAIRD T ZENTENRRITE, ©F
WYL E A TR SR RN, EEHEER G REERERE . FBBLX SRS, AR
T4 305 R L F R At AR .

B, RUAARBAPTFERRER. XERBRERNERLEEREBENER, B
ERATRENENGEE, MEAREEMENZEREBER. 24, RERERIARITER
HRZ BB RAEE NSRRI,

KR, WROZBE VB . T RESREVLB B BURE P ERT, IEBMERE, B
it RRRERN, HENTREAINER, HERMTERERNT . MWBEHE, TRE
BEREPRM—EREYNREAGES, XEREDRNERSEEERLHNE, BRNHAAEIE
FEARE, XEBARK—FEE, BRESEEEM A, KA 8AREEEHEIRE TR
ZH AT

AT DUE R OB SR A, SRR — SRR (Lunr, 1989) o XTHUHE LR #
AATTHRARBHBRYZAINBURE R, XEBEHEIRBIMIIBRT . IR —BHER
BUiEREAR, RAEEEE T BIEZRMXRXBKERT . MR, LG EHAERAVIE
B, RSB EMXNELR, EREN M BEEEER, 70 REAMRAEE,
RIS EMHAT . ERINWOBITF P, BFEMEIRFKZFOXRRBROFEL . RATTLUE
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SFEEGRSHE, FAWAFRRKNAE Students £T (K 17-5),

Name ID ID | Sex | Programme | Units | Grade Ave.
Alma B13 B13 F MBA 8 63
Bill C25 C25s | M CS 15 58
Carol C23 C23 F Cs 16 70
Don M38 M38 | M MIS 22 75
Errol C12 Ci2 | M () 8 66
Flora M22 M22 F MIS 16 81
Gala B36 B36 F MBA 23 68
Homer | C10 Cio0 | M () 7 50
Igor M20 M2 | M MIS 21 70

& 17-5 #F Students 4+

BEF—NRATUELZFTT IR BAER, WM HA A A 2 MR RE

Bfa, RIMNEAAEERNEREZR P TNEHNGRK, MREEDKELNEHTPHESE
FisEE . HILR RSB RERRAP MEE 4, XTRSAHEFRNESME, HEXH®
RN R A RNERE, AT TMIERE—IHITHE S, IREED - MTENE
WFS, fREAT AT #4547 (query analysis) . 4R, B, MARANRERENE, TRHE -
WAT AR R E AT AN AT InREY, ZRSRRLeICEERNRES, A/,
IR HE A 4.0

17.5 BERZEHTEM

LHRMBRERENAERESBEFEOR®, RESRIGFZHATEPRBERTIRIERS
HE, URRFHETNANTRER. BEFEEARERESITHRNRERARTAMRNERE. B
WZREERE I P Z EARE T, wEMERIEMBREEEAEAE MR,

IMRAEAEARTZHENE S, FUUEREESFTARERRK, EXMTE, JoEETH
RGN RERENHEBRE T, BEETHAFZHERERAEBRNEEEEERERNHE,
F LB B A F P AR BT — S R E R R (B 17-6) . BUESRME RGBS X AR
AR, FHEIMRRA A SR FEEISEEE R TG, MAREREREEIITIAN
VIRER T . BIRERGR REILA T NEABIRRRER LN G IRNRERT T .

Zoe
/_/
€]
| wERR |
/‘j K‘\
Art BHE Zoe
E3: )
BAERGHE

E17-6 BERSGTHEEERFPRE
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EE-TRERANARDRAGE I BEENH A EERATERE, MTARASZERIX
WHMAR. Bit, AFENREELEILNAFERNER(E 17-7) . FATEXTANRT,
BRIV R E AT AERETBOR FRIREEE AL, 500 FE M R A ZM
%R, MRMEAAD, BABTHEEBEE DX, REBHEFHRE. —BRE
RGERETHEEER P OUTRERIDIRE, RARMEES 8 b H7E RAE RGP R — 25

WM Z
i
pfﬂ%ﬁM
—
A HoAth
Art A P
Zoe 4 -
BERGHR
B17-7 BEEEEALTHRREERARE
17.6 BRFA

WAL FRARERSFEHSBRAPONASRE, . @&, ik, GAFRS. 4
ANREE, SR IR, X EBIE— R ERRAT M, SPE0E—EEHNEBEAR
PR .

F TR AR, B LS AR BRI 4 (Guidelines on the Protection of Privacy
and Transborder Flows of Personal Data, OECD), XM H 4 BER T ASLEIFEN, fExsFEN s,
g2 AREEBIESI AR, MaEaEsE, NERNEEPBIEENA,

1. W e FREIEN . AR EIXT A AREN WS, BUEN ZESREMEGETABE, JHE
BB EEREA AT R &

2. BEREEN . RMRIENXES - HENBRR, W BEETER, BNH, T8,
T B XA,

3. BHEYRBBEDN . MU A ABERER EK,

4. fERARRAERL : BRAE HMOABHRBEAE AN AL, N AME b BIE T Ak
BB,

5. ZEPFBFEN . Miz#EdEERELUETR, KRR ANEE.

6. FPRCEERRI . S ABIBAREABERE . SRR PR RN R — R BUR

7. MESEERN . BANMENZAAEBIALTEENAF . BRERBWA S () MR
BB, BB/ RSM ) XA, EEREBHEENRE, BEEERNER,

8. [AJ PSR . iR B0 ) F Bt S A0 — LR M SR RAE, X SRS E T R AR A
SR SLHE H AR Y
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AEFRA ANBHE A R AR R RS B BB P — N BB RSO R BCE B AR . B S
HARBEE, HELFHKEMAERABRERICP . ZIREIEFREMA P AR, A8
MBMBREFEMITFAZEERFECHRE. SCRA S RS 538 0z 8 A pRA
BEARERIRE .

HEEEAZWEBEHR BEAPHTTER, b, #EREEF 5 4£ % (Health Insur-
ance Portability and Accountability Act of 1996, HIPPA), FiR—EEP M ARNE ICFE A REBH
BEFEYMA., B4, BERMMEREEBEARNBAGRRREGR . XE LT 2003 F43, ©Xt
BRABRTEEEZSNEREARZEH=4H T EXIEN,

17.7 ZREBRE

WATLLSEHMBES P THRXRBEEY, XTREELZLTENITFEZRBIC LK
$EILGRIRTE Castano et al. (1994) EET . ERNHEERBMBARANXTREEZ 2N BEE
Denning (1982) EME, XA BAFEIHERENLZLERT - MIFHNSHME. XTXTHE
Z WA RRYER, WL Lunt(1989) MEE P ER A T EBEE L EHEMAE™ R A
R B RE B TR BRR, [RIatxt T s & £ TR 4 .

17.8 @&

%3171 BEE—TERPEEE, SHEER(BEPE, KPS, /8, FA%, UAUT—
s pRA. P, TR, BHEE, EX—MAMEH, HUsESME, kLT —EoE.

o ZFHLAZBMATEC MK, ER.

o B AT AR T 12 M 2 LN A MFERELE, BSTUEHRIERPRR S,

o HE R A RIS AICE, RBTE NFEE B LR NFA AP ERFMAT0ERE,

%3117.2 BERAE—-TFECROREE, RPa8TEENESL, 2ENENRENS
¥, VRBEANRESRT A ¥ENRE, XE24NREREREHALRENI . Ba
A XL ER A % E X WITH CHECK OPTION g7 Xf g & & f# i CHECK OPTION 4 i}
E AR,

#3117.3 FiARYAE Students X R (F 17-4) LG T HERAERBERERTHEZLEGS
ZATH, REEBM Grade Ave I AVG B4 B AT, RIRE—NFHKEANEESE,
FF H#E— %t Homer f-F-14 7 BB BRBR B o _

%35117.4 EREERKZST, KUTRCELEL THEENARE LR 2EH ML,
R 25X F B W [ B AT AR 7

%317.5 REAE—NTBEEERSET, —SREPRELTERENRETEFHERZE
b HAVRIEETBGRA AP, ®elfEEd R RBET, RitEHRE. BARERD
XM YR

%3]17.6 WMEABFR—IEEE, EXMREES, dTRPHE TRV RRER R
E X, RS NI HRERENEZ L. WRESEREENREFEERERSE T
B R R R E T, BRARXFEMIRIT IR SE R B AR (fER—FirKE, KB R
—TFHERGHEA STHEFPA 1000 THHC RS, UUER 100 MEEBEN T ) X2
— Rl T R RS2

© £1995 4210 A 24 H b EKM ISR H L ILFE T ) 95/46/EC B4R #E 95/46/EC,
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